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NMHdopMaLMOHHA CUTYPHOCT

Llenu:
« KoHdunaeHumanHocT
« WHTerpurer

« HanuyHocT

Diata
and
services
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3anraxu 3a CUrypHoOCTTa

ToBa e noTeHumarnHa onacHocCT 3a:
* WHMopMauuaTa
« KOMMIOTbPHATa cucTema

+ MpexoBaTa ycnyra
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BugoBe 3annaxu

[1o npounsxon ca:
« BbTpewHu

e BBbHLWHK

Compromised Host
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BuaoBe 3annaxm

[1o Ha4YMH Ha opraHu3upaHe ca:

« CTpyKTYypUpaHu — npegBapuTENHO NMPeLUm3Ho
nfaHMpaHu

« HecTpyKkTypmpaHu — He ca nnaHnpaHu
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BupoBe 3annaxu (3)

[1lo Ha4YMH Ha NpoBeXaaHe Ha aTakaTa ca:

« [lacuBHU — CHUMEP Ha naponu, aHanms Ha
Tpadouka

« AKTMBHM — ONWUT 3a JloreaHe, NoTUCKaHe Ha
ycnyrata, MackapaguHr, moangukaums Ha
CboOLLEeHUs
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EBonounsa Ha 3annaxure

C rogMHuUTe ataknte KbM MpexoBaTa CUTYPHOCT ce
pas3BuBarT.

Kbm 1985 atakyBawmart TpsibBa ga e MHOro gobpe
3ano3HaT C KoMMTbpa, NporpamMmpaHeTo, Aa uma
3HaHUS NO MPEXW, Ja No3HaBa geTannuTe Ha
cpeacTBaTta, C KOUTO Le aTaKyBa.

CpepcTtBaTa, C KOMTO ce aTakyBa Ce pa3BuBaT U Beye
HE U3MCKBAT BUCOKU 3HAHUSA B KOMMIOTbpPHaTa obnacr.

XopaTa, KOUTO npean He ca npaBuin KOMMNIOTbPHA
npecTbnnennsa nopagn HesHaHne B T obnacTtTa, Beye
mMorart Aa rv rnpassr.
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BbTpelwHu aTaku

Backdoor — cekpeTHa BxogHa To4Ka B NporpamMmeH Kop
4ype3 KOATO MOXe [a ce OCUrypu HeoTopusnpaH gocTbn 4o
cuctemara.
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BbTpelwHu aTaku

Logical Bomb — BrpageH ko B fiermTMMHa nporpama no

BpeMe Ha paspaboTkaTa oT paspaboTtyunka. N3nbnHseaT ce
HepernamMeHTUpaHn OeENCTBUSA NPU HAacTbNBaHEe Ha HAKAKBO
cbbuTne: HacTbNBaHe Ha aaTa, onpeaernieH pesynraT u ap.
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BbTpelwHu aTaku

Trap Doors — BrpageH Ko B cuctemara, KOUTO UrHopupa
HOpMarHa npoBepKa 3a noreaHe.

while (1) { while (1) {
printf (“login:”) ; printf (“login:”) ;
get_ string(name) ; get string(name) ;
disable echoing() ; disable echoing() ;
printf (“password:”) ; printf (“password:”) ;
get string(password) ; get string(password) ;
enable_echoing() ; enable echoing() ;
v=check_validity(name,password); v=check validity (name,password) ;
if (v) break; if (v || strcmp(name, “DOOR”)==0)
} break;
execute_ shell (name) ; }

execute_shell (name) ;

OI'IepaLI,I/IOHHI/I CUCTEMMU, XpVICTO BbnyaHoBs




BbTpelwHu aTaku

Login Spoofing — cbbupaHe Ha naponn 6e3 3HaHMETO Ha
notpebutenurte.
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M3non3BaHe Ha ObLrose B Koga

Buffer Overflow Attack — goctbn oo HeBanMaHO aApeCcHO
NPOCTPaHCTBO.

int 1;
char c[1024];
i = 12000;
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M3non3BaHe Ha ObLrose B Koga

#include <stdio.h>

int main(int argc, char **argv) {

char buf[8]; // buffer for eight characters

gets(buf); // read from stdio (sensitive function!)
printf ("%$s\n", buf); // print out data stored in buf

return 0; // 0 as return value
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Buffer overflow — nanon3ssaHe Ha cTeKa

SP >
SP — X
A A
B push(X) B
C C
D D
SP >
X SP >
A A
B pop() B X
C :: > C
D D
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Buffer overflow — nanon3ssaHe Ha cTeKa

void foo(const char* input) ({
char buf[10];
printf ("Hello World\n") ;

int main(int argc, char* argv|[])

{ buf[3] | buf[2] | buf[1] | buf[0]
foo (argv[l]) ; buf[7] | buf[6] | buf[5] | buf[4]
. buf[9] | buf[8]

return 0O;

} argument of foo

return address

Stack npean n3BMKBaHE Ha Stack cnen 3BMKBaHe Ha
foo foo
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Buffer overflow — nanon3ssaHe Ha cTeKa

void foo(const char* input) {
char buf[10];
printf ("My stack looks like:\n%p\n%p\n%p\n%p\n%p\n%p\n\n");
strcpy (buf, input);
printf ("$s\n", buf);
printf ("Now the stack looks like:\n%p\n%p\n%p\n%p\n%p\n%p\n\n");
}

void bar (void) {
printf ("Augh! I've been hacked!\n");

}

int main(int argc, char* argv[]) {

printf ("Address of foo = %p\n", foo);

printf ("Address of bar = %p\n", bar);

if (argc '= 2) {
printf ("Please supply a string as an argument!\n");
return -1;

}

foo(argv([l]);

return O;
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Buffer overflow — nanon3ssaHe Ha cTeKa

C:>stackover.exe Hello
Address of foo = 00401000
Address of bar = 00401050
My stack looks like:
00000000

00000A28

7FFDF000

0012FEE4

004010BB

0032154D

Hello

Now the stack looks like:
6C6C6548

0000006F

7FFDF000

0O012FEE4

004010BB

0032154D
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Buffer overflow — nanon3ssaHe Ha cTeKa

C:>stackover.exe ABDEFGHIJKLMNOPQRSTUVXYZ
Address of foo = 00401000

Address of bar = 00401050

My stack looks 1like:

00000000

00000A28

7FFDF000

001l2FEE4

004010BB

0032154D

ABDEFGHIJKLMNOPQRSTUVXYZ

Now the stack looks like:

44434241

48474645

4C4B4A49

504F4E4D

54535251 RUN-TIME ERROR'!
58575655
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Buffer overflow — nanon3ssaHe Ha cTeKa

>loamMsaHa Ha return address ¢

00 40 10 50




Buffer overflow — nanon3ssaHe Ha cTeKa

ABCDEFGHIJKLMNOP\x50\x10\x40




Buffer overflow — nanon3ssaHe Ha cTeKa

C:>stackover.exe ABDEFGHIJKLMNOPxxxxx
Address of foo = 00401000

Address of bar = 00401050

My stack looks like:

00000000

00000A28

7FFDF000

O001l2FEE4

004010BB

00321599

ABDEFGHIJKLMNOPP>(@

Now the stack looks like:
44434241

48474645

4C4B4A49

504F4E4D

00401050 <

00321599

Augh! I've been hacked!
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Buffer overflow — 3awumTra

arguments

Canary word

return address

Stack
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3noBpepneH codptyep

Trojan Horse — 3rioHamepeH coPpTyep, KOUTO MMa HAKaKBa
odhmumnanHa nonesHa PyHKLMOHAMHOCT, HO B YMNTO KoA
nMa NPUKPUT 3rI0HAMEPEH Ko.
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3noBpepneH codptyep

Mobile Code — nporpamu, CKpunToBE, MakpOCK, KOUTO ce
NPEXBLPIIAT OT OTAAaNeYyeHa cucTema Ha fnokanHaTa u ce
n3nbnHaBaT 6€3 ABHa Hameca Ha noTtpeouTtern. dencrear
KaTO MexaHM3bM 3a TPOAHCKM KOHe (Java applets,
JavaScript, VBScript)
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Bupycu

3rioHamMmepeH copTyep, KOUTO MOXe Aa “MHdekTmnpa”
OpYyrv nporpamm ypes TaxHata mogmudukaumna. Bknroysa
ce JOMbJIHUTENEH KO, KOUTO cb3adaBa Komnmusa Ha
BUpYycCa 3a 3apas3daBaHe Ha apyru nporpamu. Moxe aa
N3BbpLUBA 3M10BpeOHN OENCTBUA KaTO U3TPMBaAHE Ha
OAHHW, KpUNTUpaHe n ap.
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BuooBe Bupycum

Boot sector virus — niektnpa master boot 3anuca un ce
pa3npocTpaHdaBa rnpu cTapTupaHe Ha cmcrtemarta.

Macro virus - nHpektupat gokymeHTu (Microsoft Office
NPUIOXeHNS).

Polymorphic virus — npomMeHs ce npu Bcsika MHMeKUns,
3aTpygHABaWKM pasno3HaBaHETO My.

OI'IepaLI,I/IOHHI/I CUCTEMMU, XpVICTO BbnyaHoBs



YepBen

[lporpama, KoATO ce camopensinkmupa u
nanpatla Konmsa KbM ApYyrn KOMNOTPU Npes
MpexaTta. B gonbrnHeHne KbMm
Pa3npoCTpaHEHNETO MOXe Aa U3NbIHABA
3noBpenHn AencTeua (MMNIaHTUpaHe Ha
TPOSAHCKM KOHe, NoBpeXaaHe Ha
NHopmMmauunsaTa).
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BoTHeT

Master

Mpexa oT 3apa3eHn MallnuHn
- 3oMbuTa.

3ombuTata ce kontpormpatr L LA L [ s

OT MaHuMNynaTop — MacTbp 3, T R
6OT. \\\\ \\‘ ’ll ’/,,
PeanusnpaTt OCHOBHO ‘ %,

Distributed Denial of Service
ataka (DDoS)

| |Victim

OI'IepaLI,I/IOHHI/I CUCTEMMU, XpVICTO BbnyaHoBs




[MpuHUMNKM Ha 3alMTa U CUTYPHOCT

NMpuHUMN Ha Han-MankuTe NpUBUIErnun —
Ha nporpamuTe, NoTpedbutenuTe u
cuctemute TpssbBa ga 6baaT gageHu
eVHCTBEHO NpMBUIErnn, 4oCcTaTb4yHU 3a
N3MbIIHEHNE HA TEXHUTE 3aauu.
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TexXHUKU 3a KOMNITBLPHA CUTYPHOCT

ABTEHTUKaUNS

KOHTpOs Ha AOCTbN

Pasno3HaBaHe Ha 3annaxu

3alluTa oT 3noBpeneH codprtyep
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ABTeHTUKauusa, 6asnmpaHa Ha naponu

« [laponarta ce xewmpa c ncesgocny4vyamHo 4Yncro
— salt.

« TunnyHo 3a Linux ce nsnonssa MD5 xeLu
anroputsbm n 48 6uTa salt ctomHoCT.
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ABTeHTUKauuA, basmpaHa Ha naponu (2)

BbBexaaHe Ha HOBa napona

"
SEA Password
‘ Password file
Salt \ User ID Salt Hash code
L ]
Slow hash L.oad . .
function
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ABTeHTUKauuA, basmpaHa Ha naponu (2)

[1lpoBepka Ha napona

Password file

User ID User ID Salt Hash code
Salt
- Password
. S — J
Y
Slow hash
function
Hashed password
» Compare
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ABTeHTUKauusa, 6asmpaHa Ha TOKeHU

- Memory card — KapTu ¢ naMeT, CbXpaHsABaLM
KO, 3a JOCTbIN.

« Smart card — Manko ycTpoucTsea C BrpageH
MUKpOnpoLecop, naMmeT N NHTepdenc 1
noaabpXaT NPOTOKONM 3a aBTEHTMUKALNA.

- BuomeTpnyHa aBTeHTUKaLMSA — NepcoHanHa
aBTEHTUKaLUMA Ha 6a3aTa Ha YHUKaIHW
bur3nYeckn xapakTepucTMKM Ha noTpeduTen.
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KoHTpon Ha goctbna

[onNnUTUKNTE 3a KOHTPOJ Ha JOoCTbNa yKka3saT
KakBW TMMOBE Ha OOCTbN 3a paspeLleHun, npu
KaKBW YCITOBUS U 3a KOro:

« Discretionary access control (DAC) —
KOHTpon 6a3upaH Ha MOEHTUYHOCTTAa Ha
3asiIBUTENS U Ha nNpaBuia Ha HeroB OOCTbI.
Moxe oa ce NpedoCcTaBAT npaBa Ha opyru
cybeKkTw.

« Role-based access control (RBAC) —
KOHTpON 6a3upaH Ha ponidaTa Ha notTpebutenurte
B cCMcTemMaTa M Ha rnpasa Ha OOCTbI 3a
CbOTBETHATa pPorsis.
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Discretionary access control (DAC)

KomMmnoTbpHaTa cuctema ce pasrnexaia kato
CbBKYMHOCT OT NPOLIECU N 0DEKTU

[TpouecuTte onepupar B 3awmTeHa obnacTt (4OMeEWNH),
onucealla o KoM pecypcu nma goCTbI

Bb3MOXHOCTTa 3a U3Nb/IHEHME Ha onepauns BbpPXy
00eKT- NpaBo Ha OOCTbMN

[lomenH — Konekuusa oT npaBa Ha JOCTbM, BCSIKO BbB
BUaa <obekm, MHOXecmeo ripasa>

D,

< O,, {read, write} >
< Oy, {read, write} >
< O,, {execute} >
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Peanusauunsa Ha nomMeuH

[lomenH moxe ga 6bae:

« [loTpebuten. Bb3amMoxHUTE 00EKTU 3a OOCTbIM 3aBUCAT
OT UOEHTUYHOCTTA Ha noTpebutens.

- [lpouec. Bb3MOXHUTe 06eKTn 3a AOCTbN 3aBUCAT
OT MAEHTUYHOCTTa Ha npoueca.

- [lpouenypa. Bb3MOXXHUTe 06eKTn 3a AOCTbIM
CbOTBETCTBAT Ha JIOKA/IHUTE NMPOMEH/INBMU,
neduHMpaHW B npoueayparta.

B Linux gomeinH ce acouumnpa ¢ notpebuten.
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MaTpuua Ha gocTbn

3almTaTa ce pasrnexga kato matpuua:
« PepoBete npeacraBAaAT JOMEUHUTE
« KornoHute npeacrtaBsaT obekTurte

« Access(l, |) e MHOXeCTBO OT onepaLumn, KOeTo npoLec,
N3MbJTHABALL, C€ B AOMEWH i, MOXe Aa U3MbIHN BbPXY
00eKT j.

object

domain

printer

read

read

print

read

execute

read
write

read
write
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M3non3BaHe Ha MaTpuua Ha AOCTbN

« Ako npouec B gomMenH D, ce onuta ga n3nbriHu
onepauus op Bbpxy npouec O;, To onepauusita op
TpsibBa Oa 6bae B MmaTpuuaTa 3a A0CTbN

- [loTpebutenaT, cb3gan obekTa, MoXxe ga aeduHmnpa
KOJIOHa 3a OOCTbN OO0 TO3U ODEKT
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M3non3BaHe Ha maTpuua Ha AocTbn (2)

MaTtpuuaTta 3a JocTbn pasfens MexaHu3ama Ha npunaraHe
OT NonuTUKaTa:

MexaHn3bM — onepaunoHHaTa cuctemMa npegocTaBs
mMaTpuuaTa 1 npasaTta. Ts ocurypsisa MaHUMNynMpaHeTo
c MaTpuuaTta ga 6bae camo oT oTopuU3MpaHu
KOMMOHEHTM.

[TonuTnka — noTpedbutenaT onpegens nonmtukaTta. Koun
N B KaKbB pPeXMM MOXe [a O0CTbNBa AafeH obekT.
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Role-based access control (RBAC)

RBAC e koHTpon, 6a3upaH Ha ponn, KOUTo NnoTpedutenaT
MOXX€e Ja 3aemMa B cuctemarta, BMECTO Ha HeroBaTa
NOEHTUYHOCT.

- [NpaBaTta ce npuceBosiBaT Ha ponun, BMECTO Ha
MHOMBMAOYaNHWU NoTpeduTenmw.

« [loTpebutenute ce cBbp3BaT KbM OrpeaeneHn ponu
(Han-4yecTo B 3aBMCMMOCT OT paboTaTa UM B
opraHusauumaTa).
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Role-based access control (2)

~
)
a

_




Role-based access control (3)

[NoTpedbuTten Moxe ga 3aema MHOXECTBO PO U
MHOXeCTBO noTpedutenn moraTt ga 3aemaTt efiHa 1 cblua

pOﬂFI: R, R, “ o R,
u | K
U, X
U, ) ¢

Uy

Us

X | X | XX

Us
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Role-based access control (4)

Bcaka pons uma cneymndunyHn npasa Ha OoCTbNn A0 eauH
NN HAKONKO pecypca. Pona moxe ga ce Tpetupa KkaTto
00EKT — Bb3MOXHOCT 3a nepapxmm Ha ponu.

Roles

R,

R."i'

F)

Objects
FI

P,

control

owner

owner
control

read =

read
owner

wakeup

wakeup

seck

OWner

control

write =

execute

OWnNer

seck

control

write

stop
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[lpeanasBaHe OT aTaku

Intrusion Detection System Operation

-

Cuctemu 3a pasno3HaBaHe
Ha aTaku (Intrusion

Detecting System - IDS):

« Pabotart nacusHo.

WauckeaT Tpadmka aa A
6bae oybnupax (mirror) Y -
npes3 cucremara, 3a ga | é
6bae aHanu3upaH.

Management

Console
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[lpeanasBaHe OT aTaku (2)

Cucrtemun 3a npegnasBaHe
OT aTaku (Intrusion
Preventing System - IPS):
 W3nbnHaBaT ce B
pexum in-line
« HabnwopasaTt Tpaduk
Ha Layer 3 un Layer 4
 Morat ga cnpat eguH
NakeT OT aTakarta ga He
OOCTUrHE uenTa
 Pearunpat BegHara u He
NO3BOMNsBaT Ha BCEKU
3NnoHamMepeH TpaduKk aa
npemMuHe

Intrusion Prevention System Operation

IPS-enabled Sensor

4 ™

&

r
=

Management Target
Console

Bit Bucket
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[Tooxoau 3a pa3no3HaBaHe Ha aTaku

 basnpaH Ha aHoOManuun — Ha ocHoBaTa Ha
npenBapuTenHo cbbpaHn gaHHM 3a HOpMariHO
noBeaeHNe Ha cuctemara ce geduHupa rpaHuua.
HacTtbnBaHe Ha cbOUTUA U3BBLH HEA Ce cYUTa 3a
aTaka.

« basunpaH Ha curHatypu — geuHmnpa ce MHOXeCTBO
npasuna unu WwabnoHn Ha ataka. TpapukbT ce
CpaBHsABa C THAX.
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3awuTa oT 3n1oBpeneH codtyep

« (Ob6HoBsIBAHE Ha onepaunoHHaTa cuctema
« [lpemaxBaHe Ha ysa3BMMOCTU (patching)
 AHTUBUpPYCEH coPTyep
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Bbnpocu?



