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dopmar Ha U3IHTA

EnexkTtponeH Tect 60 Bppoca 3a 120 MuH.

IIpoBexa ce B cucTeMara 3a €-00y4eHue
Ha TY-BapHa



CurypHoct. e opManimoHHa u
MPEXOBA CUT'YPHOCT. PUCK



ACIIEKTH Ha CUTYPHOCTTA

bananc Mexkay 2 BaKHU U3UCKBAHUA:

* Hyxmara oT OTBOpEHU MPEKHU, KOUTO
OTTOBapsT Ha U3MCKBAHUITA Ha OU3HECA

* Hyxmara ot 3aiuMra Ha yactHara,
MHAWBUIYyaIHA U (pupMeHa HHPOpMAaLIUS
OTHOCHO CTPaTEruUTe B OM3HECA




DdakTure

HapacTBa jie1a B CBETOBHHS THPTOBCKM OaIaHC Ha:
* E-OusHec
* E-Tpproeus

* Internet npuiioxeHus

be3:KMYHUTE MPEKM HApacTBaT 110 OpOM U ce

pa3BUBAT €KECIHEBHO.



DdakTure

Mpexure:

* C€ pa3pacTBaT €KEIHEBHO,
* HaOIrOIaBaT ce TPYIHO,

* aTaKyBaT C€ BCE MO-YECTO.

Turosere araku ce pa3BUBAT ChHIIIO

CKCIHCBHO.



dakTute

AKO C€ MpaBU KOMIIPOMUC CbC CUTYPHOCTTA, MOXKE:

* Jla ce 3ary0sT jaHHU 0€3 Ja ce 3Hae Yus €

OTTOBOPHOCTTA 34d TOBA.

» Jla Obae oTkpagHara uH(bopmalus 0e3 aa ce 3Hae

4usl € OTTOBOPHOCTTA 3a TOBA.

* Morar ga ObpAaT U3TPUTHU ONEpallMOHHATA
CUCTeMa U KOH(PUT'YpaLlMOHHUTE (pailjioBe Ha
PYTEpUTE U J1a CE€ 3aryOr CBbP3aHOCTTA B

MpeKara.



Oprasu3ainuy 3a MpeK0Ba CUTYPHOCT

MULTI-STATE

Information Sharing & Analysis Center




VYI3BUMOCTH

* TexHoJIOrHYHU
— TCP/IP nipoTokou
— OrnepanioHHa CUCTEMA
— MpexoBo 000pyaBaHe
* B KOH(pUTYypUpaHETO
— IIpaBuIHO KOH(PUTYpUpaHE HA KOMIIIOTPUTE

— IIpaBriIHO KOH(UTYpUPAHE HA MPEIKOBUTE
YCTPOHCTBA

* B nnoautukuTe 3a CUTypHOCT

— AKO IOTpEOUTENNUTE HE CIIEABAT MpaBUJIaTa Ha
MOJIUTUKUTE 32 CUTYPHOCT.



KnacoBe (pu3ndecku 3amnaxu
XapayepHu

— (PU3UYECKH JIa CE PA3BAIIAT ChbPBBPU, PYTEPH,
KOMYTaTOpH, OKaOeIsiBaHE, pa0OTHU CTAHIINHU

OT 0OKPBKEHUETO

— TB’pr[G BUCOKH WJIN TBBPAC HUCKH TCMIICPATYPHU HUIIA
TBbPAC CYXO NN TBBPIC BJIIA’KHO.

Enexkrpudecku

— [IMKOBE B HAIPEKEHUETO, MOAHANIPEKECHNUE, [IYM B
CUTHaJja, 3ary0a Ha 3aXpaHBaHE

I1pn excrmoaranus

— JIOIIIO TIOBEJIEHUE HA KOMIIOHEHTUTE —
CICKTPOCTAaTUYHHM pa3ps Ay, JIUIICA HA PE3ECPBHM YaCTH,
JIOIIO OKaOesIBaHe, JIOIMIO O3HAa4YaBaHE HAa €TUKESTUTE
Ha KadeuTe



MubopManiioHHa CUTYPHOCT

NuadopManimoHHaTa CUTYPHOCT €
HayKa 3a OCUTyPsSBaHE Ha:

* KOH(pHUACHIMAIHOCTTA
* HHTErpUTETA
* JIOCTBIIHOCTTA (HAJIMYHOCT)

* HEBB3MOKHOCTTA 3a OTKa3 OT
aBTOPCTBO Ha HH(pOpMaLUATA.

\ Axvaiiability




KoHpuaeHInaIHOCT

* NMudopmanusara, KoATo c€ 0OMEHS MEXKAY OTICITHUTE
MOTPEOUTENN 1a OCTAHE JINYHA — Ja HE CE BUXKJIA OT
OCTaHAJIUTE.

* Jla ce mo3BoJIsiBa JOCTHII A0 HHPOpMALMATA
€AMHCTBEHO HAa OIPEJICICHUTE 32 TOBA MOTPEONUTEIIH.

* JlocThIbT Aa ce AepuHUpa KaTo Bb3MOKHOCT 3a
N3ITbJIHEHNE HA NEMHOCTUTE;

— YETEHE,

— IIHCAaHE,

— IIpOMSIHA,

— KOIIMPAHE,

— NIPEMECTBAHE,

— U3TpHUBAHE HA MHPOpMALIUATA.



MHuTerpurer

* NMudopmanusara TpsOBa ga Obe:
— HCTHUHHA,
— aKTyaJHa,
— ISUIOCTHA (B ITBJICH 00EM).

* Iloctura ce, koraro oopadboTkara Ha
MH(pOpMAIMATa CE U3BbPIIBA OT ONPEACICH
OTPEOUTEN 110 ONPEJICTCH HAYHH.




JIOCTBIIHOCT

* BB3MOKHOCTTA ONIPEACICHUATE MMOTPEOUTEIHN
3a OOPEACICHUTE LIEIN Ja Pa0OTIT C
MH(OpPMALIUITA.

* YCIIyruTe ¥ peCcypcure aa ObaaT HAIUYHH MO
BCSIKO BpEME.



HeBb3MOKHOCT 3a OTKA3 OT aBTOPCTBO

* HeBBb3MOXKXHOCTTA MOTPEOUTEIIAT 1A OTPEUE
U3BBPIICHUTE OT HETO JECUCTBUA C
MHOpMaIUATA.



Crangaptu 3a HH(pOPMaIOHHA
CUT'YPHOCT

ISO 7498-2 SecurityArchitecture

— OSI 3ammTeHa apXuTeKTypa;

ISO 9594-8

— HacokHM 3a aBTeHTH(UuKanus (X.509);

ISO 10181

— OSI Hacoku 3a 3amyTa Ha HHPOPMAaLUAITa;

ISO/IEC 27002

— 32 YIOPABJICHUE HA CUTYPHOCTTA.



Crangaptu o curypaoct ISO/IEC
27002

ISO/IEC 27002 € npakTU4eCcKO pbKOBOJICTBO KakK Jia C€ MOCTUTHE €(DEKTUBHA
CUTYPHOCT U C€ CbCTOM OT 12 cexuuu:

OuensiBaHe HA pUCKa

I1oJIMTUKM 32 CUTYPHOCT

Opranuszanus 3a UHGOPMAIMOHHA CUTYPHOCT
YupasjieHUe HA AKTUBU

CHUTrypHOCT HA YOBEHIKUTE PecypcH

CurypHoct Ha GU3UYECKOTO OOKPBIKEHHE
KOMYHUKAIIMOHHO ¥ ONIEPAIIMOHHO YIIPAaBJICHHE

KoHTpoJa Ha g10CcTBHIIA

SRS R WD~

IIpunoduBane, paspadorBaHe U NONAPHKKA HA HHPOPMALMOHHU CUCTEMH
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YupasiieHre HA MHUUACHTUTE B UH(POPMAIUOHHATA CUTYPHOCT

[—
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[ ]

YnpaBJ/ieHUe Ha HeNPeKbCBAEeMOCTTAa HA paboTa

(-
i

YCayxJIMBOCT HA CHCTEeMAaTa



[TonuTHKH 3a HHPOPMALIMOHHA
CUTYPHOCT

ToBa € TOKyMEHT (MJIH ChbBKYITHOCT OT
TOKYMEHTH ), KOUTO OIPEACIIS U3UCKBAHUATA U
[ICJINTE OPHU 3alliuTaTa Ha HHpOpMaLusaTa, 0e3
Jla CE€ HaBJIM3a B JICTAWJIN, KaK TC IIE CC
[IOCTUTrAT.




Cb3/1aBaHE U YIPABJICHUE HA TIOJIUTUKUTE
3a HTH()OPMALIMOHHA CUTYPHOCT

Heo0xonumoctn:

 KaxkBo ma Obje 3aluTeHo:;

Ot kakBoO 1a ObJie 3allUTEHO;

 (C KakBO 1a ObJe 3alUTEHO;

* Kak ga ce pabotu ¢ HH(pOpMaALMOHHATA CUCTEMA;

¢ Kaksu Ha Ca PCAKIIHUHUTC IIPHU MHIIMIACHTHU U BbHIITHHA
BJIMAHUAA.

OTroBopHocTH:
*  OTroBOpHOCTH HA YIPABJICHUETO;
 Pomns Ha cnenuanucTUTE;

 IloaroroBka Ha CIyKUTEIUTE.



llenu HA MOJIMTUKUTE 34 CUTYPHOCT

* MHpopmupar noTpeOUTENN U IIEPCOHA 3a
3aIBKCHUSATA UM U M3UCKBAHUATA, KOUTO
TpsiOBa J1a CHOIIOIaBAT 34 CUTYPHOCTTA Ha
MH(pOpMAIUITA, C KOSITO OOpaBST

* TlocouBar KOHKPETHUTE MEXaHU3MHU, C KOUTO
I C€ MOCTUTHE Ta3! CUTYPHOCT

* OcurypsBar 0a30BH HACOKHM 3a ONa3BaHe,
KOH(UTypHUpaHe U 3allUTa HA KOMITIOTPUTE B
MpeKara



M3uckBaHUS KbM MOJUTHUKUATE 3a
nHpopmanmonHa curypHoct (1C)

Jla ca opueHTHpaHu KbM (PYHKIIMOHAITHOCTTA Ha
OpraHu3alusITa;

Jla ca s1ecHu 3a pa3OupaHe;

Jla ca mpuiI0KMMHU M HEOOXOAVMU;

Jla ca agekBaTHU,;

J1a MOXe J1a c€ KOHTPOJIUpPaA U3IIbJIHEHUETO UM;
Jla ca aKkTUBHU;

Jla ca rbBKaBH;

Jla ca xparku.



OO noautuku 3a UC

TecTBaHe Ha mojicUcTeMara 3a CUTYpPHOCT Ha
chucTeMara;

JIOKyMEHTHUpPAHE HA U3UCKBAHUATA,;

HaOnroneHue, KOHTpOI U Bb3CTAaHOBIBAHE Ha
CHCTEMATA;

AHaJM3 Ha Ipolieca 3a BiIrM3aHe (JIOTBaHE) B CHCTEMATA;
BbBexK1aHe Ha OTTOBOPHOCTH Ha IIOTPEOUTE]IS;
BbBeXkK/1aHEe HAa OTTOBOPHOCTH HA OPTaHU3AlIMATA;

CurHaJM3upaHe 3a HApYIICHHUS B CUTYPHOCTTA U
ONpPEJICISTHE HAa U3TOYHUIINTE UM;

3aro3HaBaHE ¢ KOMIIOTbPHUTE NPECTHIUICHUS U
aHAJIN3a WM.



[Tomutuxku 3a YUC ce onucaar B

* Crangaptu

* JlupekTuBm

* IIpouenypu



Iloantuku 3a MUC B cTangaptu

 PazpaborBar ce 3a  OCUI'ypsSBaHEC  Ha
ChbBMECTHUMOCT Ha OACUCTEMUTE 3a
MH(POpPMALIMOHHA CUTYPHOCT M ONpEACIsSHE Ha
€IMHHU IIpaBuia 3a MH(POPMaALIMOHHA CUTYPHOCT.

* AKO OpraHu3alysTa PElIu J1a NPUeMe OIIPEACIICH
CTaHJIapT, TOW CTaBa 3abJKUTEIIEH IIPU:
— Msrpaxmanero,
— YIIpaBJICHUETO,

— M3non3BaHeTo HA MmojcucTeMara 3a MH(pOpMallMOHHA
CUT'YPHOCT.



Iloautuku 3a UC B nupeKkTUBU

* JIMpEeKTUBUTE Ca OCHOBHHU IIPEIIOPHKHU 3a
MH(OpMaIIMOHHA CUTYPHOCT, OOMKHOBEHO
Oa3upaHu Ha CTAHJAPTU U MPEACTABIISIBAT

PBKOBOACTBO 3d BHCAPABAHC HA CTAHIAPTH.

* Mwma nipernopbKu, KOUTO HE ca

3AABIKUTCIIHNU 1 MOTI'dT 1d HC CC IIPpHJIAarar.



Iloautuku 3a UC B mpouenypu

* Te ca TEXHUYECKU UHCTPYKIMH, KOUTO HA
HUCKO HAUBO OCHUTYPsBaT IMTOCTUTAHETO HA
CTparernyeckara e, 3aJI0K€Ha B IIOJIUTUKUATE

3a HH(OpPMALIMOHHA CUTYPHOCT.

* Te ce 6azupar Ha CTAaHAAPTUTE U TUPEKTUBUTE

W BHCAPABAT ITOJIUTHUKHUTC.

* Ilpouenypure ce narpaxaar OT TEXHUYECKH

CIIEITUAJIUCTH.



Puck

* PUCKBT € BB3MOXKHOCTTA JIa CE€ CIAYUYH HEIIO
BPEIHO HA U3rpajcHara Mpexa u
[IpeajlaraHUuTE B HEA YCIIYTH.

* Ton € BEpOATHOCTHA BEJIMYMHA M KATO TaKaBa
CTOMHOCTTA My € B auana3oHa [0,1].

* [ paHMYHUTE CHCTOSAHUS Ca:
— 0 - HEBB3MOXKXHO € JIa CE€ CIIyYH,

— 1 - 3aIBJKUTEITHO CE CIIy4Ba.



OCHOBHH THIIOBE PUCK

du3nyecka MoBpeaa npyu OCACTBUA U aBapUU

* PuckoBe IIPpOU3THUYaIIN OT CIYKUTCIINTC:

n3Mama,

ca0O0Tax,

HEeIpaBHIIHA yIIOTpeOa Ha HHPOPMALIHATA,
Kpaxo0a,

HepEerJlaMeHTUPAHO IPEI0CTaBsIHE Ha BHTPEIIHA
MH(pOpMAIHS,

TeHJCHIIMO3HO pa3pylllaBaHe HA JJAHHUTE

* B'prCIJ_IHI/I N BbHIIIHHU aTaKHU

* [I’pemku B CHCTEMHHUS U MPUIIOKEH COPTYEP



AHallM3 Ha PUCKa

OTKpuBaHE U UJICHTU(UIIMPAHE HA PUCKA

OnpenensHe Ha BEPOSITHOCTTA 34 CIITYYBAHE
HAa CHOUTHETO

OnpenelsiHe Ha Bb3MOKHATa Bpeia



KoanyecTBEH aHaIU3 HA PUCKa

* JlaBa KOMMYECTBEHA CTOMHOCT HA PUCKA
(OOMKHOBEHO B I1apu).

* M3umncigBa ce 1ieHara Ha 3aCerHaTUuTe
aKTUBM.



KadecTBEH aHaIu3 HA pUCKa

e M3moa3Bar ce KaueCTBEHHU IIOKa3areiu:.
— YOBCIIIKHA )KI/IBOT,
— HAI[UOHAJIHA CUTYPHOCT,

— MPOIMYCHATHU T10JI3U U JP.

* IIpencrass ce ¢ OTHOCUTEIHA CTOMHOCTH.

* IlonmyyaBa ce ¢ HHAUPEKTHN MEXAHU3MU:
— EKCIIEpTHO MHEHHE,
— OIIHT,

— HMHTYHULNA.



YIIpaBjI€eHHE HA PUCKA

* AHAaJIM3 HA PUCKA;
* HamansgBane Ha pucKa 10 JOIYCTUMO HUBO;

* 3aabppKaHE HA PUCKA HA JOIIYCTUMOTO HHUBO.



Borpocu ?



