3ariaxy 3a CUI'ypHOCTTA



3amjiaxa 3a CUI'ypHOCTTa

ToBa € moreHMaIga OrmacHoOCT 3a;
— nH(pOopManuATa
— KOMOIOTBPHATa CUCTEMA

— MpEKOBaTa yciyra
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Bunose 3amiaxu

I1o mpomnsxog ca:
— Boerpeuinn

— BBHITHU

< Internet >

External Threat

Compromised Host



BunoBe 3amutaxm

110 HauMH Ha opraHu3upaHe ca:

— CTpyKTypHpaHu — OIPEABAPUTEIHO IPEIU3HO
[JIaHAPaHU

— Hectpykrypupanu — He ca IJIaHUpaHU



BunoBe 3amutaxm

I1o HauMH HaA IPOBEXIAHE HA aTakKara ca.

— IlacuBHU — CHU(Ep HA mapoJIv, aHAJIM3 Ha
TpadukKa...

— AKTMBHH — OITUT 3a JIOTBaHE, IIOTUCKAHE HA
ycliyrara, MacKapaJvuHr, MOgu(UKaIus Ha
CHOOIIICHUS



EBomronug Ha 3armiaxuTe

C rogrHMUTE aTaKUTE KbM MPEKOBATA CUTYPHOCT CE€
pa3BUBAT:

* KbMm 1985 arakyBamusT TpsiOBa Ja € MHOTO
A00pe 3amo3HaT ¢ KOMIIIOTHPA, MPOrpaMUpPaAHETO,
J1la ©Ma 3HAHHUA 110 MPEXKH, J1a [IO3HABA ACTAUIUTE
Ha CpEeACTBATa, C KOMTO 1€ aTaKyBa.

* Cpexacrtnara, ¢ KOUTO C€ aTaKyBa CE€ pa3BUBAT U
BeUe HE M3MCKBAT BUCOKU 3HAHUS B
KOMITIOThpPHaTa 00J1aCT.

e Xopara, KOUTO NPEAU HE Cca MPpaBUIU
KOMITIOTBPHHU MPECTHIUICHUS IIOPAAU HE3HAHUE B
T obnacTra, Bede Morar Jia 'l IIpaBsT.



IIponec Ha arakara

i CbBUTHE

] i 1

ATarysall YASEMMOCT E OercTeEWE pesynTaT i . uen
: —
] ]

____________________________________________
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[TacuBHO pa3y3HaBaHE U OPUCHTUPOBKA;
AXTHBHO pa3y3HaBaHE;
Peanna araka;

BHenpsiBaHe HAa HHCTPYMEHTH 3a aTaka B aTaKyBaHaTa
CUCTEMA,;

H3TerissHe Ha HAHHHU OT aTAKyBdHATad CHUCTCMA,

[IpegocTaBsiHe Ha I€CEH JOCTHII 3a B OBbJICIIE 10
aTaKyBaHaTa CHUCTEMa;

IIpukprBaHe Ha aTakara.



7 CTHIIKM HA aTakKaTa

Pasy3HaBaHe

— Ot IP aapecute Ha CHPBLPUTE MOTAT Jia C€ B3emar security profile 3a
CIIY’KUTENUTE U (prupMara.

IIpecmsiTane Ha HHpOpPMAIHSITA.

— Moske aa mos3Ba mporpamMy 3a MOHUTOPUHT Ha MPEKOBUS Tpaduk che sniffer u
1a ce u3pieue nHdopMmaiud 3a Bepcusara u o6post Ha FTP u mail cwpebpHTE.

ManunynupaHe Ha HOTpeOUTENINTE, 3a Jia C€ MOIyYHr JIOCTHII.

— JlecHu 3a nipuxBaliase napoim

YBenmMyaBaHe HA TPUBUIICTUHUTE.

— Cren mony4daBaHe Ha 0a30B AOCTBII, JOCTUTAWKU CUCTEMAra, TOM CE€ yYBEJIUYaBa.

CT)6I/IpaH€ Ha JOITBJIHUTCIIHHU I1APOJIM U IIPUBUJICTHUHU, C KOUTO LIC CC
IMOJIYHH AOCTHII O 3alTUTCHA K YYBCTBUTCIIHA I/IH(bOpMaI_II/Iﬂ.

OcTaBsHE Ha 3aJHA BPATUYKH.
— C Tax ce BIM3a B cucteMara 0e3 OTKpUBAHE.

[IpucnocoOsiBaHe Ha cucTeMara KbM HYKIUTE.
— HW3non3Ba ce 3a atakyBaHE Ha JIPyrd XOCTOBE B MpesKara



llogxomu 3a npeara3BaHe OT aTaku

 Paznensane;

e 3amura Ha Hal-ci1a0o0To 3BeHO (weakest link);
* VYnoorpeOa Ha “rana’(choke points);

* IIpegocTaBsHe Ha 3alllUTa B AHJIOOUNHA;
 (CurypHOCT IIpH¥ IIPOBAJI;

* OrpaHuyaBaHe HA HEOPEABUAUMHU ACUCTBHUS;

* llpeamouyurane Ha IPOCTOTATA;
 HasznayaBaHe Ha MOAXOOAIIN ITOTPECOUTENH;
* Y0eneHOCT B MEPKHUTE 32 CUTYPHOCT;

* Bwropocu;

* baurenHOCT;

« HaOmroneHre Ha HAOMOOaBaIIUTE.



3nckBaHusg KbM 3aliurara

e MoOUIHOCT;

* YHUPUIIMPAHOCT;

* MUHHUMAITHOCT HaA IIPUBUJIETUUTE;
e CaMOCTOSTCIHOCT;

* |'BBKABOCT;

* MMUHMMAIHOCT Ha YOBEIIKOTO YYaCTHUE;
* BB3MOXKHOCT 3a BOIPEUL;

* BB3MOXHOCT 32 KOHTPOII;

* lIpoBepumocr;

* be3KOMIIPOMHUCHOCT;

* [lpunoxumocrt.



IIporiec Ha MPOTUBOJICUCTBUE HA arakara

* OTKpUBAHE HA aTAKUTE;

* AHaJIM3HUPAHE HA ATAKUTE;
— Jlokanu3upaHe — KakBO HE € Hape/;
— M neHtudguunpane — onpeaciasHe Ha aTakara;

— OreHsiBaHe — ONpe/IeIIsIHe Ha 3ariaxara;
* OTroBOp Ha aTaKuTE;

 Bn3cTaHOBIBaHE CJIE] aTaka.



llonysisapHn TEpMUHU 3a aTaku

CJIEJIH 3a YSI3BUMOCTH B CHCTEMUTE
WJIA MPEXKUTE U TH JIOKJIa[Ba Ha
COOCTBEHHMIIUTE MM, 3a Ja I'M 3aTBOPAT. Te ce
(dokycupar BepXy curypuu cucremu UT,
KbaeTO black hat Omxa ru arakypainm.

CBILIO IIPABU MHJIVUBHUIYaJIHHU aTaKu
KbM CHCTEMATa, B KOSITO HE € OTOPU3HUPAH JIa
0JI3Ba 34 JIMYHU WX (DMHAHCOBH LICIIH.
Hanpumep cracker e mpumep 3a black hat.



llonysisapHn TEpMUHU 3a aTaku

- ICTOPUYECKH CE M3ITI0JI3BA, 3a Ja
OITMIIIE YOBEK, KOMTO € OTJIMYEH IIPOrPaMUCT B
UT oobnacrra. Cera ce n3non3Ba 3a OIMCAHUE
HAa UHIUBUIYAJIHU OIIMTH 32 HEOTOPU3UPAH
TOCTBHII 10 MPEKOBUTE PECYPCH.

- HEOTOPU3UPAH 3JI0HAMEPEH NOCTHII
0 MPEKOBUTE PECYPCH.

- MAHUNYJIHMpPA TEICPOHHUTE MPEKH,
3a J]a M3II'BJIHSABA HEO3BOJICHHU (DYHKIIUH -
O€3ILIaTHO Jla TOBOPH HA TOJIEMHU Pa3CTOSHUSL.



llonysisapHn TEpMUHU 3a aTaku

- U3Mpala roaieMu KOJIU4eCTBA e-
mails. M3mnoi3Ba BupycH, 3a Ja u3Mpaiia Te3u
CHOOIIICHUS.

- M3M0J3Ba €-mall 3a 7a B3eMe HoMepa
Ha KpEIUTHU KapTU WK napojim. Mackupa ce
KaTO OTOPU3HUPAH, KOWTO UMa IpaBa J1a U3HUCKa
Ta3u HH(POpMaLIus.



BbTpeniHu araku

Backdoor — cexpeTHa BXO/iHA TOYKA B
IIPOTPAMEH KOJI YPE3 KOATO MOXKE J1a Ce
OCUTYPHU HEOTOPU3UPAH JOCTBHII 10 CUCTEMATA.



BbTpeniHu araku

Logical Bomb — BrpageH ko B JerutuMHa
nmporpama Io BpeMe Ha pa3zpadoTKara OT
pa3pa0oTumka. M3nbaHsaBar ce
HEpPEITTAMEHTUPAHU JICUCTBUA IIPU
HACTBIIBAHE HA HAKAKBO CHOUTHE: HACTHIIBAHE
Ha J1aTa, ONPEACIICH PE3YIATAT U AP.



BbTpeniHu araku

Trap Doors — BrpaaeH koj1 B cuctemara, KOuTo
UTHOPHPA HOPMaJIHA IPOBEPKA 3a JIOTBAHE.

while (1) { while (1) {
printf(“login:”); printf(“login:”) ;
get string(name) ; get string(name) ;
disable_echoing() ; disable_echoing() ;
printf (“password:”) ; printf (“password:”) ;
get string(password) ; get string(password) ;
enable_echoing() ; enable echoing() ;
v=check_validity(name,password); v=check _validity (name,password) ;
if (v) break; if (v || strcmp(name, “"DOOR”)==0)
} break;
execute_shell (name) ; }

execute_shell (name) ;



Login Spoofing — crOupane Ha mapoau 0€3
3HAHUETO HA IMMOTPEOUTEIIHUTE.




M3mon3BaHe HA OBIOBE B KOJIA

Buffer Overflow Attack — nocTsi 10
HEBAJIMIHO aJIP€CHO NPOCTPAHCTBO.

int 1;

char c¢[1024];
i = 12000;
c[i] = 0;



M3mon3BaHe HA OBIOBE B KOJIA

#include <stdio.h>

int main(int argc, char **argv) {
char buf[8]; // buffer for eight characters

gets (buf); // read from stdio (sensitive function!)
printf ("%$s\n", buf); // print out data stored in buf

return 0; // 0 as return value



Buffer overflow — n3mos3Balde Ha cTeka

SP >
SP > X
A A
B push(X) B
C — C
D D
SP >

SP >

pop()

OO | @|> | X

OO ®| >
X




Buffer overflow — n3mos3Balde Ha cTeka

void foo(const char* input) ({
char buf[10];
printf ("Hello World\n") ;

int main(int argc, char* argv|[])

{

foo (argv[1l]) ; buf[3] | buf[2] | buf[1] | buf[0]

return 0; buf[7] | buf[6] | buf[5] | buf[4]

buf[9] | buf[8]

argument of foo

return address

Stack npean nsBuMKBaHe Ha Stack cnen 3BMkKBaHe Ha
foo foo




Buffer overflow — n3mos3Balde Ha cTeka

void foo(const char* input) {
char buf[10];
printf ("My stack looks like:\n%p\n%p\n%p\n%p\n%p\n%p\n\n") ;
strcpy (buf, input);
printf ("$s\n", buf);
printf ("Now the stack looks like:\n%p\n%p\n%p\n%p\n%p\n%p\n\n") ;

}

void bar (void) {
printf ("Augh! I've been hacked!\n") ;

}

int main(int argc, char* argv[]) {

printf ("Address of foo = %p\n", foo);

printf ("Address of bar = %p\n", bar);

if (argc !'= 2) {
printf ("Please supply a string as an argument!\n");
return -1;

}

foo(argv[1l]);

return O;



Buffer overflow — n3mos3Balde Ha cTeka

C:>stackover.exe Hello
Address of foo = 00401000
Address of bar = 00401050
My stack looks like:
00000000

00000A28

7FFDF000

0012FEE4

004010BB

0032154D

Hello

Now the stack looks like:
6C6C6548

0000006F

7FFDF000

0012FEE4

004010BB

0032154D



Buffer overflow — n3mos3Balde Ha cTeka

C:>stackover.exe ABDEFGHIJKLMNOPQRSTUVXYZ
Address of foo = 00401000

Address of bar = 00401050

My stack looks 1like:

00000000

00000A28

7FFDF00O0

001l2FEE4

004010BB

0032154D

ABDEFGHIJKLMNOPQRSTUVXYZ
Now the stack looks like:
44434241
484774645
4C4B4A49
504F4E4D
54535251

58575655
RUN-TIME ERROR'!



Buffer overflow — n3mos3Balde Ha cTeka

»MNoamsaHa Ha return address c

00401050



Buffer overflow — n3mos3Balde Ha cTeka

ABCDEFGHIJKLMNOP\x50\x10\x40



Buffer overflow — n3mos3Balde Ha cTeka

C:>stackover.exe ABDEFGHIJKLMNOPxxxxx
Address of foo = 00401000

Address of bar = 00401050

My stack looks like:

00000000

00000A28

7FFDF000

O00l1l2FEE4

004010BB

00321599

ABDEFGHIJKLMNOPP>(@

Now the stack looks like:
44434241

48474645

4C4B4A49

504F4E4D

00401050 <ummm

00321599

Augh! I've been hacked!



Bufter overtlow — 3ammra

arguments

Canary word

return address

Stack




BBHIIIHN aTaku

MpexoBu — ARP, flooding, brute force,
sniffer, port scanner, redirect, man in the

middle

DoS — SYN flood, DNS, SMUREF, ICMP
Redirect

Mail — phishing
DDoS — botnet



EBomronms Ha arakure

* Eavesdropping

* Data modification
* IP address spoofing
* Password-based

* Denial-of-service
 Man-in-the-middle
* Compromised-key
e Sniffer



Llen - pazy3HaBaHe

300p Ha KepTBaTa
Ping mo mpexara Ha )KepTBara

CxaHupaHe Ha OPTOBE HA aKTUBHUTE [P
anpecu

CkaHHpaHe 3a ySI3BUMOCTHU

CrapTupaHe Ha CpEeACTBA 3a aTaka



Ilen - nocThn

IIpnunnu:

e Jla u3Ternm manHU

* Jla mosy4u 10CThII

* Jla yBeIMYM NPUBUIECTUUATE CH 34 JTIOCTBII

TumnmoBe araku 3a 1OCTBHII:
* Ilapoan

* 3noynotrpeda ¢ 10BEpHUE

* [IpeHacouBaHe Ha ITOPTOBE
* Man-in-the-middle

* Buffer overflow

* [P, MAC, DHCP spoofing



Social Engineering

Preparing the ground for the attack:
- Identifying the victim(s).

- Gathering background information.

- Selecting attack method(s).

Closing the interaction,

ideally without arousing suspicion:

- Removing all traces of malware.

- Covering tracks.

- Bringing the charade to a natural end.

Obtaining the information over a period of time:

Social Deceiving the victim(s) to gain a foothold:
Engineering - Engaging the target.
E S _—
Life Cycle pinning a story

- Taking control of the interaction.

- Expanding foothold.
- Executing the attack.

- Disrupting business or/and siphoning data.

M3nos3BaHe HA IICUXOJIOTUYECKA MAHUITYJIALMS Ha
OTPEOUTEIUTE 32 OCHIICCTBIBAHE HA MPOOKB B CUTYPHOCTTA



Denial of Service araka

» HacodyeHa KbM JOCTBIIHOCTTA HA
MH(OpMaLIMATA B PA3JIUYHU YCIYyTH

" [Ipocra 1 4ecTo j1ocra e()eKTUBHA

* Ycayrara ce OJIOKMpa U HE MOXE J1a C€
M3II0JI3Ba OT JISTUTUMHUTE IIOTPECOUTEIN



Tumnose DoS araku

e Bufter Overflow araka
* SYN Flood araka
 Smurf araka

 DNS araka

 Email ataka

* Ataku cpenty (puzndeckara

MH(PPACTPYKTypa
* 3J0BpeAcH copTyep



Bunose DoS u DDoS araku
* M3rpaxma ce Mpexa OT 3apa3eHU MAIIUHU -
OOTHET.
* 3apa3eHUTEe KOMIIIOTPH Ca HApEUCHU 30MOUTA.

* 3oMOHTaTa C€ KOHTPOJUPAT OT MAHUITYJIATOP —
MacTBp OOT.

Master

I'll send so many pings that
the server can't respond to
anyone else.

Intermnet o
Help, | can't accomplish any "
work!

Web Server
www.XYZcorp.com DoS Attacker




SYN flood araka

* HM3nonssa ce TCP 3-way handshake

* Mznpamar ce mHOTO cermeHnTH oT (panmus [P anpec Ha

N3TOYHHUKA

Attacker

P X Spoofed SYN Packet
Spoofed SYN Packet




SMURF araka

e HWznpama ce broadcast ping kbM Mpexa OT MalllUHU
* [P agpeca Ha U3TOYHMKA € TO3U HA XKEpPTBATA

*  MHOXeCTBO OTTOBOPH C€ M3MpaIlaT Ha )KepTBaTa U MPEeToBapBaT MpeKara

Zombies

ICMP REPLY D=172.18.1.2 §=209.165.200.225
Attempt to Orverwhelm WAN Link

to Destintation
ICMP REPLY D=172.18.1.2 5=209.165.200.226

ICMP REPLY D=172.18.1.2 5=209.165.200.227

ICMP REPLY D=172.18.1.2 5=209.165.200.228

ICMP REPLY D=172.18.1.2.8=209.165.200.229

ICMP REPLY D=172.18.1.2 §=209.165.200.230

Smurf Amplifier

ICMP REQ D=160.154.5.255 5=172.18.1.2.




DNS araka

* DDoS ping araka

* Mznpamar ce MHOXKECTBO MakeTH KbM root DNS

ChPBBPHUTE OT 30MOH MaIlIMHU

* |IperoBapBaHe Ha BPH3KUTE



Email araka

e (CKpUIIT IPOYMUTA CE AAPECHATA KHUTA U CE

HU3IIpalaT KOIIWA C HCI'O JO BCCKHU aAPCCAHT




ATaka cpemy (pu3ndeckara
MH(PpACTPyKTypa

* |IpekbcBaHe Ha

3aXpaHBaHE

* lloBpexmaHe Ha
o0oOpyaBaHe U

[TOMEIIECHUS

* Tepopussm




MpexoBu araku — ARP poisoning

* Mznpamar ce gpperiMoBe ¢ (hallIuBU

MAC agpecu Ha U3TOYHHUKA

 MAC Tabauuara Ha KOMyTaTopa ce

IIPEIbJIBA

* ARP kemra Ha mosy4darens ce IpenbiiBa



MpexoBu ataku — ARP spoofing

* HMznpamar ce pperimone ¢ danmuBu ARP
CHOOIIIECHUSA

* MAC aapeca Ha uzrounnka ¢ MAC Ha
araKyBallara MamnimHa

* Karo pesyirar IP Ha nerutumMHa MammuHa ce
cBbp3Ba ¢ MAC agpeca Ha aTaKyBaIus

* Bcuuku (periMOBE 3a IErHTHMHATa MallliHA
II€ CE MOJIyYaBaT OT aTaKyBalllUs

» Jla ce m3non3Ba cratnucH ARP, VPN



MpexoBu ataku — Man-in-the-middle

MIDDLE IN THE MIDDLE ATTACK EXAMPLE

NORMAL CONNECTION MAN IN MIDDLE CONNECTION

il

SERVER

CLIENT CLIENT

» Jla ce m3nmon3Ba Kpunrorpad)cka aBTCHTUKALTUS



MpexoBu araku — REPLAY

* M3mnoJs3Ba MOBTOPHO aBTEHTUKAIIMOHHA MH(OpMALIUS
npuI00UTa HEPENIAMEHTUPAHO OT BAIUIHA
ABTEHTUKAIIMOHHA CECUS

» Jla ce n3mnosn3Ba BpeMEBH MapKep, CIHOKPATHH
apoJId, KpUIITUPAHE

Replay Attack

| Internet HRHKER /Ii?eplaying Server
', Sniffing session ' request
information L., to the
and credentials server

< <

User
Attacker




MpexoBu araku — HIJACKING

* KommnpoMerupane Ha TEKyIllaTa CECUA YPe3
pexBallaHe Ha cookie

* IlpencraBsiHe HA arakyBalllys KaTo JETUTUMEH
noTpeOuTEN

» Jla ce u3mon3Bar 3aliuTeHHU IIPOTOKOJIH C HaIeKIHA

KpUIITOrpad)CKa aBTCHTUKALIMS 1 3alllUTa Ha
I/IHTCFpI/ITeTa Victim Server

Login: user1, password: 1234

® b
I =

Sessi ID: F7299EBA209CC23

Attacker



MpexoBu ataku — BRUTE FORCE

ITocaenoBaTenHo IpoOBaHE HA BCUYKH Bb3MOKHHU
KOMOMHAIIMH 3a IapoJia

Jla ce u3mo3Bar CIOXKHU NAapOJIM U OTPAHUYCHHUE TIPU
HEYCIICIHO JIOTBAHE

: —

— ——
A

—_—

L11}

Automated tool Multiple
login

attempts



* l3non3Bar ce peyHUIM 3a OTKpHMBaHE Ha MapoJiara
((aioBe ¢ HaKW-4€CTO U3MOI3BAHU HAPOJIN)

* Jla ce u3mon3BaT CIOXKHM IIapOJId U OTPAHUYCHUE IIPU
HEYCIEIIHO JIOTBAHE

Dictionary Attack

Trying apple
Trying blueberry
Trying justinbeiber

Trying letmeln




MpexoBu atraku — TEMPEST

[IpexBaiiane CbC CrieaIn3upaHd yCTPOMCTBA HA
Ipe/laBaHy CUTHAJIY.

Jla ce n3nos3BaT 000py/IBAaHE C HAMAJICHO U3JIbYBaHe,
CKpaHHUpaHe, KOHTPOJ HaJl pailoHa




3I0BpEIICH coPTyep

Trojan Horse — codTyep, KOWTO MMa HIKAKBA
o(uIanaHa mojae3Ha (yHKIIMOHAIHOCT, HO B
YUUTO KOJ UMa IIPUKPUT 3JIOHAMEPEH KO/I.



3I0BpEIICH coPTyep

Mobile Code — nmporpamMu, CKpUNTOBE,
MAKpPOCH, KOUTO CE MPEXBBPJIAT OT
OTJaJI€4u€Ha CUCTEMA Ha JIOKAJIHATA U CE
M3IThJIHSIBAT O€3 SIBHA HaMECa Ha IIOTPEeOUTE.
JlercTBaT KaTo MEXAaHU3bM 34 TPOSTHCKU KOHE
(Java applets, JavaScript, VBScript).



3110HaMepeH coPTyep, KOMTO MOXKE Aa
“nH(EeKTHpa’” Apyryu IporpaMu 4pe3 TIXHaATa
MoauduKamnysa. BkirouBa ce JOBIHUTEICH
KOJI, KOUTO Ch3/1aBa KOIIHMA HA BUpPYcCa 3a
3apa3sBaHe Ha APYyrd nporpamu. Moxe na
M3BBPIIBA 3JIOBPEIHU JICUCTBUS KaTO
M3TPHUBAHE HA JAHHU, KPUIITUPAHE U JIP.



Boot sector Bupycu

HekopekTHOTO MapKHUpaHe B boot TadauIIaTa HA CEKTOPU
OT IIaMETTa, KaTo JIOIIH.

*  Pesyurarsr:

—  HeBb3MOXHOCT 32 cTapTUpaHe Ha IPOrpaMHH IPUIIOKCHUS U
paboTta ¢ nHpopmalusiITa, KOraro MakeTUTe UM ca
Pa3IOJI0KESHN B MAPKUPAHH KaTO JIOIIN CETMEHTH.

— HeBBb3MOKHOCT 3a eq)eKTI/IBHO MN3IT10JI3BAHC Ha I1aMCTTa.

[INT 1 Handler]
[INT 1 Handler] DOS DOS

[INT 8 Handler] [INT 8 Handler]

[INT 13h Handler]

[INT 13h Handler] [¢ PROGRAM

PROGRAM

[INT 21h Handler] [INT 21h Handler]

BIOS BIOS

il

Interrupt Vector Table Before Virus Infection Interrupt Vector Table After Virus infaction



Polymorphic/Self-garbling Bupycu

* [IpousBexaar pa3anyHu, HO C €HAKBO
[IpeIHA3HAYCHNUE KON, KOETO IIPaBu
OTKPUBAHETO UM M JC3UH(EKIUATA ITIO-TPYIHO

b

- I'ma b
i | love you -—}\
1

\ pa—

Neaiss? Lﬁ
I'ma
| love ya ‘K



Multipart Bupycu

 Pa3neneHu ca HA 4aCTHU, KOUTO CE
pasnoJjarar Ha pa3IndHU MECTa, TE3U
4acTH ca (PYHKIIMOHAIHO 000COOCHHU, HO
pe3yarara OT JEUCTBUETO Ha BUpPYycCa Ce
o0yciaBs OT CbBMECTHATa UM padoTa



Macro Bupycu

* H(dekTupar uype3 0a3uTe JaHHU U
OMOJIMOTEKUTE HA MAKPOCH 32 KOHKPETHO
PUIJIOKEHUE U 3aCsATaT CaMO HETO



Hepsen

IIporpama, KosATO C€ caMOpeIUIMKHUpa 1 U3Ipala
KOS KbM APYTY KOMITFOTPHU IIpe3 Mpexara. B
OOITBJIHEHUE KbM PA3MPOCTPAHEHUETO MOXKE J1a
M3IThJIHSBA 3JIOBPECIHNA ACUCTBUA (MMILUIAHTAPAHE
Ha TPOSTHCKU KOHE, ITOBPEXKIAHE HA
MH(OPMALIUATA).



Borpocu ?



