CUrypHOCT Ha OIICpaALIMOHHHU
CUCTEMU



HpI/IHHI/IHI/I Hd 3dlIUTad 1 CUT'YPHOCT

* IIpyHIMII HA HAN-MAJIKUTE NPUBUJIETUH —
Ha IIPOrPaMUTE, HOTPECOUTEIINTE U CUCTEMHUTE
TpsiIOBa Ja ObJaT JaJCHU €AUHCTBCHO
IPUBUIIETHH, TOCTAaThYHU 3a U3IBJIHCHUE HA
TEXHUTE 3a]1a4N.



TeXHUKHM 3a KOMIIIOTBPHA CUTYPHOCT

 ABTEHTHUKAIIUA
* KOHTpPOJI HA TIOCTBHII

* 3amuTa OT 3JIOBPEICH COPTyep



ABTCHTHKALM, 0Oa3upaHa Ha IIapoJin

* Ilapoiara ce xelmpa ¢ nceBaoCIy4YanHo
qucio — salt.

* TunnyHo 3a Linux ce uznon3zsa MDS5 xem
anropuThM U 48 OnTa salt CTOMHOCT.



ABTCHTHKALM, 0Oa3upaHa Ha IIapoJin

BbBeX1aHEe HA HOBA IapoJia

Password

0 Password file
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ABTCHTHKALM, 0Oa3upaHa Ha IIapoJin

IIpoBepka Ha mmapoJia

Password file

User ID User ID Salt Hash code

Salt
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ABTEHTHKALM, Oa3upaHa Ha TOKCHU

* Memory card — KapTH ¢ maMeT, ChbXpaHsBaIly KOJI 3a
HOCTHIL.

* Smart card — MaJKO yCTPOMCTBA C BrpajicH
MHKPOIIPOIIECOP, HaMeT U MHTepPeiic U MoaabpKaT
IIPOTOKOJIM 3a aBTCHTUKAIIHS.

* buomMerpryHa aBTEHTUKAIUA — IEPCOHATHA
ABTCHTHUKAIIMS HA 0a3aTa Ha YHUKAJTHU (PU3NYECKU
XapaKTEPUCTUKH HA MOTPEOUTEIL.



Pluggable Authentication Modules

e PAM - makeT OT cIIOoAeJIEHN OMOIMOTEKH, JaBallu
Bb3MOKHOCT 3a M300p HA aBTCHTHUKAIYS Ha
OTPEOUTEIIN.

* BuBexaa Middleware cnoit Mex 1y IpUI0KEHUETO U
ABTCHTHKALIMOHHUS MEXaHU3bM.

* Moxe ga nmoabpka JJaHHU 3a CECHUITA.

* PasmupsBa Bb3MOKHOCTUTE Ha Linux na Obae ot
Kj1aca Ha enterprise OS.



KoHTpoJ Ha JoCThIIA

[TomuTHKUTE 3a KOHTPOJI HA JIOCTHIIA YKA3BaT KAKBHU TUIIOBE Ha
JTOCTBII 3a Pa3peIICHU, IPH KAKBHU YCIOBUS U 3a KOIO:

* Discretionary access control (DAC) — koHTpoJ 0a3upaH Ha
HUJCHTUYHOCTTA Ha 3asBUTEIIA U HA MPaBUJja HA HETOB JIOCTHII.
Moke J1a ce TIpeIoCTaBsAT IMpaBa Ha APYTU CyOEKTH.

* Role-based access control (RBAC) — koHTpon 6a3upaH Ha
poJIsiTa HA MOTPEOUTENUTE B CUCTEMaTa M Ha IMpaBa Ha JIOCTBII
3a ChOTBETHATA POJISL.

* Mandatory access control (MAC) — KOHTPOJIBT C€ ONpeeIIs
OT aAMHUHHUCTPATOPA.



Discretionary access control (DAC)

» KomMmroThbpHaTa cucTEMa ce pasriiekaa KaTo ChbBKYITHOCT OT
IIPOIIECH B OOCKTH

* Ilpouecure onepupar B 3allUTeHa 001aCT (JIOMEIH),
ONHCBaIla 0 KOU PECYpCH UMa JIOCThII

* BB3MOXKHOCTTA 32 U3NBJIHEHUE HA ONIEpalldsl BbPXY OOCKT-
[IPaBO HA JIOCTHII

* JloMENH — KOJEKIIMA OT ITpaBa Ha JOCThII, BCAKO BbB BHUA
<00€KT, MHOKECTBO IpaBa>
D;

< O, {read, write} >
< O, {read, write} >
< O,, {execute} >



Peanunzanusg Ha 1oMelH

JlomeiiH Moxke 1a ObJe:

* IlorpeOuten. Bb3MoxHUTE O0EKTH 3a JOCTHII 3aBUCST OT
HUJICHTUYHOCTTA HA OTPEOUTEIS.

* Ilponec. BbamokHUTE 00EKTH 32 IOCTHI 3aBUCSIT OT
UJICHTUYHOCTTA Ha mpoleca.

* Ilponenypa. Bp3amMoxxHUTE 00EKTH 3a JOCTHII CHOTBETCTBAT Ha
JTOKaJIHUTE MPOMEHIMBH, I€(PUHUPAHHU B IIpoLiCaypara.

B Linux goMeliH ce aconuupa ¢ IoTpeOuTe.



Marpwuiia Ha TOCTHII

3amuTrara ce pa3niekaa KaTo MaTpula:
* PenoBere NMpEeaCTaBAT JOMEWMHUTE
* Kosonure npeacraBsT 00OSKTUTE

* Access(1, J) € MHOXXECTBO OT ONepalliu, KOETO IPOLIEC,
M3ITBJIHSBAIL CE B JOMEHH 1, MOXKE J1a U3IIbJIHU BbPXY OOCKT ].

object
. Fi Fs F printer
domain
D, read read
D, print
D, read execute
D read read
4 write write




3noi3BaHe Ha MaTrpuila Ha JOCThII

* Ako npouec B goMmenH Di ce onuTa j1a u3MbJIHN
onepauus op Bbpxy ooekT O], To onepaiusTa op TpsOBa
na ObJie B MaTpullara 3a JOCThII

* IloTpeOutenst, ch3aan 00eKTa, MOXKE Ja AepuHUpa
KOJIOHA 3a JIOCTBII IO TO3U OOCKT



3noi3BaHe Ha MaTrpuila Ha JOCThII

ManHuaTa 3da JOCTHII Pa3aCiIsd MCXAdHN3MaA Ha IIPHUJIAI'aHC
OT ITOJIMTHUKATA.

* MexaHu3bM — OIlEpalMOHHATA CUCTEMA ITPEI0CTABS
Marpuiiara v npasara. Ts ocurypsasa MaHUNYJIUPAHETO C
Marpuliara jia 0bJae caMoO OT OTOPU3UPAHU KOMIIOHEHTH.

* [lonuTHKa — HOTpeOUTEIAT onpeaess noaurukara. Koi
1 B KaKbB PEKHUM MOXKE Jia TOCTHIIBA JaJICH OOCKT.



Role-based access control (RBAC)

RBAC ¢ xoHTpoJ1, 0a3upaH Ha POJIM, KOUTO OTPEOUTEIIAT
MOXE JIa 3a€Ma B CUCTEeMAara, BMECTO HAa HErOBaTa
UJICHTUYHOCT.

* IIpaBara ce nmpucBOsiBaT Ha POJIM, BMECTO Ha
WHJAUBHUYaITHA HOTPEOUTEIIN.

* Ilorpeburenanrte ce CBbP3BAT KbM OIPEACICHU POJIU
(Hai-4eCcTo B 3aBUCHMOCT OT padoTaTa UM B
OpraHu3alKsTa).



Role-based access control (RBAC)
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Role-based access control (RBAC)

[loTpebuTen MoXke a 3aeMa MHOKECTBO POJIU U
MHOYKECTBO IMOTpeOUTEIM MOTaT Ja 3a€Mar €/1Ha U Chllla

POJIS: Re R eee R,
u | R
v, | R
U X X
X
Us X
X
U, | R




Role-based access control (RBAC)

Bcsxka posst uMa cnenu@uyHY IpaBa Ha JOCTHI J0 €IUH
WJIA HAKOJIKO pecypca. Poiist Moke ga ce TpeTrupa Karo
00EKT — Bb3MOKHOCT 3a HepapXyuM Ha POJIH.
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Mogaen Ha curypHoCT B Linux

e CHCTEMHUTE U3BUKBAHUS Ca €IMHCTBECHUAT
Ha4uH 3a B3auMmoacuctaue ¢ OC;

* Bceku moTpeduTel Uil HETOB MPOLIEC CE
uaeHtudumpa ¢ user-ID (UID).



Cynep noTpeouTen

ROOQOT user



[ToTpebOurenu

* /etc/passwd

* useradd, usermod, userdel



I pynn

* /etc/group

* groupadd, groupmod, gropudel



/etc/passwd

/etc/shadow




KonTtpoi Ha 1ocThIl B Linux

 PexxuMmu Ha nocTel: read, write, execute
* Tpu xiaca norpedourenu B Unix / Linux:
— owner
— group
— public
* 3a BCEKHM (paill v MOAAUPEKTOPUS uMa 9

3alllUTHU OMTa: 3 3a owner, 3 3a group, 3 3a
public.



JInctunar Ha nupekTopus B Linux
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Paspelienusa Ha JOCTHII
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Paspelienusa Ha JOCTHII
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Paspelienusa Ha JOCTHII
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CoOcTBeHUIIM Ha (halid
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lIpoMsHa Ha paspereHus

* 3a BCEKH OTACICH (Pall Wi NOAAUPEKTOPHUS CE
ae(puHApPA MOAXOIAIL JOCTHI

e 3ajxasaHe Ha 3aimrTara - chmod
e KOMIIOHEHTH:

* IloTpebuten — [ugoa] u — cOOCTBEHUK, g — rpyna, o
— IPyTH, a — BCUUKU

* JloOaBsiHe/mpemaxBaHe — [+ -]
* Paspeuienusa —r, w, X

# chmod u+x test.c
# chmod +w test.c
# chmod g-x test.c



lIpoMsHa Ha paspereHus

* IIpunarane Ha ciel(pUIHO MHOKECTBO OT
pa3pelicHus

* M3mos3Ba ce YUCIIOBO MPEACTABIHE

0 000
001
010
011
100
101
110
111

N OO i1 A W N =



lIpoMsHa Ha paspereHus

e # chmod 751 test.c
e # chmod 240 test.c



IIpomMsHa Ha pa3pelieHus 3a
TUPEKTOPUH

* R —deTeHe ChaAbPKAHUETO HA JUPEKTOPUATA

* W — ch3gaBaHe Ha (paiIoBe U IMOIJUPEKTOPUN
B HEs

¢ X — Bb3MOXHOCT 32 BJIM3aHE B JUPEKTOPUATA



[IpoMsiHa Ha COOCTBEHOCT Ha (paili

# chown <user>:<group> <file>

# chown ivan:users test.c



Mogaen Ha curypHocT B Windows

* Security Reference Monitor — mpoBepka Ha JOCTBIIA,
reHEepUpPaHE Ha JIOT (pailJIoBE U MAaHUITYJIMPAHE C
IpaBa Ha JOCTBHII.

* Local Security Authority — npunarane Ha JoKajHaTa
MOJIUTHKA 32 CUTYPHOCT U YIPaBJICHUE Ha
MHTECPAKTHUBHUS JIOT'OH.

* Security Account Manager — nokaiaHa 0a3a JaHHHM C
MH(pOopManus 3a akayHTuTe. M31momnsBa ce 3a JokaieH

HOCTBDII.



Mogaen Ha curypHocT B Windows

Logon
Process S =
Account e A ccount
Manager Database
Security Local =
Policy SECUrilY | mmme udit
Database Authority Log
'_ User Mode
S : Kermel Mode
ecurity
Reference

Monitor



Windows Active Directory

H3mnon3sa ce nporokoir LDAP.
ABTEHTHUIIAPAHE IIPHU JIOTBAHE B JIOMEHH.
KpeneHuanure ce u3npaliar IIpe3 Mpexxara.

Netlogon.



[Iponiec Ha JIOrBaHE HA TOTPEOUTEII B
TOMEUH

1. M3mpara ce 3asiBKa KbM
netlogon npoieca.

2. Netlogon 3anuTi
DC Ha u3HUCKBaHUS

3. DNS Bpbma IP :
Ha JIOMEWH KOHTPQ

4. KIueHThT U30p:«
3asBKU KbM DC 110 g;Fg
3 % g‘ @

IIPOTOKOJI. -
“Logon/logoff’
events logged

File Server S



Windows Access Control Lists (ACL)

Croucbk oT KoHTpoaHHM 3anucu (ACE). Bcekn
ACE naeHTH(dULIMpPA TOTPEOUTEI U YKa3Ba
IpaBa Ha JOCTAHIL.

* Discretionary ACL (DACL)
* System ACL (ACL)



Security Descriptor

* JlaHHOBA CTPYKTypa BCEKU OOECKT,
ceabpakaiia coocrsennk, DACL, SACL u

AP.

Owner: CORP\Blake

ACE

ACE[
2]
Delete

ACE

0]:
1]:

All
All
. Al

low CORP\Paige Full Control
low Administrators Full Control

low CORP\Cheryl Read, Write and



Security Descriptor

Object )4—@—(_ Thread A

DACL

Access
denied

Access denied

)

Accesstoken

ﬂEE Andrew
Read, wmrite, exacute
|
Access dllomed
QEE Froup A
'rite
|
Access dllomed
ALCE
= Evernsone

Read, execute

Aondr ey
Zroup A
=roup B
Froup C
{ Th )
read B
pN

Access token

Jane
Zroup A




Windows npuBunerum

* KakBo moTpeduTen Moxe J1a

N3ITbJIHABA.

i; Local Security Policy

File Action View Help
o a8 X= HE

il Security Settings
A Account Policies
v [ 4 Local Policies
4 Audit Policy
A User Rights Assignment
4 Security Options
| Windows Defender Firewall with Advai
| Network List Manager Policies
__ Public Key Policies
_ Software Restriction Policies
__ Application Control Policies
S IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Policy

lLy Access Credential Manager as a trusted caller
\¢| Access this computer from the network

l¢| Act as part of the operating system

\.¢ Add workstations to domain

Ly Adjust memory quotas for a process

e Allow log on locally

lz| Allow log on through Remote Desktop Services
luy Back up files and directories

1| Bypass traverse checking

\s| Change the system time

lz| Change the time zone

l¢| Create a pagefile

.| Create a token object

\.y Create global objects

liy Create permanent shared objects

L] Create symbolic links

4| Debug programs

|z, Deny access to this computer from the network
l24| Deny log on as a batch job

Ly Deny log on as a service

. Deny log on locally

\.4| Deny log on through Remote Desktop Services

Fnahla ramniuitar and 1icar arrniuinte tn ha trictad for dslanati

Security Setting -

Everyo neAdministrators,...

LOCAL SERVICE NETWOR...
Guest, Administrators,Use..
Administrators,Remote D..
Administrators,Backup O..
Everyone,LOCAL SERVICE...
LOCAL SERVICE Administr...
LOCAL SERVICE,Administr...
Administrators

LOCAL SERVICENETWOR..
Administrators

Administrators
Guest

Guest




YnopasiieHue Ha 1OCTHII B Windows

w| cardjpg Properties X

General Security Details  Previous Versions
Objectname: CiAUsers\hwalchan\Documents\Labs\POS\Lectures\c:

Group or user names:

ER sYsSTEM

a hwalchan (HV-PCihwalchan)

EE Administrators (HV-PC\Administrators)

To change permissions, click Edit E Edit.. ]

Bermissions for SYSTEM Allow Deny

Full control
Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings, Advanced
click Advanced. =

OK Cancel Apply




YnopasiieHue Ha 1OCTHII B Windows

Permissions for card,jpg X

Security
Object name: ChlUsersihwalchan\DocumentsiLabs\POS\Lecturasic:

anup ar user names:
ER SYSTEM

b § hwalchan (HV-PC\hwalchan)

ER Administrators (HV-PC\Administrators)

Add... Bemove
Permissions for hwalchan Allow Deny
Full control [] ~
Modify []
Read & execute []
Read []
Write 1 .

QK Cancel Apply




YnopasiieHue Ha 1OCTHII B Windows

Select Users or Groups ot

Selectthis objecttype:
Users, Groups, or Built-in security principals Object Types...

Erom this location:

HV-PC Locations...

Enter the object names to select (examples):
| Check Mames

Advanced... OK Cancel




YnopasiieHue Ha 1OCTHII B Windows

Select Users ar Groups X

Selectthis objecttype:

‘Users. Groups, or Built-in security principals ‘ Object Types...

Erom this location:

‘HV—PC ‘ Locations...
Common Queries
. . Columns...
MNarne: Starts with -
Disabled accounts Stop
MNon expiring password
Days since last logon: w é #

Search results:

Name In Folder ~
£ DiaLUP

EDistributed COM Users HW-PC

%Event Log Readers HW-PC

R Guest HV-PC

% Guests HV-PC

£ HelpLibraryUpdaters HV-PC

&, hwalchan HV-PC

%H).rper—\;Ir Administrators HW-PC

B 1s_IUSRs HV-PC

@ nTEDACTIVE




YnopasiieHue Ha 1OCTHII B Windows

Advanced Security Settings for card.jpg O X
MName: CAUsers\hwalchan\DocumentsiLabs\POS\Lectures\card.jpa
Owner: hwalchan (HV-PC\hwalchan) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available].

Permission entries:

Type Principal Access Inherited from
S8 Allow SYSTEM Full control CAUsers\hwalchan\Documents\,
28 Allow Administrators (HV-POVAdministrators) Full control CAUsers\hwalchan\Documentsy,
& Allow hwalchan (HV-PC\hwalchan) Full control CAUsers\hwalchan\Documents\,

| Add | | Remove ‘ | View

| Disable inheritance |

oK || Ccancel Apply




3amuTa OT 3J10BPEJICH COPTyEp

* OOHOBSIBaHE Ha OIEpPAlIMOHHATA CUCTEMA
* IIpemaxBaHe Ha ya3BUMOCTH (patching)

* AHTHUBHPYCEH COPTyep



Borpocu ?



