CucrtemH 3a OTKpHBaHE Ha 3amiaxu (IDS)
W 3a IIpeamasBane ot 3amiaxu (IPS)



CucTtemMu 3a OTKpUMBAHE HA 3aIlJIaxu

* He Moxe 11a ce mpe1oTBpariIT BCUYKUA aTaku
KbM CUCTEMATA

* BuHaru e uMa nporyCcKu, HOBA aTakKu U HOBU
aTaKyBaIly

* TbpcaT ce HAUMHU 3a 3aluTAa:

— [loBeueTo €IMHUYHM 3allUTU MOTAaT Jia CE
IIPOBAJIAT

— 3aroBa ce mpuiara 3aliuTa B IbJI00YrHA — Ha
HAKOJIKO CJIOS:

* 1 coH - CHCTEMH 3a OTKpUBAHE HA MPOHUKBAHE
* 2 CJIOM — CUCTEMH 3a 3aI1Ta OT IIPOHUKBAHE



IDS, IPS u IDPS

* Cucremara 3a OTKpHBaHe Ha IpoHuUkBaHe (IDS) e
coTyep, KOUTO aBTOMaTU3Hpa Ipoleca Ha
OTKPHUBAHE HA MPOHUKBAHE. 3arljiaxara €
pasIio3HaTa, HO € JJOCTUTHaJIa A0 IEJITA.

* Cucremara 3a npeaoTBpaTsIBaHE HA IIPOHUKBAHMS
(IPS) e cobryep, KOUTO pa3nojara ¢ BCHYKHU
BB3MOXHOCTHU Ha CUCTEMA 3a OTKPHUBAHE Ha
IIPOHUKBAHE, HO MOKE J1a CE€ OINTA JIa CIPE
€BCHTYAJIHU UHIUJICHTH.

* Cucremara 3a OTKpHBAHE U IIPEAOTBPATSIBAHE HA
nponukBanus IDPS = IDS+IPS



JlonmyckaHus

e JlencTBUATA B KOMITFOTBPHUTE CUCTEMHU Ca
HAOJIFOTAEMM.

* 1 HopmasiHaTa padoTa, ¥ 3arIaxuTe UMar
OIpeAeiiCHa MOCIEI0BATECIIHOCT OT ChOUTHHS,
KOSITO MOXKE Jla ObJI€ MPOCIEACHA.



HaOmronenue Ha cucreMara

HaoOnrogaBar ce cbOUTHSITa, HACTHIBAIIN B KOMITIOTHPHA
CHCTEMa UJIH MpeXKa.

AHamM3upar ce Npu3HAI Ha Bb3MOXXHHU MHIHUJICHTH, KOUTO
Ca HAPYHICHHU NI HCIIOCPCACTBCHA 3adllliaXa OT
HapyLICHUE Ha IpaBujaTa 3a KOMIIIOTbpPHA CUTYPHOCT.
WHiumaeHTuTe ca 3jioHamepern, IIOPOJICH! OT:

— 3noBpeneH copTyep (depBeu, IMIMHOHCKU COPTYED...),

— HeynbeiHOMOIIEH AOCTHII 10 CUCTEMUTE OT IHTEpHET

— 310ynoTpeda ¢ NPUBUJIETUH HA YI'BJIHOMOIICHHU MOTPEOUTEIN

— OnurH 32 1oJIly4aBaHe Ha JTOIIbJIHUTEIIHUA ITPUBUIIETUN

WMHUMAEHTHUTE Ca U CIAYIANHN:

— YoBek MOXe J1a Crpellin aapeca Ha KOMITIOTHPA U CIYYaAUHO CE
OIMTBA J1a CE€ CBBPKE C pa3IMYHA CHCTEeMa 0e3 pa3peIlcHue.



HaOmroneHne Ha aTaknuTe

Hp eI[I/IMCTBa Ha ID S : Intrusion Detection System Operation

e Pa0oTaT HIaCUBHO.

* 3uckBar Tpaduka aa
ObAe nyonupan (mirror)
Ipe3 cucTemMara, 3a Jia
ObJic aHAJIM3UPAH.

* MpexoBuUAT TpauK HE
npeMuHaBa 1pe3 [DS
OCBEH aKO HE €
ayonaupad (mirror).




OTKpHUBaHE U CIIMPAHE HA aTAKUTE
IIpenumcTBa Ha IPS:

Intrusion Prevention System Operation

* M3nbaHsBAT Ce€ B PEKUM In-

line <

* HaOmromaBar Tpaduk Ha
Layer 3 u Layer 4

* Morar ga copar €IuH NakeT O.

OT aTaKaTa I[a He I[OCTI/IFHG IPS-enabled Sensor
1era l

* Pearupar Begnara u He Oyl
II03BOJIIBAT HA BCEKU 2
3JIOHAMEPEH TpahuK aa

IIPEMUHE



[Ipunuku mexay 1DS u IPS

* Pa3paboTeHu ca KaTo CeH30pHU

* M3nonsBar curHarypu 3a OTKpUBAHE Ha
a0JIOHN HA 3JI0YHOTPEOU B MPEKOBUS TpaPUK

* Morar 1a oTKpuBaT B €IMHUYECH ITaKET WUJIU B
rpyIa MaKkeTy madJIoH



[IpenqumcTBa Ha IDS 1 IPS

Hsma Bb3aencTBue BbpXy mpexara, (Crimpa nakeTUTE Ha arakara
T.K. HIMa BpEME3AAPBKKA [IPU
IIPEMUHABAHE HA MMAKETUTE

Hsma Bb311eiCTBUE BbPXY Mpekara, Morar J1a ce U3I0J13Bar
aKO UMa MPEKbCBAHE HA CEH30pa TEXHUKH 3a HOpMaJIM3AIUs Ha
JTAHHOBHS MTOTOK

HsimMa BB31I€HiCTBHE BHpXY Mpekara, HaOmrogaBar MpexoBu
aKoO MMa MPETOBApBaHE HA CEH30pa  CHOUTHS OT HUCKO HUBO

He ca Bunumu B mpexara
Hezasucumu ot OC

EBTuHUN



Henocrarsmu Ha IDS u IPS

OTBeTHOTO ACKUCTBUE HE MOXKe IIpoOiieMu chc CEH30pa MOXKE

Jla CIIpe arakara Jla C€ OTPa3SIT HA MPEKOBHS
TpaduK

M3uckBa ce mpaBHIHA IIperoBapBaHe Ha CEH30pa

HACTPOMKA 32 OTBETHH MOJKE J1a C€ OTPa3u HA MpeKaTa

JIEUCTBUSA

[To-ysi3BUMM ca KbM TEXHUKM  He Morar ma ce u3nbJiHsBar
32 YKPUBAHE HA CHTYPHOCTTa  BbPXY KPUNTHUPAH Tpaduk
Ha Mpexara

He mMorar na onpenensart ganu
arakaTa € Owa ycCIenHa



[IpoOaemu

* |DS gaOmromasa, HO KaKBOTO ‘‘BHIKZIAa MOJKE J1a HE
ObJe TOBa, KOETO KpailHaTa CUCTEMa IMoJIyYaBa.

* IDS He “BrMkIa” CKpMBAHE HA aTaKHU 4pe3
BMBKBAHC U 34 J1d OTKpI/Ie TdKdBd dTdKaA.
— IDS Tpsi0OBa na gpeacemOIKMpa HAOBIHO MAKETUTE,

— IDS Tps6Ba na "HopManu3upa“ pparMeHTUPAHUTE
MTAKCTH.



IDS ce paziauuyasar mo:

MeToa Ha 3acudyaHe — 3aBUCH OT
XapaKTEPUCTUKUTE HA aHAJIM3aTopa

Peaxiug ga IDS xbM arakara

OauT Ha BXoAHATa HHpopmaius, Kosato IDS
aHaIA3Upa

MexaHau3bpM Ha 3aCUYaHE

Hauun Ha ynorpeoa:
— real-time

— off-line.



Pe:xxumu Ha pabora

l Source SPAN port ] l Source SPAN port ]

* Cay4yaeH

pexum (IDS) ,5%54 ="

GO0/1 Egress traffic

[ Destination SPAN port ] SPAN port sending copies of traffic

IDS Sensor

o In-line pexxum B~ - Ea - g )
(IPS)



[lo oTrHOIIEHKE HA BpeMe

* IDS B peanHo Bpeme
— AHam3upar JaHHU, JIOKATO CECUITA € AaKTHBHA

— Baura amapma B MOMEHTA, B KOWUTO arakara ce
CIy4Ba

* Off-line IDS

— AHanu3upa JaHHUTE CJel KaTo HHpopMalusaTa €
chOpaHa

— Ilone3Ha 3a pa3OupaHeTo HA €CTECTBOTO Ha
arakara



IDS nabmogenue ¢ Port Mirroring

* CuHudep, B MpexKa ¢ Xb0

* CHudep B MpeKa ¢ KOMyTaTop, HO C port
mirroring




Firewall mam mpexoBa IDS

 Firewall

— AKTHBHO (pUITpHpA ITAKETH
— YCIIEIIHO CIMpa araka

* Mpexosa IDS

— [TacuBHO HAOIOOEHUE
— He cniupa arakara

— DoS araka npu Mpexona IDS

* Bucoka KoHCyMmalus Ha pecypcH —
npouecop, namet, bandwidth

* 3noynorpeda ¢ peaktuBHHU DS -
TBKIUBY TOJIOKUTEIIHN UHAUKAIIAH,
aTaku, IPUYMHSIBAILIMN HEPETHOCTH WU
"rpemHn" makeTu / Bpb3KU



M3uckBaHus KbM MpekoBa IDS
Buicoka CkoOpoCT 3a HaOJIIOJICHUE HA TOJISIM 00eM
Tpauk
Jla HEe OTXBBPJIS MHAKETH, OTTOBAPSAIIM Ha PHITHpA
Jla n3rparna ajgapMu B peajiHO BpeMe
IDS € pa3zgeneHa OT IMOJIUTHUKUTE

IDS € ¢ Bb3MOXKXHOCT 3a pa3lIuPEeHUS

[IInpok 00xBaT 3a IETCKTUPAHE

MKOHOMHYHO U3I0JI3BAHE HA PECYPCH
YcTonumMBa Ha CTPEC

YcronuuBa Ha aTaku Bbpxy camara IDS



KoMmmionenTn Ha IDS

duntpupa ce nHdopMalusaTa, He0O0XoMMa 3a aHAJIU3 U ce hopMHUpaT JaHHUTE,
KOUTO OMMUCBAT ChbOTBETHUTE JICUCTBUS

Ha 6a3ara Ha Mozenu 3a pa3no3HaBaHe ce OMpeaesis Jalu € aTaka
AKo € araka ce u3Mnpalia CUrHal, 4e uma mpoosiem

Ha 0a3a Ha onpeiesieHy 3HaHUA ce ONpeAcIs KakBa 1a ObJie peakuusTa Ha
cucremara - onokupane tpaduk or/kbpm IP agpec u ap.

I[I/IHaMI/I‘IHO CC OIIpPCACIIAT HOBU IIpaBHJIA

e Audit Records
system activities are

observable Audit Data

Preprocessor

Activity Data

Detection ' . normal and infrusive
Models Detection Engine | qctivities have distinct

evidence
Alarms

-

— : Action/Report
Decision Engine




N300p Ha pemenue 3a IPS

dakTopu 3a n300p Ha IPS cenzop:
* Pasmep Ha MpEKOBHUS TpauK

* Tonosorus Ha Mpexara

* bromxer, 3aJi€JIeH 3a CUT'YPHOCT

* HanudeH nepcoHal 1o CUurypHoCcTTa, KOMTO
yrpanissa IPS



XocT-0a3upaHu U MpeKOBO-0a3upaHu [PS

_Mpewversa | Heweram

XOCT-
0azupanu IPS

peanusupar ce C
arcHTH Ha caMara
MallliHa

(Windows Registry
Scanner; Process
Explorer)

MpexoBo
0azupanu IPS

*OcurypsBa cnenuduyna 3ammura *3aBucumu ca ot OC

ype3 OC Ha xocTa *TpsiOBa na ce UHCTAIMpAT Ha
*OcurypsBa 3amura Ha HUBO OC  BCHUYKH XOCTOBE

U TIPUIIOKEHUSI

e3amuTaBsa X0cTa CJIEI KaTo

ChOOIIIEHUETO € IEKPUIITUPAHO

*Bonst nor-gaiin u ananusupar

ChOUTHSATA

] eHepupar anapmu

*IlenoBo edexTuBHU *He morar 51a ce u3mbiHsIBaT

*HezaBucumu ot OC HaJl KpUNTUpaH Tpadux
*Tpsi6Ba na cripat
3JI0HaMepeHus Tpauk npeau
Ja IOCTBIIA B XOCTA



MpexoBo-0a3upanu IPS

ITpumepu: Cisco IPS AIM and Network Module Enhanced (IPS NME),
Cisco ASA AIP-SSM, Cisco IPS 4300 Series Sensors, Cisco Catalyst
6500 Series IDSM-2

Web Server DNS Server




APXUTEKTypa Ha MpEKOBO-0azupanu IDS

Policy script Alerts/notifications

Policy Script Interpreter

Event stream

' Packet stream




MpexoBo-0a3upanu IDS

CwOupana nHpOpMaLIMA:

e [loamuc ID

* [P agpec Ha arakyBaiys
* [lopT Ha arakyBamus

. MaKCI/IMaJIeH pa3Mep Ha CETMEHT
* [P aagpec Ha xkeprBara

* llopr Ha kepTBara

* Bepcus Ha curHarypara
e TCP onmmuu

* Penyranus Ha pe3ynrara
* OreHKa Ha pHUCKa




Bunose nerexkumun

OcHoBaHa Ha ma0;10HU (Pattern-based)
OcnHoBana Ha aHomanuu (Anomaly-based)
OcnoBana Ha noauTuku (Policy-based)

OcHoBaHa Ha cieaeHe Ha nmopT (Honey port-
based)

OcHoBana Ha 3HaHus (Knowledge-based):

— ExcnieptHu cucremu

— AHalu3 Ha CUTHATypHu

— Mpexu Ha lletpu

— AHann3, OCHOBAH HA IIPEMHUHABAHE MPE3 ChCTOSHUSA



[IpenumcTBa/Henocrarsiu

Tun 3acuuane | [IpeaxumcrBa Henocrarsum

Pattern-based

Anomaly-
based

Policy-based

Honey port-
based

*JlecHO KOH(pUTYpHUpaHe

*Manbk Opoil animMBoO MO3UTUBHU

TICTEKITNH
*J100bp MW3aliH Ha CUTHATYpPUTE

*[IpocT 1 HazeKIECH
*[loIMTHKKN, HATOAECHU CTIOPEN
[IOJI3BATENS

*JlecHo KOHpUTYypUpaHe
*Moxe 1a OTKpUBa HEMMO3HATH
aTaKku

*[Ipe3 ropra ce CIEasIT aTaKuTe
*Pa3zceliBa u IpUTECHsIBA
aTaKyBalus

*3a0aBs 1 mapupa aTaKuTe
*CpOupa nHbopMaIs 3a aTaKUTE

*He nerekTBa HEMO3HATH
CUTHATypH

*I'enepupa paamBo MO3UTHUBHU
JIETEKIINH

*TpsOBa n1a ce cb3aaBar, OOHOBSIBAT
Y HACTPOMBAT CUTHATYPHU

*O0110 U3BEKIAHE
[lonutukute TpsiOBa 1a ObAT
Ch3aJICHU

*TpynHo ce mpoduaupar TUIIOBETE
aKTUBHOCT B roJisiMa Mpexa
*[Ipodunbt Ha Tpaduka TpsiOBa 1a
€ MOCTOSIHEH

*3aj1eJ1s c€ OTACIICH IOPT 3a
ChpBBpa

*Ha HaroBapBaHETO Ha ChPBbHPA HE
TpsiOBa Ja ce BspBa



Curnarypu

* Curnarypara € Ha0Op OT IpaBuja, kouto IDS
v [PS u3noas3Bar 3a OTKpUBaHE HA TUIIMYHA

IEUHOCT 3a IIPOHUKBAHE B CUCTEMATA.

» Koraro ca ueHTu(pUIMpaHd HOBU 3aIljlaxu,
TpsiOBa Ja ObJaT Ch3AAACHU U Ka4eHU B IPS

HOBHY CUTHATYPH.

* CurHarypHusT (paiil ChbabpPIKa MAKET OT

MPEXKOBU CUTHATYPH.



Curnarypu

* AtpulyTH Ha CUTHaATyparTa:
— Type (Tun)
— Trigger (anapma)
— Action (neicTBuUe)

* Bumose curHarypu:

— Atomic - TOBa € IPOCTHUAT BUJl CUTHATYPA, KOSITO CE€ ChCTOH
OT €JYH IaKeT, ACUHOCT WM ChOUTHE, KOETO CE U3CIIC/IBa,
3a Ja C€ OIPEACIn Jajdd TO OTroBaps Ha KOH(PUIrypHUpaHara
CUTHaTypa. AKO OTTOBOPBT € JIa, CE 3aJICMCTBA ajlapMa U Ce
M3BbPIIBA JICHCTBUETO.

— Composite - mopeguiia OT onepamnyu, pa3peacIcHd B
HSIKOJIKO XOCTa Mpe3 NPOU3BOJICH IIEPUOJ] OT BpeEMeE



Curnarypu

* Ilo-Manko HEBEpHHU IOJOKUTEIHN ACTCKIMHU (HO BCE OIIC MMa)

* He Moxe 1a oTKpuBa HOBU aTaku, CUTHaTypHUTE TPsOBa J1a ce
OOHOBSIBAT 4YECTO




OcHoBaHa Ha 11a0ia0HU (Pattern-based)

HuTto enHO ChCTOSIHME HE € 3aAbJDKEHO 1a  TpsiOBa Ja ChabpkKa ChCTOSHUE WU

pasmiex/a 1mabiaoHa, 3a 1a ONpeaeu HSKOJIKO €JIEMEHTA, a 1a ONPEIEIIA Aan
JAJIA CJIEBA /14 C€ MPUJIOXKU JEUCTBUETO  CIIEIBA Ja CE IMPUIIOKHU JIEMCTBUETO HA
Ha CUTHATypara CUTHATypara

* IIpumep

OTtkpuBane Ha ARP request ¢ OTkpuBaHe Ha CTPUHT ‘“‘confidential” B
sourcec. MAC=FF:FF:FF.FF:FF.FF HAKOJIKO nakeTa oT eaHa TCP cecus



OcHoBaHa Ha anHoManuu (Anomaly-Based)

He u3uckBa cbcTosiHMe, 3a Ja onpeeau TpsiOBa na chbABpIKA CHCTOSHUE, 32 /1A
AEMHOCTTA, KOATO C€ OTKJIOHSIBA OT OTPEIENH 1aliid JEHHOCTTA CE€ OTKIIOHSBA
HOpMaJTHUS PO OT HOpMaJHUS Tpodu

* IIpumep

Process

Size

OTtkpuBaHe Ha Tpaduk, KOUTO € 3a IIpoBepsiBa CbOTBETCTBUETO HA IIPOTOKOJIA
NE€CTUHALMOHEH IOPT, KOUTO HE € B 3a HTTP Tpaduxka.
HOpMaJTHUs NPodu;

Source IP=Destination IP



OcHoBaHa Ha noauTuku (Policy-based)

He u3ucksa cpcrosiHUE, 3a 1a ONpENEn [IpenmecTtBania AeiTHOCT (CHCTOSTHUE) C€
HEXKEJIAHO MOBEICHUE MU3UCKBA, 32 Ja CE€ ONPEAEIN HEKEITAHOTO
MTOBEICHUE

* IIpumep

OTkpuBaHE HA HEHOPMAJIHO TOJIEMU Sun Unix xoct u3npaia RPC 3asBka 10

(parMeHTHpaHU AaKETH, KOUTO OTJAJIeYeH XOCT 0€3 J1a OChUIECTBU

MpEACTAaBIISIBAT CaMO MOCJe/IeH PparMeHT  HadajiHo oOpbieHue KbM Sun PortMapper
nporpamara.



Trigger (amapma)/ Action (aercTBHEC)

Alarm Type Network Activity IPS Activity QOutcome
False positive MNormal user traffic Alarm generated Tune alarm
False negative Attack traffic No alarm generated Tune alarm
True positive Attack traffic Alarm generated Ideal setting

True negative MNormal user traffic No alarm generated Ideal setting




Jlor (paiin 3a mocneaBall aHaIu3

Specific Alert

Description

Log attacker packets

Log pair packets

Log victim packets

This action starts IP logging on packets that contain the attacker address and
sends an alert. An alert will be written to the Event Store, even if the Produce Alert
action is not selected.

This action starts |IP logging on packets that contain the attacker and victim address
pair. An alert will be written to the Event Store, even if the Produce Alert action is
not selected.

This action starts IP logging on packets that contain the victim address and sends
an alert. An alert will be written to the Event Store, even if the Produce Alert action
is not selected.




3a0paHUTEIHU ACHCTBUS

Specific Alert Description

Deny attacker inline = This action terminates the current packet and future packets from this
attacker address for a specified period of time.

- The sensor maintains a list of the attackers currently being denied by the
systern.

- Entries may be removed from the list manually or automatically based on a
timer.

- The timer is a sliding timer for each entry. Therefore, if attacker A is
currently being denied, but issues another attack, the timer for attacker A is
reset and attacker A remains on the denied attacker list until the timer
expires.

+  If the denied attacker list Is at capacity and cannot add a new entry, the
packet is still denied.

Deny connection inline This action terminates the current packet and future packets on this TCP flow.
Deny packet inline This action terminates the packet.

Specific Alert Description

Reset TCP connection This action sends TCP resets to hijack and terminate the TCP flow.
Request block connection This action sends a request to a blocking device to block this connection.
Request block host This action sends a request to a blocking device to block this attacker host.
Request SNMP trap This action sends a request to the notification application component of the

sensor to perform Simple Network Management Protocol (SNMP) notification.
An alert will be written to the Event Store, even if the Produce Alert action is
not selected.




Borpocu ?



