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TnnoBe cokeTu

Stream socket

Datagram socket
Sequential packet socket
Raw socket
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KoOHCTpynpaHe Ha cbobLleHnATa —
nogpexgaHe Ha bantoBeTe

« AOpecuTte M noptoBeTe ca integer

« PasnnyHnte mawmHm nnn OC nanonseat pasfmyHo
nogpexnaHe Ha banToBeTe:
— Little-endian — ctapwute 6antoBe Hanpea;
— Big-endian — mnagwuTte 6anTtoBe Hanpea.
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KOHCTpynpaHe Ha cbobLIeHUATA —
nogpexagaHe Ha bantoBeTe

192 168 0 20
Big-endian

192 168 0 20
Little-endian

192 A
168 A+1
0 A+2
20 A+3

20 A
0 A+1
168 A+2
192 At3

PasnpedeneHu u Mpexoeu ornepayuoHHU cucmemu, Xpucmo BwriyaHoe



KoOHCTpynpaHe Ha cbobLleHnATa —
pelLleHne

 Host-byte ordering — nogpexagaHeTo Ha banToBeTe
B MmalumHarta (Little-endian vnn Big-endian)

 Network-byte ordering — nogpexxgoaHeTo Ha
bantoBeTe B Mpexarta (BuHarn Big-endian)
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OyHKUUN

u long htonl (u long x)
u short htons (u_short x)
u long ntohl (u long x)

u short ntohs (u_short x)

[1pn Big-endian malunHW He ce n3BbpLUBaT
HUKaKBU OEeNCTBUSA

[1pwu Little-endian mawwnHu ce obpbla peaa
Ha banToBeTe
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Cb3gaBaHe Ha COoKeT

int socket ( int domain, int type, int protocol ) ;

domain - d¢aMuIMsT KOMYHMKALIMOHHM IIPOTOKOJN (AE_INET)
type - Tun Ha cokera:

SOCK_STREAM - noTokoB coker, 6asmpan Ha TCP

SOCK_DGRAM - gmaTarpamMeH cokeT, 6Gasmpan Ha UDP

protocol - mpexor nporokon (0 — no nompasbmumpane 3Ba dpammunmsTa)

Cb3pgaBa ce cokeT. KaTto pesynrtaT ce Bpblla AECKPUNTOPBLT Ha COKET unu -1 npu
rpeLuka.
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Cb3gaBaHe Ha COoKeT

#include <sys/types.h>
#include <sys/socket.h>

int main(int argc , char *argv[]) {

int s;

if ( socket(AF INET,SOCK STREAM,0)==-1 ) {
perror (“Socket:") ;
exit(1l);

printf ("Socket created.\n");

return 0;
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CTpyKTypa 3a CBbp3BaHe npe3 COKET

struct sockaddr {
u_short sa family; // communication domain

char sa data[l4]; // protocol-specific address

};
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CTpyKTypa 3a CBbp3BaHe npe3 COKET

struct sockaddr in {

short sin family; // KoMymmxaumonma obnmacr (AF _INET)
u_short sin port; // HoMep Ha nopr

struct in addr sin_addr; // IP agmpec

char sin zero[8]; // He ce msnonsmea

};

struct in_addr {
u long s_addr; // 32 6umror IP agpec
};

PasnpedeneHu u Mpexosu onepauuoHHU cucmemu, Xpucmo BbnyaHos



MHuunann3npaHe Ha gaHHUTE
(Npu CHPBBLP)

#define MYPORT 2345 // mopT mo KOHTO We Yaka BasiBKHU

struct sockaddr in myaddress;

myaddress.sin family = AF INET; // Internet ¢pamunnus
myaddress.sin port = htons (MYPORT); // network byte order

myaddress.sin _addr.s addr = INADDR ANY; // wme
// msnonsea nokanHust cu IP agpec
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MHuunann3npaHe Ha gaHHUTE
(MPWU KNUEHT)

struct sockaddr in myaddress;

// Internet ¢pamunams
// wme nonyum aBToMaTHdyHO oT OC

// nepBMS cBO60JZEH HnopT

myaddress.sin family = AF INET;
myaddress.sin port = htons (0);

myaddress.sin addr.s addr = INADDR ANY; // wme
// wmsnonsea nokanHust cu IP agpec
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CBbp3BaHe KbM cokeT (binding)

#include <sys/types.h>
#include <sys/socket.h>

int bind ( int sockfd, struct sockaddr *my addr,
int addrlen );

sockfd - nmeckpunTop Ha CcE3mameH CoOKeT
my addr - npoMennMBa, CHOBPXAllA JAHHM B3a COKeTa
addrlen - pgwiaxmMHaATA HA Te3M OAHHU
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CBbp3BaHe KbM cokeT (binding)

#include <sys/types.h>
#include <sys/socket.h>

struct sockaddr in myaddress;

sockfd = socket (AF_INET, SOCK _STREAM, O0);

myaddress.sin family = AF INET;
myaddress.sin port = htons(0); // Ba kameHT
myaddress.sin_addr.s_addr = INADDR ANY;

if ( bind( sockfd, (struct sockaddr *)a&amyaddress,
sizeof (myaddress) ) == -1 ) {
perror (“Bind error:”) ;
exit (1)
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CBbp3BaHe KbM CbpPBBP

#include <sys/types.h>
#include <sys/socket.h>

int connect ( int sockfd, struct sockaddr *srv_ addr,
int srv_addrlen );

sockfd - nmeckpunTop Ha CcEB3mameH COKeT

srv_addr - npoMeHNIMBA, CHABPXKAWIA NAHHM 3a BPBSKa CBC
C'EPB'BP
srv addrlen - pmgeikMHaATa Ha TeBM IOaHHU

KnneHTbT ce Gnokupa Ao cb3gaBaHe Ha KOHEKUUsI CbC CbpBbpa. Cnea
Cb3[JaBaHETO Ha KOHEKUUATAa, pyHKUMATA 3aBBbPLUBA U KITUEHTBT
NpoabikaBa N3NbITHEHNETO CH.
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CBbp3BaHe KbM CbpPBBP

#define SRVPORT 2345 // nmopr Ha cEpBEBpPa
#define SRVIP “200.100.50.1” // IP amgpec Ha CBpPBEBpPA

struct sockaddr in srvaddress;

srvaddress.sin family = AF INET; // Internet ¢pamuans
srvaddress.sin port = htons (SRVPORT) ;
srvaddress.sin _addr.s_addr = inet_ addr (SRVIP) ;

if ( connect( sockfd, (struct sockaddr *) &srvaddress,
sizeof (srvaddress) ) == -1 ) {
perror ("Connect:") ;
exit(1l);
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M3npalwlaHe 1 nony4yaBaHe Ha OAHHWU

int send(int sd, const char *buf, int len, int flags);

int recv(int sd, char *buf, int len, int flags);

sd — nDeckpunTop Ha CH3TANEHMUST COKeT
buf - agpec B namMeTTa, KBOETO Ce 3BammcBaT/yeTaT OAaHHUTE
len - pgeixmMHaATaA Ha OAaHHUTE

flags - dnarose

N3npawaTt ce no coketa len 6anta oT nameTTa, codeHa ot buf.
UeTaT ce oT cokeTa len 6anTta u ce 3anuceaT B nameTtTa, codeHa oT buf.
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M3npalwaHe Ha gaHHW (KINUEeHT)

#define SRVPORT 2345 // nmopT Ha cEpPBBpPAa
#define SRVIP “200.100.50.1” // IP ampec Ha CEBpPBBpPAa

struct sockaddr in srvaddress;

char *msg="Hello server";

int len;

srvaddress.sin family = AF INET; // Internet damunms
srvaddress.sin port = htons (SRVPORT) ;

srvaddress.sin _addr.s_addr = inet_ addr (SRVIP) ;

connect (sockfd, (struct sockaddr *) &srvaddress,sizeof (srvaddress))

len = strlen (msqg);

send (sockfd, msg, len, 0);
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CbpBbp — NoaapbXKKa Ha KOHEKLIMNTE
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CbpBbp — NoaapbXKKa Ha KOHEKLIMNTE

SYN (SPOOFED) Victim

Attacker >
SYN (SPOOFED)

SYN-ACK

SYN-ACK

SYN-ACK
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CbpBbp — NoaapbKKa Ha KOHEKLUUNTE

int listen(int sockfd, int backlog);

sockfd - peckpunrop Ha CH3HagEeHMSI COKeT

backlog — 6pom Ha eOHOBPEMEHHO NOANBPXAHM
KOHEeKLINN

Yka3Ba MakCcuMarnHusT 6pon KOHeKUMK, KOUTO MoraT Aa
ce obcnyxBaT eqHOBPEMEHHO. Bcsaka HoBa KOHEKLUS
cnen To3u 6pon we 6bae oTXBbpreHa.
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CbpBbp — NoaapbKKa Ha
KOHeKUnnTe

#include <sys/types.h>
#include <sys/socket.h>
#fdefine MYPORT 2345

struct sockaddr in myaddress;
sockfd = socket (AF_INET, SOCK _STREAM, O0);

myaddress.sin family = AF INET;
myaddress.sin port = htons (MYPORT) ;
myaddress.sin_addr.s_addr = INADDR ANY;

bind( sockfd, (struct sockaddr *) &myaddress,
sizeof (myaddress) ) ;

if ( listen(sockfd, 5) == -1 ) {
perror (“Listen:”) ;
exit(1l);
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CbpBbp — 04aKBaHeE Ha 3adABKA

int accept(int sockfd, struct sockaddr *cl addr,
int *cl addrlen );

sockfd - npeckpunTop Ha CE3OageHMUsT COKeT

cl addr - npoMennMBa, B KOSITO Ce IMOJIydYaBaT HAaHHU
3a KJIMeHTa

cl addrlen - pasMep Ha NOJyYeHMUTE HOAHHU

brnoknpa ce CbpBBPBLT 40 MoSflydaBaHe Ha KOHEKLUUSA OT KIMEHTA.
Cnep ocbllecTBsiBaHe Ha Bpb3Ka, (PYHKUMATA 3aBbpLUBA N BPbLUA
KONue Ha coKeTa, C KOeTo TpAbBa aAa ce paboTtn HaTtaTbK. B
cl_addr ce BpbLia nHpopmaums 3a kKnneHTa, a B ¢l_addrlen ce
Bpblla pa3mMepa Ha Ta3u nHdgopmauus.
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CbpBbp — OHaKBaHE Ha 3asiBKU

#include <sys/types.h>
#include <sys/socket.h>
##define MYPORT 2345

struct sockaddr in myaddress, claddress;
int sock copy, cl addrlen;;

sockfd = socket (AF_INET, SOCK_STREAM, 0);
myaddress.sin family = AF_INET;
myaddress.sin _port = htons (MYPORT) ;
myaddress.sin_addr.s_addr = INADDR ANY;
bind( sockfd, (struct sockaddr *)&amyaddress, sizeof (myaddress) );
listen (sockfd, 5);
if ( sock_copy=accept(sockfd, (struct sockaddr *)é&claddress,
&cl addrlen) == -1 ) {

perror (“Accept:”) ;
exit(1l);
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ObmeH npu datagram cokeTu

int sendto ( int sockdesc, const void *msg, int msglength,

int flags, const struct sockaddr *dest address, int len );

int recvfrom ( int sockdesc, void *buf, int buflen, int flags,

struct sockaddr *desq_address, int len ),
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

KnueHT TpabBa ga nsnpatu ase uenu ymicna. Kak ga ce
yKaxkaT B CbOOLLEHMETO?

PeweHue 1: KognpaHe Ha cumsonuTe.
* Wa3nons3eaHe Ha ASCII| kogose

« CbLLUOTO NpeacTaBsHe ce U3Nosi3Ba U 3a u3BexxgaHe
Ha eKkpaHa

* [losBonsBa npeaaBaHe Ha royieMun 4ncria
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

x=17998 720,y =47 034 615

\49\ 55\ 57\ 57\ 56‘ 55 \50 ‘48 \32\ 52\ 55 ‘48 \51 \52 \54 \49 \53 \32

1 7 9 9 8 7 2 0 _ 4 7 0 3 4 6 1 5

sprintf (msgBuffer, “%d %d4d ", X, V),
send (clientSocket, strlen(msgBuffer), 0);
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

NMpobnemu:
 TpsabBa gonbrHUTENEH pasaenuTen
« MsgBuffer TpsibBa na e goctaTb4yHO rofigm

 HeedwukacHo — 3a BCcAKa umdpa ca 4ocTaTbyHu 4
buTta, a ce nanonsea 1 bant

 HeBB3MOXHOCT 3a MaHUMNynmpaHe ¢ Yncriarta
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

PeweHue 2: M3npallaHe Ha CTOMHOCTUTE HA X N Y .

NMpobGnem: 13nons3Ba ce eCTeCTBEH LenoyncneH gpopmar
Ha JaHHUTE

» [lNoopexpaHe Ha banToBeTe
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

Peanusauusa 1:

typedef struct {
int x;
int y;

} msgstruct;

msgstruct.x = X;

I
<

msgstruct.y

send( sockfd, &msgstruct, sizeof (msgstruct), 0 );
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dopmmnpaHe Ha CboOLLEHNATA —
KognpaHe Ha JaHHUTE

Peanusauusa 2:

send( sockfd, &X, sizeof(X), 0 );
send( sockfd, &Y, sizeof(Y), O )

4
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Onuuun Ha cokeTuTe

int setsockopt(int sockfd, int level, int optname,
const void *optval, socklen t optlen);

sockfd - meckpunTop Ha CB3OaneHMUsT COKET
level - HMBOTO Ha MNPOTOKOJIHMUSI CTEK
optname - KOHKpEeTHaTa OINLMUS

optval — BpEILA Ce CTOMHOCTTA Ha OoNuMusiTa

optlen - pasMep Ha CTOMHOCTTA

YcTaHoBSIBa onuusita ykasaHa oT optname 3a NPOTOKOSTHOTO HMBO
level Ha cTonHOCTTa, yka3zaHa oT optval 3a 3agageHus coket sockfd.
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[ToBTOpPHO M3non3BaHe Ha coKeTa

AKO CbpPBBbPbT CE€ CTAapPpTUPa NOBTOPHO CJie KaTo € U3MbJTHUII

bind(), n He e N3Tekbn TaM-ayTa Ha COKeTa, LLie HAaCTbMNN rpeLLKa
Mo BpeMe Ha U3MbIHEHNE.

3a n3bsarsaHe Ha ToBa, COKETbT ce KoHdUrypupa ¢ onums aa Moxe

Aa ce usnosnssa noBTopHo. KoHdurypupaHeTo Tpabea ga ce
N3BbLPLWK Npeamn bind().

if (setsockopt(sockfd, SOL SOCKET, SO REUSEADDR,
&tmp, sizeof(int)) == -1 ) {
perror (,Setsckopt") ;
exit(1l);
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[Tpumep — Echo cbpBBLP

CbpBbp, Nony4asall, CMMBO OT KNUEHT. Bpbliia obpaTHO cumBsona.

// Echo server

#include <stdio.h>
#include <stdlib.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <unistd.h>

#define PORT 2346

int main (void) {
int sockfd, client, claddrlen, len, tmp;
struct sockaddr addr;
char ch;
struct sockaddr in srvaddr; // server address

// create a socket
sockfd=socket (AF_INET, SOCK STREAM,O0) ;

if (sockfd == -1) {
perror ("socket");
exit (1);

}
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[Tpumep — Echo cbpBBLP

/* set socket to be with REUSABLE port */
if (setsockopt(sockfd, SOL_SOCKET, SO _REUSEADDR, &tmp,
sizeof (int)) == -1 ) {
perror ("setsckopt") ;
exit(1l);
}

/* £illing the server address */

srvaddr.sin family = AF INET; // Internet domain
srvaddr.sin port = htons (PORT); // in network byte order
srvaddr.sin addr.s_addr = INADDR ANY; //auto-fill with local IP

/* attach address to the socket */

if (bind(sockfd, (struct sockaddr*) &srvaddr, sizeof(srvaddr)) ==

perror ("bind") ;
exit(1l);
}

/* create a pending queue */
if (listen(sockfd, 5) == -1) {
perror ("listen");
exit (1) ;
}

-1) |
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[Tpumep — Echo cbpBBLP

/* main body of the server */

claddrlen = sizeof (addr) ;
client = accept(sockfd, &addr, &claddrlen); // wait

recv (client, &ch, sizeof(char), 0); // get a char
send (client, &ch, sizeof(char), 0); // return the answer
close(client) ;

return (0);
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[Tpumep — Echo knueHT

KnueHT, nanpatuatl, CMMBO-.
/* Echo client */

#include <stdio.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <stdlib.h>
#include <unistd.h>

#define SVPORT 2346 // server port
#define SVIP "127.0.0.1" // server IP address

int main (void) {

int sockfd, len;

char ch; // input buffer
struct sockaddr in srvaddr; // server address
struct sockaddr in claddr; // client address

sockfd=socket (AF_INET,SOCK STREAM,0); // create a socket

if (sockfd == -1) {
perror ("socket");
exit (1);

}
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[Tpumep — Echo knueHT

/* £illing the client address */
claddr.sin family = AF INET; // Internet domain
claddr.sin port = htons (0); // port number in network byte order

claddr.sin _addr.s_addr = INADDR ANY; // auto-fill with local IP

/* attach address to the socket */

if (bind(sockfd, (struct sockaddr*) &claddr,sizeof(claddr)) == -1) {
perror ("bind");
exit(1l);

}

/* £illing the server address */
srvaddr.sin family = AF INET; // Internet domain
srvaddr.sin port = htons (SVPORT) ; // server port number
srvaddr.sin addr.s_addr = inet addr(SVIP); // server IP address

/* connect to the server */
if (connect (sockfd, (struct sockaddr¥*) &srvaddr, sizeof (srvaddr))

printf ("ERROR connection\n");
exit(l);

== -1) {
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[Tpumep — Echo knueHT

/* main body of the client */

ch = getchar() ;
send (sockfd, &ch, sizeof(char), 0);

recv (sockfd, &ch, sizeof(char), 0);
printf ("$c\n", ch);

return 0;
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Bbnpocn?
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