Firewall apxurexkrypu



KakBo na 3anmmraBame’?

HAIIIUTE JJAHHU: CEKPETHOCT, 1ISJIOCTHOCT,
HAJIUYHOCT;

HAILIMTE PECYPCHU: KOMIIOTHPHUTE CUCTEMM,

Halara penyTamnus.



Iloaxonm 3a 3ammra

0e3 3ammra ©;

3alluTa, 0a3upaHa Ha HEU3BECTHOCT
(Security through obscurity);

3amuTaBaHe Ha mammHata (Host security)

MperkoBa 3amuTa (Network security).
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Firewall — kakBo e ToBa?

MHOXECTBO OT KOMIIOHCHTH, OI'PAaHNYaBaIlln

n0CThIIa 40 VIHTEpHET WM A0 APYTrH YaCTH HA
MPEKUTE:

* OrpaHMYaBa BX0J1a U U3X0/J1a Ha
OTPEOUTEIINTE B KOHTPOJIUPAHU TOYKH;

* Ipe/Na3Ba OT aTaKy CPEIIY 3alUTCHU
peCcypcH.
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Hwupa Ha OSI 3a (pyHKIMOHUpAHE
Ha Firewall?
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KakBo moxe Firewall?

TOM € JOKyCHpallla TOUKa 3a OIPEIC/ITHE Ha
CUT'YPHOCTTA;

[IOJICUJIBA MOJIMTUKATA HA CUTYPHOCT;

MOJKE 1a ChXpaHsiBa MH(OpPMAaIs 3a
HaTepHET Tpaduka;

npeJOTBpaTIABa Pa3IpPOCTPAHCHUETO HA
BAIIIMTE IIPOOJIEMHU.



KakBo He moxe Firewall?

HE MOXKE Jia IpeaIia3y OT BTPEIIHU
HEeI00pOKeIaTeIIN;

HE MOKE J1a 3alATU OT KOHEKIIMU, KOUTO
HE MUHABAT MPE3 HETO;

HE MOXE Ja Ipeana3u OT Hau-IOCIEIHUTE
3aIlJIaxXU;

HE MOK€E J1a IpeaIia3u OT BUPYCH.



Firewall- ocHOBHHU TOHSTUA

* Bastion host;

e Dual-homed host;
* Packet filtering;

e Perimeter network;

* Proxy server;



Firewall apxutektypu — Dual-
Homed host
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Dual-Homed Host + Proxy




Firewall apxutektypu — Screened
host
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Firewall apxutektypu — Screened

subnet
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Kommomentu Ha Screened subnet
ApXUTEKTypa

* Perimeter network (DMZ);
e Bastion host;
* Bwrrpemen pyrep (choke router);

* BrHIIICH pyTep (access router).



JlomyCTHUMM apXUTEKTYPHH PEIICHUS
— MHOKecTBO Bastion xocToBe
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J1OTIyCTHUMM apXUTEKTYPHU PEIICHUS —

O0OCIMHSBAHE HA BHTPCIICH U BHHIICH PYTEP
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J1OTIyCTUMM apXUTEKTYPHU PEILICHUS —

0oOCIMHSBAHE HA BBHIIICH pyTep 1 Bastion xocT
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JIOTyCTUMU apXUTEKTYPHU PEILLICHUS —
MHO>KE€CTBO BbHIIIHHA PYTEPHU
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JlonyCTUMM apXUTEKTYPHU PEIICHUA —
MHOXKecTBO DMZ
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HenonyctuMu apXUTEKTYPHU PEIICHUS —

oOeuHsABaHEe HA Bastion XOCT U BETDEIIEH DYTEP
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Henonyctumu apXuTeKTypPHU PEIICHUS —
MHOKECTBO BbTPEIIIHU PYTEPU
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Borpocu ?



