KonTpon Ha nocrbna ¢ htaccess



KondurypaunoneH ain .htaccess

Jhtaccess ¢ ¢aiin ¢ koliTo Morar ga ObaaT NPOMEHSIHU
HACTPOMKHUTE Ha ChbPBBPA Y MO3BOJISIBA Ja CE€ U3IIBIHSABAT
MHO>KECTBO (DYHKIIMH, HAW-TIOMYJIIPHU OT KOUTO Ca:

- YKa3BaHe Ha coocTBeHa 404 error CTpaHUIIA;

- HOKa3BaHE Ha (DaMJIOBUS JUCTHUHT B 3alIUTCHU JUPEKTOPUH;
- OTXBBPJIIHE HA NOCTHII OT onpeaeneHu 1P agpecu;

- IpoMsIHATa Ha CTpaHUIlaTa 10 Mojapa3zoupaHe (Upe3 3aj1aBaHe
apyT (ai ga ObAe U3M0J3BaH B KAYECTBOTO Ha Index (aii) ;

- IPYTH.

Bcesika Bepcust Ha Apache web cbpBbp noaabpka .htaccess



I IpennasznaueHue

* IIpenocraBs Bb3MOXHOCT Jia CE€ U3BBbPIIIBAT
IPOMEHHU Ha KOH(PUT'ypalysaTa 10 OTHOIICHUE
Ha JTUPEKTOPUUTE.

* Peanuzupa KOHIENIIIMATA 3a “pa3npeeIcHU
KOH()UT'ypallMOHHU (parjioBe’.

* @ainbT (C €1HA WM OBEYE KOH(PUTYpAITMOHH!
OUPEKTUBH ), CE 3alIMCBA B OIpEACIICHA
OUPEKTOPHS U TUPEKTUBUTE CE MpUJIarat KbM
Ta3u JUPECKTOPHUS U HEMHUTE MOAIUPEKTOPHH.



BBu3MoxHocTu

* Ilo moapazoupaHe MMETO Ha TaKbB (Paiii €
.htaccess.

* AKO € Heo0X0auMO UMETO J1a ObJIe APYro, TOBa
ce IMpaBM ¢ AupeKkTuBara AccesskileName B
http.contf.

IIpumep:

AccessFileName .myconfig



Kondurypupane Ha Apache

* 3a koH(purypupane Ha Apache ce U3mo3BaT TEKCTOBU
KOH(UI'YpallMOHHU (PalJIOBE, ChABPKAIA MHOKECTBO
aupekTuBU. OCHOBHMS KOH(PUI'YpallHOHEH (DalI €
/etc/httpd/httpd.conf. To3m (aiin ce mpoynuTa OT ChbpBbpa
Py CTapTUPAHE WM PECTapT.

* IlocaenoBarenHocTTa Ha 00paboTBaHE HA KOH(. (haiiaoBe €

1. httpd.conf
2. .htaccess
3. _.htpasswd



Cn3naBane Ha htaccess

* .htaccess u3moa3Ba ChIIUS CUHTAKCHUC KaTO OCHOBHUS
KOH(UTypallMOHeH (aiin http.conf,

* KakBo MOXe€ 1a ce IOCTaBH B HErO C€ ONPEIEIIS OT JUPEKTUBATA
AllowOverride.

— T4 onucBa B KaTErOpUM, KOW IUPEKTUBH I1I€ C€ B3€MAT 110/l BHUMAHUE
aKko T€ ca OTKpUTH B .htaccess.

— AKo gupeKTHBa € paspenieHa B .htaccess (aiina, TOKyMeHTalusITa Ha
Ta3U JUPEKTUBA I1I€ Chabpka Override cekius, onucBaiia Kakpa
cTtoiHOCT TpsAOBa Ja € B AllowOverride, 3a 1a MOXe Ta3u TUPEKTUBA
J1a € pa3pelicHa.

ITpumenp:

JupektuBara AddDefaultCharset ¢ pa3pemieHa B .htaccess
daitna. 3a HeiiHata Override nuiie FileInfo.

CnenoBaresiHO B KOH(PUTypalldOHHUS (a1 TpsOBa Jia ce 3aIluIle
AllowOverride FileInfo, 3a 1a Moxxe Ta3u AupeKTHBa aa ObIe
BaJMHa B .htaccess.



N3mmon3BaHe Ha .htaccess

[Io npuHIMI, HE € HEOOXOAUMO U3MO0JI3BaHE HA
.htaccess ako uMamMe TOCTHII 10 INIAaBHUSA
KOH(UTypalHOHEH (a1 Ha ChPBbHPA.

[1o mpuHIMI, U3IOJI3BAHETO Ha .htaccess TpsaOBa
Ja c€ M305irBa KOraTo € Bb3MOXKHO.

Bcesika koH(Urypamus KosiTo MOXKe Ja C€ BKIKOYU
B .htaccess, Moke n1ecHO 1a Ob/e BKIIOYEHA B
<Directory> ceknusiTa B IJJaBHUS
KOH()UT'ypallMOHEH (Paill Ha ChbPBBA.

Ns3non3BaneTo Ha .htaccess MoXxke IISUTIOCTHO Ja
ObAe 3a0paHeHo ¢ aupektuBara AllowOverride
None.



N3moa3Bade Ha .htaccess

* IIpenocraBsiuTe 3a MyOJIUYEH HOCTBII ChABPKAHUE
TpsiOBa Jia IIPABIT MPOMEHHU Ha KOH(DUTypalHsTa 10
OTHOIIICHUE HA JUPEKTOPHH, HO HIMAT
aAMUHHUCTPATUBEH JOCTHI JO CUCTEMATA.

* AKO aJIMUHUCTPATOPHT HE KeJlae 1a MPABU YECTH
IIPOMEHH, TOW MOXKE J1a Pa3peIu WHIMBU/TYaTHN
NOTPEOUTENIN J1a IIPABIT T€3U IMPOMEHU B .htaccess
(aiiiose.

lIpumep:

Koraro ISP nogabp:xat MHOro NOTPpEOUTEIICKA CAUTOBE

Ha €JHa MallliHA U OTPEOUTEINTE TPAOBA CaMHM Jla CH

IIPOMEHSAT TEXHUTE KOH(PUTypalIUH.




[ IpyunaM na He ce u3mon3Ba

* [Ipou3BOAUTETHOCT

— Koraro nupektuBara AllowOverride ¢ BkiroueHa 3a
Ja OCUT'YpH M3II0J3BAaHETO Ha .htaccess Qaiiiose,
Apache 11e nperiexaa BCaka IMPEKTOpHUs 3a TE3H1
¢aitnoBe, 1OpHU U peaaHo Ja He CE I0JI3BaT B HIKOU
TUPEKTOPHUH.

— IIpu BcsKo 3asBsIBaHE HA JOKYMEHT, (halIbT .htaccess
OT HeroBaTa IMPEKTOPUS BUHATHU CE MPOUHTA.

* CUTI'ypHOCT

— AKO Ha IOTPEOUTEIIMTE UM € PA3PEIICHO Ja
IIPOMEHST KOH(UTypalara Ha CbpBbpa, TOBA MOXKE
na pediekTupa B IPOMEHH, BBPXY KOUTO
aIMAHHACTPATOPHT HSIMA KOHTPOJI.



[ Ipumep 3a anrepHaTuBU

* HanbaHO eKBHUBaJICHTHO €, KOeTO TpsOBa ja Obje B .htaccess
Ja c€ BKJIFOYM KaTo 4acT B cekiusaTa Directory B IJ1aBHMS
KOH(UT'YpallMOHEH (DaKII.

* Ilpumep: .htaccess e B qupexropusita /www/htdocs/example:
CeoepxaHme Ha .htaccess file B /www/htdocs/example
AddType text/example .exm

Cexumss or httpd.conf dpanna

<Directory /www/htdocs/example>
AddType text/example .exm

</Directory>

* AKo ¢ 3anMcaHa B INIaBHUS (paiis1, ToBa 1Ie Moa00pH
IIPOM3BOAUTEIIHOCTTA, 3aII0TO KOH(PUTypaIusaTa IIe ce 3apeIn
caMO BEJIHBX MPHU CTapTHUPaHE HAa ChbPBbPA, BMECTO BCEKH ITBT IIPHU
3as1BSIBAHETO Ha JIOKYMEHTA.
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[ Ipunarane Ha TUPEKTUBUTE

* [lpuiarar ce KbM JUPEKTOPHSTA, B KOSTO .htaccess € OTKpUT U KbM BCUUYKHU
HEMHU NOAJIUPEKTOPUN.

* Takusa ¢ailsioBe MOXeE J1a UMa U B JUPEKTOPUUTE OT MO-TOPHUTE HUBA.

e JlMpexkTUBHUTE cE€ mpuiarar 1o peaa Ha TAIXHOTO OTKpHUBaHe - .htaccess ¢aitn B
eIHa JUPEKTOPHS MOXKE J1a MPENOKPUE TUPEKTUBUTE, OTKPUTHU B MO-TOPHUTE
HUBA.

IIpumep:

B nupekropusita /'www/htdocs/examplel nma .htaccess cbabpxall

Options +ExecCGI
(Tps0Ba na e 6una ykazana nupektrBa AllowOverride Options ripen ToBa)
B nupexropusita /www/htdocs/examplel/example? ima .htaccess, ChbabpIKalll

Options Includes

[Topanu BTopus .htaccess B abliiepHara JupeKTopus, TaM u3ibjiHeHueTo Ha CGI
HE € pa3pelieHo, 3amoto camo Options Includes nma edexr.
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ABTCHTHULIUPAHE

* ABTCHTMLIMPAHETO HA MOTPEOUTEN € HEOOXOAUMO

IBPBO Aa ObAE TOBA PA3PEIICHO C JTUPEKTUBATA
AllowOverride AuthConfig.

e 3a OCBIIECTBIBAHE HA TOCTHII € HEOOXOIUMO
Ch3JlaBaHE Ha criciyalieH (hai ¢ I1apoJiu.,

* To3u (parin Moxe 1a Ob/e 3anKCaH Ha BCSIKO
MSCTO, 7O KOETO HsIMa JOCTHII OT Web.

IIpumep:

AKO TOKYMEHTUTE CE MOAIbPKAT B
/usr/local/apache/htdocs, To (paiiyioBe ¢ MapOIUTE
Morar ja obaar B /usr/local/apache/passwd.
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Cb31aBaHEe HA APOJIU

* 3a ch3gaBaHETO Ha (paiiy ce u3Io3Ba porpamara atpasswd.

htpasswd -c /usr/local/apache/passwd/passwords testuser

* IluTa ce 3a mapoia U HEMHOTO ITIOBTOPHO BHBEXKIAHE.
e OmnuusTa -c chb3/1aBa HOB (DAl 3a IOTPEOUTEN testuser.

* Heobxogumo € 1 3aj1aBaHe HA MUMHUMAJIHY MpaBa 3a 4YeTeHe OT web-
ChPBBpA.

ITpumenp:

AKO CBPBBPBT € KOHDUTYPHUPAH JIa C€ U3ITHJIHABA KAaTO MOTPEOUTEI
nobody v rpyna nogroup, To caMm0 Web ChPBBPBT Jla MOXKE J1a YETE U
CaMo root na nuuie:

chown root.nogroup /usr/local/apache/passwd/passwords
chmod 640 /usr/local/apache/passwd/passwords
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KondurypupaHe Ha aBTCHTHKALIAATA

* Kondurypupa ce cbpBbpa J1a IUTa 3a Maposia U Jia C€ YKaXKe 3a KOU
NOTPEeOUTENIMN J]a UMa JOCTHII.

* Hanpumep, ako € He00X0AUMO KOHTPOJI Ha JOCTHIA J0
/usr/local/apache/htdocs/secret, morar naa ce U3M0JI3BaT CICIHUTE
TUPEKTUBH, ONIUCAHU WJIH B httpd.conf B cexnusaTa <Directory
/usr/local/apache/apache/htdocs/secret> nnu BbB (haiina
/usr/local/apache/htdocs/secret/.htaccess.

AuthType Basic
AuthName “Access to restricted files”

AuthUserFile /usr/local/apache/passwd/passwords
Require user testuser
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JlupekTnBH

* AuthType - onpenens MeToaa, U3MOJI3BAH 34

dABTCHTHUKAIlH:I.

— Ilo-uecTto u3nom3BanuaT Metoj € Basic. Toi uzmnpaiia
ImapoJjara OT KJIUEHTA B YUCT TEKCT.

— Jpyrusa o curypen metoj, ¢ Digest. [laponara ce uznpaiia
MD3S5 kpunitupasa.

— B T03u ciiyyail ce u3non3Ba Apyra nmporpama 3a Ch3J1aBaHe
Ha HNapOJIUTE:

htdigest -c /usr/local/apache/passwd/htdigest realm
username

AuthName - yka3a ume (Realm), koeto na 0bae
M3II0JI3BAaHO B aBTCHTUKAIMATA. TOBA IIIE CE U3BE/C B
Avanora 3a BbBEXKJaHe Ha MMe/IapoJia 3a MOTpeOnTE .
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Jlnajor MeXxay KJIMeHTa U ChbpBbpa

Koraro ce nsncksa pecypc, Apache msnpamma xexsp 401
(Authentication Required), 3a 1a yBe1omMu KiinueHTa, 4ye TpsOBa J1a ce
aajaT KpeACHIMAIUTe Ha MOTPeOUTENs, 3a 1a My CE€ MPEI0CTaBU

pecypca.

AKO KJIMEHTCKHUSI Opay3bp Noabpxka Basic aBTeHTHKaLUs, 1€ MUTa
NOTPEOUTENA 32 UME U TapoJia, KOUTO CE IpamaT Ha CbpPBbpA.

ITonexxe HTTP e stateles, Bcsika 3asiBka ce 00pab0OTBa OTAESIHO, JIOPH
T Jia ca OT €JIMH U ChIIU KIUEHT. T.e. 3a BCeKH pecypc TpssOBa OTHOBO
7a ce Mpaiar KpeJaeHIIUaJINTE.

3a ONTUMU3UPAHETO HA TOBA, Opay3bpbT NOAABPrKA HHPOpMAIIHS,
TaKa, 4e € JIOCTaThbYHO CaMO €THOKPATHO BbBEXK/IAHE HA
KpPEJICHIIMAIIUTE OT CTpaHa Ha MOTPEOUTENS.

3aenHo ¢ 401 orroBopa 111e ce M3MNpaTH 1 JApyra nHpopmaius oopaTHO
KbM KJIMEHTa. B 4aCTHOCT ce u3npaiia uMme, aCOLMUPaAHO ChC
3aluTeHa ooyacT Ha caiita. ToBa ce Hapuya Realm wim
ABTCHTUKAIIMOHHO HME.

bpay3bpbT Kellinpa MoTpeOUTEICKOTO UME 1 aposia U T ChXpaHsiBa ¢
To3u Realm. Ako ce u3nckBa pecypc 3a cbius Realm, 1ie ce u3nparst
CBIIATE NOTPEOUTEIICKO UME U MapoJia.

16



JlupekTnBH

* AuthUserFile - yka3zpa rbTs 10 (haitsia ¢ maposure.
— AKxo0 MMa MHOXECTBO MOTPEOUTENN HE € U3TOJHO ThPCEHE B TEKCTOB (hailll.
— Torasa moxke fa u3non3Ba 6a3za ganau ¢ gupekruara AuthDBMUserFile.
— Te3u (aisioBe Morar Jia ce ¢cb37aJ1aT ¢ mporpamara dbmanage.
* Require - ykazBa noTpeouUTeIsi, KOUTO 1€ UMa JOCTHI A0 Ta3u 00JIaCT Ha
ChpBBDpA.
— AKO € He0o0X0AMMO J1a HE C€ yKa3Ba KOHKPETEH MOTPEOUTEN 3a IOCTHII, TO

MOJKE JIa C€ 3a7aJie BCEKH BaJIMICH MTOTPEOUTEI, KOUTO € Ch3aJIeH C
htpasswd/htdigest

Require valid-user

Bceku onucan norpeduTten BbB (haiina ¢ mapojauTe U BbBEI KOPEKTHA ImapoJia
e ObJIe IOMyCHAT J10 pecypca.

AKO nMa BKJIFOUEHH U JUPEeKTUBU Allow MOXe /1a ce yKake Kak Jia ce
npwiarar Allow u Require nupektuBure.

* Satisfy all - KnuenTsT TpsioBa na ynosiaerBopu M ume/mapona U
paspeleHusTa o ajapec.

* Satisfy any - KinueHTbT TpssOBa 1a yI0BJIETBOPH ITOHE €HO OT
nme/napona NJIM pazpeiaBane mo agapec.
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Chb31aBaHe HA IIOTPEOUTEICKHU
CTpaHUIIY 32 TPEIIKH

* EnHo oT npunokeHusATa Ha .htaccess € ch3/1aBaHe Ha COOCTBEHHU CTPAHMIIU 32
I'PEIIKH, BMECTO CTaHJIPATHUTE.

e 3a BCEKH KOO Ha I'PCHIKa MOKEC 1a CC 3a1a/IC

ErrorDocument <errornumber> <file html>

Hskoun o011M K0oJI0BE 3a IPELIKU
401 - Authorization required
400 - Bad request

403 - Forbidden

500 - Internal Server Error

404 - Wrong Page

IIpumep:

ErrorDocument 404 errorfolder/notfound.html

((ailuTbT HE € B OCHOBHATA AUPEKTOPUS, a € B errorfolder )
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[ToTpeOuTENCKN CTpaHUIIH

SORRY

PAGE NOT FOUND




Konose 3a rpeuiku

Client Request Errors

m Bad Request

m Internal Server Error

Not Implemented

Authorization Required

Payment Required (not used yet)
Forbidden

Not Found

Method Not Allowed

Not Acceptable (encoding)

Bad Gateway

Service Unavailable
Gateway Timeout

HTTP Version Not Supported

07 Proxy Authentication Required
408 Request Timed Out

m Conflicting Request

Gone

-Content Length Required

412 Precondition Failed

Request Entity Too Long
Request URI Too Long
Unsupported Media Type
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Jlpyru onmuu
* 3a0paHa 3a MOoKa3BaHE Ha (pailjIoBe U IaIKU

Options -Indexes

* Pa3perraBaHe 3a NOKa3BaHE Ha (PailjIoBE U
ManKu

Options +Indexes

* AKO ¢ He0oOX0OAMMO U3MO0JI3BaHE HA JIPYTH
MHICKCHHU (DaIOBE HE caMo Ha index.html

Directorylndex index.php index.my
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IIpenacouBane

* Enxna ot yecTo u3noyzBanuTe (yHKIMHU Ha .htaccess € Bb3MOXKHOCTTA 3a
IIPEHACOYBAHE HA 3aBKUTE KbM Pa3IM4HM (ailjioBe, UM HA CHIIUS CHPBbP WIN HA
W3IS0 Ipyra MallvHa.

* N3non3Ba ce ako ca MPOMEHEHU MMEHaTa Ha (ailyioBe, a MOTPEOUTETUTE HE 3HASIT
TOBA.

* Jpyr cayyaii € npeHacouBaHe KbM abiard URL (peanHute), JOKaTo MOTPEOUTEINTE
W3II0JI3BaT MO-KPATKHU.

[IpenacouBaHe Ha (ailioBe:

Redirect /location/from/file.ext http://www.othersite.com/new/location.xyz

IIpenacouBane Ha 1sJ1a JUPEKTOPUS:
Redirect /olddirectory http://www.newsite.com/newdirectory

Redirect 301 /old/old.html http://www.newsite.com/new.html

Kon 301 yka3Ba, ue € npeMecTeHa 3a “noctossHHO” . ToBa 3ana3Ba Tekyuusa Search Engine
paHr.

IIpenacouBane Ha LS CAUT
Redirect 301 / http://www.newsite.com
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Borpocu ?



