CriogenstHe Ha PECYPCH MEXKITY
Linux 1 Windows. Samba

YHmepHem cbpebpu U mexHosoauu, Xpucmo BbnidaHos



CrionessiHe Ha pECYPCU B MpeExXa

* Ileua - epexTUBHO U3M0I3BAaHE HA OOIIH PECYpPCH
0e3 HeEOOXOIMMOCT OT U3II0JI3BAHE Ha
OOIBJIHUTEIHO MPEKOBO 00OPYABAHE.

* B xereporenna mpexa (Linux 1 Windows)

CIIOJICJISIHE Ha (pailjIoBe WJIM IIPUHTEPU CE
peanus3upa ¢ nporoxona Server Message Block

(SMB).
— SMB 2 nau SMB 3.
— Windows 10 u Server 2012 uznon3sar SMB 3

* Microsoft mpegocTaBsaT U nyOInYHa BEPCHUS HA
SMB ¢ orBOpeH ko 3a MaTepuer - Common
Internet File System (CIFS).

— CIFS ce uznon3sa psajako
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[Ipousxoa Ha Samba

* 1991r. Arapro Tpumxen padotu B DEC no
codryep (Pathworks), ¢ kolTo 1a ce cBbp3BaT
DEC VAX KOMITFOTPU C KOMITIOTPU Ha JPYTH
IIPOU3BOIUTEIN

* N3oupa ume “SMB server”, koeTo € 3aeTo U
TOraBa TbpCHU UACA 3da UMC.
$ grep -i '*s.*m.*b' /usr/dict/words
W nomydyaBa oTroBOp:
salmonberry
samba >
sawtimber
scramble

©
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Ycnyru ot Samba ChpBBD

Criozenst >=1 appBeTa OT JUPEKTOPUN
Cnogens >=1 Distributed file system (DFS)

Crioneist pUHTEPUTE, MHCTAJIMPAHU Ha
ChpBBpa, ¢ Windows KJIMEHTUTE B MpeKaTa

OcurypsiBa Bb3MOXXHOCT 3a Pa3IICKIaHE
(browsing) Ha KJIMCHTUTE B MpeEKaTa

OcurypsiBa aBTCHTULIMPAHE IIPHU JIOTBAHE B
Windows nomMmeiH

OcurypsBa pe3onBaHe Ha uMeHa ¢ WINS
CBPBBP
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* [lakeTsT Samba noxg Linux peanuzupa SMB

* Samba € HaOOp OT AEMOHHU U CPEACTBA 3a:

— Cnogensae Ha Linux ycrpoictBo ¢ Windows
MaIllMHY;

— JlocTten 10 SMB cnoaesnen pecypc oT Linux MamvHu;
— Cnogensine Ha Linux npuaTep ¢ Windows MalllvMHu;
— Cnogensine Ha Windows nipuHTep ¢ Linux MammHu

* Samba u3non3Ba OpoagKacTH:

— PaboTu B 1OKajJe€H CErMEHT OT MPEXKa;

— B MapuipytusnpaHu Mpexu padOTH caMO IpH
CII€I[HAJIHA OPTraHU3alMs HA MAPLIPYTU3UPAHETO.
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1984r. IBM cb3naBa Network Basic I/0 System
(NetBIOS) 3a nMcHYBaHE Ha MAaIlIMHU U
CIIOACIISIHE HA PECYPCH

1985 1. IBM ro npeoOpasyBa B NetBIOS
Extended User Interface (NetBEUI).

NetBEUI e npenHazHaueH 3a MaJIKy JJOKAJIHHU
Mpexu (<255 Bb3ena).

Bcuuky MalvHy mmojiydyaBar UMeHa 10 15 3Haka u
TE€ C€ I0JI3BAT 3a aAPECUPAHE HA MAIIIMHUTE.

Microsoft u Novell unterpupar NetBIOS

1987T. m3nmu3ar RFC 1001 u 1002 3a NetBIOS B
TCP / IP mpexa, unu NBT 3a kparko u mmakera
Samba.
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NetBIOS B TCP / IP mpexka

IIpemnara ciaegaure yCiayru:

Ycnyra 3a UMEHYBaHE — pe€30J1Ba UME KbM
aJpec, 3a Jia Ce pa3lno3Hac MallrHara B

MpesKara

Ycnyru 3a nmpejiaBaHe Ha JJaHHU

— Ha maketn

— Ha cecun

OSI TCPIP

Applicati

Prgape:taatlizr:l D Application
Session | NetBIOS NetBIOS | NetBIOS

E‘:Eiﬂit [PX! NetBEUI DECnet 'I'CP;?;UDP 'l‘CPle;.IDP
Link gégﬁaj 5 28 22332 5Ethernet V2[Ethernet V2 Eﬂ;h“;i i

Physical




Perucrpanus Ha uMme

 [Ipu BKIIOUBaHE HA MallIMHA B MpeXKaTa Ts TpsOBa
1a MOJy4Yd UME, 3a J1a ObJIe JOCTHIIBAHA.

* He Tpsa6Ba na uma ay0OiarpaHe HA UMEHA — 2
I10XO0/a: 2-0rr0B0P, 4 NN PC 8646 nonaea Toam agpec
@ M;
NetBIOS

@Q. B B B
®




NetBIOS 1ipu pe3onBane Ha UMEHA

2 moaxona.

* Bceku PC orroBaps ¢ HeroBus IP agpec, koraro noiny4u
3anuTBaHe 3a HEroBoto NetBIOS ume.

* NBNS pezonsa NetBIOS umero B IP aapec.

1- 3anUTBaHE KOW & PerMcTpupaH c ume XY7Z
2-umeTo XYZ e npyuceoeHo Ha PC 200.100.50.10

@ 5 8 10 15
200.100.50.0

NetBIOS

Name
Server

@
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300p Ha cTparerus — perucTpupaHe
HAa UME W PE30JIBAHE HA UMEHA

Tunose KJIIMeHTH

Pouisi Onucanue

b-node N3nonsBa broadcast 3a peructpanys u pe3ojiBaHe
p-node M3mnomn3Ba unicast (point-to-point) 3a peructpaiiys 1 pe30IBaHe

m-node (mixed) W3mon3Ba broadcast 3a perucrpaiys. Ako € yCIelHa — c€ u3mparia
crooOmenre Ha NBNS 3a ToBa.
N3mnon3Ba broadcast 3a pe3ojiBaHe U ako € HEYCIENHo, ce moi3Ba NBNS.

h-node (hybrid) HM3mon3a NBNS 3a peructpaiius u pe3ojiBaHe, KaTo aKo HsIMa OTTOBOP
n3non3Ba broadcast.
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B Command Prompt - O *

Microsoft Windows [Version 10.0.17134.1365]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\hwalchan>ipconfig/all
Windows IP Configuration

Host Name .

Primary Dns Sufflx

Node Type .

IP Routing Enabled

WINS Proxy Enabled.

Ethernet adapter Ethernet:

Media State . . . . . . : Media disconnected
Connection-specific DNS Sufflx .l
Description . . . . . . . . . . . : Realtek PCIe GBE Family Controller

Physical Address. . . . . . . . . : 1C-39-47-B1-1B-B3
DHCP Enabled. . . . . R (-

Autoconfiguration Enabled .+« . . : Yes
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NetBIOS umena

* lmenara HaMmar mepapxus karo B DNS
— 1o 15 cumBoIa
— CumBonn: a-zA-Z 09! @#$% " "&()-"{} .~
— IIpumep: Alabala-hop
* HMeTo chabpka KakBa yciyra npejjiara ¢ 100aBsHe Ha 16-
TH OalT B Kpas HAa UMETO, HAPEUEH resource type:

10 11 14 15

| Y -

1 Gaiit
Pecypcen tun

15 GaifTa pecypcHO ume
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Command Prompt

C:\Users\hwalchan>nbtstat

Displays protocol statistics and current TCP/IP connections using NBT
(NetBIOS over TCP/IP).

NBTSTAT [ [-a RemoteName] [-A IP address] [-c] [-n]
[-r] [-R] [-RR] [-s] [-S] [interval] ]

(adapter status) Lists the remote machine's name table given its name
(Adapter status) Lists the remote machine's name table given its
IP address.

(cache) Lists NBT's cache of remote [machine] names and their IP address

(names) Lists local NetBIOS names.
(resolved) Lists names resolved by broadcast and via WINS
(GEGERD Purges and reloads the remote cache name table
(Sessions) Lists sessions table with the destination IP addresses
(sessions) Lists sessions table converting destination IP
addresses to computer NETBIOS names.
-RR (ReleaseRefresh) Sends Name Release packets to WINS and then, starts Refresh

RemoteName Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval Redisplays selected statistics, pausing interval seconds
between each display. Press Ctrl+C to stop redisplaying
statistics.

:\Users\hwalchan>




Command Prompt

C:\Users\hwalchan>nbtstat -n

VirtualBox Host-Only Network:
Node IpAddress: [192.168.56.1] Scope Id: []

NetBIOS Local Name Table

UNIQUE
GROUP
UNIQUE
GROUP
UNIQUE
@®__MSBROWSE__®<01> GROUP

Ethernet:

Status

Registered
Registered
Registered
Registered
Registered
Registered

Node IpAddress: [0.6.8.8] Scope Id: []

No names in cache

Wi-Fi:

Node IpAddress: [192.168.1.4] Scope Id: []

NetBIOS Local Name Table

<08> UNIQUE

Status




SMB KJIMEHTH U CbPBBPH

CbpBBP — KOMITIOTHD € PECYPC 32 CHOAEIISHE;
KJIMeHT — KOMITIOTBP, KOMTO 1€ U3M0JI3Ba TO3U PECYPC;

KoMIoThp MO:Ke 12 € M KJIMEeHT M CbPBbP €AHOBPEMEHHO, UJIN
HUTO €IHOTO OT THAX.
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Cn3naBane Ha SMB xoHexkius

1. OcswmectaBane Ha NetBIOS cecus
2. JloroBapsiHe Ha BapHaHTa IPOTOKOJI

3. YcraHOBSIBaHE Ha IIApaMETPUTE HA CECHUATA
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Kondurypupane Ha Samba oz Linux

dailIoBeTe Ca MHCTAIUPAHU B /usr/bin:

 smbclient — SMB knuent 3a Linux MamuHu;

* smbstatus — 1moka3pa nHpopMalus 3a OChIeCTBEeHUTE SMB Bpb3KH;

* smbmount — MmoHTHpa oTaaneueHuTe SMB pecypcu B TokaaHaTa
(baiisioBa cucteMa

JIBa OCHOBHH JIEMOHA.
* smbd
— ocurypsBa padborara ¢ mporokojia SMB;
— Ilonabpxka ciogensaHe Ha (paliJIoOBE U MPUHTEPU
— Ilogabprka aBTEHTHUKALUSA IPE3 KIIMCHTUTE
* nmbd
— npenocrtans nojaapbxka 3a NetBIOS nmena (WINS);
— Peanusupa pasniexaane npe3 Mpesxkara.
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I IpenBaputesHn HACTPOUKHU

BB (aitna /etc/services:

netbios-ns 137/tcp nbns
netbios-ns 137/udp nbns
netbios—-dgm 138/tcp nbdgm
netbios—-dgm 138/udp nbdgm

netbios-ssn 139/tcp nbssn
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CKpHuOTOBE

# /etc/re.d/re.samba start
— IIyCKaHE Ha ChbPBbBPA;

# /etc/re.d/re.samba stop
— CIIMPAHE Ha ChPBBPA;

# /etc/re.d/re.samba restart
— pecTapTupa ChbpBbpa (IIpHU MPOMIHA Ha
KOH(UT'ypalluOHHMS (aiin).
# testparm

— TecTBa KOHPUTYPAITMOHHUS (DAWIT TPEIN 1A CE
CTapTUpa ChbpBbpa
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KonpurypanmuoneH ¢ann

* ®Daiin /etc/samba/smb.conf

daiIbT onpeacis KOM CUCTEMHH PECYPCH 1€ CE€ CHOACIIAT C
APYTd MaIllMHUA M KAKBU OTPaHMYCHUS € HEOOXOAUMO Jla UM
C€ HaJIOXKaT.

o Cekiuu:
[global]

[homes]
[printers]

[test]
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[ moOaHu onmuu

[globall]
log file = /var/log/samba-log.%m
lock directory = /var/lock/samba
workgroup = Studentslll
netbios name = Serverlll
server string = Students 111 resources
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[ Ipumep

[public]
Public Folder
path = /home/public

comment

browseable = yes

read only = no

guest ok = yes
[global]

security = share
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ABTCHTHUIIPAHE HA IOTPEOUTE

Samba noaabprka oTaenHa 0a3a ¢ nHGopMaIys 3a
aKayHTHUTE (MM€ W mapoJia).

[global]

security = user

[ToTpebutenuTe e Morar jia ce cBbpkar ot Windows camo
aKO MMAaT CBHIIUTE UMEHA, KakTo B Linux MammuHara.

AKO HSIMAT ChIUTE aKayHTHU, TE TPSAOBa J1a c€ Ch3aanar C
# adduser

3aJaBaHe Ha IapoJa 3a MoTpeouren fred :
# smbpasswd —-a fred
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Kondurypupasne 3a noj3BaHe Ha

CIIOACIICH pecypc ot fred
[globall]

security = user

[ samba]
comment = Public Folder for Samba Users
path = /home/samba
browseable = yes
read only = no
guest ok = no
valid users = fred
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MpexoBH OIIIUHU

Ilpuiaranero Ha OMUMUTE € 10 peaa HA TAXHOTO 3aJaBaHe.
[globall]
hosts allow = 192.168.0. 150.150.150.
hosts deny = 192.168.0.1 150.150.150.5
interfaces=192.168.0.100/255.255.255.0\
150.150.150.1/255.255.255.0

bind interfaces only = yes

Moxe u:
hosts allow = ALL EXCEPT 192.168.0.1
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JlocTen oT Windows

F.':- Hebwork

m lj;- 11194, 141.30. 103'=amba _‘_"J ﬁ I:h:—arm

Fie Edit WView Tools Help
Organize + |7 Views ~ i Networkand Sharing Center i Add a printer (71

Favorits Links MName = | -] category
T CTT-LINUXZ Computer

I Documents T8 WINSERY2 Computer

£ Pictres e I et to 194,141 30,103

s Music = NPID 54

More

Falders W

-EDE*'W Connecting to 194, 141,30, 103
Administrator

|, Public User name: | 5] ﬂ e
(& Computer :
""..'.'i R Password:
P CTTLINUX2 ™ Remember my passward
& PCO
M WINSERV2

Control Panel
=] Recyde Bin

n:uh:l{:lmall_
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Select Command Prompt

Microsoft Windows [Version 10.6.17134.1365]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\hwalchan>net view
Server Name

Hvalchanov Laptop
The command completed successfully.

C:\Users\hwalchan>»
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Command Prompt

C:\Users\hwalchan>
C:\Users\hwalchan>
C:\Users\hwalchan>
C:\Users\hwalchan>
C:\Users\hwalchan>
C
C
C
S

:\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>net view \\HV-PC
hared resources at \\HV-PC
Hvalchanov Laptop

Share name Type Used as Comment

The command completed successfully.

C:\Users\hwalchan>
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KoH(durypupaHe Ha CIIOJICICHH MAIKH
nox Windows

shared Properties >

General Sharng  Security Prev x>

Network File and Folder Sharing |n MNetwork access

shared

ﬂfl Shared
Network Path: Choose people to share with
WHY-PC\shared

Type a name and then click Add, or click the arrow to find someone.
are...

Adwvanced Sharing | Add
R
Set custom permissions, create my
advanced sharing options. T
Name Permission Level

| GAdvanced Sharing... & hwalchan Owner

Password Protection

People must have a user account g
access shared folders.

To change this setting, use the Nef

I'm having trouble sharing

Close

| GShare ‘ ‘ Cancel
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JlocTsn oT Linux

JlocTebT 10 oTHasiedeHa SMB mamka ot

Linux mMammpHa MOXE JIa C€ peajim3upa Mo

JBa HAYMHA.

e ype3 nakera smbfs, KOUTO 1MO3BOIABA 114
C€ MOHTUpAT U AeMoHTHpaT SMB mnarnku
B JIOKaJIHATa (paiIoBa CUCTEMA;

e ype3 KiIUMEHT smbclient, BKIIOYEH B
AYMCTpUOyLMATa HA Samba.
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actt-linux2:

ictt-1inux2:”

qett-linuxd:”

actt-linux2:”

actt-1linux2:

acti-linux2:

actt-linux2:”™

dbett-1inuxZ:”

dctt-linuxs.”

sctt-linux2:"# smbclient -L 194.141.38.182 -U crisv
Enter crisv’s passuord:
Domain=[HINSERUZ2] 05=[Hindows Server (R) 2888 Enterprise 6HH1 Service Pack 1] Se
rver=[Hindows server (R) ZHHH Enterprise b.H]

sharename Type ComMent

ADMINS Disk Remote Admin
C$ Disk lefault share
[PLS IPL Remote [PL
Wwinshare Disk
cession request to 194.141.38.182 failed (Called name not present)
request to 194 failed (Called name not present)
session request to =oMBSERVER failed (Called name not present)
over TLP disabled no Workgroup avallable
goota@ctt-linux2:"# _




pof@ctt-linux2:
opot@ctt-linux2:
oot@cti-linuxZ:
pot@ctt-linux?:™
pof@ctt-linux2:"# smbclient ~~#194,.141.38.182/winshare -U crisv
nter crisv’'s password:

allinfo altname
case_sensitive cd

del dir

get getfacl
insize lcd

ls |

Mkdir MOre
posix posix_encrypt
posix_unlink print

q gqueue
recurse reget
rudir showacls
tar tarmode

vuid wdel
t

archive
chmod

du
hardlink
link

Mask

Mput
posix_open
prompt
quit
renaHe
setMode
translate
logon

blocksize
chowun

echo

help

lock

Md

neWer
posix_mkdir
put
readlink
reput

stat

unlock
listconnect




Boerpocu ?
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