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IIporoxkon HT'TP

[IpoToKkoJ1, mo3BosIsiBaIll OOMEH HA XUIEPMEAUTHA
nH(popMalus B IHTEpHET.

M3non3Ba ce 3a peanuzupanero Ha World Wide Web
(WWW).

ITopabspxka CGI (Common Gateway Interface), SSL (Secure
Socket Layer) u BupTyajHu JOMEHHH.

ChbpBBPHUSAT KOMIIOHEHT € U3BECTEH KaTo ‘web chbpBBp”, @
KJIUCHTCKUAT —,,browser’.

3a MOBUMIIIAaBaHE HAa CUTYPHOCTTA CE€ M3IO0JI3BA KPUIITHUPAHE
ype3 npotokoa HTTPS

H3non3ea ce mopt 80 (3a HTTPS —443)



IIporoxkon HTTP

IIpotokou oT THma ,,3a8BKa-
OTIOBOp”

IIpoTOKONIBT CE peanusupa
ype3 cboO1eHuss B ASCII
TEKCT

[Ipu u3npaiane Ha 3asiBKa

CC HU3IIO0JI3BA 3aABJIZKUTCIIHO
FQDN

Web Server

!

Web Client

Server Side Script

HTTP Protocol

!

Database




URL

* Bceku xunepMeaneH o0EKT ce€ UIeHTU(UIINPA TOCPEICTBOM
T.H. Uniform Resource Locator (URL).

* Towu ce CbCTOM OT TPH OCHOBHMU KOMITOHEHTA: IIPOTOKOJI, UME
HAa CBPBBP M MECTONOJIOKEHHUE HA PECYPC:

Irttp:www.nasa. gov' exploration rome index. Irtinl
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OPOTOKO HMe Ha MeCcTONOTIOKEeHHS Ha
CEPBED pecvpca



IIepBHu Bepcun Ha H1'TP

HTTP/1.0 Bcaxa TCP xoHEKIIMI BKJIFOYBA CaMO €IHUH OOMEH.
IIpu HTTP/1.1 ca Bb3MOXHHU MHOKECTBO OOMEHH.

B 30pata Ha WWW XunepTekcToBUTE JOKYMEHTH ca OWJIM
ocHoBHO TEKCTOBH nokymeHTH.

EnHa cecus e Ouia JocTarbyHa, Thi KaTo LEIUIT PECYpC €
OuJI B eIuH (hai.

IIpe3 1990 3amouBa U3I0JI3BaHETO HA XUTNIEPMEIUNHU
TOKYMEHTH, C BKJIFOUCHH I'paUKU U Jpyru (paiaoBe.



Xapakrepuctuku Ha HT'TP

Connectionless — 7ocTaBs ce pecypca U ce€ IPEeKbCBa CECUATA
Hes3aBucuMm OT nmpeHocHara cpena

Stateless — He nmogabpka HHGOPMAIUS 32 ChCTOSTHUETO, HE
IIOMHM B3aMMOJICUCTBHUETO ¢ KiHeHTa. I[Ipobiem, korato
cecusiTa TpsOBa Ja ObJ¢e YABbKEHA — pelllaBa C€ ChC CECUU U
cookies

Hsima MexaHn3bM 3a yIIpaBICHUE HA JIUAIOra
YnopaBiieHHETO HA ITOTOKA OT JaHHU — OT TCP
HTTP1.0 — BpeMEHHM KOHEKIIUU U CE 3aTBAPST
HTTPI.1 — mOoCTOSSHHM KOHEKLIMH 1 HE CE 3aTBAPST

HTTP2.0 (ot 20151.) — MyATHILIEKCHpAaHEHA 3asIBKU U OTTOBOPH



Transitory (BpeMEHHM) KOHCKIIMHU

Te ca OWwiIM €AUHCTBEHUST TUIIL, OJIbPKaH OT OPUTHHATHUSA
HTTP/0.9.

HeedukacHu ca Korato KJIMEHTHT TpsOBa J1a HaIpaBU
MHOXKECTBO 3aBKH KbM €JUH U ChIII CHPBBP. ToBa €
XapaKTEPHO 32 ChbBPEMEHHUTE XUIIEPTEKCTOBU JOKYMEHTH,
ChIbpKaIly pedepeHIMN KbM U300paKCHUS WM MEIUNHU
(haiinoBe.

C BpEMEHHUTE KOHEKIIMU, BCAKA OT TE3U OTHECIIHU 3asIBKU OT
CTpaHa Ha KJIMEHTA U3KCKBA Ja c€ ycTaHoBM otaenHa TCP
KOHEKIIUS MEXY KIUEHTA U ChPBbBA.

Bcesika KOHEKIIMS M3MCKBA PECYPCH OT CTpaHa Ha ChPBbPA U
3a€MaHE Ha MpeKara.



Persistent (HOCTOSTHHN ) KOHCKIIUHY

* IloBumanar epexruBHOCTTa HA HTTP upe3
[IpeEMaxBaHe Ha MMOBEYETO OT PA3XOAUTE 3a
xomyHukanus 3a HTTP/1.0.

* (CraBar cTaHgapT 3a KOMYHUKAIIMUTE MEXKIY
KJIMEHTUTE U ChpBbpUTE B Web.

* (Cpb3maBaHe Ha MOCTOSHHA KOHEKIMS — KIUCHTBT €
MHUIIMATOPBT Ha Bpb3KaTra ¢ Web chpBbpa.



HTTP 2.0

buHapeH npoToKo

ba3zupan Ha SPDY nporokon Ha Google
Cragmaprusupan npe3 mau 2015m.
H3non3ea TLS (SSL)

Kommnpecupa xeabpure

[Iproputr3upa 3asiBKUTE

N3npama kopenatuBHu (cBbp3ann) HTTP pecypcen,
3a JJa MUHUMH3UPA 3aIBKATE KbM TSIX

B eqra TCP xoHekims



HTTP 3.0

QUIC (Quick UDP Internet Connections) mpoTOKOI
Ha Google

MHOXkeCTBO MYJITHUINVICKCHUPAHHU ITIOTOOMX OT JaHHH.
KOHTpOJ'I’bT Ha II0TOKa JaHHH € Ha IIPHUIIOKHO HHUBO

OrueHsiBa IIpoITycKaTeJIHaTa CIOCOOHOCT BbB BCAKA
IOCOKa

Bs3moxkHoct 3a Forward Error Correction
IIpe3 2018r. mony4yaBa opunuaanoro ume HTTP 3.0

HNma ekcnepyuMeHTaIHU peain3aluu



HTTP 1.1/2.0

HTTP 1.1

3 TCP CONNECTIONS
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HTTP 1.1 cro01menns

Cobo01eHne-3asiBKa
<request-line>
<general-headers>
<request-headers>
<entity-headers>
<empty-line>
[<message-body>]

[<message-trailers™>]

Cpo01eHe-0TroBop
<status-line>
<general-headers>
<response-headers>
<entity-headers>
<empty-line>
[<message-body>]

[<message-trailers>]



HTTP 1.1 3asgBka

GET /doc/test.html HTTP/1l.1 > Request Line A
Host: www.testIOT.com A
Accept: image/gif, image/jpeg, */* Request
Accept—Langu.?gE: EI'ITLIS " Request Headers > Message
Accept-Encoding: gzip, deflate Header
User-Agent: Mozilla/4.08
Content-Length: 35 J _J
- A blank line separates header & body

bookId=12345&author=Tan+Ah+Teck } Request Message Body




HTTP 1.1 orroBop

HTTP/1.1 208 OK

Date: Sun, 88 Feb xxxx ©1:11:12 GMT
erver: Apache/1.3. in
Last-Modified: Sat, 087 Feb xxxx
ETag: "0-23-4024c3a5"
Accept-Ranges: bytes

Content-Length: 35
Connection: close
Content-Type: text/html

> Status Line ™\
\

Response
Message

> Response Headers 7 Header

J v
> A blank line separates header & body

<h1l>My Home page</hl>

} Response Message Body



HTTP meTonn

GET — usuckBa crpanuna oT web cbpBbpa gageH URI
(Uniform Resource Identifier)

HEAD — karo GET, Ho He Bpb11a body B oTroBopa
POST — m3npammar ce jaHHu
PUT — u3npamar ce (upload)pecypcu KbM CbpBbpa

OPTIONS — onpenens oniuuTe U/ Uin U3MCKBAHUATA KbM
pecypcuTe Ha ChpBbpa, 0€3 J1a mpeanpruemMa JIeHCTBUE

DELETE — u3TtprBa moCOYe€HUs pPECYPC
CONNECT — 3a nipeBKIItOYBAHE MEXKAY TYHENIU C SSL

TRACE — ga u3nparu 3asBKa 40 JeCTUHAIUATA (ChPBBP
WJIM ITBPBUS IIPOKCH ), KOSTO Ja OTTOBOPH Ha KJIIMEHTA



HTTP craryc xkomoBe

* Craryc 2xx — Success

(200 — OK, 201 — created...)

* Craryc 3xx — Redirection

(300 — Multiple Choices, 305 — Use Proxy)

* Craryc 4xx — Client Error

(400 — Bad request, 404 — Not Found)

* Craryc 5xx — Server Error

(500 — Internal Error, 501 — Not implemented)



File Edit View

HTTP nuarsoctuka
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Tools Help
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Kemupane

OcHoBHAaTa UJes Ha KEIIMPAHETO €, Y€ MOTPEOUTEINUTE
MMaT CKJIOHHOCT Ja M3UCKBAT €IHU W ChIIA JOKYMECHTH
MHOTOKpatHo. Ilopaau ¢akra, 4e HIKOM JOKYMEHTH HE
C€ MPOMEHST (MJIU HE TOJKOBA YECTO), € M0-€(hEKTUBHO
T€ MPOCTO Ja CE 3aPEAAT OT JOKAJTHUS KEIII, OTKOJIKOTO
BCEKH IBT Jla C€ M3UCKBAT OT oTAajleucHuss Web chpBBD.
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Visitor Proxy Server Origin Server

Browser Cache Proxy Cache

viewed_img.jpg new_img.jpg
viewed_img2.jpg stylesheet.css
viewed _img3.pe functions.js

viewed_imgd.jpg page.html



Apache web cbpBBp

Apache e equH oT Hali-nonyasapHuTe Web CbpBBpH.

Apache e open source NpoeKT.

Pa3paboten nog Linux, uma u peanu3zanus mojg Windows

C MoayJItHa apXUTEKTypa

Bceku Moayn peanusupa caMmo €1Ha 4acT OT (PYHKIIMOHAHOCTTA
py 00CITYKBAHETO HA KIIUCHT.

3a IIBJIHOTO 00CTyKBaHE Ha 3asBKa ca HEOOXOJIMMHU MOBEYE OT
eIUH MOJIYIL.

Bceku oTaeneH Moayi HaMa HH(pOpMaIys 3a OCTaHAIUTE
MOJTYJIH.

SAnapoto peanm3upa ocHOBHaTa GyHKIIMOHATHOCT Ha ChPBBpA.



Apache apxurekrypa
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Anpo Ha Apache

HTTF MAIN

[ server loop)

dispatch to
toifzom HTTP PROTOCOL HTTF REQUEST =
HTTF Client (raplementanon) (phases of request) roodides
HTTF CORE :_ __ R '
(mnaimn foncoonality) !
|
|
: Rodule
|
ALLOC |
UTILITIES : Interacts

(res. pools)




Monynu Ha Apache

Moaynurte He B3aUMOACKUCTBAT TUPEKTHO
IIOMEXY CH, a CaMO IIPEe3 SIPOTO.

Bcekn Moayn peanusupa onpejeiieHa ¢gpasa ot
3asiBKaTa.

Apache no3BosBa 3apexaane Ha MOIYIU IPHU
HEOOXOIUMOCT.

Handler — geiictBue, KoeTo TpsOBa aa ce
U3ITBJIHU OT ChbPBBpA.



Monynu Ha Apache
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OOpa0oTKa Ha 3asBKa - (pa3u

* IIpeobOpasyBane Ha URL BBB (paiiyioBo UME;

* IIpoBepka 3a JOCTHI, Oa3MpaHa HA aJpeca Ha XOCTa WM
Apyra J0CThIIHA HH(POpPMAIIUS;

* IlonmyuaBane Ha nmorpeoutenckus ID or HTTP 3asBkara
U BAIUIUPAHETO MY;

* Oropuzanus Ha MOTPEOUTES;

* Onpenensae Ha MIME tuma Ha n3uckBaHusT OOCKT
(content type, encoding, language);

* Kopeknuu (3aMsiHa Ha MICEBJIOHUMUTE C aKTYaJTHUS ITbT);

* M3zmnpaiane Ha J€MCTBUTSIHUTE JAHHA OOpaTHO KbM
KJINCHTA;

* Log-BaHe Ha 3asBKara.



O0OpaboTKa Ha 3as9BKa
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[Tapanemnoct B Apache

Tunimuno TCP/IP cepBbpuTe craptupar (fork) Hos
poILeC, KOUTO Ja 00padOTH UABAIUTE OT KIIMCHTUTE
3a51BKH.

Apache u3non3Ba pazinyHa TEXHUKA — persistent server

processes. Toli cb31aBa o1Ie OT HA4aJI0TO (PUKCHUpAH Opou
ablIepHy npouecH (rmog Windows ToBa ca HUIIIKH).

Q\J Apache Process ._I.egmmd""""""""":
Iirital one) : |
: Apache Process :
(Serving Client 2) ! '
1 — g Ioxk(d :
@ "“_//(/— ! \\_\\“ : "\‘ HTTF Cornction.
Apache Process Apache Process Apache Process ! :
( children) ( children) { children) I !

v O HTTF Client

(Serving Client 1) (Serving chient 3) (Waiting a request)




Kondurypupane Ha Apache

* 3a koH(purypupane Ha Apache ce U3mo3BaT TEKCTOBU
KOH(UI'YpallMOHHU (PalJIOBE, ChABPKAIA MHOKECTBO
aupekTuBU. OCHOBHMS KOH(PUI'YpallHOHEH (DalI €
/etc/httpd/httpd.conf. To3m (aiin ce mpoynuTa OT ChbpBbpa
Py CTapTUPAHE WM PECTapT.

* IlocaenoBarenHocTTa Ha 00paboTBaHE HA KOH(. (haiiaoBe €

1. httpd.conf
2. .htaccess
3. _.htpasswd



Kondurypupane Ha Apache

* Ot Bepcus 2 Apache numa MoayiHa CTpyKTypa Ha
KOH(pUIypallMOHHMS cu (aiin. Hsakon oT HaCTpOHKHUTE ca
M3HECEHU B OTJCIIHU (pailjIoBE B JUPEKTOPHUATA
/etc/httpd/extra:

httpd-autoindex.conf httpd-languages.conf httpd-ssl.conf
httpd-dav.conf httpd-manual.conf httpd-userdir.conf
httpd-default.conf httpd-mpm.conf httpd-vhosts.conf
httpd-info.conf httpd-multilang-errordoc.conf

BxirouBar ce B OCHOBHMS KOH(pUTrypanuoHeH ¢aii ¢ include:
include /etc/httpd/extra/httpd-vhosts.conf



JIupexTUBH

Ha otaeneH pea MoXe Ja ce yKa)ke caMo €Ha JUPECKTHUBA.
CuMBOJIBT 3a IPEHACSHE € ,,\".

KomeHTapure ce yka3Bar CbC CUMBOJIA ,,# KaTO TEKCTHT 10
Kpasl Ha pella C€ UTHOpHUPA.

JIMpEeKTUBUTE HE 3aBUCSAT OT PEruCcThpa HA OYKBUTE, HO IIpU
HSKOW TEXHU MApaMeTPU TOBA € MPUITOKUMO.

JINPEKTUBUTE MOTAT Ja C€ MpUJIaratr KbM LEJIUA CbPBbP
WJIA YaCTUYHO KBbM OTACIHU JUPEKTOPUHU, (haliIoBE U
XOCTOBE.

JIupekTuBUTE MOrarT Jia c€ IPynupar o CEKIUU
(KOHTEHHEPH).



KoHTenHepH

e JIMpEeKTHUBHUTE MOTAT Aa CE€ TPyNUpPaT IO CEKIUHU (KOHTEHUHEPH )

* Konrennepure ca 2 tuna:

— OO0OpaboTBar ce 3a BCAKa 3asiBKa. JIMPEKTUBUTE B TAX CE MPUJIAraT caMo
aKo 3asiBKaTa ChBMHaJHE C KOHTEHHEPA;

— Ycnosnau. <IfDefine>, <[fModule>, <IfVersion>. Te ce oopaboTBar
caMo 10 BpeMe Ha CTapTUPAHE U pecTapTUpaHe Ha ChpBBbpa. AKO
MOCOYEHUTE YCIIOBHS Ca ,,MCTUHA , IUPEKTUBUTE B TAX CE€ MMPUJIArar.

<Directory "/srv/httpd/cgi-bin">
AllowOverride None
Options None
Require all granted
</Directory>



OcHOBHA KOH(pUTypaLs

ServerRoot “/some_directory” — KopeHHOBa TUPEKTOPHUS], KbAETO CE THPCAT
(pailJIoOBE C OTHOCUTEIHYU ITBTUIIA OT HsAKOU TupekTuBH Kato Include, LoadModule

DocumentRoot “/var/www/...” — OT KOATO TUPEKTOPHUS CE THPCAT JOKYMEHTHUTE
3a 3asIBKUTE

Listen 80 — mopt Ha KOMTO CHPBBPBT CIIyIIA 32 3asBKU. AKO € pa3indeH ot 80,
KJIIMEHTHT TPsIOBA J1a BKIIIOUU TO3M MOPT B 3asaBKara (http://www.same.com:8080).

User apache

Group apache — norpeduTen u rpyna oT UMETO Ha KOUTO Apache ce u3nbiaHsBa.
[IpenoppuBa ce ch3aaBaHe Ha OTACJIEH MOTPEOUTEN U TpyIIa.

ServerName www.alabala.com - texymoro peructpupano B DNS ume Ha
ChpPBBpA

Directorylndex index.html — yka3Ba cnuchbk ¢ peCypcH, KOMTO III€ C€ BBPHE Ha
KJIMEHTa ako Tou € onucan B URL ,,/” B kpast ako To3u (paiis ro HsiMa



KOHTpOJI HA 10CTHhIIA 10 PECYPCHU

* KoHTposbT Ha nocThna € upe3 aupekrusute Allow wnu Deny.
* Order 3agaBa pefa Ha TAXHOTO MPUJIATAHE.

* HM3TOYHMKBT Ha 3aBKUTE € KOHKpETEH [P aapec, yact ot agpec, uMe Ha
JIOMEWH, 4acT OT JOMEUH MJIU BCUYKO.

Order deny, allow

Deny from 200.100.50.5
Deny from 70.20.30
Deny from alabala.com

Allow from all



KoHTpoJ1 HA 10CThIA 10 JUPEKTOPUH

* Ot Bepcus 2.0 Apache nma peCTpUKTHBHA MOJIMTHKA 32 JOCTHII KbM
JUPEKTOPUUTE MO MOApa30OUpaHe:

<Directory /> - yka3Ba BCHUYKH JUPEKTOPUM IO KOPEHHOBATA
Options FollowSymLinks - cspBbpa 1€ clieiBa CAMBOJIHUTE JINHKOBE
B JIUPEKTOPUATA
AllowOverride None — yka3Ba, 4e HUKOH OMNIUM HAMA Ja ObJaT
MPEMNOKPUTH OT KOH(DUTYPAITMOHHUS (hailil
htaccess
Order deny,allow - neprHUpa NOCIEI0BATEIIHOCTTA 32 JOCTHIT —
I'bPBO 3a0paHa
Deny from all — 3a0pansiBa 7OCThI OT BCSIKbBJE
</Directory>

* TpsOBa JOMBIHUTEIHO U3PHUYHO Jia CE€ pa3peliaBa TOBa, KOETO €
HEe00X0IUMO



KonTpoi Ha gocThoa g0 (paniaoBe

* @annoBeTe 3a AOIBJIHUTEICH KOHTPOJ HA JOCTHIIA 110
TUPEKTOPUM U (ailnoBe .htaccess v .htpasswd TpsOBa na ce
3a0paHsT Ja Ce BIKAAT OT KIMEHTUTE Ype3 CeAHATa CeKIIUs:

<FilesMatch "*\.ht'"'> - Bcuuku (¢aitnose, 3anousaiu ¢ “.ht”
Order allow,deny
Deny from all

</FilesMatch>



BupTyaliHh XOCTOBE

[1o3BoJIsIBa ITIOBEYE OT €AMH Web CallT J1a c€ M3IbJIHABAT Ha

chlllara MalmuHa. /[Ba Tria BUpTyaJiHU XOCTOBE:

* IP 6asupanu — npu Tsx ce uznonssa IP agpeca Ha
KOHEKIIMSITA 3a Ja ce onpeaenu kopektHus BX. TpsoBa
na uma otraeieH IP 3a Bcexu XOcCT.

* Oa3upaHM HA MMe — KJIMCHTHT TPSAOBA J1a BKIIOUYM UMETO
Ha xocta Karo yact ot HTTP xeawspa. Taka paznuyau
XOCTOBE MOTar Ja cnoaeidT eaHu U cbiuu 1P, To3u turm e
I1O-U3I10JI3BAH.



BupTyaiaHu XOCTOBE - KOHPUTypUPaAHE

BuptyaiHuTe X0CTOBE c€ KOH(pUTYpHUpaT BbB (haiiia
/etc/httpd/extra/httpd-vhosts.conf.

Toli TpsiOBa Ja ce BKJIIOUYM B OCHOBHHS KOH()UTypallOHEH
(aitn ¢ nupekTruBata include.

3a j1a ce u3noy3BaT uMeHyBaHu BX, TpsiOBa ja ce onpeaenu
IP agpeca Ha xocTa u mopra. ToBa cTtaBa ¢ JUPEKTHBATA
NameVirtualHost *:80

Axo0 (HOpMaJTHO) c€ U3n0a3Ba caMo eauH IP To3u aprymMeHT
(*) e mocTaTbyeH.



BuprtyaiaHU XOCTOBE - IIPUMED

NameVirtualHost *:80

<VirtualHost *:80>
ServerName www.domain.com
DocumentRoot / www/domain
ServerAlias *.domain.com
ErrorLog /var/log/httpd/domain.log
</VirtualHost>

<VirtualHost *:80>
ServerName www.otherdomain.com
DocumentRoot /'www/otherdomain
</VirtualHost>

TecTBaHe Ha BUPTYaTHUTE XOCTORBE:
# httpd -S



Borpocu ?



