NHTEpHET CHPBBHPU U
TEXHOJIOTUH



dopmar Ha U3IHTA

EnexktponeH Tect 50 Bpapoca 3a 100 muH.

IIpoBexa ce B cucTeMara 3a €-00y4eHue
Ha TY-BapHa



Cucrema 3a nMeHyBaHE DNS



Domain Name System

HoB mojaen 3a uMeHyBaHe B IHTEpHET, Oa3upan
Ha 00J1aCTH (JIOMEIHM )

PasnipenencHa 0a3za 1aHHU
RFC1034, RFC1035

Haii-paznpocrpaneHa peanu3anus — Berkeley
Internet Name Domain (BIND)



IIpocTpancTBO HA MEeHaTa

Jlornuecka MepapxudHa JbPBOBUIHA CTPYKTypa

Bceeku Bp3en € DNS ume (no 63 cumBona)

e 9

KopenbT Ha 1bpBOTO (TOOt) € *.
Jlo 127 nognuBa

MMenara Ha IbIIEPHUTE Bb3JIM HA €MH U ChIl POIAUTE
B IbPBOTO TPsiOBa Jja UMAaT pa3IMYHU UMEHA.

KpaiiHuTe Bb311 (JIMCTA) B IbPBOBUHATA CTPYKTYypa
IPEICTABIT BUHArM MMEHA HA XOCTOBE, JOKATO
MEKJIMHHUTE Bb3JIM MOTaT Jia YKa3BaT KaKTO XOCT, TaKa
U JOMEWH.



IIpocTpancTBO HA MEeHaTa

edu com org

mti

CS

spider



Fully Qualified Domain Name

e IIsanoro MaTepHeT nme (FQDN) Ha BCekn Bb3eI ce
dopMHpa KaTo MOCAEIOBATETHOCT OT UMEHA IO BT OT
Bb3€JIa 10 KOPEHA, Pa3AeiICHU C TOUKA.

* HMmenara ce 3anucBar OT I0-3HAYMMOTO (MUMETO Ha
MaIllIKHATa) KbM II0-MaJKO 3HAYUMOTO (KOpEHA).

spider.cs.mti.edu



KomMmmmoreHTH Ha DNS

CbpBBbp HAa UMEHA (name server):
— NJIaBHU (primary master)
— noguuHeHH (slave)
— kemupai (caching-only)
— npenpamamu (forwarder)
30Ha (zone)
3oH0B (hatii (zone file)
3oH0B TpaHcdep (zone transfer)

Pe3onBep (resolver)



Bugose DNS cvpBBpH

* [uaBHHUAT CLPBBLP HA UMEHATA 3a 30HATA
oJIy4yaBa JaHHUTE 3a Hes OT (alijl, HaMUpalll Ce
Ha MaIlIMHATA, KbJETO € CTAPTUPAH.

* IloguuHEHHUSAT CHPBBP 32 30HATA ITOJIyYaBa
JAHHUTE 3a HES OT OTTOBOPHUS 3a ChIIaTa
IJaBeH ChPBBLP. ToBa € 30HOB TpaHcdep (zone
transfer).

* Bcuuku DNS cbpBbpH H3BBPIIBAT KEIIUPAHE
Ha MHpOpMaIUATa, IIOJyYeHa OT IPYTH ChPBBPH,
3a ONPEHEIIEH IIEPUO OT BpEME.



Bunose DNS cbpBbpHU

* Kemmpamure copBbpH (caching-only) eIMHCTBEHO
M3ITBJIHSBAT 3aBKH, KEIIMpAT HoJIydeHaTa HH(QopMarys 1
BpbIIAT pe3yirar. Te He ca OTTOBOPHM 3a HUTO €IMH JIOMEHH
U HE IOJIbpKaT 30HOBH (pailIoBe.

* IIpenpamamure copBbPH (forwarders) He U3MCKBAT
HHUKAKBO JOITBJIHUTEIHO KOH(pUrypupane. Heooxonumo e
eanHCTBEHO HAa DNS ChpBBpHUTE, KOUTO 1€ U3TOJI3BAT
forwarder, na um ce ykaxar [Pagpecure Ha nmpenpalaniure.
M3moi3Bar ce Korato He € Heo0XoauMo Bcuukute DNS
CBPBBPH OT JAJACH CAUT 1a KOMYHUKHUPAT JUPEKTHO C
OCTaHAJIUTE CbPBBPU B IHTEpHET.



Pa3pernaBane Ha UMEHa

[Tony4daBaHeTO Ha CHOTBETCTBUATA UMEHA —IP anpecu ce
peanuszupa MoCPEACTBOM MPOILIEC, U3BECTEH IO/
HaMMEHYBaHMETO pa3pemaBaHe (resolving).

C’pr’pr/ITe Ha UMCHATA4 UMAT 3aiadadara Jd OTKPHAT TOBA
CbOTBCTCTBHUC HC CaMO 3d 30HUTC, 3d KOUTO Ca OTTOBOPHH, HO
N T’BpCGﬁKH B IIAJ0TO IIPOCTPAHCTBO HA KUMCHATA HA JAdHHH,
3d KOUTO HC CC sABsBAT IIPSKO OTTOBOPHH.

B DNS ce u3mon3sar 1Ba OCHOBHHM THIIA 3aITUTBAHUS
PEKYPCUBHHU U UTEPATUBHU.

N3nomsBa ce mporokos1 UDP mopt 53



PekypCHUBHO pe30JIBaHE

* DNS xnuentute n3uckar ot DNS cbpBbpa 1a UM OTTOBOPH
WJIN ChC 3asiBe€HaTa MH(OpMAIUs U C OTTOBOP 3a I'pellKa
IIOPAJAY HECBHILECTBYBAILIO UME.

* Axko DNS cbpBBp HE ChIbpKa B 0a3UTE CH 3asBEHATa
MH(pOpMalIMs, TOW C€ ONKTBA J1a 1 OTKPUE, 3alIMTBAUKU APYTH
DNS cupBBpHI.

* PekypCuBHMTE 3asiBKM OCHOBHO c€ reHepupar ot DNS
KIMEHT KbM DNS cbpBbp nit oT DNS ChpBBD,
KOH(UI'ypUpaH Ja Ipenpaiia Hepa3peluieHUTe 3alIMTBaHU
KbM JIpYT CbPBBLP, HapeueH npenpamail (forwarder).



M TeparuBHO pe30JIBaHE

Axo 3armutanus DNS cbpBbp HIMA TOUHHS OTTOBOP HA 3aBEHOTO
MMe€, TOM MOXKE Jla BbpHE T.H. npenparka (referral) — ykazaren kpm
DNS cppBBpa, OTTOBOPEH 3a MO-A0JIHOTO HUBO B IPOCTPAHCTBOTO
HAa UMEHATA.

DNS KIMEHTHT MOXKE J1a 3aluTa ChbPBbHPA, 32 KOTOTO € MOJTYUMJI
[Ipenparkara.

To3u nporec npoabiKaBa JI0Karo HE CE JTOKAJIM3UPA OTTOBOPHUS
3a 3anmuTBaHETO DNS ChpBBP MM 1OKATO HE CE MOJYYH I'PEIIKA
WJIM U3TUYAHE HA TAaUMAayT.

To3u TUI 3anTUTBAHUS TUIIMYHO C€ UHUIMUPAT OT DNS ChpBBD,
KOWTO CE€ ONUTBA Ja PA3pEIId PEKYPCUBHU 3anuTBaHUs OT DNS
KJIMEHT.



M TeparuBHO pe30JIBaHE

* Ilopagu ¢axra, 4e MPOCTPAaHCTBOTO HA UMEHATA €
IIPEACTABEHO KaTO JbPBOBHAHA CTPYKTYpa, BCEKH DNS
CBPBBD C€ HYyKJ1a€ Aa 3Hae eAMHCTBEHO DNS cbpBBpHUTE,
OTTOBOPHH 34 HAl-BUCOKOTO HUBO — T.H. KOPEHHU CHhPBbPHU
(root servers).

* Bceku oT KOpeHHUTE ChPBbPHU MMa HH(POpMAaIUs 3a
CBPBBPUTE, OTTOBOPHMU 3a CJIEABAIIOTO, IPBO HUBO.
OTroBOpUTE, BPBIIAHU OT KOPEHHUTE ChbPBBPHU, ChIAbPKAT
MIPENPATKU UMEHHO KbM TSIX.



Root cepBBpH

I-NORDU Stockholm
E-NASA Moffet Field CA

F-ISC Woodside CA

M-WIDE Keio

K-LINXIRIPE London

A-NSF-NSI Herndon VA
N C-PSl Herndon VA
D-UMD College Pk MD

G-DISA-Boeing Vienna VA
B-DISA-USC Marina delRey CA H-USArmy Aberdeen MD

L-DISA-USC Marina delRey CA J-NSF-NSI| Herndon VA




M TeparuBHO pe30JIBaHE

[ name Server ]

7 www.yahoo.oom
HS com
7 wwanyahoo.com
7 www.yahoo.oom
[

== H51 om
o — e Me Server
IP=66.94.230.33 S yahoo.com

H
7 wwawyahoo.com
IP=66.94.230.33
FRO0




DNS unndopmanus

* 3a pa3pemaBaHeTo Ha nMeHaTta DNS cbpBbpHTE CE
KOHCYJITHUPAT ChbC CBOMTE 30HOBH (PailioBe.

* 30HOBHAT (paiin chabpka pecypcHu 3anucu (RR),
ype3 KOUTO C€ ONKUCBA MH(pOpMaLUATa B JOMEIHA.

 RFC1034 nedunupa paznuunu tuinoBe RR, karo
HSIMa 3abJDKUTEIIHN H3UCKBAHUSA 32 TIXHOTO
OAPEKIaHE B 30HOBUS (paill.



PecypcHu 3amvcu

Owner  [TTL] Class Type RDATA

Owner — MMeTo Ha XocTa WM JOMEMHA, KbM KOI'OTO
IIPUHALICKHU CbOTBETHUAT RR;

TTL — NutepBai oT Bpeme B CEKyHAU, ITpe3 KoUTo DNS ChpBBp
e Keuupa mnojydeHara uapopmais. Cieq u3TH4aHETO MY,
ChPBBPHT TPsIOBaA Ja U3YMCTH CBOS Kelll. Moske U Jla He ce 3a7aBa
ABHO;

Class — Jlepunupa dhamunmsita U3mnoj3BaHu IpoTOKoIu. OCHOBHO
ce n3noizBa pamunus Matepuet npotokosiun — IN. RFC1034
nehunupa u apyra pamuaus Chaos — CH, uznoisBana
ekcriepuMeHTanHo B MTI;

Type — Unentudunupa tuna Ha RR;

RDATA — Yka3pa naHHuTe 3a CbOTBETHUS THIT RR.



Pecypchu 3amnucu - SOA

* Bceku 30HOB (haiin TpsOBa 1a crabpxka SOA pecypceH 3ammuc.

* IlpenopnuBa ce ga 0b1e nbpBUIT RR B 30HOBHS (aiin

games.corp. IN SOA spider.games.corp. Jjoe(@lspider.games.corp. (
2020020416; serial number

1D ; refresh after 1 day
30M ; retry after 30 min
1W ; expire after 1 week

1D ; minimum TTL



Pecypchau 3amucu - NS

* 3ajaBa OTTOBOPHHUTE 3a yYKa3aHaTa 30Ha ChbpBbpPHU. TOBa Morar jaa ca
IJIABHUTE U IIOJJTYMHEHU ChPBBPU 3a yKazaHara B SOA 3anunca 30Ha,
KaKTO U ChbPBBPUTE 3a JICIETUPAHUTE 30HU. 32 BCEKH OT T€3U DNS
ChPBBPU TPsIOBaA Ja MMa IO €AUH PECYPCEH 3alluC.

* Bceku 30HOB (haiin TpsOBa 1a ChabpKa OHE eauH NS pecypceH
3alrc. AKO JICIETUPaHUsIT ChbPBBP € YWICH Ha ChIIUS JTOMEIH,
HEOOXOJIMMO € 33/1aBaHETO M Ha HETOBUSI A PECYpPCEH 3amuc, T.H.
glue 3anmuc.

battle.games.corp. IN NS ns.battle.games.corp.
ns.battle.games.corp. IN A 200.100.50.101




PecypchHu 3ammcu - A

* AnpecHust pecypcen 3anuc cBbp3Ba FQDN c [P anpec.

* EIWH XOCT MOXKE 1a UMa HAKOJIKO TAKMBA 3aIlMCa, ChbOTBETCTBAIIA
Ha HeroBute IP aapecu. B To3u cinydair, DNS CbpBBPBT IIIE€ BBPHE
KaTO OTTOBOP BCUYKUTE aapecu. ChIECTBYBAT pa3INniHU
pea3aly Ha nojpeadara Ha aipecuTe B OTTOBOpa:

— Address sorting — mbpBU C€ MOCTABS AJIPECHT, KOUTO C€ SIBABA “HAN-OIU3KO”
10 U3NpaTwins 3asiBkara. ToBa 1o3BoIsiBa HOCTUTAHETO HA MO-100pa
POU3BOIUTEIHOCT;

— Round-robin — penbT Ha BpbIIaHUTE aIPECH [IUKINYHO CE BBPTH. TOBa
II03BOJIsIBA [IOCTUTAHETO HA MO-Pa3NpeaeIeHO HATOBAPBAHE HA MPEKOBUTE

pecypcu.



Pecypchu 3ammmcu - CNAME

* (Cn3naBa ncesnonuM (alias) 3a ykazano FQDN (kaHOHMYHO HMe).
* 3a BCEKHU MICEBIOHUM TpsiOBa ga uma camo eqno CNAME.

* TuUnmyHO MPUIIOKECHUE HA TE3H 3aIIMCH € IPEA0CTAaBIHETO Ha
OTpeOUTEINTE Ha JISCHH 32 3alOMHsAHE IHTepHET MMEHa UIIH
IpOMSIHA Ha KMETO Ha XOCT, 3a KOSTO IMMOTPEOUTEINUTE HE €
HEOOXOINMO 3a OBJAaT 3aII03HAaTH.

guns .battle.games.corp. IN CNAME sv1ll-12.battle.games.corp.

svll-12 .battle.games.corp. IN A 200.100.50.5




PecypcHu 3ammcu - M X

* PecypcHusT 3anuc yka3Ba nomeHcku cbpBbp (Mailbox Exchanger)
3a JIaJICHOTO UME Ha JJOMENH.

* BB3MOXHO € M3II0JI3BAHETO HA HIKOJIKO ITOIICHCKH ChPBbHpa 3a
JaJieH JOMEMH. 3a BCEKH OT TAX € HEOOXOAUM OTJIENICH 3alKcC, KaTo
3a U300pBT HA €IUH OT ChPBBPUTE CE€ U3II0JI3Ba IIPUOPUTET. 110-
MaJIKUTE CTOMHOCTH yKa3BaT MO-MPEANOYUTAH ChbPBBP.

games.corp. IN MX 0 mx.battle.games.corp.
games.corp. IN MX 10 mx2 .battle.games.corp.
games.corp. IN MX 10 mx3.battle.games.corp.




PecypcHu 3amnucu - apyru

AAAA | 1886 | CBbp3BaHe Ha nme Ha xocT ¢ IPvb agpec

1035 CvabpKa nHPopmauma 3a TMNA Ha XxapAayepa u
onepauyuoHHaTa cMctema
EKCnepumeHTaneH, yKa3Ball, XOCT Cbe cneunduyeH
1035 .
mail-box

1035 EkcnepumeHTaneH, ykassauw, mail-box, orroBopeH 3a
Apyr mail-box nau cnucok
YKa3Ba cneuudunyHa ycayra 3a gomeuH Kato FTP, HTTP,
SVR
LDAP u ap.
— ::%Z?(ma NPou3BOaa TEKCTOBa MHPOPMALUA C pasmep




30HOB TpaHCep

* Koraro ce HanmpaBsT NPOMEHU B 30HUTE HA
rnmaBHuTe DNS cbpBbpH, TE TpsiOBa 1a ce
OTpPa3sT BbB BCUUKH IIOJJUMHEHHU ChbPBLPU 3a
Ta3M 30HA, IIOCPEICTBOM MEXaHU3bM, HApPEUYCH
30H0B TpaHcep (zone transfer).

* [J1aBHUAT 3a 30HaTa ChbPBBP NPEXBHPII
MH(pOpMaIKs KbM NOAYUHEHUTE CHPBBPH.



[IbJI€H 30HOB TpaHCdep

[IpexBbpis ce 1s1aTa 0aza KbM NOAYMHEHUTE ChbPBBPH.

[ToqunaenuTe DNS cbpBbpH HHULIMMpPAT TpaHChepa Ha OazaTa

Ha CJICIHUS aJITOPUTHM:
Bcekn nogquMHEH ChPBBP U3YaKBa OINPEACICHO BpeMe (YKa3aHo
ot croriHocTTa Ha Refresh nareppana B SOA 3anunca Ha
30HATa) CJIe]l KOETO 3alMTBa IT1aBHUS 3a HeroBus SOA 3amnuc.
[ maBHUAT CBPBBP OTroBaps ¢bC cBOA SOA 3ammuc.
[ToqUMHEHUAT CHPBBD CPABHABA CEPUMHHUTE HOMEPA HA JIBaTa
SOA 3anmca. AKO HETOBHUAT HOMEDP € MO-MATbK OT TO3U Ha
nosryueHust SOA 3amnmc, ToBa € MHAWKAIMS 34 IPOMSIHA B
30HOBUS (aiiia. ChpBLPHT U3Npalia 3asBKa 3a IIbJICH 30HOB
tpancep AXFR.
['maBHuAT DNS cbpBBp H3MNpalia msiiara 0aza KbM
MOYNUHEHUS.



HapacTami 30HOB TpaHC(hep

[IbJ1HUAT 30HOB TpaHC(hEp BOAU JO HATOBAPBAHE HA MPEKOBUTE
KOMYHHUKAIIMHU, 0cO0eHO npu 00eMHU DNS KoHbUTyparuu.

RFC1995 - (incremental zone transfer — IXFR).

[Tpu IXFR camo Mmoguduimpanara 4actT OT 30HOBaTa HH(MOpMAaIHs 11e
c€ OOMEHS MKy ChPBbPHUTE.

[XFR ce uHnnunpa BUHAru OT MOJJYUHEHUAT ChPBBP. AKO INIAaBHUST
DNS ne nogabpxa IXFR, Tol 111€ OTTOBOPHU € M'bJICH 30HOB TpaHCchep.
[ToqunHEeHUAT CHPBBP HU3Ipallia 3asiBKa 3a Tpancdep ot tumn [ XFR.
['maBaHuAT DNS chpBbp nomabpka HHPOPMALIHS 3a TTOCICTHUTE
IIPOMEHHU HA PECYPCHUTE 3anmucu. Karo oTroBop ToM M3Ipaiina KbM
MMOJYUHEHUS ChbPBBP CTAPUTE U HOBUTE BEPCUU HA 3AIUCUTE.
[TomunHenuaTr DNS cbpBbp Ch3/1aBa HOBO KOMME HA 30HATA U 3aI10YBa
3aMEHSHETO HA HETOBUTE PECYPCHU 3aMUCH, CTAPTUPAUKU C MO-
cTapuTe OOHOBSIBAHUS U 3aBBPIIBANKY C TTO-HOBUTE. Crien
MIPUKJIFOYBAHE HA IPOMSHATA, CTAPOTO KOIUE HA 30HATA CE 3aMEHS C
OOHOBEHOTO.



Konduryprupase Ha KJIMCHT

* Kauenrcku codpryep (Resolver) — ocurypsisa
pa3pelaBaHeTo Ha ChOoTBETCTBUETO UMe/IP agpecu
00paTHO.

* Pe3onBepbT HE € OTACIHO MPUIOKEHUE, a OMOINOTECUHH
(PYHKIIUM, KOMIIHJIMPAHU ChbBMECTHO C IIPHIOKESHHUETO.

* Pe3onBepbT MOXKe Aa ObJi€ KOH(UTYpPHUPaAH A OTKpHUBA
uH(popManusiTa ot (paiina /etc/hosts Wiy Ja moia3Ba
ycayrute Ha DNS cucremara, Kato ToBa C€ yKa3Ba BbB
(aiina /etc/host.conf.

# /etc/host.conf
# First try named, then local hosts file

#

order bind, hosts




Konduryprupase Ha KJIMCHT

* AKO pe30JBEPBHT I1I€ U3M0I3Ba yeayrure Ha DNS
cucTemara, TpsoBa My Ja ce ykaxe [P agpeca Ha
ChOTBETHHS CHPBbP Ha UMEHA.

* ToBa ce u3BBpIIBA B KOHPUTYpAILMOHHUS (PaiiT
/etc/resolv.conf

# /etc/resolv.conf

#

search battle.games.corp games.corp
nameserver 200.100.50.101
nameserver 200.100.50.102




Berkeley Internet Name Domain
(BIND) cbpBBp

OcHoBHa peanu3anus Ha DNS nog Linux Bepcus 9.
Ycnyrara ce npeaocTass OT Iporpamara named.
Cnen craprupane Ha DNS ¢cbpBbpa TOM MPOYMTA
CBOSITa Ha4yajiHa KOH(pUTypalus oT ¢aiiia
/etc/named.conf.

KoHburypaumoHHUSIT Paiisl ChabpKa
MTOCJIEIOBATEITHOCT OT OIIEPaTOPH YPE3 KOUTO CE
HacTporBa (PyHKIIMOHUPAHETO HA ChpBbpa. Beceku
OIIEpaTop 3aBbPIIBA ChC CUMBOJIA °;’. O1ieparopure
MOrar Jia ChabpKaT OJ0K OT CBbP3aHM C TSIX OIIIIUH,
yKa3aHU BbB (PUTYPHU CKOOM.



Oneparop options

IIpenoctas rmob6anau onuuu 3a named (rmoBede ot 60). To3u oneparop
MOXE J1a C€ YKa3Ba CaMo €JIMH ITbT B KOHPUTYypamoHHUS (aiiia. AKo He
Ce YKake, M3I0JI3BaT CE OIIMUTE 1o noapazoupane. Hali-uecto
M3IOI3BaHU OTIIIHM:

* directory — yka3Ba paboTHaTa JUPEKTOPUS Ha ChpBbpa. Bcuuku
M3I10JI3BaHU HE-a0COJIIOTHH IThTHIIA HA (hailjIoBE B
KOH(PUTyparMOHHUS (DAl 1€ ObJaT B3UMAaHW OTHOCUTEIIHO CIIPSIMO
Ta3u JUPEKTOPHUS;

* forward — no3BoJisgBa U3MOJA3BaHETO HA MpEIpaliaiy CbpBbPH Ha
nMeHara (forwarders). M3uckBa ce 3ajaBaHe Ha HAYMHA Ha
3anuTBaHe: first, CbpBEPBHT IBPBO 11I€ 3aMUTA 3aaJCHUTE
Ipernpaniany CbpBbPY U aKO HE MOJIYYH OTTOBOP OT TAX, IIIE CE
OMKMTa caM Jia pa3pelid MMeHara. AKO ce M3MoJ3Ba mapaMmeTsp only,
ChPBBPBT CAMHCTBEHO III€ 3alMTBA IpenpaIianiure;

* forwarders — onucsa IP agpecure Ha CbpBBPUTE, KOUTO IIIE CE
M3I10J13BaT 3a MperpeaaBaHe.



Oneparop options

options {

directory “/usr/local/named”;

};

options {
forward first;
forwarders {200.100.50.101; 200.100.50.102;};

};




Omneparop zone

JleduHrpa 30HaTa, 32 KOSITO ChbPBBPBT 1€ ObJAE OTTOBOPEH.
OrneparopbT U3UCKBA J1a ObJAT 331aJiCHU UMETO Ha 30HATa U KJIaChT
Ha aJpPECUPaAHETO, KOUTO 10 nojapazoupane € Marepner (IN).
OrneparopbT BKJIIOYBA PeAUIIA OMIIHH.

zone “battle.games.corp.” IN {

};




Onmuuy Ha oneparop zone

type — yka3Ba THIIa Ha CbpBbPA, OTTOBOPEH 3a HACTOsIIATa 30Ha.

TumnoBeTe mMorar ga Obaar:

— master — CbPBBLPBT C€ SIBSIBA OTTOBOPEH 3a 30HATa U MOJAAbprKa IJlaBHaTa 0a3a oT
NaHHU;

— slave — CBpPBBPBT Ce ABABA OTTOBOPEH 3a 30HATA KATO MOJIbPKA KOIUE HA
30HOBUS (haitii. HeoOxonumo € 3a/1aBaHeTo Ha CIIUCHK OT INIABHUTE ChPBbPHU 32
Ta3u 30Ha, OT KOUTO II€ CE U3TEIIAT Oa3uTe;

— hint — cepBBPBT ce sABsBa Kemmpanl. [Ipu cTapTupane Tou 1Ie U3I0A3Ba CIUCHK OT
KOPEHHOBH ChPBBPH HAa UMEHATA 32 PA3PEUICHUATA.

file — 3amaBa uMeTo Ha (haiina, B KOETO € ChbXpaHEHa 30HOBaTa
nHpopMmanus. IIpu master cbpBbp, TOBA € (haiina ¢ IIaBHara Oasza
nanHu. [Ipu slave cbpBbp, TOBa € UMETO Ha (haiija B KOUTO IIE CE
ChXpaHsBa M3TEIVIsIHATA OT IMIaBHUS ChPBBP 0aza. B ciryuali Ha
KellMpaill CbpBbp, TOBa € (haiinaa ¢ kopeHHoBUTE DNS chbpBbpH. AKO HE
€ 3a7aJICHO B a0COJIFOTEH BHU, UMETO Ha (paiijia € OTHOCUTEIHO CHPSIMO
nbTs, AepruHUpaH B onuusaTa directory Ha oneparopa options.



Onmuuy Ha oneparop zone

KoHurypupasne Ha IJ1aBeH CbpPBbD:

zone “battle.games.corp.” IN {
type master;

file “battle.zone”;

};

ChpBBLPBT CE sBsIBa IVIaBEH 3a JoMeiiHa battle.games.corp. kaTo
0azaTa JaHHM € ChXpaHeHa BbB (paliyl ¢ UMETO battle.zone CipsIMO
'bTH, 3a/1aJicH ¢ directory.



Onmuuy Ha oneparop zone

KoHpurypupane Ha MOJYUHEH ChPBbBD:

zone “battle.games.corp.” IN {
type slave;
file “battle-copy.zone”;
masters { 200.100.50.101; };

};

CbpBBPBT CE sIBsIBA NIOJUMHEH 34 ChlllaTa 30Ha battle.games.corp.
M3rernenara 30HOBa MH(pOpMaIIHs 11€ ObJC ChbXpPaHEHA BbB (DAl C
UMETO battle-copy.zone. 30HOBUSAT TpaHchep 1Ie ObJe U3BbPIIBAH

ype3 3anuTBaHe KbM maBHus CbpBbp 200.100.50.101.



Onmuuy Ha oneparop zone

KoHpurypupane Ha kemupani CbpBbp:

zone “.” IN {
type hint;
file “‘named.ca”;

};

DalIbT C KOPEHHOBUTE CHPBbPU MOXKE J1a CE U3TETIIN OT
ftp://rs.internic.net/domain/named.root. Benipeku, 4e Te3u
CHPBBPH O MPUHIIUI HE CE MMPOMEHSAT, MPEIOPHYUTEIIHO €
MEPUOANYHO MPEKOBUAT aIMAHACTPATOP 3a AKTyaIU3HUpa TO3U
(aiin.



dani1 ¢ root CEPBBP

J named.root - Notepad

File Edit Farmat View Help
This file holds the information on root name servers needed to
initialize cache of Internet domain name servers

(e.g. reference this file in the "cache . <file>"
configuration file of BIND domain name servers).

- O

This file is made available by InterNIC
under anonymous FTP as

file
on server
-0R-

last update:

Jdomain/named.cache
FTP.INTERNIC.MNET
RS.INTERMIC.NET

November 11, 2020

related version of root zone:

FORMERLY NS.INTERNIC.NET

.ROOT-SERVERS.MNET.
.ROOT-SERVERS.MNET.

FORMERLY N51.ISI.EDU

.ROOT-SERVERS.MNET.
.ROOT-SERVERS.MNET.

FORMERLY C.PSI.NET

.ROOT-SERVERS.MNET.
.ROOT-SERVERS.MNET.

FORMERLY TERP.UMD.EDU

3600000
3600000
3600000

3600000
3600000
3600000

3600000
3600000
3600000

3600000

NS

NS

NS

NS
Ln 1, Col 1

2020111101

A.ROOT-SERVERS.NET.
198.41.6.4
2001:503:ba3e::2:30

B.ROOT-SERVERS.NET.
199.9.14.201
2001:500:200::b

C.ROOT-SERVERS.MET.
192.33.4.12
2001:508:2::C

D.ROOT-SERVERS.MET.
100%  Unix (LF) UTF-8




CTpyKTypa Ha 30HOB (pau

$TTL

SOA

Koii name server otroBaps 3a
30HaTa

Koii name server otroBaps 3a
MOA30HUTE (JICJIETUPAHE)

Pecypchu 3ammcu 3a 30HaTa

IIpasen pen




IIprumep 3a DNS

corp.com

1.1.1.1] PCl PC2 12222

master slave

bank.corp.com

4.4.4

PC4
master

PC5

slave

6.6.6.6| PC6

ftp




KondurypupaHne Ha master.corp.com

PC1: /etc/named.conf
options {

corp.com

directory “/var/named/zone”;

PCl

master

PC2 12.2.

slave

};

bank.corp.com

PC4

master

zone “‘corp.com.” IN {

PC5 5/5.5.

slave

type master;

6.6.6.6

PC6
ftp

file “corp.zone”;

};

Ciien chxpaHeHHE Ha (pailyia Ja ce MPOBEPH 3a KOPEKTHOCT C
mporpamara:

# named-checkconf



Kondurypupane Ha slave.corp.com

PC2: /etc/named.conf

options {

corp.com

directory “/var/named/zone”;

PCl

master

PC2 12.2.

slave

};

bank.corp.com

PC4

master

zone “‘corp.com.” IN {

PC5 5/5.5.

slave

type slave;

6.6.6.6| PC6

ftp

masters { 1.1.1.1; };
file “corp.copy”:;
};

Ciien chxpaHeHHE Ha (pailyia Ja ce MPOBEPH 3a KOPEKTHOCT C
mporpamara:

# named-checkconf



Kondurypupane Ha master.bank.corp.com

. PC4: /etc/named.conf
options {

directory “/var/named/zone”;

corp.com

PC1
master

PC222.2.
slave

forward only;

forwarders { 1.1.1.1; 2.2.2.2; };

bank.corp.com

A4 PC4 || PCx|5.5.
master slave

};

zone “‘bank.corp.com.” IN ({

PC6
ftp

6.6.6.6

type master;

file “bank.zone”;

};

Cnen chxpaHeHue Ha (paiiia Ja ce MpoBEPH 32 KOPEKTHOCT C

Iporpamara:
# named-checkconf



Kondurypupane Ha slave.bank.corp.com

. PC5: /etc/named.conf
options {

corp.com

directory “/var/named/zone”;

PCl1

master

PC22{2.2.

slave

forward only;

forwarders { 1.1.1.1; 2.2.2.2; };

bank.corp.com

};

zone “‘bank.corp.com.” IN ({

4| PC4
master

PC55/5.5.

slave

6.6.6.6] PC6

ftp

type slave;
masters { 4.4.4.4; };
file “bank.copy”;

};

Cnen chxpaHeHue Ha (paiiia Ja ce MpoBEPH 32 KOPEKTHOCT C

Iporpamara:
# named-checkconf



OnTuMH3anyy Ha 30HOB (pail

* BpeMeTo 3a :KUBOT HA BCEKU PECYPCEH 3alC MOXKE J1a HE CE
yKa3Ba ako ce u3noji3Ba aupekruBara $TTL. Ts uzucksa karo
ImapaMeThp BPEMETO B CEKYHIU, KOETO 1€ CE IMIPUI0KHU BbPXY
BCUYKH PECYPCHH 3aIMCH B TEKYIIHS 30HOB (DamJI.

* VYKa3BaHOTO UME HA JOMEHH CJIEJ OIepaTropa zone ce siBsiBa
M3TOYHMKA (07igin) Ha BCUYKH JAHHU B CbOTBETHHS 30HOB (hall.
To3u n3TouHMK 11E ce 100aBs KbM BCUYKH UMEHA, KOUTO HE
3aBBPIIBAT CbC CUMBOJIA °.”. BMECTO M3IIOJ3BAHETO HA CICTHUSA
3alyc B 30HOBHUS (aiin 3a fomeiiHa battle.games.corp:

guns.battle.games.corp. IN A 200.100.50.10

MOZKC 1a CC HU3II0JI3Ba CBbKPATCHO:

guns IN A 200.100.50.10




OnTuMu3anuy Ha 30HOB (haiii

Korato nmMeTo Ha JOMENHA € ChIIOTO KaTO Ha U3TOYHUKA, UMETO
MOX€E J1a C€ BbBEJE NOCPEACTBOM 0003HAYCHUETO ‘(@ . TunuaHo
NPUJIOKEHUE HA Ta3U TEXHUKA € 3anucBaHeTo Ha SOA pecypcHus

3allucC.

AKO UMETO HAa PECYPCHUS 3aIUC € TIPA3E€H CUMBOJI UJIA
TalyJanus, U3MoJa3Ba CE UMETO OT MOCJEIHHS PECYPCEH 3aIlKC.
ToBa Mo3B0OIsABAa CHKPATEHO 3aIMCBAHE HA MHOXKECTBO PECYPCHU
3aIlUCHU 3a €IHO U ChILIO UME.

guns

IN
IN

200.100.50.10
200.100.50.11




OnTuMu3anuy Ha 30HOB (haiii

Koraro nmMeTo Ha JIOMElHa € ChIIOTO KaTO Ha U3TOYHUKA, UMETO
MOXKE J1a ce€ BbBee nocpeacTBoM o0o3HaueHueTo ‘@’ (ORIGIN).
TUNIMYHO TIPUIOKECHUE HA Ta3W TEXHUKA € 3alMCBaHETO HA SOA

pPECYpPCHHUS 3alIHC.

AKO UMETO HAa PECYPCHUS 3aIUC € TIPA3E€H CUMBOJI UJIA
TalyJanus, U3MoJa3Ba CE UMETO OT MOCJEIHHS PECYPCEH 3aIlKC.
ToBa Mo3B0OIsABAa CHKPATEHO 3aIMCBAHE HA MHOXKECTBO PECYPCHU
3aIlUCHU 3a €IHO U ChILIO UME.

guns

guns

IN
IN

200.100.50.10
200.100.50.11




OnTuMu3anuy Ha 30HOB (haiii

* AKO MMETO Ha PECYpPCHHS 3alliC HE 3aBbPIIIBA C TOUYKA, CUUTA CE,
ye ToBa € oTHOCHUTENHO nuMe cripsiMo ORIGIN.

Axo ORIGIN ¢ corp.com:

guns IN A 200.100.50.10
guns.corp.com IN A 200.100.50.11




PC1: /var/named/zone/corp.zone

30HOB (paili 3a corp.com

master.corp.com. admin@dcorp.com. (
2020010416; serial number

1D ; refresh after 1 day
30M ; retry after 30 min
1w ; expire after 1 week
1D ; minimum TTL

IN NS master.corp.com.
IN NS slave.corp.com.

master INA1.1.1.1
slave INA 2.2.2.2
bank IN NS master.bank.corp.com.

master.bank
slave.bank

IN NS slave.bank.corp.com.
INA 4.4.4.4
INA 5.5.5.5

WWW

INA 3.3.3.3

; empty line

corp.com

PC1

PC22{2.2.

master

bank.corp.com

slave

PC4

PC55/5.5.

master

slave

6.6.6.6

PC6

ftp



30HOB (paili 3a corp.com

PC1: /var/named/zone/corp.zone

TTL 3600
:§>IN SOA master.corp.com. admin@corp.com. (
2020010416; serial number
1D ; refresh after 1 day
30M ; retry after 30 min
1w ; expire after 1 week
1D ; minimum TTL

IN NS master.corp.com.
IN NS slave.corp.com.

master INA1.1.1.1

slave INA 2.2.2.2

bank IN NS master.bank.corp.com.
IN NS slave.bank.corp.com.

master.bank INA 4.4.4.4

slave.bank INA 5.5.5.5

WWW INA 3.3.3.3

; empty line




30HOB (paili 3a corp.com

STTL 3600
corp.com IN

master
slave

bank

master.bank
slave.bank

WWW

; empty line

PC1: /var/named/zone/corp.zone

SOA master.corp.com. admin@corp.com.
2020010416; serial number

1D ; refresh after 1 day
30M ; retry after 30 min

1w ; expire after 1 week
1D ; minimum TTL

IN NS master.corp.com.
IN NS slave.corp.com.
INA1.1.1.1
INA 2.2.2.2

IN NS master.bank.corp.com.
IN NS slave.bank.corp.com.
INA 4.4.4.4
INA 5.5.5.5

INA 3.3.3.3

(




30HOB (paili 3a corp.com

STTL 3600
corp.com IN

!

corp.com
corp.com
master
slave
bank

master.bank
slave.bank

WWW

; empty line

PC1: /var/named/zone/corp.zone

SOA master.corp.com. admin@corp.com.
2020010416; serial number

1D ; refresh after 1 day
30M ; retry after 30 min

1w ; expire after 1 week
1D ; minimum TTL

IN NS master.corp.com.
IN NS slave.corp.com.
INA1.1.1.1
INA 2.2.2.2

IN NS master.bank.corp.com.
IN NS slave.bank.corp.com.
INA 4.4.4.4
INA 5.5.5.5

INA 3.3.3.3

(




30HOB (paili 3a corp.com

PC1: /var/named/zone/corp.zone

STTL 3600
corp.com IN SOA master.corp.com. admin@corp.com.
2020010416; serial number
1D ; refresh after 1 day
30M ; retry after 30 min
1 1w ; expire after 1 week
1D ; minimum TTL
)
corp.com IN NS master.corp.com.
corp.com IN NS slave.corp.com.

master.corp.com IN A 1.1.1.1
slave.corp.com INA 2.2.2.2

bank.corp.com IN NS master.bank.corp.com.
IN NS slave.bank.corp.com.

master .bank.corp.com INA 4.4.4.4

slave.bank.corp.com INA 5.5.5.5

WWW . COrp.com INA 3.3.3.3

; empty line




30HOB (paitn 3a bank.corp.com

STTL 3600

@ IN SOA
)

master

slave

ftp

; empty line

PC4: /var/named/zone/bank.zone

master.bank.corp.com. admin@bank.corp.com.
2020010416; serial number

1D ; refresh after 1 day
30M ; retry after 30 min

1w ; expire after 1 week
1D ; minimum TTL

IN NS master.bank.corp.com.
IN NS slave.bank.corp.com.
IN A 4.4.4.4

IN A 5.5.5.5

INA 6.6.6.6

(

corp.com

PCl

PC22{2.2.

master

bank.corp.com

slave

PC4

PC55(5.5.

master glave

6.6.6.6

PCé6

fip



IIpoBepka 3a KOPpEKTHOCT

Ciien cbXpaHeHHE Ha 30HOBUTE (PailyioBe a cE€ IMPOBEPAT 3a
KOPEKTHOCT C IIporpamara:

# named-checkzone ¥MMe Ha BOHAaTa MMe BOHOB bann

[IpumMep :
# named-checkzone corp.com /var/named/zone/corp.zone



Craptupane Ha DNS CbpBbp

* IIspBo ce craprupar maBaute DNS cbpBBpH.
* (Cex ToBa Ce cTapTUPAT IIOYNHECHUTE.
* CrapTUpaHEeTO CE€ U3BBPIIBA C UMETO Ha yCJyrara

# named



JIlnarnoctuka Ha DNS noa Linux
e dig:

2P 194.141.2472 - PuTTY

root@ns:~# dig

; <<>»> DiG 9.10.4-P1 <<>> cs.tu-varna.bg
;7 global options: +cmd
; Got answer:
—->>HEADER<<— opcode: QUERY, status:
flags: gr aa rd ra; QUERY: 1, ANSWER:

;- OPT PSEUDOSECTION:

EDNS: wversion: 0, flags:; udp: 4096
; QUESTION SECTION:
;cs.tu-varna.bg.

ANSWEER SECTION:
.tu-varna.bg.

AUTHORITY SECTION:
.tu-varna.bqg.

ADDITIONAL SECTION:
.Cs.tu-varna.bqg.

Query time: 0 msec
SERVER: 194.141_24.7
WHEN: Mon Dec 28 13:
MSG SIZE rcwvd: 92

 EET 2020

root@ns:~# [

NOERROR,

194.141.24.72)

id: 43906

RAUTHORITY: 1, ADDITIONAL:

194.141.30.53

.Cs.tu-varna.bqg.

194.141.24.72

2




JInarnoctuka Ha DNS nox Windows

* nslookup

Command Prompt

Microsoft Windows [Version 10.8.19041.685]
(c) 2020 Microsoft Corporation. All rights reserved.

C:\Users\hwalchan>nslookup cs.tu-varna.bg
Server: dns.google
Address: 8.8.8.8

Mon-authoritative answer:

cs.tu-varna.bg
194.141.360.93

C:\Users\hwalchan>




JImarnoctuka Ha DNS nmogq Windows

* Bceku KIMEeHTCKH KOMIIOTHP TPpsiOBa Aa Objie
xoHurypupat ¢ IP aapec Ha 1Ba DNS cbpBBpa
(IBPBUST € OCHOBEH, BTOPUST € PE3EPBEH).

* Hudopmaius 3a koHpurypupanute DNS cbpBbpHU:
C:> ipconfig/all

* HMudbopmalus 3a JoKagHaTa KEIl I1aMeT:

C:> ipconfig/displaydns

* l3uncTBaHe Ha Kema:

C:> ipconfig/flushdns



Borpocu ?



