FTP cepBBpH



IIporokoa FTP

* FTP (File Transfer Protocol) e mpotokon 3a
0OMEH Ha (halIoBE

* CuBpemennudar FTP niporokon € nepuHupaH B
RFC959.



I IpemHaszHaueHue

FTP npoTokoabT aeuHNpa HAYWMHA IO KOMTO
naHHuTe TpssOBa ga ce ooMeHsaT B TCP/IP mpexu.
(OCHOBHMTE LI€JIM HA IMPOTOKOJIA Ca:

* TI03BOJISIBA CHOACIAHE HA (PAMIIOBE MEKTY
OTJAJICYCHU MAIIIVHU;

* II03BOJISIBA HE3aBUCUMOCT MEXKY KIIMCHTCKHUTE
Y CbPBBPHUTE CUCTEMHU (PailIOBE;

* II03BOJIsABA €pUKaceH OOMEH Ha JaHHH.
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KoMmImoHeHTH

 DTP (Data Transfer Process) € nmpouechT, Ha 0a3aTa Ha
KOWTO C€ Ch3aBa Bpb3KaTa M CE€ MOJAbPKA JAHHOBHUS
kaHai. OT cTpaHara Ha CbpBbpa ce Hapnda SERVER-
DTP, a kmuenrckara crpana - USER-DTP;

* PI (Protocol Interpreter) uaTepnpeTrupa MpoTOKOIa,
no3BoJisiBaliku DTP na Ob1e ynpasiisiBaH upe3
KOMAaH/ 1, TOJIyYaBaHU MMPe3 KOHTPOJIHUA KaHall. Tou ce
pas3iinyuana 3a KJIWEHTA U ChbPBbBPA.



KoMmImoHeHTH

 SERVER-PI e otroBopen 3a ouakBaneto (Listening) Ha
koMaHauTe uasamu ot USER-PI ipe3 konTponHus
KaHaJI; OChIIECCTBABAHE HA KOHEKIIUS 34 KOHTPOJHHUSA
kaHai, nony4yaBane Ha FTP komanau ot USER-PI nipe3
HETO; OTTOBAPSAHE HA TE3U KOMaHJU U CTAPTUPAHE HA
SERVER-DTP;

* USER-PI otroBaps 3a ¢b3gaBaneTo Ha KOHEKIUs ¢ FTP
CbpBbpa; usnpainane Ha FTP komanau; mosyyasaHe Ha
orroBopu 0T SERVER-PI u koutponupane na USER-
DTP nipu He0OXOAMMOCT.
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FTP xomanou

Bcryky KOMyHHKALMK 110 KOHTPOJIHUS KaHaJl ce Oa3upar
Ha n3uckBanusaTa Ha TELNET nporoko:na.

FTP xomanaute peanno ca Telnet cuMBoIHHM HU30BE,
3aBbpinBaiiy ¢ Telnet koga 3a kpait Ha peg <CR LF>.

Axo FTP xoMaHga nma mapamMeTsp, TOU C€ pa3Acis OT
KOMaHJara cbC © °



Bunose komMmaHau

* KOHTPOJHM KOMaH/IH 3a JIOCTBII;
* KOMaHJHM 3a IapaMeTpHU 3a OOMEH;

e komaHau 3a FTP ycayru



USER

PASS

ACCT

CDUP

SMNT

REIN

QUIT

.
Command enabling the current session to be terminated. The server waits to finish the transfer
in progress if the need anses, then supplies a response before closing the connection.

KomMaHu 3a 10CThII

Access control commands

Description

Character string allowing the user to be identified. User identification is necessary to establish
communication over the data channel.

Character string specifying the user's password. This command must immediately precede the
USER command. It falls to the client to hide the display of this command for security reasons.

Character string representing the user's account. The command is generally not necessary.
Curing the response accepting the password, if the response is 230 this stage is not necessary,
if the response is 332, it is.

Change Working Directory: this command enables the current directory to be changed. This
command requires the directory's access path to be fulfilled as an argument.,

Change to Parent Directory. this command allows you to go back to the parent directory. It was
introduced to solve problems of naming the parent directory according to the system (generally

i B
Structure Mount

Reintralize:




Komanau 3a napameTpu 3a 0OMEH

Transfer parameter commands

Command Description
PORT Character string allowing the port number used to be specified.

Command making it possible to indicate to the DTP server to stand by for a connection on a
PASV specific port chosen randomly from among the available ports. The response to this command
5TRU Telnet character specifying the file structure (F for Fie, R for Recorg, P for Page).
MODE Telnet character specifying data transfer method (S for Stream, B for Block, C for Compressed).




KomMmaHau 3a ycinyru

FTP service commands

Command Description

RETR This command (RETRIEVF) asks the server DTP for a copy of the file whose access path is
given in the parameters.

This command (store) asks the server DTP to accept the data sent over the data channel and
STOR store them in a file bearing the name given in the parameters. If the file does not exist, the
server creates it, if not it overwrites it

<TOU This command is identical to the previous one, only it asks the sever to create a file where the
name is unique. The name of the file is returned in the response.

APPE Thanks to this command (append) the data sent is concatenated into the file bearing the name
given in the parameter if it already exists, if not, it is created.

ALLO This command (allocate) asks the server to plan a storage space big enough to hald the file
whose name is given in the argument.

This command (restart) enables a transfer to be restarted from where it stopped. To do so, the
REST command sends the marker representing the position in the file where the transfer had been
interrupted in the parameter. This command must immediately follow a transfer command.

RNFR This command (renarme from) enables a file to be renamed. In the parameters it indicates the
name of the file to be renamed and must be immediately followed by the RNTO command.




RNTO

ABOR

DELE

MKD

PWD

KomMmaHau 3a ycinyru

This command (renarme to) enables a file to be renamed. In the parameters it indicates the
name of the file to be renamed and must be immediately followed by the RNFR command.

This command (aborf) tells the server DTP to abandon all transfers associated with the previous
command. If no data connection is open, the DTP sever does nothing, if not it closes it. The
control channel however remains open.

This command (delete) allows a file to be deleted, the name of which is given in the
parameters, This command is irreversible, confirmation can only be given at client level,

This command (remove directory) enables a directory to be deleted. The name of the directory
to be deleted is indicated in the parameters,

This command (make directory) causes a directory to be created. The name of the directory to
be created is indicated in the parameters.

This command (print working directory) makes it possible to resend the complete current
directory path.




SITE

SYST

STAT

HELFP

NOOP

KomMmaHau 3a ycinyru

This command allows the list of files and directories present in the current directory to be
resent. This is sent over the passive DTP. It is possible to place a directory name in the

Lo parameter of this command, the server DTP will send the list of files in the directory placed in
the parameter.
NLST This command (name list) enables the list of files and directories present in the current

directory to be sent.

This command (site parameters) causes the server to offer specific services not defined in the
FTP protocol.

This command (systern) allows information on the remote server to be sent.

This command (status) makes it possible to transmit the status of the server, for example to
know the progress of a current transfer. This command accepts an access path in the
argument, it then returns the same information as LIST but over the control channel.

This command gives all the commands understood by the server. The information is returned
on the control channel.

This command (no operations) is only used to obtain an OK command from the server. It can
only be used in order not to be disconnected after an excessive period of inactivity.




FTP orrosopu

Upe3 OTTOBOPUTE CE OCUTYPSBA CUHXPOHU3ALUS MEXKIY
KJIIMEHTa M ChpPBbpa. 3a BCSIKAa KOMaH1a, M3IIpaTeHa OT
KIIMEHTA, ChPBBPHT IIOTCHIIMAIHO 1€ M3I'BJIHU HIKAKBO
JIEWCTBUE U 11I¢ BBPHE 00paTHO OTTOBOP.



FTP orrosopu

OtroBopute ca (opMUpPaHHU OT 3 HUPPEH KO/, YKa3BalIl
HauyMHa 10 KOMTO M3MIpaTreHara OT KJIMEeHTa KOMaH/1a €
u3IbJIHEeHa. PeanHo ce u3npamia u tekct (Telnet cumBoneH
HH3, Pa3JCNCH C ¢ © OT KOJa).

* II'bPBOTO YMCJIO ITOKA3Ba CTaTyca Ha OTroBopa (ycnex
WJIA HEYCIIEX );

* BTOPOTO YHCJIO YKa3Ba 3da KaKBO CC OTHACA OTTOBOpPaA,

* TPETOTO JaBa IIOBeYe creludruuHa HHPopMarys
(OTHOCHO BTOPOTO).



FTP orroBopu

First number

Digit Meaning Description

fis Preliminary positive | The action requested is in progress, a second response must be obtained
Y responsa before sending a second command

2yz |Positive fulfilment . o on requested has been fulfilled, a new command can be sent

response

i Intermediary positive | The action request is temporarily suspended. Additional information is awaited
Y responsa from the client

avz Megative fulfilment | The action requested has not taken place because the command has
Y response temporarily not been accepted. The client is requested to try again later

Svz Permanent negative | The action requested has not taken place because the command has not been
Y response accepted. The client is requested to formulate a different request




FTP orroBopu

Digit Meaning Description

The action has a syntax error, ar is a command not understood by the
*0z | Syntax

server
wiz. |nFermanian This is a response sending back information (for example a response to a

®27

w4z

Connections

Authentication and
accounts

Mot used by the FTP
protocol

File system

STAT command)

The response relates to the data channel

The response relates to the (USER/PASS) login or the request to change
the account (CPT)

The response relates to the remote file system




FTP cecus

Hopmanno, FTP cbpBbpbT 0OUakBa KOHEKIIMA HA TTOPT 2 1

(3a KOHTPOJIHUS KaHal), Jokaro nopt 20 € 3a JaHHOBUS
KaHall.

Ciieq KaTo KIMEHTHT CE € CBbpP3ajl, CbPBbPHT U3Mpallla
MO3APAaBUTEIHO ChOOIIEHHE OT BUA:

220 Some FTP server. Please login:



FTP cecusa

220 SpiderMan's FTP server. Please login!

USER SpiderMan

331 Username okay. Send password!

PASS password

230 Password accepted, user logged in.

LIST

150 Opening ASCII mode data connection for /bin/ls
226 Transefer complete

TYPE I

200 Type set to I

PASWV

227 Entering passive mode (20&,84,161,87,28,46)
REETE datafile.zip

150 Opening BINARY mode data connection for datafile.

226 Transefer complete

zip




AKTHBEH PEXKUM HA KOHEKIIUS

B akTMBEH peKXUM KJIHMEHTHT CE€ CBHP3Ba OT CIIy4acH

HenpuBuiaurepoBad nmopt (N>1023) kbM CbpBbPHUS TTOPT
3a KomMaHau 21.

Ciieq TOBa KJIIMEHTHT 3a104Ba 3a ciryma Ha nopT N+1 u
m3npama komanaara PORT N+1 xeM cbpBBpa.

ChpBBPBT 1IE CE CBBPKE 00paTHO KbM yKa3aHHUS
KJIMEHTCKH IIOPT OT HETOBUS CH JIOKAJIEH TTopT — 20.



AKTHBEH PEXKUM HA KOHEKIIUS

Servear Cliert
210 21 10z 1loz7
Data Cmd Cmd Data
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Firewall mpu akTHBEH PEKUM - KIIMCHT

[ maBHUAT npoOsieM npu aktuBeH FTP pexxuM € oT ctpaHa
Ha KJIYMeHTa. KIIMEHTHT peaiHO HE OChIIECTBIBA aKTyalHa
KOHEKIUSA KbM JAHHOBUS IOPT HA ChbPBbHPA - TOU IPOCTO
yKa3Ba HA CbPBbpPA HA KOU MOPT OYAKBA KOHEKIIUS U
ChPBBPBHT CE€ CBHP3BA KbM YKA3aHUS OT KJIMEHTA MOPT.

Ot rnenHa Touka Ha firewall oT cTpaHa Ha KJIMEHTa TOBA €
KOHEKIIMS OTBBH KbM BBTPEIICH KJIMEHT- HOPMAaIHO
TakuBa KoHeK1uu ce omokupar (Windows Firewall).



Firewall mpu akTHBEH PEKHUM - CHPBBD

Ot rmenna Touka Ha firewall oT cTpana Ha cbpBBpa, 3a
noAabpKaHeTo Ha akTuBeH FTP pexum e Heodxoaumo Ja
ObJaT OTBOPEHU CICIHUTE KOMYHUKALIMOHHU KaHAJIH:

* FTP cwvpBbpeH nopt 21 oT Beakbae (KnmmeHThsT
WHULMMPA KOHCKIIUATA);

* FTP cepBbpeH nopt 21 kbM noprose > 1023
(CbpBBPHT OTrOBaps HA KIIMEHTCKUS KOHTPOJIEH IIOPT);

* FTP cepBbpeH nopt 20 kM nmoprose > 1023
(CbpBBPHT HHUIIUMPA JAHHOBA KOHEKIIUS KbM
KJIMCHTCKUS JAHHOB I1OPT);

* FTP cwupBbpeH mopt 20 ot moproBe >1023 (KnueHThT
M3IIpalla MOTBbPKJICHUA KbM ChbPBbPHHUS TAHHOB
IOPT).



AXTHUBEH PEKUM - IIPUMED

testboxl: {/home/p-t/slacker/public html} % ftp -d testbox2
IConnected to testboxZ2.slacksite.com.

;EEE testbox2.slacksite.com FIP server ready.
[Name (testboxZ:=slacker): =lacker

-==> USER slacker

|331 Password required for slacker.

{Pas=zword: TmpPas=s

|[-—=>» PASS XXXX

|230 User =slacker logged in.

|-—=» S5Y5T

[215 UNIX Type: L8

[Remote system type i=s UNIX.

Using binary mode to transfer files.

Iftp> 1s

Iftp: setsockopt (ignored): Permission denied

|—==> BORT 192 168,150,80,14,178

|200 PORT command successful.

e LISY

150 Cpening ASCII mode data connection for file list.

phdrwx—————-— 3 slacker users 104 Jul 27 01:45 public html
|226 Transfer complete.

Iftp> guit

|=—=> QUIT

|221 Goodbye.



YKa3BaHE Ha IIOPTOBE

Koraro ce m3npama komangara PORT ce yka3sa mopra
Ha kiueHTa (192.168.150.80) - mppBUTE YeTHPH

OaliTa, pa3aeiieHu chbe 3anetas. [lociennure nBa OaiiTa
(hopMupar nopTa Ha KJIMEHTA, 110 KOMTO TOH IIIE
Ciylia.

AKTyaaHMs IOPT ce popMHUpa Kato:
(14 * 256) + 178 = 3762



IlacuBeH pexUM Ha KOHEKIIUH

B TO31 peXyM KIMEHTHT MHALIUUPA U ABETE KOHEKIIUH
KbM ChpBbpa. Koraro oreapsa FTP konekius,
KJIMEHTHT OTBAPSA 2 CIIy4aliHU HEIIPUBUIIETUPOBAHU
nopra JJokaiaHo (N>1023 u N+1). IIspBus nopt ce
M3I10JI3BA 34 CBBP3BAaHE KbM CHPBBPA HA IOPT 21, HO

BMecTo koMaH1a PORT, kiueHTHT U34aBa KOMaHaa
PASV.

Kato pe3ynrar CbpBbPBT OTBAPS CIy4YacH
HenpuBmieruposad nopt (P>1023) u uznpaia
o0paTHO KbM KiIMeHTa koMaHaa PORT P. KnueHTsT
WHULIMAPA KOHEKIUS OT MOpT N+1 KbM ChbpPBbPHHUS
nopt P 3a 0OMEH Ha JaHHHUTE.



IlacuBeH pexUM Ha KOHEKIIUH

Server Cliert

20 Z1 10E6 1027

Data Cmd Cmd Data
£02 4




Firewall mpu nmacuBeH peXUM - CbPBBP

Ot rennHa Touka Ha firewall oT cTpana Ha cbpBBpAa, 3a
noAAbpKaHe HAa MACUBEH PEXKUM € HEOOXOAUMO Ja Obar
OTBOPEHM CJICIHUTE KOMYHHKAIIMOHHU KaHAJIH:

* FTP cwupBbpeH nopt 21 ot Besaxbae (KnueHThT nHMLIMHApaA
KOHEKIIHSATA);

* FTP cwupBbpeH nopt 21 kM noproBe > 1023 (CopBBpHT
OTTOBapsi KbM KJIMEHTCKHS KOHTPOJICH MOPT);

* FTP cepBbpen nmoprose > 1023 ot Besaxbae (KnueHThsT
MHUILIMHAPA JTAHHOBA KOHEKIIUSA KbM CIIyYacH IMOPT HA
ChPBBPA);

* FTP cbpBbpHU 1TIOpTOBE > 1023 KBM OTHAIIEYECHU TTOPTOBE

> 1023 (CepBbpbT u3npaiia ACK u 1aHHE KbM
KJIIMEHTCKUTE IMOPTOBE).



IlacuBeH pexuM - mpuMep

testboxl: {/home/p-t/slacker/public html} % ftp -d testbox2
IConnected to testbhoxZ.=zlack=site.com.

;EEG testboxZ.slacksite.com FIP server ready.
Hame (testboxZ:slacker): =lacker

|-——> USER slacker

I231 Password required for slacker.

|Password: TmpPass

|—-——> PASS XXXX

230 User s=lacker logged in.

|-———2» S¥5T

215 UNIX Type: L8

|[Eemote =system type i=s UHIX.

U=zing binary mode to transfer files=s.

|Iftp> passive

|Pas=sive mode on.

iftp> 1=

Iftp: setsockopt (ignored): Permission denied

|-——>» PASV

37 Entering Passive Mode (192,168,150,50,1585,14%9).

|-—=2>» LIST

150 Cpening ASCII mode data connection for file list

hrwx———m—- 3 slacker users 104 Jul 27 01:45 public html
226 Transfer complete.

|I£Ttp> quit

|-—>» QUIT

1221 Goodbye.



AHonuMHHU FTP cbpBBpHU

ITo3BOJISIBAaT JOCTHII HA HEPETUCTPUPAHU ITOTPEOUTEIN [0
(baiisioBe HA ChPBBPA.

N3uckBanu4:

* CobpBBPBT TPsIOBaA Ja € KOHDUTYpUPaAH Aa NOAABbPKA
AHOHHMMCH aKayHT.

* KimeHThT ce J0orea ¢ vMeTo anonymous wiu ftp.

* Moxe na He ce BbBEX/1a Mapojia WK J1a C€ U3UCKBA
BbBEXKJAHE HA BAUIUICH €-MEWI aapec (B 3aBUCUMOCT OT
KOH(UTYPUPAHETO HA CHPBHPA).

* KimeHThT UMa JOCTHI €AUHCTBEHO N0 AUPEKTOpUs /pub Ha
ChpPBBbpPa CaMO 32 YETECHE.



AHonuMHHU FTP cbpBBpHU

Command Prompt - ftp ftp.hp.com

Microsoft Windows [Version 10.0.19041.928]
{(c) Microsoft Corporation. All rights reserved.

C:\Users\hwalchan>ftp ftp.hp.com

Connected to ftp-hpcom.glbl.hp.com.

220 (vsFTPd 3.0.2)

200 Always in UTF8 mode.

User (ftp-hpcom.glbl.hp.com:(none)): anonymous
230 Login successful.

ftp>

ttp> help

Commands may be abbreviated. Commands are:

delete literal prompt send
debug 1s put status
dir mdelete pwd trace
disconnect mdir quit type
get mget quote user
glob mkdir recv verbose
hash mls remotehelp

help mput rename

lcd open rmdir




AHonuMHHU FTP cbpBBpHU

@ Core FTP LE - ftp.hp.com:21 — O Y
File View Sites Manage Help

Tl
.u_': 4 = =
PASY 2
227 Debuging Passive Made (15,72, 168,127,158,33].
LIST
Connect socket #1656 10 15.72.186.127, port 40541...
150 Here comes the directory listing.

226 Directory send OK. v
Q |® M X | 8 &vy F L O||Q0 M X | C Gvy & & 0
B [C:\Users\hwalchan\Documents\ ~] W & B [puw ~|
* | Filename | Size | Date [ A |l * | Fiename | Size | Date | Permissions A

5 .. 03/22/21 1932 R <>
| Adicles 10/07/20 10:14 . all_in_one 03/06/09 00:00  drwxrwoax
). BackupPhones 01/31/21 18:08 | alphaserver 11/23/08 00:00  drwxrwxrx
) Cisco 04/06/21 18:34 . automatic 06/25/09 00:00  drwxrwxrx
| Custom Office Templates 0210721 11:20 | cproducts 10/25/09 00:00  drwxrwxrx
|. Documents 04/19/21 13:32 . c-storage 04/26/11 0000  drwxrwoax
1. FamilyTree 10/07/20 10:26 1/ calculators 07/19/18 00:00  drwxrwrx
. GPS 10/07/20 10:27 . caps-=softpag 04/28/21 21:07  drwxrwax
1. HiSuite 10/07/20 11:41 . catia 03/06/09 00:00  drwxrwxrx v
1. Labi ‘“l,fﬂ?'fzn ‘"]-_32 L sbmsddan 11 /0@ ANT  AN-AN A i s w
R 1 R 1N AT AN 10790 v < >
Host Destination | Bytes | Size | Rate | Type | Status | Source
No transfers...
< >

Ready [ I T T T «#




Kondurypupane Ha FTP cspBBp

CopBbp noa Linux - vsftpd (Very Secure FTP daemon)

KoHpurypaunoHHusIT My (aiin e B /etc/vsftpd.conf.



Kondurypupane Ha FTP cspBBp

Pa3peniaBane Ha vsftpd B koH(pUTrypalysaTa Ha CyIIep-ChbpBbpa.

B xon(urypannonnus ¢aiin /etc/inetd.conf TpsioOBa 1a c€ MaxHe
KOMEHTapa B peaa 3a vsitpd.

Pecraptupane Ha cynep-cwpBbpa: Killall —-HUP inetd

# discard dgram udp wait root internal

# daytime stream tcp nowait root internal

# daytime dgram udp wait root internal

# chargen stream tcp nowait root internal

# chargen dgram udp wait root internal

# time stream tcp nowait root internal

# time dgram udp wait root internal

#

# These are standard services.

#

ftp stream tcp nowait root fusr/sbin/tcpd wsftpd
$£tp stream tcp nowait root /usr/sbin/tcpd proftpd
telnet stream tcp nowait root fusr/sbin/tcpd in.telnetd
#

# telnet stream tcp nowait root fusr/sbin/tcpd
Jusr/sbkbin/in.telnetd

#




Kondurypupane Ha FTP cspBBp

l. Pa3peiiaBaHe Ha aHOHUMEH aAKAYHT.

B xoHdurypannonnus dain /etc/vsftpd.conf TpsOBa na ce
IIPOMEHU JUPEKTUBATA:

anonymous_enable=YES

2. Cb31aBaHe HA AHOMHMEH MOTPEOUTEN

AKO HsIMa TUPEKTOpHUs /home/fip, TpAOBa J1a ce Ch3aJIe
notpeouten ftp 6e3 mapoina:

useradd ftp

Jlupexropusita /home/ftp € myOIMYHATA TUPEKTOPHUS 34 TOCTHII.



Borpocu ?



