Network Address Translation
(NAT)

Xpucrto BbrnyaHoB
TexHu4yeckun YHBepcuteT - BapHa




YacTHU 1 nybnnyHm agpecu

|
Public Internet addresses are regulated by five Regional Internet
Registries (RIRs):

AFANIC ; ARIN
: e + RIPE NCC
= APNIC
+ LACNIC
+ AFRNIC

« Bcunuku nybnunyHm Internet agpecu tpsadbea ga 6baart peructpupaHn B
Regional Internet Registry (RIR) (5 pervona).

« OpraHusauunTte Haemart agpecu ot ISP.

« Camo pernctpupaH nputexarten Ha nybnmyeH MHTEPHET afpec MoXe
[a 3agaje To3n aapec Ha MPEX0oBO YCTPOWCTBO.




HacTHM agpecun

Knac O6xBaT CIDR Prefix

A 10.0.0.0-10.255.255.255 10.0.0.0/8

B 172.16.0.0-172.31.255.255 172.16.0.0/12
C 192.168.0.0-192.168.255.255 192.168.0.0/16

« Te ca camMo 3a BbTPELUHN MPEXN 3a YacTHa ynoTpeoa.

 CuornacHo RFC 1918 T1e3un agpecu He ce MapLipyTu3mparTs
NHTepHeT




[Tpobnemu

« YacTHuUTe agpecu He ce MapLpyTM3npaTs
MHTepHeT.

* Hama goctatbyHo nyonuyHn IPv4 agpecw.

« Mpexunte ce HyXXOgaaT OoT MexaHU3bM 3a
OBYMNOCOYHO rnpeobpa3syBaHe HA YaCTHU B
nyo6rnmyHn agpecu Ha rpaHUYHUTE YCTPOUCTBA 3a
mpexaTa - NAT.




CobwHocTt Ha NAT

acTHH aJpecH NAT

(H,I[PEEI‘I EBB BRIPCIIHATA | e———
Mpexa)

IIyOIHIHH aapecH
(ampecH 3a BBRHIIHATa

Mpeska)

* NAT npeobpasyBa BbTpelHua |IP agpec Ha

KIMMeHTa BbB BbHLIEH aapecC.

* KoraTto e koHurypmpaH NAT Ha pyTepa, Ton uma
>=1 nybnnyHmn agpeca 3a BbHLLHATa Mpexa.

« 3a BbHWHUTE noTpedutenu, uennaT Tpaduk ot
Ta3n Mpexa uarnexaa cakaw nasa ot 1 agpec

(nnn pool).




Stub mpexa

Stub Network: only one exit to outside network

"‘% Link to ISP i)

Intermet Service
Corporate Stub

Provider network )
Network Public Internet ;

Border gateway router

Stub mpexa e mpexa, KosaTo uma camo 1 Bpb3Ka
KbM HEWMHaTa cbCceaHa Mpexa.

NAT paboTu Ha rpaHU4YHO YCTPOMCTBO MEXOY Te3u
MPEXMN.




o Static NAT
 Pool NAT

Tunose NAT

 PAT (Port Address Translation)

NAT Type | Example

Static 192.168.1.47 -> 192.0.2.252
192.168.1.17 -> 192.0.2.10
192.168.1.21 -> 1592.0.2.11

Pool 192.168.1.56 ~> 192,.0.2,12

PAT 192 .168.2.% ~» Y02 0. 4. 21




OyHKUMoHMpaHe Ha NAT

Host
192.168.1.15

(Private

network) NAT router |—

192.168.1.254 202.151.25.14

192.168.1.15 Initiates a TCP
connection with 128.15.54.3

Host
128.15.54.3

——

LLlom XoCT OT BbTpeLLuHaTa MpeXa Ucka AoCTbM A0 BbHLIHATA
MpeXa, MakeTbT ce MU3npallia Ha rpaHu4YHus pyTep.

[paHn4HuAT pyTep (gateway) nanvnHssa NAT n npeobpasyBa

BbTPELLUHUNA YaCcTeH afpec BbB BbHLUEH NyOnn4eH agpec




i3anpallaHe Ha nakeT

@

TCP MAT router TCP

From @ Cutbound traffic translation @ From
192.168.1.15:6732 202,151 2514:2015
Ta —-" Address: —"=|To
Y .
128.15.54.3:30 192..158.1.15 2021512514 1281554 3-20
Port:
6732 -» 2015
TCP TCP
From 192 1681 156732 From 202.151 25.14:2015
To 125.15.54 3:80 To 125.15.54 3:80

1. KnnentbT n3npawa TPC SYN nakeT kbM HTTP cbpBbp

2. [lakeTbT ce nony4aBa Ha BbTpeLUHUd (private) nHTepdenc Ha
pytepa. [Npunara ce npaBUnoTo 3a N3xoasaLmns Tpaduk.




i3anpallaHe Ha nakeT

@

TCP MAT router TCP

From @ Cutbound traffic translation @ From
192.168.1.15:6732 202,151 2514:2015
Ta —-" Address: —"=|To
Y .
128.15.54.3:30 192..158.1.15 2021512514 1281554 3-20
Port:
6732 -» 2015
TCP TCP
From 192 1681 156732 From 202.151 25.14:2015
To 125.15.54 3:80 To 125.15.54 3:80

3. [NakeTbT ce nanpawia oT N3XoaHMA MHTepdeunc Ha pyrtepa c IP
agpeca Ha n3toyHuk 202.151.25.14 n nopt 2015




[lonyyaBaHe Ha OTroBop

TCP MAT router
From

128.15.54.3:80 @

To <

192.168.1.1%:6732

&

Inbound traffic translation

Address:

2021512514 %192 168.1.15
Port:
2015 -= 5732

AN

TCP
From

128.15.54 3:80
To

202.151.25.14:2015

TCP TCP
From 12815 54.3:80 From 12815.54.3:80
To 192.168.1.15:6732 To 202.151.25.14:2015

4. OTroBopbT ce manpalla kM IP 202.151.25.14 (pyTtepa)

5. Npunara ce npaBunoTo 3a Bxogsw Tpaduk. IP agpecsT Ha
nonydarens ce CMeHa Ha OpUrMHanHUA KNUeHTCKN agpec v nopr.




[lonyyaBaHe Ha OTroBop

TCP MAT router
From

128.15.54.3:80 @

To <

192.168.1.1%:6732

&

Inbound traffic translation

Address:

2021512514 %192 168.1.15
Port:
2015 -= 5732

AN

TCP
From

128.15.54 3:80
To

202.151.25.14:2015

TCP TCP
From 12815 54.3:80 From 12815.54.3:80
To 192.168.1.15:6732 To 202.151.25.14:2015

6. [NakeTbT ce npenpalla rno BbTPELLUHNA MHTEPJdIEUC Ha pyTepa

KbM KIMTMEHTA




[lpegnmcTBa Ha NAT

[TlecTn BPOn Ha HYXXHUTE NyONNYHKN agpecu.

YBennyaBa rb.BKaBOCTTa Ha BPb3KUTE B
nyonnyHaTa mpexa.

OcurypsiBa CbrnacyBaHOCT MEXAy aapecuTe oT
BbTpELLUHAaTa U BbHLLIHATa Mpexa.

OcurypsiBa Mpe>koBa CUIypHOCT.




Hepoctatbum Ha NAT

[lpon3BogMTENHOCTTA Ha MpeXxaTa HamMansea.
dyHKyuMmoHanHocTtTa End-to-end Hamangaea.
['ybu ce npocnegsasaHeTo Ha End-to-end.
TyHenupaHeTo e NOo-CroXHo 3a Cb3faBaHe.

Cb3pnaBaHeTo Ha TCP koHeKkunn Mmoxe aa ce
NPEKbCHE.

Moxke Aa ce HanoXxu Mpe)xoBaTa apxuTtekTypa
[la ce n3rpagn HaHoBoO.




Kakso (He)nogabpxa NAT

NMNoaabpxa:

ICMP
FTP

Progressive Network™s
Real Audio

XING technologies
Streamworks

DNS ,A"
Netmeeting

He noapotbpxa:

Routing & table updates
DNS zone transfers
BOOTP

Talk, ntalk

SNMP

Netshow




KoHourypmpaHe Ha Windows
Server 3a NAT

Add Robes Wizard

ﬁ‘ Select Server Roles
'

Before You Begn Select one o mare rokes 1o rtal on the server.
EI o Description:
pr= Hstwork Policy and Access Services
Metwork Policy and Access Serdces [ Actve Deectory Cerbficate Services Provides Neowork Policy Server (NPS)
Role Services Actrve Drectory Doman Services Routing and Remate Access, Health
Confrmation Actve Drectory Federabon Services Registration Authority (HRA), and
L Actve Directory Lightwesght Directory Services Host Credential Authonzation Protocol
Progress Actrve Drectory Riphis Mansgement Serwes (HCAP), whick help safeguard the
Resuits L Apphcation Server heaith and security of your netwoark.
L DxCP Server
L ONG Server
Fax Server
Fle Servces
L] Hypery

| Remote Desktop Services
| Web Server (115)
Vindows Deployment Servoes
L Windows Server Update Services

Heobxogumo e nHctanupaHe Ha ponsa Network Policy and
Access Services o1 KOH301aTa Ha Server Manager.




KoHourypmpaHe Ha Windows
Server 3a NAT

Add Rodes Wizard

Before You Begn Select S role services to install for Metwork Polcy and Access Services:

Server Roles Role servoes: Descrnption:

Henwork PobCy and Access Senaies .

[ MEHERPler Sarver provides remate users access to
=] | FESOUrcEs ONyOur private network
Condiinad |¥, Remote Access Service over virtual private network (VPN) or
[¥ Reowutng dial-up connections. Servers

Progress [ veaith Regstrabon Authonty :‘;’:::“ "‘:mgﬁm ;

Results [ Host Credential Authorizabon Protocsd LAN “' H.I.HL““ routing services used to
connect network segments within &

small office or to connect two private
mebworks over the intemaet.

Ot ycnyrute Ha ponaTa ce usbmpa Routing and Remote Access
Services.




KoHourypmpaHe Ha Windows
Server 3a NAT

i :‘ Routing and Remote Access

G

= Routing and Remote Access Routing and Remote Access
Server Status |
+ ) EDGE1 (local" d

Configure and Enable Routing and Remote Access !
Disable Routing and Eemote &ccess Fovic

- All Tasks L

! s to
Delete h twi

| Refresh PN 1

' Properties pEr-
Help (NA

I = =AY UL -

Cnep nHcTanupaHe Ha ponsaTa ce oTBapd KoH3onata Ha RRAS n
ce rnpemMuHaBa KbM KOHJUrypupaHe Ha ponsarta (geceH OyToH
BbpPXY UMETO Ha CbpBbpA).




KoHourypmpaHe Ha Windows
Server 3a NAT

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, oryou can
customize this server.

N3bupa ce ycnyrata NAT. ¢ Remote access (dakup or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

¥ Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

™ Virtual private network (VPN) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information

<Badc|Nm>|Camel




KoHourypmpaHe Ha Windows
Server 3a NAT

Routing and Remote Access Server Setup Wizard .

NAT Intemet Connection

, You can select an existing interface or create a new demand-dial interface for
I client computers to connect to the Intemet.

Tpabsa ga ce ykaxe T

KON MHTepdenc e Network Irterfaces:

Name | Description | IP Address
CBbp3aH KbM Corpret Microsoft Virtual Machi.. 10.0.0.2
M HTe pH eT Microsoft Virtual Machi. 131.107.02.131.107.0.3

" Create a new demand-dial interface to the Intemet

A demand-dial interface is activated when a client uses the Intemet. Select this
option if this server connects with a modem or by using the Point4o-Point Protocol
over Ethemet. The Demand-Dial Interface Wizard will start at the end of this wizard.

. infomal

% Back MNext = Cancel




KoHourypupaHe Ha Windows
Server 3a NAT

| 7 MR QS HE
e i
S |,'_ SE;:E':; ﬁ: Interface = Total mappH Inbous
Emt‘ﬁqk Interfaces = ol mw"' -
3 Remote Access Logging &F | & "™
S Poumet oo
L}_Gﬁ'@"# Refresh
%?;:Rmtﬂ At NAT | Address Pool | Services and Ports |
2 o St
= & Pvé e Interface Type:
= Generdl (" Private interface connected to private network
= Static Routes
(¢ Public interface connected to the Intemet

¥ Enable NAT on this inteface

MNAT enables clients on this network to send d:
data from the Intemet using this interface.

Cnepn koHurypupaHeTo TpsibBa aa ce nosisu n ponata NAT B
koH3onata RRAS. lpoBepsiBa ce 3a KOPEKTHOCT Ha HacTponkaTa Ha
ny6nunyHmnsa nutepdenc n paspewasaHe Ha NAT Ha Hero (oT Properties).




KoHourypmpaHe Ha Windows
Server 3a NAT

'NAT  Address Pool | Services and Ports |

. Your Intemet service provider {ISF) assigns this address pool.

AKo LWe ce u3non3sart [l [ [T sk
HAKOMKO nyonuyHu IP .
ajapeca 3a TpaHcnupaHe, |
ce 3agaBa agpeceH nyn.

ad. | Ed. | Remove |
2]
Start address: [131.107. 0 . 2
Mask: | 255.255.255. 0 J
_ End address: [131.107. 0 . 3

Internet Properties ﬂ ﬁl




[lpoBepka 3a PyHKUNOHUPAHE Ha
NAT

Pl At Vs Help
(L JE-|Eofk IRFSEI] o
lmﬂ‘-ﬁl‘(m

&) e St

(= W (cal)
Imwuu
'l Femote Access Logorg b §

Pubie: Addbit Pub: Pt Remwatn A i
1721611.220 2 B2 T m

100010 1721611.220 282 M ram i 1] ns
TCP Ot ALTTRL ] “am 1721801.20 2 L RERh ] 4] =
1P Crutsnred 1@agim LR 1E1N.2e (=31 3 suzram - o] n
e Dheftinared nagum “rem m2enze e Am xR - o] 02
1P Ohftnared 10801 LR 1T21e1.20 2% P REIRES RG] i el e
P (Chbnared 1000101 [E L] 1721611 .20 8219 ASXNTRN 4] 1]
P Duthourd W00 i @1 172180120 e AT 15T 145 a0 5
TP Dhtibunured 1aom LRk ] 1T2IEN.20 2w A500M878 m =
= d [ 166810 “s 172% 120 2x0 F SRR T <] n
1P Dz woam HIm 1721611 20 2 mxOan @ 1]
e Chusttanired 10081 8. 17260M.20 e o RRARESAET] ® 208
= i 1add i “xe 116N 20 L= S 9NNS5h [ 1] Pk )
TCP Crftrnarsd 160010 L st IT2WN2N [P SR 11 A D il e
1P Cfbanra 1a01m 6205 1721611.220 2.0 MEXOMN i el i
1P Dhuftmaursd 1000 10 BE 17216.11.220 am AW 1T S 1] {14
1= Oustnard 1aaaim o) 1RsNnze a2an3 o e | a e
1P Crtpanared 1e00n nxe 1RIEN.2e 24 xR L] 14
1P Oetnared 1eadn L Fal | 1721611 .20 L ~FoH AAX0M%N o b ]
[ Chftunarad LT TR @am 1721811.220 2. 2T 1R li4] %
TP Outtbnare W00eIm L Pk ] 172161120 [ % F ] 64 2069 6 o 15
TCP Dtz ired la0om “nme IREN2N s ASX07ET - 1] =)
1P Cuftmmared 1e00m 8% 1721611220 e WANEN s] &5
e Chtwnsred 1woaMm Bone W2IEN 20 2.2% XA : 1] 1%
*J Drutonired 166010 LS FA] TR 20 e A8 XN L ¢] “

I
N3bupa ce nHtepdenca n c Show mapping ce Habnogaea
TpaHCNMpaHeTo.




[lpegocTtaBaHe Ha ycnyrm oT
BbTpeELLUHa MpeXxa

thi
E E,_}

200.100.50.5

3

.Emu o=
ethl 1 4 ]_
:

134 ctht G
20 |
197.168.1.0724

Web cepenp
nopt 3080




PeaunpekrtBaHe Ha NnopToBeE

nternet properties 21

'NAT | Address Pool Services and Potts |

Select the services on your private network to which you want to redirect
the Intemet users. This will create NAT port redirection rules.

Services:

[ intemet Mail Server (SMTF) -l
[ 1P Security (IKE)

[ 1P Security (IKE NAT Traversal)

[ Post-Office Protocol Version 3 (POP3)

] Remote Desktop

] Secure Web Server (HTTPS)

[ Telnet Server

] VPN Gateway (L2TP/IPsec - running on this server)
[ VPN Gateway (PPTP)

[ M| Web Server (HTTP)
<

Add... I Edit... Delete

For more information

K | Cancel | ooy |

OT Properties Ha nHTepdeinca ce otBapa Services and Ports.
N3bunpa ce cboTBeTHATa ycnyra BbB BbTpeLLUHaTa Mpexa. AKo e
cneuudunyHa, moxe aa ce godbasun.




PepnpekrsaHe Ha nopToBe

Designate the port and address to which packets should be sent when they

i ' ial port on this inteface’s address specific address
Ot Edit ce S i s i n ol

KOHJourypupa Description of Service:
peanpeKkTBaHeTo [WVeb Server (177F)
KbM BbTpellHaTa e
MalLlUnHa. ¢ Onthis intedace

{* On this address pool entry: 131.107. 0 . 2

— Protocol

& TCFP £ LIDF

Incoming port:

|EE
Private address: | 0.0.0. 3
ISD

Qutgoing port:




Bbnpocu?



