Remote Desktop Services

Xpucto BrnyaHoB
TexHn4yeckun YHuBepcuteT - BapHa




Mopen KnUeHT-CbpBBLP

OcHoBeH mMoaen Ha nsyucnenms B IHTepHeT

Bb3MOXHOCT 3a pasnpeaernisiHe Ha U34YMCIEeHUATa Mexay
MHOXXECTBO U3YNCINUTENHU Bb3Nn

Bcekn KNMeHT 1 cbpBbPp MOXeE aAa ca ¢ pasnnyHm OC u
pa3nn4YHnU U3NCKBaHUSA 3a noaapbKka — npobnem cbe
CUrypHOCTTa

[onam o6MeH Ha KOMYHUKaLUSA MeXay KIMEHT N CbPBbP




Remote Desktop Services

[lo3BoNgABaAT KIIMEHTU C
6aBHM BPpb3KK Oa OOoCTbnBaT
NPUNOXEHNA, KOUTO cAKall
ca CBbpP3aHu c
BMCOKOCKOPOCTHU MpeXu
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[TpeanmcTtBa Ha RDS

LleHTpanu3npaHe Ha agMUHUCTPUPAHETO
LleHTpanu3npaHe Ha NpUNoXeHusiTa
LleHTpanu3npaHe Ha curypHocTTa

BnusocTt Ha aekcTon NpuUnoXeHnaTa 4o CbpPBbPUTE
NHTepHeT-6a3mpaHa nogapbKka Ha NPUIOXKEHNS

[MpenoctaBsa goctwn Ao Virtual Desktop Infrastructure
(VDI)




Virtual Desktop Infrastructure

» [lpenocTaBs 6a3npaH Ha BUPTYyanHu MaLlvHK
LileHTpanM3anpaH OeKcTon 3a MHAMBUOYyanHu
noTpeduTenn ¢ HaNbNHO NePCOHaNU3NPaHu

npodounu
» [lo3BonsBa OOCTHLN OO NepCoOHanuU3npaHuTe
OEKCTOMN OT BCEKU KOMMIOTLP

= JlocTbn A0 O6LKM NPUNOXKEHUSA




Apxutektypa Ha RDS
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RDS session host

* [logabpxa cecunHO
BbasnpaHn NpUNoXeHus v
NoOTPEeOdUTENICKN OECKTONMN.

» MoraT ga ce opraHu3upar B
HAKOJTIKO CECUMNHUN CbPpBbPa
— konekuun. Konekununte
MoraTt ga ce opraHmaunpar
3a cneynuyHn
NPUNOXEHNS




RD connection broker

* [logabpxa nagsBalinTe KbM
RD session host knibcTepu
KOHEKL U

= banaHcupa HaToBapBaHETO
MeXady CbpBbLpUTE




RD gateway

= Paspewasa goctbna oT
IHTEpHET KbM gecKTonuTe
N NPUIoXeHndaTa

= [/znon3Ba SSL 3a
KpunTupaHe Ha
KOMYHUKaLUUATA




RD web access

= OcurypsiBa goctbn 4o
noTpebUTenckUTe OeKCTonm
N NpUNoXeHnsa npes web
[MopTan

* /I3non3Ba npoTOKOJ
HTTPS




RD licensing

* [logabpa nuueH3npaHeTo
Ha ycnyrute (Client Access
License — CAL)

= Per-user, per-device

= Moxe ga ce nsnonaBa
oesnuueH3eH gocTbn A0
120 neHa




Remote Desktop Protocol

* [lpepgocTaBs Bb3MOXHOCTW 3a OTAareyeH
auncnnen n Bxod npes mpexa 3a Windows-

6asnpaHn NPUNOXeHUs, N3MNbINHABALLN Ce Ha
CbpBBP.

RDP =




KomyHukauma npes RDP

» BasnpaHa Ha MHOXEeCTBO KaHanu, TeopeTUyHo o 64
000

* OcHOBHa (PYHKLMOHAIHOCT:

" MPexBbPSIA MOHUTOPA (M3XOOHO y-BO) OT OTAaNeyYeH CbpPBbP
KbM KITUEHT

» [lpexBbpngda Knasnartypa/muLLKa (BXOOHO Y-BO) OT KINEHT
KbM OTAareyeH CbpBbp

= AcumeTpuyHa KoMyHukauus, kpuntmpaHa ¢ RSA RC4

INPUT DATA »

| OUTPUT DATA




[IpOTOKONEH CTEK
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TPKT | Fasthods DATA _
KT | Tis __ Jevweron

Port 3389




KOMMNOHEeHTU Ha cTekKa

= TPKT (Transport Service on top of TCP) —

no3BosisiBa 0OMeH Ha MHdopMauua BbB popmaTt Ha
TPD Units

= X.224 — OpUeHTMPaH Ha KOHEKL NN TPaHCMNopTEH
npoTokon. MIanonsea ce 3a HavanHW 3adBka 3a
Bpb3Kka 1 OTroBOp

» T.125 MSC (Multipoint Communication Service) -
No3BOMsiBa nNpegaBaHe nNpes3 un noaapbXkKa Ha
MHOXXECTBO KaHanu




CbCTOAHMA Ha KOHEeKUUATAa
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MHcTtannpaHe Ha RDS

NHcTanupaHe Ha ponga RDS

Add Roles Wizard

Remote Deskiop Services
Rools Sarvices

Corfirmation

Prosgress

Rowdts

Saléct o o ons robes bo install on this server,
Robes:

|| dctive Directory CertFicate Services
[ ] ctive Directory Domain Services

Betbied D dchory Fesder stich Sépviies

|| Active Dractory Lightweight Directory Services
E__ Bective Deechory Rights Management Services

Bpphc ation Serer

-:_- DHCP Server

[ ] ovs Server
| Fax Sarver
L] Hyper:y

[ ] hetwacek Policy and Rccess Services
L Prick and Document Sarvices

| Remote Desitop Services

|| Wirdows Deplonrrert Services

[ Windows Server Update Services
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MHCcTanupaHe Ha ycrnyru Ha pondara

» Remote Desktop
Session Host
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MeToa 3a aBTeHTUKauus

* [lpenopbuBa ce
Network Level
Authentication

ﬁi Specify Authentication Method for Remote Desktop Session Host

Befiors You Begin Mstwrork Level Authentication is 8 new suthentication method that enhances seourity by providing user
F B suthentication earker in the connection process when a dient connects to an RD Sesdon Hast server. With
etwork Level Authentication, user authentication ocours befors a full Remote Deckiop connection to the RD
Remote Deskiop Services Session Host server i establshed.
B Spacily whether Betvark Level Authentication ks nequinsd.
f .
Appheation Compatibdity
1% Require Network Level Authentication
Mods Oy compubers that are running both & version of Windows and & version of the Remote Deskiop
Licandng Connachion client that supports Network Level Authentication can connect bo this RD Sesslon Host server.
User Groups TF yiou are resrokely cornected bo this server, ensure that your computer Supponts Network Level
Bugihankication to snabls reconrsction bo this server,
Chesnk Exparianics
webs sy ™ Dok requine Network, Lenvel Authentication
Comguters that are running anvy version of the Remote Deskiop Connection chent can connect Lo this RO
Rioks Services Session Host server.
Corfirmnation T This epdtion ks bass seoure than whan Nabwork Lavel Authantication |5 used bacsiss user
authertication ocours Later inthe connection process,

Progress
Resks




N300p Ha NMNUEH3EH PEXUM

= be3 nuueHs
RDP
dyHKUMOHMpPa 3a
120 peHa

Auld Roles Wizard

% Specify Licensing Mode

Bafiore ¥ou Begn The Remots Deskion boensing mods determires the type of Remots Daskbop Services deent acoass kosnses
5 Fuokes (RDS CALs) that & boeries server will B to cherts that connsct to this RD Session Host server,
Ropercite Deskbop Services Specify the Remote Deskbop Boensing mode that you wank this RO Session Hosk server bo uss,
Role Saprvices o me
Apphcation Compatibdty Feamired e bo e the Remcte Decktop Sesson Host Configuration todl o Group Pobcy to configure the
Bustherticstion Method lecensing mods within the neot 120 days,
[ cesngrode IR
User Groups An RDS Per Device CAL must be avalable for each device thal: connects bo this RD Session Host server.
Chank Exparknce ™ Per e
Wik Server (I15) An RS Per Uisar CAL st ba avadubls for sach usser that confescts bo Lhis RD Session Host server,
Roda Services
Confirmation (i} The boersing mode that you specify must match the ROS CALs that are avaldable from your Remote
~ Desktop koerse server,
Frogross
Resits

coea_|




Pa3pelwlaBaHe Ha RDS

[ System Properties ﬂw
[} CO m p ute r' _> | Computer Mame | Hardware | Advanced | System Protection | Remate

P ro pe rti e S Remote Assistance

[ Mlow Femote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
) Dont allow connections to this computer

(71 Mllow connections from computers running any version of
Remote Desktop (ess secure)

i@ Mlow connections only from computers unning Remote

Desktop with Network Level Authentication {more securs)

Help me choose Select Users...

ok J[ Camcel |[ sooly |




KoHurypupaHe Ha otaaneyeHu
NPUNOXeHU4a

* Bb3MOXHOCT 3a 3agaBaHe Ha onpeanesieHn
NPUNOXXeHnd, CaMmo KOUTO I'IOTpe6I/ITeJ'IF|T MOXXE [a
N3MoJsi3Ba Nnpu noreaHe

* K3nons3ea ce RemoteApp Manager oT KOH30NnaTa Ha
RDS




KoHQurypmpaHe Ha otganeyeHu
NPUNOXXEHUSA

Server Manager

File  Action VYiew Help

e | 2m|

i Server Manager {WINS-TEST)
= f;\ Roles
= ;j I_'«“emote Deskkop Services
% Remotedpp Manager (4
a RD Session Host Config
=8 Remote Deskbop Servic
'@ﬂ Web Server (II5)
i Features
E Diagnostics
it ConFiguration
25 Storage

Rarmatain

|

Remotedpp

Choose programs to add to the RemoteApp Programs list

Select the programs that you wank to add to the Remotespp Programs list., You
can also configure individual Rematedpp properties, such as the icon to display.

lppeal as if they are running on the
you must add it to the Re moteApp

crabat
] :| Calculator

(| !l' Connect to a Projector

| E Data Sources (CDBC)

] 5 Disk. Defragmenter

Dl] Firefiox

D@' Google Chrome

| % Internet Information Services {IIS) Manager

eh Sccess

1%, iscst mnitiator
] 3 Pageant ns

gl N
L14F paint am and choose an option below.
Og® psrre
Df PuTTY er Package
Dg PuTTYgen LI .

n options
Select Al | Seleck Mone | Properties. .. | Browse. .. I

b Access
rnputers group is ermpty.
may be unavailable to users. Learn

ms are wisible in RD Web Access,

ection for this server is notwisible
ange

< Back I [k = |

Cancel I

I Actions

Remote&pp Manager (WINS-test

| Add Remotefpp Programs

RD Session Hosk Server Settings
RO Gakeway Settings

Digital Signature Settings

Export Remotedpp Settings
Import Remokedpp Setkings
Refresh

Wigw

Help




NPUNOXeHUd

KoHurypupaHe Ha otaaneyeHu

Server Manager

Eile  Action Wiew Help

e ] sl ? N[

_:"__La Server Manager (WINS-TEST)
=] 5 Roles
= :i:j Remote Deskbop Services
otedpp Man: [
RD Session Host Config
=g Remobe Deskbop Servic
Qﬂ Web Server (115)
& Features
3 Diagnostics
fﬁ’j Configuration
=5 Starage

RemoteApp Manager

RemoteApp Manager {WINS-test)

(’ RemoteApp programs are programs that are accessed through Remote Desktop, and appear as if they are running on the
client's local computer. Before you can make a RemoteApp program available to users, you must add it to the RemoteApp
N Programs list.

Overview

RD Session Host Server Settings Change

'\i\' Clients will connect to: WINS-test

/7 Users can only start listed Remotelpp programs on initial
cannection. (Recommended)

RD Gateway Settings Change

(i) Clients will use RD Gateway settings defined by their
domain's Group Policy

Digital Signature Settings Change

A Mo digital certificate is configured, (Using a digital
certificate may improve security.)

RDP Settings Change

'\i\' Clients will connect with custom RDP settings,

Distribution with RD Web Access

A The TSWeb Access Camputers group is emply
Rermotefpp programs may be unavailable to users, Learn
more

S Al Rernotelpp prograrms are visible in RD Web Access,

'\i\' & remote desktop connection forthis sercer is notwvisible
in RO Web Access, Change

'9 Maore about using RD Web Access

Other Distribution Options
Select a Remotefpp program and choose an option below,
Create rdp File

Create Windows Installer Package
'9 More about distribution options

[ TEOCERppProssams

Mame \ | Path

I RO Webh Acc,., I Argumernts I

| £ Purry

ChProgram File ssPuTThputhy...

Yes Disabled

At

&
B m
B R
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[locTbn 4O oTAanevyYeHu
NPUNOXeHUSA

» Upes npenoctaBsaHe Ha RDP daun —
KOHJQoUrypaumoHeH goamn, cbabpxall, MHgopmauums 3a
CBbp3BaHe KbM OTAaNe4yeHo npunoXeHue

= OT RemoteApp Manager ce nsdoupa Create .rdp file




Cb3naBaHe Ha RDP dann

R

Heobxoanmo e aa

emoteApp Wizard

Specify Package Settings

‘ou can specify the location to save the packages, and configure Remotedpp

conneckion and authentication settings.

ce yKaxe
nveTto/IP Ha RD
session host

dannbT MOXe Aa
ce npegocTtaBu U
4ypes3 e-Maun
OTganeyeHoTo
NPUNOXeHNe ce
cTapTupa c
KNUKBaHE BbPXY

Erter the location ko save the packages:

C:\Program Files\Packaged Programs

—RD Session Host server settings

SEFVEL: WINS-fest

Part: 3359

—RD Gateway settings

RO Gateway server setkings will be autamatically detected.

— Certificate settings
Mo files will be signed by a certificate,

HEro

Zancel




CBbp3BaHe npes3 web nopTran

|@ RD Web Access x||_”|

Eile Edit View Favorites Tools Help

w_ Remote Desktop Services Default Connection
»)

RemoteApp and Desktop Connection

Help

Domain\user name: Is‘[udent

Password: I..cc.cc.--- -

Security (show explanation)
(® This is a public or shared computer

() This is a private computer

To protect against unauthorized access, your RD Web
Access session will automatically time out after a period
of inactivity. If your session ends, refresh your browser
and sign in again.




CBbp3BaHe npes3 web nopTran

|© RD Web Access x |3

Eile Edit View Favorites Tools Help

»
= ‘
raamyT

w Remote Desktop Services Default Connection
¥

RemoteApp and Desktop Connection

RemoteApp Phograms Remote Desktop Help Sign out

&

PUTTY




ABTOMATUYHO CTapTUpPaHE Ha
nporpamm npu rioreaHe Ha
noTpeouTtern

* BbL3MOXHOCT 3a cTapTupaHe camo Ha egHa
oTAanevyeHa nporpama npu norsaHe Ha
notpebuten ¢ RDS

= Crieq 3aTBapsiHe Ha oTharleyeHara nporpama,
RDS cecudaTa ce npekpartsiBa.

» KoHdurypupaHe:
= []o OTHOLLIEHME Ha usina KOHeKLUs
= [lo oTHOLWIEHME Ha OTAENEH noTpebuten




KoHurypupaHe Ha aBToOMaTU4yHO

cTapTupaHe 3a FIOTEG6I/ITeJ'I

Remote Dezkiop Services Prafile Perzonal Virtual Desklop Dialin
" General | tdernber OIf | Praofile Enwrnnment | Sessu:unsl Flemu:ute control

IJze this tab to configure the Flemote Desktop Services startup
environment. Theze setting: ovenide client-zpecified zettings.

- OT Lo ca I U s e r %ﬁa:i‘:lnwing program at IWN
a n d G ro u ps Ce IErigram file :Iam:: :
n3bupa ~ -

Start n:

— Client devices

noTpebuten u
H e ro B VI Te ¥ Connect client dives at lngar
P ro pe rti es ¥ Connect cllen.t pn.nlers E.lt logon

v Default to main client printer

] I Cancel Apply Help
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