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CunctemMHu cpeacrtBa 3a OTKpMBaHe
Ha nNpobriemm Npn KOMyHMKaLIUA

ipconfig
ipconfig/all
ipconfig/displaydns
ipconfig/flushdns




CunctemMHun cpeacrtBa 3a OTKpUBaHE
Ha nNpobnemu Npu KOMyHUKaL KA

Select Command Prompt

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected

Connection-specific DNS Suffix

Description . . . . . . . . . . . : Microsoft Wi-Fi Direct Virtual Adapter #2
Physical Address. . . . . . . . . : 9E-29-76-FD-54-E9

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

lWireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
Description . . . . . . . . . . . : Intel(R) Wi-Fi 6 AX201 160MHz
Physical Address. . . . -I. - - - 1 9C-29-76-FD-54-E9
DHCP Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
Link-local IPv6 Address . . . . . : feB8@::bdaB:7226:e847:de87%7(Preferred)
IPv4 Address. . . . . . . . . . . : 192.168.0.100(Preferred)
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Lease Obtained. . . . . . . . . . : 19 okTtomBpu 2021 r. 17:46:37
Lease Expires . . . . . . . . . . : 19 okTtomBpM 2821 r. 19:46:37
Default Gateway . . . . . . . . . : 192.168.08.1
DHCP Server . . . . . . . . . . . :192.168.0.1
DHCPv6 TAID . . . . . . . . . . . : 94128310
DHCPv6 Client DUID. . . . . . . . : B@-01-00-01-26-BF-AE-33-00-2B-67-F8-93-43
DNS Servers . . . . . . . . . . . : 8.8.8.8
1.1.1.1
NetBIOS over Tcpip. . . . . . . . : Enabled

C:\Users\hwalchan>




CuncrtemMHu cpeacrtBa 3a OTKpMBaHe
Ha NpodBsemMm NP KOMyHuUKauUmns

Command Prompt

mail.tu-varna.bg

Record Name .

Record Type .
Time To Live
Data Length .
Section . ..
A (Host) Record .

ipvdonly.arpa

Record Name .
Record Type .
Time To Live
Data Length .
Section .

A (Host) Record .

Record Name .
Record Type .
Time To Live
Data Length .
Section .

A (Host) Record .

: mail.tu-varna.bg
o |

: 3023

: 4

: Answer

: 195.216.228.10

: ipvdonly.arpa
2 1

: 11956

4

: Answer

: 192.0.6.1780

: ipvdonly.arpa
o |

: 11956

: 4

. Answer

: 192.0.8.171

collector_sr.contentexchange .me




CuncremMHu cpeacrtBa 3a OTKPMBaAHE
Ha nNpobriemm Npn KOMyHMKaLIUA

arp —a
arp —a —v
arp -d




CuncrtemMHu cpeacrtBa 3a OTKpMBaHe
Ha NpobnemMuy Npu KOm HUKaLS

E® Command Prompt

:\Users\hwalchan>
-\Users\hwalchan>
:\Users\hwalchan>
-\Users\hwalchan>
:\Users\hwalchan>
-\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>
:\Users\hwalchan>
-\Users\hwalchan>
:\Users\hwalchan>
-\Users\hwalchan>
:\Users\hwalchan>arp -a

C
C
C
C
C
C
C
C
C
C
C
C
C
C
C
C

Interface: 192.168.06.100 --- 0x7

Internet Address Physical Address Type
192.168.0.1 50-d4-17-4a-09-72 dynamic
192.168.0.255 ff-+f-Ff-Ff-Ff-Ff static
224.0.0.2 01-00-5e-00-00-02 static
224.09.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fh static
224.09.0.252 91-00-52-00-00-fc static
224.0.1.60 01-00-5e-00-01-3c static
239. .255.250 @1-00-5e-7f-ff-fa static
255% .255.255 ff-Ff-ff-ff-ff-ff static

C:\Users\hwalchan>g




CunctemMHun cpeacrtBa 3a OTKpUBaHE
Ha nNpobnemu Npu KOMyHUKaL KA

Command Prompt B

192.1 .1e1 Bc-8f-ff-ca-86-2c invalid
192.: .182 00-00-00-00-00-00 invalid
192 .1 .184 P0-00-00-60-00-00 invalid
192.: .1e5 00-P0-00-00-00-00 invalid
192.1 . 166 P0-00-00-00-00-00 invalid
192.: .187 00-P0-00-P0-00-00 invalid
192.: .103 00-00-00-00-00-00 invalid
192 .1 .169 P0-00-00-60-00-00 invalid
192.: .11@ 00-90-00-00-00-00 invalid
192 .1 111 P0-00-00-00-00-00 invalid
192.: .112 00-P0-00-P0-00-00 invalid
192.: .113 00-90-00-00-00-00 invalid
192.1 114 B0-00-00-00-00-00 invalid
192.: .115 00-00-00-00-00-00 invalid
192.: .116 00-00-00-00-00-00 invalid
192.° .255 fr-ff-ff-ff-ff-ff static
192.: .1 00-90-00-00-00-00 invalid
224 . B1-00-52-00-00-02 static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 @1-88-5e-00-80-fb static
224.0.0.252 91-80-5e-00-08-fc static
224.9.1.60 @1-88-5e-00-01-3¢ static
239. .255.250 01-80-5e-7f-ff-fa static
255. .255.255 t-ff-Ff-fF-+f-ff static

=

.0
.8
.0
.8
.0
.a
.8
.0
.0
.0
.0
.0
.0
.0
.0
.2

Pt

Interface: ©.8.8.0 --- Oxffffffff
Internet Address Physical Address Type
192.168.8.1 Pe-24-01-af-61-97 invalid
192.168.0.84 00-00-00-00-00-00 invalid
192.168.0.85 00-00-00-00-00-00 invalid




CuncremMHu cpeacrtBa 3a OTKPMBaAHE
Ha nNpobriemm Npn KOMyHMKaLIUA

netstat —a
netstat —ab
netstat -an




CunctemMHun cpeacrtBa 3a OTKpUBaHE
Ha nNpobnemu Npu KOMyHUKaL KA

Command Prompt

=
=

HWW': LISTENING
HWW': LISTENING
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW - ESTABLISHED
HWW - ESTABLISHED
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW': ESTABLISHED
HWW': LISTENING
HWW': LISTENING
HWW': LISTENING
ec2-52-32-106-164:https ESTABLISHED
52.97.151.82:https ESTABLISHED
93.184.220.29:http CLOSE_WAIT
212.39.68.73:https CLOSE_WAIT
152.199.19.161:https  CLOSE_WAIT
192.168.08.1:49152 TIME_WAIT
20.199.128.85:https ESTABLISHED
HWW': LISTENING
HWW': LISTENING
HWW': LISTENING
HWW - LISTENING
HWW - LISTENING
HWW': LISTENING
HWW': LISTENING
HWW': LISTENING

[y
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CuncrtemMHu cpeacrtBa 3a OTKpMBaHe
Ha NpobnemMuy Npu KOm HUKaLWA

BN Administrator: Command Prompt - netstat -ab

[firefox.exe]

TCP 127.08.0.1:27657 HW: 27656 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27658 HW: 27659 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27659 HW:27658 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27664 HW: 27665 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27665 HW: 27664 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27675 HW:27676 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27676 HW:27675 ESTABLISHED
[firefox.exe]

TCP 127.8.0.1:27766 HW:27707 ESTABLISHED
[firefox.exe]

TCP 127.0.0.1:27707 HW:27706 ESTABLISHED
[firefox.exe]

TCP 127.0.0.1:49782 HI - LISTENING
[SocketHeciServer.exe]

TCP 127.8.0.1:50911 HI - LISTENING
[ss_conn_service.exe]

TCP 192.168.0.1008:139 Hi - © LISTENING
Can not obtain ownership information

TCP 192.168.0.100:27672 ec2-52-32-106-164:https ESTABLISHED
[firefox.exe]

TCP 192.168.0.100:27965 52.97.151.82:https ESTABLISHED
[SearchApp.exe]

TCP 192.168.0.100:27975 93.184.220.29:http LAST_ACK




CunctemMHun cpeacrtBa 3a OTKpUBaHE
Ha nNpobnemu Npu KOMyHUKaL KA

Administrator: Command Prompt

Jury

127.
127.
127.
127.
127.
127.
0.0.
0.0.

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING
LISTENING
9.0. LISTENING
52.32.106.164:443 ESTABLISHED
52.97.151.82:443 ESTABLISHED
34.117.237.239:443 ESTABLISHED
204.79.197.200:443 ESTABLISHED
52.97.186.114:443 ESTABLISHED
52.97.186.114:443 ESTABLISHED
13.107.213.44:443 ESTABLISHED
93.184.226.29:80 ESTABLISHED
13.107.3.254:443 ESTABLISHED
13.107.6.254:443 ESTABLISHED
204.79.197.222:443 ESTABLISHED
20.199.120.85:443 ESTABLISHED
[::]:0 LISTENING
¥ LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
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CuncremMHu cpeacrtBa 3a OTKPMBaAHE
Ha nNpobriemm Npn KOMyHMKaLIUA

pathping
pathping —h

pathping -I




CuncrtemMHu cpeacrtBa 3a OTKpMBaHe
Ha NpodBsemMm NP KOMyHuUKauUmns

Administrator: Command Prompt

C: \WINDOWS\system32>pathping www.tu-varna.bg

Tracing route to www.tu-varna.bg [195.216.228.3]
over a maximum of 3@ hops:
HW [192.168.0.180]
192.168.0.1
192.168.1.1
83-228-60-249_ip.btc-net.bg [83.228.60.249]
18ge-05-d]1.vivacom.var2.varnaix.net [185.1.137.155]
1ge-45-dl.gcn.varl.varnaix.net [185.1.137.150]
fibercore.isp.bg [78.108.251.1]
tu-varna-core.lines.acad.bg [194.141.252.62]
* * *
Computing statistics for 175 seconds...
Source to Here This Node/Link
Hop RTT Lost/Sent = Pct Lost/Sent = Pct Address
HW [192.168.8.100]
0/ 100 0% |
e/ 1ee 0% 0/ 1ee 0% 192.168.0.1
8/ 100 8% |
0/ 100 0% e/ 100 0% 192.168.1.1
0/ 100 0% |
e/ 1ee 0% 0/ 1ee 0% 83-228-60-249.1ip.btc-net.bg [83.228.60.249]
8/ 100 0% |
e/ 1ee % a/ 1ee 0% 10ge-B85-dl.vivacom.var2.varnaix.net [185.1.137.155]
0/ 100 0% |
e/ 100 a% a/ 100 0% 1ge-45-dl.gen.varl.varnaix.net [185.1.137.150]
8/ 100 0% |
100 a% e/ 100 0% fibercore.isp.bg [78.108.251.1]
100/ 100 =100% |
100 a/ 100 0% tu-varna-core.lines.acad.bg [194.141.252.62]




HabnogaBaHe Ha KOMyHUKaUMATaA -
Wireshark

ﬂ Capturing from Wi-Fi - O 4

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

Am g e 1 REQem»EFE T = QAQaE

(W [[pply a display filter .. <Ctri-/> (=K

No. Time Source Destination Protocol Length Info
198 16.452011 192.168.0.100 192.168.0.1 TCP 54 28196 > 49152 [ACK] Seq=200 Ack=1252 Win=130
200 16.454702 192.168.0.1 192.168.0.100 TCP 54 49152 » 28196 [ACK] Seq=1252 Ack=201 Win=584
201 16.527443 192.168.0.1 192.168.6.100 TCP 262 1900 » 28197 [PSH, ACK] Seg=1 Ack=192 Win=58
202 16.528023 192.168.0.1 192.168.0.100 TCP 1514 1980 » 28197 [ACK] Seq=209 Ack=192 Win=58490
203 16.528023 192.168.0.1 192.168.0.100 TCP 1514 1900 » 28197 [ACK] Seq=1669 Ack=192 Win=58480
204 16.528112 192.168.0.100 192.168.0.1 TCP 54 28197 > 1900 [ACK] Seq=192 Ack=3129 Win=1313
205 16.530794 192.168.0.1 192.168.0.100 TCP 1514 1900 » 28197 [ACK] Seg=3129 Ack=192 Win=5840 v

£ >

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_ {3CC1F@AQ-0@AS-ADCE-91B7-AA9CCS
» Ethernet II, Src: IntelCor fd:54:e9 (9c:29:76:fd:54:e9), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Address Resolution Protocol (request)

< >
0000 Ff ff ff 9c 29 76 fd 54 ¢9 08 06 00 01 BB - ) v-T-----

9010 ©8 00 06 04 00 01 9c 29 76 fd 54 €9 cO a8 00 64 .- - .- ) v-T---d

0020 ©0 00 00 00 00 00 <@ a8 @0 54 ... T

© ?  wi-Fi: <live capture in progress> || Packets: 205 - Displayed: 205 (100.0%) || Profile: Default
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