Virtual Private Networks (VPN)

Xpucrto BbrnyaHoB
TexHun4yeckun YHuBepcuteT - BapHa




[lpegHa3HavyeHne Ha VPN

OcurypsiBaHe Ha 3allMTeHa KpunTupaHa Bpb3Ka
npe3s Internet.

VPN mMoXe aa cBbp3Ba KakTo eaAnHUYeEH
KOMMNIOTBLP, Taka 1 Mpexa KbM Apyra Mmpexa

OBnKHOBEHO NOTPEDOUTENNUTE CE CBBLP3BAT KbM
VPN, kaTto

* [IbpBO ce cBbp3BaT KbM ISP

 Cnepn toBa kbM VPN nopt




VPN TyHenu

Server Tunneling  Turne Carver
Protocol
Trailer




KomnoHeHTn Ha otaaneyeH VPN
OOCTbIN




VPN KNMMUeHTU n cbpBbBPU

» VPN knneHT — komntoTtbp ctaptupawl VPN
Bpb3Ka

» VPN cbpBbLp — KOMNKOTHLP, OTTOBOPEH 3a
ycTaHoBaBaHe Ha VPN Bpb3ka

[1Ba Tna VPN Bpb3ku:

= VPN Bpb3Ka 4pes oTaaneyeH AoCTbn —
oTaarie4yeH noTpeduTen ce cBbp3Ba KbM
KoprnopaTuBeH Intranet

= Router-to-router VPN Bpb3Kka — otaaneyveHa

Mpexa Ypes pyTep ce CBbP3BaA KbM
KopnopaTtueeH Intranet




[lpoTOKONMKM 32 BUPTYaNHUN YaCTHU
MPEXKN
VPN npoTtokonute kancynupaTt gaHHOBUTE
naketn B PPP nakeTw.

VPN ce narpaxgart Ha basaTa Ha euH OT
cleaHuTe ABa NpoToKona:

* Point-to-point Tunneling Protocol (PPTP)
« Layer Two Tunneling Protocol (L2TP)




PPTP 1 L2TP

PPTP L2TP

MexagympexoBaTa KOMyHUKaLMS
TpsibBa ga e IP 6asupaHa

MexgympexoBata KOMyHUKaLNS
moxe aa 6bae IP, Frame Relay,
X.25, or ATM 6a3npaHa

be3s komnpecus Ha header

KomnpecupaHe header

bes dBTEHTUKALUMA Ha TYHENA

W3rpageH Ha basaTa Ha
PPP kpunTtupaHxe

ABTEHTUKALIMS Ha TyHena

M3non3ea IPSec kpuntupaxe




[1poTokon PP TP

»Kancynunpa PPP naketute B |IP nakeTtu 3a npegasaHe npes IP 6asnpanu

MPEXN

»W3non3ea TCP 3a Bpb3ka mexay VPN KnNueHT n cbpBbp

CtpykTtypa Ha PPTP naket

IP agpecu ot TpaH3nTHaTa Mpexa

IP agpecu o1 yacTHaTa mpexa

Data
Link
header

IP
header

GRE
header

PPP
header

IP
header

TCP/U
DP

NaHHU

Data
Link
trailer

.

OpurnHanHa IP gentarpama ——

Kpuntnpan PPP naket




[1poTokon PP TP

[NocnepoBaTenHOCT Ha NpeobpasyBaHe Ha
N3XoAsALLMTE NaKeTu:

» KancynupaHe Ha opurmHanHara gemrarpama B
PPP naket

= KomnpecunpaHe c MPPC
» KpuntnpaxHe c MPPE
» KancynupaHe ¢ GRE header

= PopmupaHe Ha HoBa |IP pentarpama c IP
agpecute Ha PP TP knneHTa n cbpBbpa.




[1poTokon PP TP

General Routing Encapsulation (GRE) header
BKIt0YBa NnoJsieTa 3a:
 [1bImKnHa Ha nakeTa

 VpeHTudumkaTop Ha TyHena, npes3 KOUTO ce npenasa
naketa (Call ID)

* [None 3a nogrebpxaeHne (Acknowledgment) 3a
OTKpMBaAHE Ha nponagHanu nakeTu

AnroputbMbT 3a KpuntupaHe MPPE ocurypssa:
« basoBa cxema 3a kogupaHe — 40 OUToB KoY
« CunHo kogupaHe — 56 OUTOB KoY
* MHoro cunHo koanpaHe — 128 6uToB Kntou




[1poTokon PP TP

3a ynpaBreHne Ha TyHena mexay PPTP knuneHT v
CbPBBLP Ce unarpaxaga ynpasnssalla Bpb3Ka,
ba3npana Ha TCP:

» Cb3agaBaHe Ha Bpb3ka 4Ype3 oomeH Ha PPTP
CInyXebHn cbobueHns. KnMeHTbT N CbPBBPBLT
onpepenat ceoute Call ID

» CnepneHe Ha Bpb3kaTa — 4pes Ype3 obMeH Ha
cnyxebHun cbobuweHns Echo-Request n Echo-
Reply.

= 3aKkpuBaHe Ha Bpb3KarTa.




[TpoTokon GRE

3a ynpaBrieHne Ha obMeHa Ha
MYINTUNPOTOKOMEH U MYNTUKACT TpadouK
MeXay ABe cTpaHu, nmalim camo IP
Bpb3Ka.




[TpoTokon GRE

GRE Tunnel

(Carrier Protocol)

IP Network
(Transport Protocol)

Original IP Packet
(Passenger Protocol)

GRE P TCP

Data




[lpoTokon L2TP

» PaboTtu Ha HmBO 2 Ha OSI

» Cb3nasa TyHen mexay L2TP knueHT n L2TP
CbpPBbP

» N3non3ea UDP 3a cb3gaBaHe 1 ynpaBneHune Ha
TyHena v TpaHcrnopTMpaHe Ha gaHHUTE.

» [lopagu HeHapgexaHocTTa Ha UDP n3nonsea
CBOW CODCTBEH MEeXaHU3bM 3a KOHTPOSIMpaHe Ha
pefa Ha noslydaBaHe Ha nakeTute, basnpaH Ha
HOMEepUpaHe Ha nakeTuTe.




[lpoTokon L2TP

» L2TP pabotn cbBMecCTHO ¢ IPSec

» L2TP KNMeHTBT 1 CbpBBPBT TPsAbBa Aa nogabpXaT
M ABarta NpoToKona

» [lakeTuTe ce KpunTnpart cbC cpeacTtBarta Ha IPSec

» [1pn npegaBaHe Ha JaHHUTE KITMEHTLT U CbPBLPLT
nsnonasart |IPSec 3a poroBapsiHe Ha 3aLlmMTEHA
KOMYHUKaLNS

» [1o noapa3dbupaHe 3a aBTEHTUKALUMS ce N3Nos3BaT
cepTndukaTu




[lpoTokon L2TP

[NocnepoBaTenHoOCT Ha Npeobpa3syBaHe Ha
N3XoAALMTE NaKeTu:

= KancynupaHe Ha opurMHanHarta geuvrarpamMa B
PPP naket

= dopmunpaHe Ha HoBa IP geuntarpama c IP
agpecute Ha L2TP knneHTa n cbpBbpa, UDP
header n L2TP header (UDP nopt 1701)

* /IsnpawaHe Ha nonyyeHaTa gentarpamMma Kbm
KoMrnoHeHTuTe Ha IPSec.




L2 TP kancynupaHe

HekpuntupaH L2TP naket

TCP/
UDP | L2TP PPP IP UDP [aHHK

L OpwuruHanHa IP pentarpama —




L2 TP kancynupaHe

L2TP nakert, kpuntupaH ¢ IPSec

IPSec
ESP
header

IPSec

UDP | L2TP | PPP IP TCP/ ONaHHU ESP
UDP :

trailer

IPSec
AUTH
Trailer

—— OpwuruHanHa IP gentarpama —

KpuntupaHe c IPSec




[lpegHa3HaveHue Ha IPSec

Llen: OcurypsaBaHe Ha 3awuTa Ha |IP naketute
nocpeacTBOM MU3non3BaHe Ha KpuntorpadoCcku
MeToau

Mogen Ha 3awuTta: om Kpau 00 Kpau (end-to-end):

* anpawalimaTt u npuemMallmnaT XoCT ynpasngasar
3algmTara oT CBOsi CODCTBEH KpaW

= [Tpegnonara ce, Ye KOMYHUKaLIMOHHATa cpeja He e
3aluuTeHa

» MexgunHHUTEe pyTepun Moxe aa He nogabpxart IPSec

* TpaHCcnapeHTHOCT 3a MeXOUHHUTE pyTepun, nopaau
n3non3BaHeTo Ha ctaHaapTeH |IP naker.




IPSec 3a 3awmta mexagy KoMnioTpu

»W3non3BaHe Ha IPSec B TpaHCnopTeH pexnm

= ToBa e pexum ro noapasdupaHe 3a IPSec
» Ocurypsisa 3awmnta end-to-end
» YcTaHoBsBa |IPSec nonutukn 3a Tpaduk mMexagy cuctemm

-




IPSec 3a 3awmuTta mexay KoOMnioTpu

» M3nonseaHe Ha |IPSec B TYHENEH pexunm
= 3agaBa TyHen Mexay ABa pyTepa
= 3awmuta end-to-end
» YcraHoBsBa IPSec nonutnku 3a uenus Internet Tpadomk

3awmTa Mexay Mpexu @

N

\
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Server/Router Server/Router \/

i Y




Cxema 3a KpunTtupaHe

» KpunTupaHe Ha aBTeHTUKauusTa
 SHA — Secure Hash Algorithm — meTog ¢ Bucoka

curypHocT, nanonaeaul 160 6utoB Koy
MDS — Message Digest 5

» KpuntupaHe Ha nakeTu

56-bit DES — 3a npunoXxeHnst He U3UCKBaLLM BUCOKA
CUTYPHOCT.

40-bit DES — meToa, nsnonssaH 3a ®paHuums.

3DES — no-curypeH metoa. 3nonssa Tpn 56 61uToBK
krtoya. ObpaboTBa Bcekn 610K 3 NMbTU, KATO BCEKU NbT
N3NON3Ba YHUKANEH KIou.

AES — npenopbyBaH meTo[ (256 BUTOB KITtou).




TunoBe IPSec npoTtokon

« Authentication Header (AH) — ocurypsiBa
aBTEHTUKaLUMUA U HEOENMMOCT Ha LUenusa naker.
He kpunTtmnpa gaHHUTE (He ocurypsaBa
KOHJOUAEHLUMANMHOCT), HO ' 3alimMTaBa OT
Moandukaums.

 Encapsulating Security Payload (ESP) —
ocurypsiea KOHPMOEHUMANHOCT, aBTEHTUKALNA U
HegoenumocT. MoXe Oa ce n3nonaea
CaMOCTOATENHO U B KombuHauma ¢ AH.
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ESP — TpaHCcnopTeH pexum
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ESP — TyHeneH pexum
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VPN kancynupaHe
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VPN KoHekuuns
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KoHourypumpaHe Ha VPN cbpBbp
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E= Remove Roles
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VIHcTanupaHe Ha pons

Network Policy and Access Services

Add Roles Wizard

ﬁ:% Select Server Roles

Before You Begin

Select one or mare roles to install on this server,
Server Roles Roles:

Description:

Netwark Policy and Access Services Active Directory Certificate Services Metwork Policy and Access Services
) . ) ) provides Metwork Policy Server (NPS),
Role Services Active Directory Domain Services Routing and Remote Access, Health
Confirmation Act_ve Dfrecb:rv F_edera?on SE_rwces _ Reqistration Authority (HRA), and Host
Active Directory Lightweight Directory Services Credential AuthorizationProtocal
Progress Active Directory Rights Management Services (HCAF), which help safeguard the health
. Application Server and security of your network.
DHCP Server
DMNS Server
Fax Server

File Services

Print and Document Services :

Remote Desktop Services

Web Server (I15)

Windows Deployment Services
Windows Server Update Services

OO0O0O0OROOOO0000O000O0

More about server roles

= Previous |I Mext = I Install Cancel

I
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Ycnyrn Ha pondra

Routing and Remote Access Services

Ise

Add Roles Wizard
ﬁ:% Select Role Services
Before You Begin Select the role services to install for Metwork Policy and Access Services:
Server Roles Role services: Description:
Metwork Policy and Access Services ] Network Policy Server Routing and Remote Access Services
provides remote users accessto
- : resources onyour private network over
P — Remote Access Service virtual private network (VPN) or dial-up
anfirmation Routing connections. Servers configured with the
Progress [[] Health Registration Authority Routigg and Rerdnote Access service can
. - provide LAN and WAN routing services
Results [] Host Credential Autharization Protocal e

within a small office or to connect two
private networks over the internet.

More about role services

< Previous |I Next = I Install Cancel
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=10 x|

é Routing and Remote Access
File Action Wiew Help
&= | 7w o=
| state Part
Server 2008 R2 Datacent...  Stopped {unc... -

E Routing and Remote Access

Server Status
SRVZ (locz™

KoHdurypmnpaHe Ha RRAS

<

|Eonﬁgures Routing and Remote Access for the selected server
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KoHdurypupaHe Ha RRAS

Routing and Remote Access Server Setup Wizard

Configuration
fou can enable any of the following combinations of services, or you can
customize this server.

{* Remote access {dial-up or VPN)

™ Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.

™ Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

™ Secure connection between two private networks
Connect this netwark to a remate network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information

= Back Mext > Cancel |
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KoHourypupaHe 3a VPN goctbn

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can corfigure the selected services in the Routing
and Femote Access console.

Select the services that you want to enable on this server.
v VPN access

[T Diglup access

[ Demand-dial connections { used for branch office routing )
I~ NAT

[T LAN routing

For more information

< Back Mexd = Cancel
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OnpepensaHe Ha BbHLUHUSA
MHTEPQENC

Routing and Remote Access Server Setup Wizard

VPN Connection

To enable VPN clients to connect to this server, at least one network interface
must be connected to the Intemet.

Select the netwonk inteface that connects this server to the Intemet.

Metwork interfaces:

MName | Description | IP Address |

Local Area Connection Intel(R) PROAT000 MT ... 152.168.1.3
Intel(R) PROA000 MT ... 152168 74131 (DHCF)

For more information about netwark: intefaces.

For more information about packet filterng.

< Back Mext = Cancel |
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OnpepgensiHe Ha Ha4YMHa Ha
agpecupaHe Ha KNneHTuTe

[Mpn otcbeTBUE Ha DHCP cbpBbp

Routing and Remote Access Server Setup Wizard

IP Address Assignment
You can select the method for assigning |P addresses to remote clients.

How do you want IP addresses to be assigned to remote clients?

 Automatically

If you use a DHCP server to assign addresses, confirm that it is configured properly.
if you do not use a DHCP server, this server will generate the addresses.

{* From a specified range of addresses

For more information

< Back Mext = Cancel |
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OnpepgensiHe Ha Ha4YMHa Ha
aBTeHTUKauudaTa

[Tpn otcbeTBMe Ha RADIUS cbpBbp

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers
Connection requests can be authenticated locally or forwarded to a Remote
Authentication Dial-in User Service (RADIUS) server for authentication.

Although Routing and Remote Access can authenticate connection requests, large
netwarks that include multiple remote access servers often use a RADIUS server for
central authentication.

If you are using a RADIUS server on your networl, you can set up this server to forward
authentication requests to the RADILS server.

Do you want to set up this server to work with a RADILUS server?

F Mo, use Routing and Remote Access to authenticate connection requests I
™ Yes, set up this server to work with a RADIUS server

For more information

< Back Mext > Cancel
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KoHurypupaHe Ha gocTtena 3a
noTpebuTten

OT1 Admin Tools -> Computer
Management -> Users R

" General I Member Cf I Profile | Environment | Sessions | Remote control |
Remote Desktop Services Profile | Personal Virtual Desktop Dialn

r Metwaork Access Pemmission

Deny access

" Control access through MPS Network Policy

I™ Verfy Caller-D:
r— Callback Options
% Nao Callback
" Set by Caller (Routing and Remote Access Service only)

" Aiways Callback to: |

I Assign Static IP Add
D_eﬁr_'le IP addrgssesto enable for this [ e |
Dialin connection.

1 Apply Static Routes

Define routes to enable for this Dialin Static Foutes . |

connection.

ok | camcd | spow | Hep |




KpanHa

Routing and Remote Access

File  Action View Help

KOHpUrypauus

=10l x|

= 2mIRE c|H G

[
B} Routing and Remote Access

Server Status
= SRV (local)

B} Network Interfaces

E Remote Access Clients (0)

E Ports

a Remote Access Logging & Policies
B Pvd
B Pv6

Welcome to Routing and Remote
Access

Routing and Remote Access provides secure remaote
access to private networks.

Use Routing and remote access to configure the following:
* A secure connection between two private networks.

* Airtual Private Network (WPN) gateway.

* A Dial-up remote access server.

* Network address translation (NAT).

* LAN routing.

* A& basic firewall.

To add a Routing and Remote Access server, on the Action
menu, click Add Server.

For more information about setting up Routing and Remote
Access server, deployment scenarios, and troubleshaoting,
see Help.

r

[



http://www.trainingtech.net/wp-content/uploads/2014/02/vpn16.png

KoHourypupaHe Ha Windows 7
knneHT 3a VPN

Network and Sharing Center -> Set up a Connection

= G

—

=) ? Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

%. Set up a new network
-ag, Configure a new router or access point.

|'h Connect to a workplace
# Set up a dial-up or VPM connection to your workplace,

4= Setup a dial-up connection
iﬁ# Connect to the Internet using a dial-up connection.

I Mext I Cancel



http://www.trainingtech.net/wp-content/uploads/2014/02/vpn17.png

KoHourypupaHe Ha Windows 7
knneHT 3a VPN

How do you want to connect?
< Use my Internet connection (VPN)
Connect using a virtual private network (WPM) connection through the Internet.

N @ O

< Dial directly
Connect directly to a phone number without geing through the Internet.

R

What iz a VPN connection?

Cancel
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3aJaBaHe Ha napamMeTpu

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: {:

Diestination name: myvpn| g

[ Use a smart card

'@' [C] Allow other people to use this connection

This opticn allows anyone with access to this cormputer to use this connection,

[[] Don't connect now: just set it up so I can connect later

I Mext I[ Cancel
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3aJaBaHe Ha KpeaeHuuanm

Type your user name and password

User name: test <:

Password: wes| C:

] Show characters
[C] Remember this password

Domain (opticnal):

I Connect I[ Cancel

]

Verifying user name and password...

FSkip ] [ Cancel
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KoHourypupaHe Ha Win

Search - > VPN settings

KITUEeHT

dows 10

Settings

@ Home

VPN

Find a setting el |

Network & Internet

B Status

% WiFi

%1 Ethernet
Dial-up

| == ven

g+ Airplane mode
{9 Mobile hotspot

@ Proxy

Add a VPN connection
v &

Advanced Options

Allow VPN over metered networks
@ on

Allow VPN while roaming

@ on

Related settings
Change adapter options

Change advanced sharing options
Network and Sharing Center

Windows Firewall

Help from the web

Setting up a VPN

@  Gethelp

& Give feedback




3aJaBaHe Ha KpeaeHuuanm

Add a VPN connection

VPN provider

Connection name

Server name or address

Type of sign-in info

User name (optional)

Password (optional)

~” Remember my sign-in info
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