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KoHurypupaHe Ha MHTepdENUCH

PBH4HOTO KOHUrypUpaHe Ha HTepdencnTe Ha CBbpP3aHUTE KbM
NHTEpHET KOMMIOTPU € CBBbP3aHo ¢ peaunua HeygobcTaa:
CJTOXHOCT Npu agMUHUCTPUPAHE; ONACHOCT OT rPELLKU U CNOXHOCT
Npun OTKPUBAHETO UM; NPECTPYKTYPUPAHETO Ha MpeXaTa, KakTo U
NpemMecTBaHETO Ha KOMMIOTLP B Apyra Mpexa nsmnckear
NpeKoHdUrypmupaHe Ha nHtepdencuTe.

3a ga ce MuHMMKU3npar 3arybute Ha BpeMe 3a agMUHUCTPUPaHE n
HamanaT rpewknTe, ce npunara aBToMaTU4yHO AUHAMUYHO
KOHdMrypupaHe Ha 6asarta Ha ctaHaapT, peanuavpaH oT
npoTtokosia DHCP (Dynamic Host Configuration Protocol).




ABTOMaTUYHO KOHQUrypupaHe

ABTOMAaTMYHOTO ANHAMWUYHO KOHUrypupaHe uma crnegHuTte
NpenmyLLIeCTBA Nped CTaTUYHOTO:

. [Mo3BonsiBa aBTOMaTU4YHO MOBTOPHO M3NOM3BaHe Ha agpec,
KOWUTO NoBeYye He € HeobxoamMM Ha XOCTa, Ha KOUTO € NPUCBOEH. ToBa
BaXkn 3a XOCTOBE, KOUTO HE ca NOCTOAHHO BKIOYMEHU KbM Internet;

. [Mo3BonsiBa CbBMECTHO M3MNOJSI3BaHE HA OrpaHNYeHO MHOXKECTBO
(nyn) ot IP agpecn ot rpyna XxocToBe, KOUTO HE ca MOCTOSAHHO BKIHOYEHU
KbM Internet.

. BuHaru ocurypsiBa kopekTHa KOHpurypaums Ha KInMeHTuTe, Ypes
KOETO Ce ENUMUHUPAT U3TOYHULIM HA MPEXOBU NPobnemMu;
. KoHdurypauusita Ha KNMeHTUTE ce akTyannanpa aBToMaTUYHO,

Taka 4ye BMHarn ga otroBapsi Ha USMEHeHUATa Ha CTPyKTypaTta Ha
MpexaTa 6e3 ga € Heob6xoanmMo pPbYHO NpekoHdUrypmnpaHe Ha IP
napamMeTpuTe Ha KNUEHTUTE




[TpoTtokonn BOOTP n DHCP
. meew [ mEE

THO KIHEeHT 3a 6e3IHCKOBH KIHEHTH 34 BCeKH KIIHEHT

MAaITHHT CraTH4eH - ppHHO JHHaMH4YeH
npeKoH(HIYPHpaHe Ha
HH(pOPMAITHATA 32 XOCTOBETE B

b/1 Ha cspBBEpa
Ilepnon Ha MOCTOAHHO 3a ompedeleH NepHOI

OTJlaBaHE Ha

napaMeTpHTe
bpoi# napaMeTpH camo 4 mapameTspa (IP noeede oT 30 mapaMeTspa

address.Subnet mask. default (BewurH + WINS...)
gateway & DNS)

bootable OC H3momnzea ce 3a H3npamaHe Ha  He MoKe Ja ce H3MOI3Ba
bootable OC na xocTa 3a H3NpamaHe Ha bootable

OC Ha xXocTa




[TpoTokon DHCP

basnpaH Ha moaena KNUeHT-CbPBbLP
3nonaBa TpaHcnopTeH npotokon UDP
[TlopToBe 67 1 68

[1lpepgocTaBa agpecu 3a onpeneneH nepuog Ha
nsnons3saHe (HaemaHe)




dopmaTt Ha DHCP cboblieHune

CemaTte kato BOOTP
.,-/"'/J-F/-,

OP Code (1) Hardware type 1) “Hardware address length (1) Heps (1)
Transaction ldentifler
Seconds - 2 bytes Flags - 2 bytes
Client IF Address (CIADDR] - 4 bytes
Your IP Address (YIADDE) - 4 byles
Server IP Addrass (SIADDR) - 4 bytss

Galeway P Address (GIADDR) - 4 byles
Client Hardwara Addreas (CHADDR) - 18 bytes
Server name (SNAME] - 64 bytes

LEETE 1 OVTES

DHCP Optiong — variabla

JobaBenn, 3a 1a moaabpxat DHCP ¢pyaknnnTe.




PyHKkUuMoHmnpaHe Ha DHCP

He-DHCP knueHT: M— DHCP knueHT:
cTaTMyHa KoHdurypay (oHurypaumsa ot DHCP
%/ CbPBbLP
S IP Address1

DHCP knueHT:
koHdurypaumsa ot DHC IP Address2
CbpPBBLP
DHCP
CbpPBbLP

ST




B3anmogencteme mexay KineHT U
CbPBbLP

DHCP knueHT DHCP cbpBBbpH

IP Lease Request

( T / '

«// Jin

IP Lease Offer

IP Lease Selectlon

IP Lease
Acknowledgement




B3anmogencrteme mexay KInueHT U
CbPBbLP

1. KNneHTbT nanpawia B Mpexara, B KOATO OU3NYECKU €
cBbp3aH, broadcast crobenne DHCPDISCOVER. B
CbObOLLEHMETO MOraT fja ca BKIHOYEHN N3NCKBAHUSA OT
KINMEeHTa KaTo: npeanoymtaHa CTOMHOCT 3a |IP agpec un
BPEME 3a HaemMaHeTo. KNMeHTbT ce nageHtTuduumnpa c
domsunyeckma cn agpec n UMETO Ha XocTa




B3anmogencrteme mexay KInueHT U
CbPBbLP

2. Bcekn DHCP cbpBbp (B Mpexata Moxe ga nma
noBeYye OT enH), KOUTO UMa B CBOSA Myn rnoaxodsil, agpec
3a MpexaTa Ha KnneHTa, OTroBapsi CbC CbObLLEHNE
DHCPOFFER, koeTo BkntouBa crnegHata MHdopMauus:
donanyeckn agpec Ha KrnmeHTa, npegnoxeHue 3a |IP agpec,
MpeXXoBa MacKa, BpeMe 3a NU3uHr, naeHtudgukarop — IP
agpeca Ha oTroBapsawmsa CbpBbp. KnnMeHTbT nonyyasa
enHo unn noseye cbobueHnss DHCPOFFER ot pasnunuHn
CbpBbpU. basupainku ce Ha nonyyYyeHnTe CbLODLLEHUSA, TOW
n3dbunpa eagnH CbpBbLP, OT KOUTO Aa nonyyu IP agpec.




APIPA agpecwu

Ako He nonyydn DHCPOFFER B 3agageH nHtepsan ot
Bpeme (timeout) KNMEHTBLT NOBTapPs N3npaLlaHeTo Ha
cbobweHne DHCPDISCOVER. 3a Windows Server 2008
TO3M nHTepBan e 1s. KnneHTbLT MOXe Oa NoBTopU
cbobuweHneto DHCPDISCOVER 4 nbTh, cboTBETHO Npes3
2,4, 8 1 16 cekyHOHM MHTepBanu. AKo K crnepq Tosa He ce
Nnony4n OTroBOP KIMMEHTBLT N3bupa agpec oT MHTepBana
169.254.0.1-169.254.255.254 ¢ mpexoBa Macka
255.255.0.0 (Automatic Private IP Addressing).




B3anmogencrteme mexay KInueHT U
CbPBbLP

3. KnneHTbT nanpatlla broadcast cbobuieHmne
DHCPREQUEST, karto Bknto4Ba B Hero |IP agpeca Ha
n3dpaHns CbpBbLP.




B3anmogencrteme mexay KInueHT U
CbPBbLP

3. KnneHTbT nanpatlla broadcast cbobuieHmne
DHCPREQUEST, karto Bknto4Ba B Hero |IP agpeca Ha
n3dpaHns CbpBbLP.




B3anmogencrteme mexay KInueHT U
CbPBbLP

4. Cnen nonyyasaHe Ha DHCPREQUEST wmn3bpaHusar
CbpBbp 0TOENSI3Ba B cBOsITa 6a3a Bpb3kaTa KNnneHT — |IP
agpec 1 nanpauwa Ha knueHTta cbobweHne DHCPACK, ¢
KOETO ro yBeloMsiBa 3a YCMNELIHOTO 3aeMaHe Ha agpeca.
AKO CbpBbPBT HE MOXE [a YOOBIETBOPM 3adBKaTa Ha
KNMeHTa, HanpmumMmep 3asaBeHuaT |IP agpec Beye e gageH Ha
OPYr KNUEHT, Ton oTroBapsi cbe cbobieHne DHCPNACK.
CbpBbpuUTE, KOUTO HE Ca N3bpaHmn, oceoboxgasar
npeanoxeHus IP agpec 3a crieaBallo n3noni3saHe.




B3anmogencrteme mexay KInueHT U
CbPBbLP

AKO KNMUEHTBHT B NpoLeca Ha paboTa ce oTKaxe OT 3aeTus
IP agpec, nanpawa cbobuienme DHCPRELEASE




B3anmogenctesme npu NOBTOPHO
3aemMaHe Ha nonydveH agpec

1. KnMeHTHbT n3npatla KbM CbpBbpa, OT KOroTo €
Haen agpecHa KoHurypaums, cbobLueHne
DHCPREQUEST c agpec Ha usto4yHuk ceog IP agpec. B
TANMOTO Ha CbOOLLEHMETO KNNEHTBT NnocTtass IP agpeca,
KOMTO ODHOBSABA, CBOSI PpM3NYECKM afipeC N 3asiBEHUTE
KOHJpUrypauMoHHU napameTpu.




B3anmogenctesme npu NOBTOPHO
3aemMaHe Ha nonydveH agpec

2. DHCP cbpBbpbT aBTOMATUYHO OOHOBSIBA BPEMETO
3a Nn3nHr n otroeapsi cbc cbodbuieHne DHCPACK.
C1H0o0OLLEHNETO BKITHOYBA HOBOTO BPEME 3a JNTU3UHT U
napameTtpute Ha TCP/IP koHurypauusTta (onuuure).
KnnMeHTLT B TO3M criyvyau e U3BbpLUn npekoHpurypauma
camMo, ako adMUHUCTPATOPBbT € NPeKoHUrypmparn onunmTte
Ha DHCP cbpBbpa. AKo 3asiBKaTa Ha KNMeHTa He €
BanuaHa (Hanpumep Tom e NpeMeCTEH B Apyra nogmMmpexa),
cbpBbPBLT oTroBapsa ¢ DHCPNACK.




PectapTtupaHe Ha DHCP KnneHT

Korato knueHT, nmawy nony4veH ot DHCP cvwpebp IP agpec,
ce pecTtapTupa, Ton nanpatla no broadcast cbobuieHneTo
DHCPREQUEST. ToBa cbobLleHne cbabpka 3asiBKa 3a
npeaBapuTeENHO NPUCBOEHNA agpec. AKO TO3U apec MOXe
na 6bvae nsnonaeaH oT knmeHta, DHCP cbpBbpbT OTroBaps
cbe cbobueHneto DHCPACK. Ako agpechT HE MOXe aa
O6bae n3nona3saH OT KrneHTa (nona3sa ce OT APYr KIUEHT,
NpemMecTBaHe Ha KIneHTa B gpyra nogmpexa v ap.),
CbpBBPBLT oTroBapsa cbe cbobieHneto DHCPNACK. B
TO3W Crly4an KNUEHTBT pecTapTupa oTHa4vano npoueca 3a
3aemMaHe Ha agpec.




Obnactu ot |IP agpecu (scopes)

DHCP obnacTt e gnanasoH ot IP agpecu, kouto moraTt ga
6baaT NpucBosiBaHW Ha KNMEHTUTE OT AadeHa noamMmpexa.
3a Jga ce npegoTBpaTu NpMCBOsiIBaHE Ha eAuH U Cbly, aapec
Ha [Ba pasfiMyHU KITIMEeHTa, caMO €AVH CbPBbP MOXe aa
nputexasa otaeneH |IP agpec B cBosiTa obnact. OTaenHu
obractu ce cb3gaBaT 3a BCsika noruvyecka nnu pusmndvecka
nogmMmpexa.

Bcsika obnacTt ce xapaktepuaunpa c:

. ime, KOETO 1 ce NpucBosiBa Npu Cb3gaBaHeE,;

. [nana3soH oT Bb3MOXHU |IP agpecun, npegoctaBaHN
Ha NMU3WHI HA KIMUEHTUTE;

. YHuKanHa mpexoBa Macka, KosATo onpeaens
nogmpexata 3a gageH |IP agpec;

. CTOMHOCT Ha BPEMETO 3a JIU3UHT




Pe3epBupaHe Ha |IP agpecwu

Hakown ot agpecute Ha DHCP obnactta morat ga 6baat
pesepBupaHn 3a NepMaHeHTHO NpeaocTaBAHe Ha
onpeaeneHy KOMMTPU NN yCcTpoucTea B Mpexara. 1o
TO3W HAa4YMH TE3UN YCTPOWCTBA BUHArM LWe nMmat €amH 1 Cbly
IP agpec. PesepBnpaHeTo ce n3sbpLiBa Ype3 pusndecknTe
agpecu Ha Te3n yCTpoOUCTBa.




3kntouBaHe Ha |IP agpecu

Hakown ot agpecute Ha DHCP obnactta morat ga 6baat
N3KNKYEHU OT pasgasaHe (Hanp. IP agpec Ha gateway, Ha
camuss DHCP cbpBbp, Ha MpeXoB NMpUHTEP).




[TpaBuno 80/20

C uen HageXaHoOCT MoraTt ga ce uHcTanupart noseye oT
eanH DHCP cbpebpu (0OMKHOBEHO ABa), Taka Ye npu
oTnagaHe Ha eduH CbPBBLP APYruTe aa noemat HeroBute
dyHKLMN 1 cncTemMaTa da ocTaHe paboTocnocobHa.

3a 6banaHcupaHo mnanonseaHe Ha DHCP cbpBbpuTe B egHa
Mpexa ce BbBexaa npasurnoto 80/20, koeTo pasgensd
obnactta agpecu mexagy DHCP cbpebpute. pun ToBa
eOVHUAT OT CbPBBLPUTE € KOHUryprpaH ga npeaocrass
no-rofisMara vacTt oT goctbnHuTe agpecu (okono 80%), a
apyrnaT - octaHanarta Jact (okono 20%). Toea npaBuno e
N3BECTHO OLLE KaTo pasaBoeHa obnacrt (split-scope). Ako
MaBHUAT CbPBBLPBT OTNagHe 3a N3BECTHO BpeEME, BTOPUAT
CbpPBbp e 00CnyXBa KITMEHTUTE OT CbOTBETHATA
nogmMpexa cbc cBodTa 4acT |IP agpecu.




Cynepobnactu

3non3BaHeTo Ha cynepobnacT (superscope) no3BosisiBa
Ha DHCP cbpBbp Oa pasgaBa agpecu oT NoBeYe OT efHa
obnacT Ha KNMeHTN OT eagHa U cblla m3nyecka Mpexa.
CynepobnacTTta ce cb3daBa Ha 6basaTa Ha npeaBapuUTENHO
cb3gageHuTe obnacTtu, KOUTO ce HapuyaTt obrnacTu-
ynieHoBe. [lepuHUpaHeTo Ha cynepobnacTu ce n3nosnssa B
cnegHuTe cny4vau:

. O6cnyxBaHe Ha DHCP knneHTu, cBbp3aHn KbM
00LL, MpPEXOB CErMeHT (fnokariHa Mpexa), BbpXy KOMUTO ca
opraHn3npaHn MHOXeCTBO norndecku IP mpexu;

. [OCTBMHOTO MHOXXECTBO afipecu B TEKYLLO
akTMBHaTa obnacT e ns4yeprnaHo, a ce nnaHvpa gobdassHe
Ha OOMbIIHUTENEH DPON KOMMIOTPU B MPEXKOBUSA CETMEHT;
. Heobxoaonmo e murpmpaHe Ha KIMeHTUTe B HOBa
obnacrt




Cynepobnactu

SuperscopeA

Scope1 Scope2
192.198.1.1 192.168.2.1
o

L o
192.168.1.254| |192.168.2.254

192.168.1.1 192.168.1.254] | 192.168.2.1 | [192.168. 2.254
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DHCP onuun

DHCP nossonsaBa gedunHnpaHe Ha onuun, KouTto ga obaar
npenoctaBsaHu 3aegHo ¢ I[P agpeca Ha knueHTute. Onumnte
ce geuHupaT Ha HAKOSIKO HUBA: CbPBBP, 0bnacT, Knac,
cneundunyeH (pesepsupaH) knneHT (IP agpec).
BuaonmocTTta u oencTBMETO Ha ONUUNTE Ce pasnpocTpaHaBa
OT NO-00LUTE KbM NO-KOHKPETHUTE: ONMUUNTE HA HUBO
CbPBBbP BaXkaT 3a BCUYKM 061acTu K KrnacoBe Ha CbpBbpPa,
OonuuKn Ha HMBO ObNacT Ba)kaT 3a udanara obnacT, B ToBa
4YMCNo U 3a AedPHMPAHUTE B HEA KNAcoBE N pe3epBunpaHmn
agpecu, a onuuuTe 3a pe3epBupaH agpec BaxaT camo 3a
Hero. [No-cneyndnyHnTe onNunM MMaT NO-rofigAM NPUOPUTET,
T.e. Te OTMEHAT AEeUCTBUETO Ha No-obwuTte onuun. Ham-
NPUOPUTETHUTE OMLUUKN Ca Ha HMUBO CreunguYeH KNUeHT, a
HaN-HUCKO NMPUOPUTETHUTE - HA HUBO CHPBLP.




DHCP Relay agent

DHCP knueHT
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KoHourypumpaHe Ha Windows
Server kato DHCP

N3bupa ce ponata DHCP

_ |

ﬁ. Select Server Roles

Befor Yonl Bogn Sedart one oF move roles B irstal on S server.

Floles: Beseriptioe:

P Server | | dton Draciory Certificate Sarvices MMHWDI e e
hetwork Connection Brdegs hetee Drechory Do FriEs st cemtrally configure, manage, and
[P 0 .| Actve Dreciory Federabon Senaces pravidetempaniry I pddoaii el bod

Setings | Aetve Drectary Lighteasght Direchory Servates related |aformation for cient
[P WIS Settirge || hctve Drectory Rights Management Services compekens.
CHLP Scopes _.r_ Bpeea oy ST
[P DS Setangs: || Faox Server
DHCP Server Aushorization _| File Servioed
1| Mebwork Polcy and Aocess Servces
Confirmaton | Prink Serves
ProcrEss | Tgrmnal Services
|| UDD] Services
= ] wieh Server (E5)
] nadors Deploryirent Servces
e ahouyt mefver iples

<prevos || Memz | o | coma




KoHourypumpaHe Ha Windows
Server kato DHCP

YKas3Ba ce UHTepdencouT, No KOUTO e ce nosiydyasar
3aABKUTE OT KINUEHTUTE

il Roles Wirsrd

ﬁi‘ Select Network Connection Bindings

Before Vou Bogn O or muxe etk conmes Sons haong 8 slate [P address s e detecind Fack notacrk cornesson can
Sarver Roles = umed ko service [P0 dents on & separsite subnet
DHECP Server Calest B retwork correchions St Be DHCP server will e for sarviong chents.
Bmi:ﬁrrm

P WEHS Setiings 192, 188, 1.50 (19

DO Songwrn

DHEPE Sinbeless Mode

il DS Sethrgs

D-CF S s pthariraon




KoHourypumpaHe Ha Windows
Server kato DHCP

3agaBaHe Ha obnacTTa

§ ﬁi Add or Edit DHCP Scopes

Belonre fou Begn & snpe i e range of possiie [P addnesses for & retmork, The DHCP gerver tannst diebibutes [P
addresces o chents undl 4 scope & oeatedl
Server Rokes 5

DHCP Server Pame |I?.lu:i:h'=ﬂ.-'F |
Metwork Cormection Bindings Ce4P Soopse 153 158, 1.8 - 153 148, 1. 300

|
I




KoHourypupaHe Ha Windows
Server kato DHCP

KoHpurypupaHe Ha obnactTta
Add Scope 1 El

%

A scopeis arange of possible IPaddresses for a network, The DHCP server cannot
distribute IP addresses to clients until a scopeis created.

Scope Name: |pHCP Scope
Starting IP Address: |192.168.1.1
Ending IP Address: |192. 168.1.200
Subriet Mask: |255.255.255.0
Default Gateway (optional): Il‘.:.l}l. 168.1.1

Subnet Type: fvired (lease duration will be & days)

¥ Activate this scope




KoHurypupaHe Ha pe3epBauuu

OT koH3onarta 3a DHCP B Administrative Tools, neceH 6yToH
BbpXYy CbpBbpa -> Reservation

Provide information for a reserved client.
Reservation name: Reservation Mame
IP address: 1929681 .25
MALC address: 00-03-2F01-81-06
Description: Enter a description
— Supported types

{+" Both

" DHCP only

" BOOTP only

Add Close




KoHurypupaHe Ha U3KIMIYEHUS

OT koH3onarta 3a DHCP B Administrative Tools, neceH 6yToH
BbpXYy CbpBbpa -> New Exclusion Range

L8 pHCP

File Action View Help

e | AEIRE = HE®

@ DHCP Scope [192.168.1.0
= B dec.dc.local
Contents of Scope
= [ Pva T —
| Address Poo
N 21
Mew Exdusion Range...
I:@ Address L Type the IP address range that you wart to exclude.  you want to
= EE Reservati exclude a single address, type an address in Start |IP address onby.
Start |IP address: 192 168. 1 .50
(% Scope Op
(g Server Options it I aiidnass: 192 163 . 1 . 60
= ) IPve
(J Server Options
Add Close




KomaHau 3a tectBaHe Ha DHCP

[TonyyeHaTta oT DHCP cbpBbpa KoHGurypauusa moxe ga ovae
BU3yanuanpaHa 3a rnposepka c komaHgata ipconfig /all.

[TonyyaBaHe Ha HOBa KOHpUrypauuga Moxe ga ce ctaptupa c
ABoWKaTa KOMaHAaWu:

‘ipconfig /release - ocBobOOXaaBa TekyLlo 3aeTusa |IP agpec
‘ipconfig /renew — nunummnpa npouec no 3aemaHe Ha HoBa |P
KOHpUurypaums




KomaHgu 3a TectBaHe Ha DHCP

KoHdounrypupaHe Ha classID 3a knueHrT:

ipconfig/setclassid
ipconfig/showclassid

ipconfig /setclassid "Local Area Connection" TEST




Bbnpocu?



