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OCHOBHU MOMEHTH

* Iloprose
* Coker
 TCP
 UDP
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TpaHcriopTeH ciou-

0S8l Model TCP/IP Model
7. Application
6. Presentation Application
5. Session
4. Transport Transport
3. Network Internet
2. Data Link
Network
Access
1. Physical

The key parallels are in the Transport and Network layers.

agpecupaHe

s
[ Physical Datalink ] [ Network ] [ Transport [ Upper Layers ]
Timing and Destination and Destination and Destination and Encoded Application Data
Synchronization Source Physical Source Logical Source Process
Bits Addresses Network Number (ports)
Addresses
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Homepa Ha nmopToBe
* Omnpenersat ce o IANA

0 — 1023 ca noznamu nopmoese

1024 — 49151 ca pecucmpupanu nopmose

49152 — 65535 ca ouHamuyHu, uacmHu nopmoee

CIMCBK C IIOPTOBHA HOMEPA:
https://www.1ana.org/assignments/service-names-
port-numbers/service-names-port-numbers.xhtml
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TpaHcriopreH ciion- poJis

Enabling Applications on Devices to Communicate
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TCPI/IP Model TCP/IP Model
«< >
Application y ’ Application
The Transport layer —-A
Transport V-]( moves data between > Transport J

applications on
devices in the network.

ks

* Jla mogabpKa HAZEKIHA KOMYHUKALASA

* Jla eHKancyaupa JaHHUTE OT IPUIIOKHUS CIOM B
CErMEHTHU U JIa T'W NPEaaic Ha MPEKOBUA CIIOU
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TpaHcnopTeH cllor- PyHKIIMH

Vi 5

TCP/IP Model

+  Streaming Video OSL Model + HTTP
Application
Required Protocol | Presentation Appcets
Properties Required Protocol
* Fast Session Properties
+ Low overhead e — + Reliable
« Does not require { Transport i >  Transport = + Acknowledge data
acknowledgements * Resend lost data

* Does not resend lost | Network tenet » Delivers data in
data order sent

« Delivers data as it Data Link
arrives

Network Access

Physical

* Crhopen U3MCKBAaHMATA HA KOHKPETHOTO MPHUIIOKEHUE OCUTYPsiBa IIPEHOC Ha
JAaHHUTE.

* IlpuyoxxkeHus B peajqHo Bpeme — 0bp30, 0€3 U3IHIIHA clyKeOHa nHdopmalus, 0e3
MOTBBPIKICHHUS, 0€3 MpenpeaBaHe Ha HeJIOCTAaBEHUTE/IOCTABEHUTE C TPEIIKH
CErMEHTH, IOCTaBKa B pe/ia Ha MoJTyyaBaHe.

e Ilpunoxxenus, 1OMyCKallly 3aKbCHEHUS — HAJSKIHO, C MOTBBPKICHHUE 32
JIOCTaBSIHE Ha JAHHHUTE, IIOBTOPHO MpeaaBaHe Ha HEAOCTAaBEHU/TPEIIIHO
IOCTaBEHU JaHHU, NIPEHOAPEIKAaHe Ha CCTMEHTUTE B pelia, 0 KOMTO ca

U3IPATCHU.
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TCP/UDP header

TCP and UDP Headers

&
TCP SEGMENT & HEADER FIELDS
Bit0 Bit 15 Bit 16 Bit 31
Source Port (16) Destination Port (16)

Sequence Number (32)
Acknowledgement Number (32)
Header Length (4) Reserved (6) Code Bits (6) Window (16) 320
Checksum (16} Urgent {16) vies

Options (0 or 32 if any)

APPLICATION LAYER DATA SEGMENT (Size varies)

UDP SEGMENT & HEADER FIELDS

Bit (0) Bit (15) Bit (16) Bit (31)

Source Port {16) Destination Port (16) T
Length (16) Checksum (16) 8 Bytes
APPLICATION LAYER DATA SEGMENT (Size varies) ¢
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Posist Ha HOMepara Ha TOPTOBE

N Port Addressing

I N

—

To: you@example.com O —
From: me@example.com '

S
Subject: Email -

- -

Different
Applications |—> Electronic Mail HTML Page Internet Chat
Protocols
Port Numbers y
- ] T POP3 T HTTP T M
Application Application Application
Transport Port Data Port Data Port Data
> 110 80 531

Data for different applications is directed to the correct application because each application has a unique port number.
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CokeTu

[ Clients Sending TCP Requests

HTTP response: Server SMTP Response:

Source Port 80 Source Port 25
Destination Port 51152

Destination Port 49152

A

Client 1 HTTP: Port 80

SMTP: Port 25 Client 2
g Client requests to TCP g
server
HTTP Reauest:

Source Port: 49152 Server response to TCP clients use
Destination Port: 80 random port numbers as the
destination port.

SMTP Reauest:
Source Port: 51152
Destination Port: 25

[P+HOMEDP HaA ITOPT= COKET
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PeacemMOmpaHe B mOoay4daTeis

Transport Layer Functions

APPLICATION LAYER DATA

The Transport layer
divides the data into Piece 1 Piece 2 Piece 3
pieces and adds a
header for dellvery over UDP Datagram Or TCP Segment
the network.
Header Piece 1 Header Piece 1
Header Piece 2 Header Piece 2 Y
Header Piece 3 Header Piece 3
TCP Header provides for:
+ Source & destination (ports)
UDP Header provides for: « Sequencing for same order delivery
* Source and destination * Acknowledgement of received
(ports) segments
* Flow control and congestion
management

« UDP/TCP
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PeacemOnupane rpu TCP
* B pena Ha usnpaiiane

s TCP Segments Are Re-Ordered at the Destination

Different segments may
take different routes. \

g’ﬁ\“ =

Segment 1 Segment 1 TCP re- Segment 1
Data > orders the

Segment 2 Having taken Segment 2 segments Segment 2

) different to the
_ [_Jatla |_s Segment 3 routes to the Segment 6 original Segment 3

d|\.r|de|d into destination, order.
segments. Segment 4 segments Segment 5 Segment 4

arrive out of

Segment 5 order. Segment 4 Segment 5
Segment 6 Segment 3 Segment 6
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PeacemOnupane rmpu UDP

* B pena Ha mojiydyaBaHe — HAKOU CETMEHTH CE
ryOsiT M HE Ce Ipemnpanar

5 UDP: Connectionless and Unreliable

Different datagrams may
take different routes.

=

Datagram 1 Datagram 1 Out of order
Data > datagrams are
Datagram 2 Having taken Datagram 2 not re-ordered.
different
i I:_):tla:l i_s t Datagram 3 routes to the Datagram 6
QACSd 1Mo destination Lost data
) grams
datagrams. Datagram 4 datagrams Datagraml> are not re-sent.
Datagram 5 arrive out of Datagram 4
order.
Datagram 6
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TCP — npunumn Ha padoTa

TCP Segment Header Fields

Bit0 15 31

The fields of the TCP header enable TCP to provide connection-oriented, reliable data
communications.

 HanexaHa nocraBka
*  C NOTBBPKIACHUSA
* C npenpenaBaHe Ha HEAOCTABEHUTE CETMEHTHU

e C npernoApCIKAaHC B pCaa Ha U3IIpallaHe
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TCP ycraHoBsiBaHE Ha Bpb3Ka
Three-Way Handshake

— ] /3

Send SYN

(seq =x) \ Receive SYN
(seq =x)
Send SYN

Receive SYN / (seq =y,

(seq =y, ACK =x +1)

ACK =x +1)

Send ACK

(ack = y+1) \

- Receive ACK "

SEQ=1450, ACK=201
—_ SYN, ACK, DPORT=1027, SPORT=80

SYN, DPORT=80, SPORT=1027 <

Web -
Browser SEQ=201, ACK=1451

ACK, DPORT=80, SPORT=1027 e
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Sender

send 1
send 2
send 3

receive ACK 4
send 4
send 5
send 6

receive ACK 7

TCP npenaBane Ha JaHHU

Receiver

receive 1
receive 2

receive 3
send ACK 4

receive 4
receive 5
receive 6
send ACK 7

|\

Window size = 3

8/5/2022
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TCP npenaBane Ha ganHu- ACK

Acknowledgement of TCP Segments

Source Port

Destination
Port

Sequence
Number

Acknowledgement
Numbers

Start with byte #1,
| am sending 10 bytes.

%emork

Source Des.

1028 23

1028 23

Seq. Ack.
Source Des. Seq. Ack.

10 bytes

| received 10 bytes “
starting with byte #1.
| expect byte #11 next.

Source Des. Seq. Ack.

ﬁ

more bytes starting

with byte #11

16
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| apanTupana qocTaBKa

* [IperoBapBaHe o0 BpeMe Ha cecus
* HenocraBenu nanHu

 Pemenue - window size

TCP Congestion and Flow Control

Sender Window size = 3000 Receiver
1500 bytes
Sequence number 1 v 3» Receive 1501 - 3000
1500 b
Sequence number 1501 ytes 3» Receive 1501 - 3000
Receive Acknowledge -« Acknowledgement number 3001
1500 bytes Segment 3 is lost because of
$equence number 3001 sx( congestion at the receiver.
1500 byte
Sequence number 4501 3» Receive 4501 - 6000
Receive Acknowledge - Acknowledgement number 3001

Window size = 1500

If segments are lost because of congestion, the Receiver will
acknowledge the last received sequential segment and reply
with a reduced window size.
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TCP flow control

Sender Receiver

Stopl

Transmit
—
—
—

Not raac_lz

Raady

Buffer full

Segments
Buffer OK

Resume Transmission
—
—
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8/5/2022

I ImaBari mpo3open

e Window size

Sender Host

send 1
send 2
send J

send 3

send 4

send 5
send 6

11

Receiving Host

receive 1

receive 2
AR

ACK 3 window size 2

receive 3

receive 4

ACK 5 window size 2

receive 5
receive 6
ACK 7 window size 2

npod. 1-p urx. Benera Anekcuena
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TCP npekparsgBane Ha Bpb3Ka

¥ TCP Connection Establishment and Termination

A

=

@ Send FIN

ACK received

FIN received

@ Send ACK

8/5/2022

T

.
-

T

=

FIN received

Send ACK @
Send FIN @

ACK received
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UDP

* He ycraHoBsBa Bpb3Ka IIpeAu U3NPAIaHETO HA JAHHUTE

* HenanexnaeH (0€3 Bb3CTAaHOBIBAHE HA I'PEILIKH, I10-MAaJIKO
bandwidth, mo MaxbK OpOM LMKIN 32 U3N'BIHCHUE

* bes MoTBhPKIACHUS

* bes flow control

* Ilo-manko caykeOHa nH(popmanus (overhead)

UDP Low Overhead Data Transport

L L

< Network
Sender : Receiver
. L N .

UDP does not establish a
connection before sending data.

.._
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UDP- npuHiun Ha padoTa

R Clients Sending UDP Requests
Server DNS response: Server Server RADIUS Respbonse:
Source Port 53 Source Port 1812
Destination Port 4&152 Efstination Port 51152

/DNs: Port 53\ Client 2
Q/ RADIUS: Port 1812 \g

Server response to UDP clients use well known port
numbers as the source port.

Client 1 waiting for Client 2 waiting for server
server DNS response RADIUS response
on Port 49152 on Port 51152
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



