3amjiaxu 3a CUTYPHOCTTA.
CpencrTna 3a 3a1iura

npod. 1-p uHK. BeHera AnekcrueBa

8/9/2022
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OCHOBHU MOMEHTH

3ariaxy 3a CHTYPHOCTa HA MpeKara 1
JAHHUTE

Bunose araku

CTbOKU Ha aTakara
IIpoTBOIENCTBUE HA arakara
TepMuHu, CBbP3aHU C MPEKOBU aTaKH

310HaMEpEH Ko, (BUPYCH)

npod. 1-p unx. Benera Anekcuena
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3amjiaxa 3a CUT'YpPHOCTTA

ToBa € moreHIMaIgHa OrmacHoOCT 3a;
— nH(popManuATa
— KOMOIOTBPHATa CUCTEMA

— MpeKOBaTa yciyra

8/9/2022 npod. n1-p nHxk. Benera Anekcruena



KnacoBe ¢pu3nuecku 3amiaxu
e XapayepHH

— (pU3UYECKH Ja CE€ Pa3BAIAT ChbPBbPHU, MAPIIPYTU3ATOPH,
KOMYTaTOpPH, OKa0eJIsiBaHe, paOOTHU CTaHIIUU

* OT OOKPBKEHUETO

— TBBPJE BUCOKH WJIM TBBPJAE HUCKU TEMIIEPATYPHU UIIU
TBBPJIE CYXO WJIM TBBPJE BIAKHO.

* Enexrpuuecku

— MHUKOBE B HAIIPEKEHUETO, OAHANIPEKECHHUE, IITYM B
CUTHaJja, 3ary0a Ha 3aXpaHBaHE

* llpu ekcnonaramus

— JIOIIO IIOBEJICHUE HA KOMIIOHEHTUTE — €JICKTPOCTAaTUUHU
pazpsau, JUIca Ha pe3€pBHU YaCTH, JOIIO OKalelsiBaHe,
JIOIIIO O3HAYaBaHE Ha €TMKETUTE Ha KaOEIUTE

8/9/2022 npod. 1-p unxk. Benera Anekcuena



BugoBe 3amiaxu o IIporu3Xo/1

I1o mpomnsxog ca:

— Boerpeuinn

— BoBHIITHHK

Internal Threat

g

Compromised Host

8/9/2022 npod. a-p unx. Benera Anexcuena



Bunose 3armiaxy mo HaUWH HaA
OpPraHU3UpPaAHE

I1o HauMH Ha opraHu3upaHe ca:

— CTpyKTypUpaHu — MPEABAPUTEIHO MPELU3HO
IJIAHUPAHU

— Hectpykrypupanu — He ca IIaHUupaHu

8/9/2022 npod. n1-p nHxk. Benera Anekcruena



Bunose 3armiaxy mo HaUWH HaA

HpOBe)KI[aHG Ha dTaKdTa
I1o HauMH Ha IIPOBEXIAHE HA aTakKara ca.

— IlacuBHU — CHU(Ep HA mapoJIv, aHAJIM3 Ha
TpadukKa...

— AKTUBHH- OITUT 3 JIOTBAHE, IIOTUCKAHE HA
ycliyrara, MacKapaJuHr, Mogd(UKalus Ha
CHOOIIIEHUA. ..

8/9/2022 npod. A-p urx. Benera Anekcruera



dakTure

* C rogyHHTE aTaKUTE KbM MPEKOBATa CUTYPHOCT CE€
pPa3BUBAT.

— IIpe3 1985 arakyBamusar TpssOBa ga € MHOTO J00pe
3a03HAT ¢ KOMIIOTHPA, MPOrpaMUPAHETO, J1a UMa 3HAHUS
10 MPEKH, Ja ITI03HaBa ACTAalInTe Ha CpeJCTBaTa, C KOUTO
II¢ aTaKyBa.

* MeTtoauTe 3a araka c€ pa3BUBAT, HO U CPEACTBATA, C
KOUTO C€ araKkyBa CE€ pa3BUBAT U BEUE HE U3HCKBAT
BMCOKM 3HAHHUS B KOMITFOThpHaTa 00JIaCT.

— Xopara, KOUTO IIPeIu He ca IMPaBUIM KOMITIOThPHHU

npecThIUIeHUsT nopaau He3Hanue B U'T oOmacTra, Beue
MOTaT Ja ' [IPAaBSIT.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



IIponec Ha arakara

i CbBUTHE

] i 1

ATarysall YASEMMOCT E OercTeEWE pesynTaT i . uen
: —
] ]

____________________________________________

_________________________________________________________________________________________

* |lacuBHO pa3y3HaBaHE ¥ OPUECHTUPOBKA;
* AKTHBHO Pa3y3HABaHE;
* Peanna araka;

* BHeapsBaHe Ha HHCTPYMEHTH 3a araka B aTaKyBaHarTa
CUCTEMA,;

* H3TerissHe Ha HAHHHU OT aTAKyBdHATad CHUCTCMA,

* IlpenocraBsiHE Ha JIECEH AOCTHII 32 B OBACIIE JI0
aTaKyBaHaTa CUCTEMA;

 [lpukpuBaHe Ha aTakara.

8/9/2022 npod. 1-p unxk. Benera Anekcuena



7 CTBHIIKM HA aTrakKara

Pazy3nai!

— Ot IP agpecure Ha CbpBLPUTE MOTAT Jia c€ B3eMar security profile 3a ciayxurenure u
dbupmara.

[IpecmeTHN HH(OpMaALIUSATA.

— Moke n1a moi3Ba nporpamMy 3a MOHUTOPUHT Ha MpeKoBUs Tpaduk cbe sniffer u ga
u3Bieue nHpopmaius 3a sepcusita u 6pos Ha FTP u mail cepebpuTe.

Manurnynupai NOTpeOUTENIUTE, 3a Ja MOTYUYHUI JTOCTHII.

— JlecHu 3a nmpuxBalllaHe NapOJIn

VYBeIU4M CU NPUBUIIETUHATE.

— Cnen monydaBaHe Ha 0a30B JIOCTBII, JOCTUTAUKHA CHCTEMaTa, TOH CHU o YBEIWYaBa.
Cb0epu JONBIHUTETHU NAPOJIU U MPUBWIETUH, C KOUTO 1€ MOTYYHUII JOCThII
110 3alUTEeHAa U YyBCTBUTEIHA UH(OpMAIIHS.

OcTaBu CU 3aJHU BPATUUKH

— C 1ax 1me Bie3en B cuctemara 6e3 1a te otkpusat. Hamp. backdoor e crimcbka ¢ oTBOpeHH
noproBe Ha TCP nuUDP.

IIpucnocobu cucreMara KbM HYKIUTE CH.

— MHM3nosnsBan o 3a 1a arakyBall Apyrd XOCTOBE B MpeXKara

8/9/2022 npod. a-p unx. Benera Anexcuena 10



llogxomu 3a npeara3BaHe OT aTaku

8/9/2022

Paznemsne;

3ammTa Ha Haii-c1aboTo 3BeHO (Weakest link);
Ynorpeba Ha “rana”’(choke points);
IIpegocTaBsHe Ha 3alyTa B IbJIOOYNHA;
CUTypHOCT IpH IIPOBAJI;

OrpannyaBaHe Ha HENPEABUIUMU JCHUCTBHUS;
[Ipeamnountane Ha OpoOCTOTATA;
HaznauaBaHe Ha MOAXOAAIIN NOTPEOUTEIIH;
Y0eneHOCT B MEPKHUTE 3a CUTYPHOCT;
Beropocu;

bauremHoCT;

HaOmronerue Ha HaOIOOaBaIIIUTE.

npod. 1-p unxk. Benera Anekcuena
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V3nckBaHUg KbM 3allydTara

MoOwmiHOCT;

YHUPUIMPaHOCT;

MUHUMAJIIHOCT HA NPUBUIIETUNTE;
CaMOCTOSTEIIHOCT;

I 'bBKaBOCT;

MHUHUMATHOCT HA YOBEIIKOTO YYaCTHE;
BBb3MOXHOCT 3a bITIPEHI;
BBb3M0OXHOCT 3a KOHTPOII;
[IpoBepumocrT;
be3KOMIIPOMUCHOCT;

[ Ipr10KUMOCT;

YnorpeoumMocT.

npod. 1-p unxk. Benera Anekcuena
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IIpouiec Ha IPOTUBOAECHUCTBUE HA araKara

* OTKpHUBaHE HA aTaKUTE;

* AHaJIM3UPAHE HA aTAKUTE;
— Jlokanu3upaHe — KakBO HE € Hape;
— Unentudunmpane — onpeacissHe Ha aTakara;

— OHGH}IBaHG — OIIPCACIIMIHC HaA 3alllIaXdTa,
* OTroBOp Ha aTAKUTE;

 Bw3cTa"noBsgBaHe cliea aTaka.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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llonyasspHu TEpMUHM 3a aTaKkyBallly

Hacker - ucropuuecku ce u3non3sa, 3a Aa OMUIIE YOBEK,
KOMTO € oTiinyeH nporpamMuct B T obOmactra. Cera ce
M3I10J13Ba 34 ONIMCAHWE HA UHAWBUIYAJIHU OIUMTH 32
HEOTOPU3UPAH TOCTHII 1O MPEKOBUTE PECYPCH.

Cracker - HeoTopu3upaH 3710HaMEpPEH JIOCTBII 0
MPEXKOBUTE PECYPCH.

Phreaker - Mmanumnynupa teaeOHHUTE MPEKH, 3a 1A
M3IThJIHSBA HEMO3BOJICHU (DYHKIMH- O€3MJIaTHO 1a TOBOPHU
Ha TOJIEMHU Pa3CTOSHUSI.

Spammer - M3npaina ronemMy koiau4decTBa e-mails.
M3non3Ba BUPYCH, 3a Jia U3Ipalia T€3u ChOOIIECHHUS.

Phisher - M3non3Ba e-mail 3a ga B3eMe HOMepa Ha
KpPEOUTHU KapTH WIM Iapoau. Mackupa ce Karo
OTOPU3UPAH, KOUTO UMAa IIpaBa 1a U3UCKa Ta3u
MH(OpPMAIHSL.

npod. 1-p unx. Benera Anekcuena
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A

White Hat Hackers

8/9/2022

Grey Hat Hackers

Buose xakepu

Black Hat Hackers

White hat- Ciiequ 3a ys13BUMOCTH B
CUCTEMUTE WJIM MPEKUTE U T'M JOKJIaBa
Ha COOCTBEHUIIUTE UM, 34 J1a TU
3aTBOPAT. Te ce pokycupar BbpXy
curypuu cuctemu UT, kpaero black hat
Ouxa I'u aTaKyBaJIH.

Grey hat - Hapymasa curypHocrra Ha
cucTeMa 0e3 HCTUHCKO 3JI0HaMEpPEHO
HaMEpEHHE, HO YeCTO 0e3
IpeIBAPUTEIIHOTO 3HAHUE WM ChIJIaCHe
Ha COOCTBEHMKA WJIH pa3pabOTYMKa, HO
KOWTO MO-KbCHO JIOKJIAJIBA 32
ySI3BUMOCTH Ha CUCTeMara Ha
coOCTeHUKA U, MOHSIKOTa 3a JTUJHA
U3ToJia.

Black hat- Cp11o nmpaBu nHIMBUIYaJTHA
aTaKy KbM CHCTEMAaTa, B KOSATO HE €
OTOPHU3HPAH J1a TI0JI3Ba 3a JUYHU WJIN
¢unancoBu 1enu. Hanpumep cracker e
npumep 3a black hat.

npod. n1-p nHxk. Benera Anekcruena 15
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MoepHH XaKepCKU aTaku

SKkids- HekBamMPUIMpPaH YOBEK, KOMTO HU3I10J13Ba CKPUIITOBE MU
porpamu, pa3pab0TEHU OT CIIEIUAIMCTH, 32 JIa aTaKyBa KOMIIOTHPHHU
CUCTEMM 1 MPEKH U J1a 00e300pa3siBa yeOCalTORBE.

bpoxkepu Ha yI3BUMOCTH — grey hats, KOUTO ce OIUTBAT J1a OTKPUST
CKCIUIOWTH W Ja I'M JIOKJIAJBaT Ha JIOCTABYHIIH, IIOHAKOTA CPEIy
Harpaiu.

XaKTUBHUCTH -I10JTy4aBaT HECOTOPHU3HUPAH JTOCTHII 10 KOMIIOTHPHHU
(hbailI0BE MU MPEXKHU C 1€ IIOCTUTaHE HA COLIMAIIHU WJIM TIOJIUTHYECKHU
EJIH.

Kubep npecTbIIHUIM -TIPECTHIIHU JTEHMHOCTH, U3BbPIIBAHU YPE3
KOMITIOTPH WJIM HTEpHET —/1a MOBPEASAT YCTPOMCTBA, Ja 3a0paHsT
yCIyTH, Ja MoJjiydar (puHaHCOBa U3T0/a, /1a pa3pOCTPAHST 3J10BPEICH
codTyep, Aa Mojyyar He3aKoOHHA HHPOpMaIHsl. ..

CnoHcopupaHM OT IbPKaBaTa XaKepH -padoTAT 32 HAChpYaBaHE Ha
MHTEPECUTE HA JajJiIcHa AbPrKaBa - CpUB Ha yeOCAWT, KPUTHYEH KbM
ObprKaBara; OcakaTsiBaHE Ha OIpe/e/ICcHN (PUHAHCOBUTE CUCTEMU ; /1A
MOBJIUSAT HA PA3JIMYHUA OTPEOUTETN HA COLMATTHY MEAUU YpPE3 OHJIAH
KaMIIaHUH B 110J13a Ha ONPEACIICHU IbP>KaBHU UHTEPECH

npod. a-p unxk. Benera Anekcuena 16



MpexoBu — ARP, flooding, brute force, sniffer,
port scanner, redirect, man in the middle...

DoS — bufter overflow, SYN ﬂood DNS,
SMUREF, ICMP Redirect. . e

DDoS- botnet, zombie...
Mail — phishing,..

Yepaeu
Bupycu

TpOostHCKM KOHE



https://www.sicherheitstacho.eu/start/main
https://www.sicherheitstacho.eu/start/main

EBorOIIMA HA cpeacTBara 3a araku

e “XakBaHe” Ha MapoJIH
o “XaxBanHe” Ha Wireless
¢ “XakBaHe” Ha ONEPALMOHHU CUCTEMU

* CkaHupaHe 3a JOCTHIIHA MPEXKU U " XaKBaHE Ha
MPEXKHU

* | eHepupaHe HA MMAKETH
* lloacayniBaHe HAa MaKETH

* CneneHe 3a yA3BUMOCTH M M3IIOJI3BAHE Ha
ySI3BUMOCTHU

* M3non3Bane Ha 1eOBrepu
* Kpunrupasne

8/9/2022 npod. 1-p unxk. Benera Anekcuena



EBoaronmsg Ha aTakuTe

* [lopcnymBane (Eavesdropping)

* [Ipomsna Ha manHute (Data modification)

* Ilopnparsue Ha IP aapec (IP address spoofing)
* basupanu Ha napoiu (Password-based)

* Orka3 Ha ycayra (Denial-of-service)

* Yosek-B-cpenara (Man-in-the-middle)

* IIpomeneH kimrod (Compromised-key)

* Sniffer

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



EBoJIrOLMs HA CpeacTBaTa 34 aTaku

IIpennaznayenne | CpeacTBo 3a aTaka

XaKBaHE Ha IMapoJIn

XakBaHe Ha wireless
MPEKHU

CkaHupaHe Ha
MPEXKH 3a OTBOPEH
TOCTBII

TECTBAHE HA
YCTOMYHUBOCTTA HA
3alllUTHATA CTEHA

CHudepu Ha aKeTH

8/9/2022

John the Ripper, Ophcrack, LOphtCrack, THC
Hydra, Rainbow Crack, and Medusa

Aircrack-ng, Kismet, InSSIDer, KisMAC,
Firesheep, and ViStumbler

Nmap, SuperScan, Angry IP Scanner, and
NetScanTools

M3non3Bar ce CIICHHHUAJIHO IIOAIIPABCHHU IIAKCTH.

Hping, Scapy, Socat, Yersinia, Netcat, Nping u
Nemesis.

Wireshark, Tcpdump, Ettercap, Dsniff,
EtherApe, Paros, Fiddler, Ratproxy, and
SSLstrip.

npod. 1-p unxk. Benera Anekcuena
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EBoOIIOIIMS HA CpEeACTBATA 3a aTaKu

IIpenHa3navyeHue CpencTBo 3a aTaka

Rootkit Detectors

OTKPHUBAHE Ha YSI3BUMOCTH
Ha curypHoctra Ha PC

Forensic Tools

JleObrepu

OC, nmpenHa3Ha4YCHU 3a
XaKBaHE Ha MPEXHU

Kpunrupane

NucTpymMeHTH 3a
V3II0JI3BAHE HA YSI3BUMOCTH

CkaHupaHe Ha ysA3BUMOCTH

IIPOBEPKA Ha I[eJI0CTTa Ha JUPEKTOPHH U (paiiioBe
AIDE, Netfilter, and PF: OpenBSD Packet Filter

Skipfish, Wapiti, and W3af

ToHpcaT cneau oT qoKazaresicTBa 3a JeMHOCT Ha PC
Sleuth Kit, Helix, Maltego, and Encase

3a 00paTHO MPOEKTHpaHE Ha ABOMYHHU (hailjIoBe IpU

MNHUCaHEe Ha EKCIIJIOUTH
GDB, WinDbg, IDA Pro, and Immunity Debugger

Kali Linux, BackBox Linux

VeraCrypt, CipherShed, OpenSSH, OpenSSL, Tor,
OpenVPN, and Stunnel

Metasploit, Core Impact, Sqlmap, Social Engineer
Toolkit, and Netsparker

Nlrgper Cor t, Nessus, SAINT, and OpenVAS

HHXK.

eHeTaRneKc%I 21



JlercTBUSA IIpHU LICI ,,pa3y3HaBaHE"

* 300p Ha xepTBaTa
* Ping 10 Mpexara Ha JKepTBaTa

* CkaHupaHE Ha NOPTOBE HA aKTUBHUTE IP
anmpecu

* CKaHupaHe 3a yA3BUMOCTH

* CrapTupaHe Ha CPEJICTBA 3a aTaKa

8/9/2022 npod. 1-p unxk. Benera Anekcuena



JIeNCTBUSA IIPU LET ,, JOCTHII

IIpnunnu:

e Jla u3rernum manHu

* Jla mosy4u 10CThII

* Jla yBeIMYM NPUBUIECTUNATE CH 32 JTIOCTBII

TunoBe araku 3a JOCTHII:
* [lapoan

* 31oynoTpeda ¢ 10BEPHUE

* [IpeHacouBaHe Ha ITOPTOBE
* Man-in-the-middle

* Buffer overflow

* [P, MAC, DHCP spoofing

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Bunose arakm 3a Social Engineering

M3non13BaHe HA ICUXOJIOTMYECKa MaHMITYJIalsl Ha
NOTPEOUTEINTE 32 OCBINECCTBIBAHE HA IIPOOHB B
CUT'YPHOCTTA.

Bunose:

* Pretexting

* Phishing

* Spearphishing
* Spam

. Téilgating
* Something for Something
* Baiting

8/9/2022 npod. 1-p unxk. Benera Anekcuena



8/9/2022

Bugose araku 3a IP mpexu
ICMP araka

— H3non3Bar icmp echo makeTu, 3a 1a OTKpUBAT IIOAMPEKH U
XOCTOBE B 3alllUTEHa Mpexa, ga renepupar DoS flood
aTaKku U J1a TPOMEHST TaOJIUIM 3a MapIIpyTU3MpaHE Ha
XOCTa.

DoS n DDoS araku

Address spoofing araku
— Ilognpagsar IP agpeca Ha n3rouHuka B 1P makera.
Man-in-the-middle araku

— HabntogaBat npo3padHo, yJaaBAT U KOHTPOJUPAT
KOMYHHUKAIHSATA.

Session hijacking

— MOJIy4aBar AOCTHII JI0 U3NYECcKaTa MpeXkKa U Clie]] TOBa
n3noi3Bar Man-in-the-middle araxku

npod. 1-p unxk. Benera Anekcuena 25



Bunose DoS u DDoS araku
* M3rpaxma ce Mpexa OT 3apa3eHU MAIIUHU -
OOTHET.
* 3apa3eHUTEe KOMIIIOTPH Ca HApEUCHU 30MOUTA.

* 3oMOHTaTa C€ KOHTPOJUPAT OT MAHUITYJIATOP —
MacTBp OOT.

Master

This website is very slow ’
oday!
{

I'll send so many pings that
the server can't respond to
anyone else.

Intermnet o
Help, | can't accomplish any "
work!

Web Server
www.XYZcorp.com DoS Attacker

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 26



ICMP araka

* Smurf aTaka, U300/13BaHa 3a IIPEHATOBAapBAaHE HA
XOCTa- JKEPTBA.

* Mznpamra ce broadcast ping kbM Mpeka OT MallIMHU
* [P angpeca Ha U3TOYHHKA € TO3U HA KEPTBATA

* MHOXECTBO OTTOBOPH C€ MU3MpalllaT Ha KEPTBATA U
[IPETOBAPBAT MpEXKara

ICMP echo request
(sou

Threat Actar rce = victim's IP)

* Ananornynu ca 0azupanu Ha DNS u NT

TAKL.

X

=

Victim

8/9/2022 npod. 1-p unxk. Benera Anekcuena e ICMP echo replies 27
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8/9/2022

ICMP

ICMP echo request and echo reply

3a U3BBLPIIBAHE HA MPOBEPKA HA JOCTHIIHOCT HA XOCTa U
DoS araku

ICMP unreachable

3a U3BBPIIBAHE HA MPEKOBU Pa3y3HABATEIIHA U CKaHUPAIIU
aTaKMU.

ICMP mask reply
3a kapTorpadupane Ha BbTpeliHa [P Mpexa.

ICMP redirects

33 IPMMaMBaHE Ha LEJICBHS XOCT J1a U3Mpallia Lesus
TpaduK Mpe3 KOMIPOMETHPAHO yCTPOUCTBO | Ja Ch3Ia/e
man-in-the-middle araka

ICMP router discovery

3a HHKEKTHpaHEe Ha (paJIIIMBX MapIIPyTH B MapIIpyTHaTa
Ta0JIMIIa HA aTaKyBaHUS XOCT

npod. 1-p uwxk. Benera Anekcuena 28



(SEQ=101 ACK=301 CTL=ACK)

TCP SYN Flood araka

.ﬁf

Send SYN 9 o
(SEQ=100 CTL=SY

SYN, ACK received 4___

Established

N3npamar ce MHOXXECTBO SY N 3asBKH
10 yeO ChpBbpa.

Tou otroBapst cb¢ SYN-ACK 3a Bcsika

SYN received

o Send SYN, ACK

(SEQ=300 ACK=101
CTL=SYN, ACK)

SYN3asBka 1 yaka 1a 3aBbpIIH
TPUIIOCOYHOTO PHKOCTUCKAHE.

ATakyBamusT He pearupa Ha SY N-

ACK.

Banuaen norpeduren HIMa 10CTHI A0

ye0 CbpBbpa, Thil KaTO yeO CHPBBPHT

“Ma TBBPJI€ MHOTO MOyoTBOpeH:u TCP

BPB3KH.

8/9/2022

Header Length] Reserved (6)
“)

Bit (0)

Checksum (16)

Threat actor sends
multiple SYN requests to
aweb server.

Valid user sends SYN
request.

npod. 1-p urx. Benera Anekcuena

Bit(15) Bit(16)

|
Source Port (16) Destination Port (16) /

Sequence Number (32)

Acknowledgment Number (32)

Control
Bits (6)

Urgent (16)
Y

Options (0 or 32 if any)

Bit (31)

Window (16)

Application Layer Data (Size varies)

Web
Server

Web
Server

' Web server is unavailable.

Web
Server

20 Bytes

Web server sends SYN-ACK replies
and waits to complete three-way
handshake.

29



TCP RST araka

=

”"J
Send FIN O -
= | FIN received
O Send ACK
ACK received
_ O Send FIN
FIN received | g
Send ACK O —
. | ACK received

A sends ACK response to B

=]

e Koraro KJIMeHTHT HIMa MOBEYE JaHHHU

3a M3IpaljaHe B IIOTOKA, TOM U3IIpalia
CerMeHT ¢ 3agajeH ¢iar FIN.

CopebpbT M3npama ACK, 3a 1a
oTBHPAU nonydyaBaHeTo Ha FIN, 3a
Jla MPEKPaATHU CECUATA OT KIIMEHT KbM
CBPBBD.

CopBbpbT M3Mpaina FIN 10 kimeHra,
3a Jla MPEKPATH CECUITA OT ChPBbHPA
KbM KJIMCHTA.

KnneHThsT otroBaps ¢ ACK, 3a 1a
notBbpau FIN oT chpBBpA.

ATaKyBaIUAT MOXKE J1a U3BbPIIH
araka 3a npekparsBane Ha TCP cecus
U J1a U30patu (pailinB IIaKeT,
ceabpxkail TCP RST no enqnara wim u
JIBETE CTPAHU HA BPb3Kara.

8/9/2022 npod. 1-p unxk. Benera Anekcuena 30



TCP hl] acking araka

g g OtrBnuuaneTo Ha TCP cecus e
- Q* ’ npyra TCP ysa3BUMOCT.
(SEQ=100 CTL=8Y —3p.| SYNreceived ® ATaKYBaIHI/IHT HoeMa
s Qs KOMYHHUKALUSATA OT BEUe
| ciswce . YIIOCTOBEPEH XOCT, JIOKATO
(SEQ=101 ACK:SOE%?TSES?(JO-_ — KOMYHI/IKI/Ipa C ncJira.

* Tou TpsadBa na nmoamnpasu IP
azgpeca Ha €IUHUSA XOCT, J1a
MPEICKAKE CIEABAIINAS TOPEICH
HomMmep U ja u3nparu ACK no
APYTHUS XOCT.

* AKO ycree, yYaCTHUKBT B
3amjiaxara MOXKe J1a u3mpaiia, HO
HE U JIa [IOJIy4YaBa JaHHU OT
LIEJIEBOTO YCTPOUCTRBO.

8/9/2022 npod. 1-p unxk. Benera Anekcuena 31



UDP Flood araka

Bit (0) Bit(15) Bit(16) Bit (31)

Source Port (16) Destination Port (16)

8 Bytes
Length (16) Checksum (16)

Application Layer Data (Size varies)

UDP ce u3nonssa ot DNS, TFTP, NFS u SNMP, nnpuito;xeHust B peaiHo
Bpeme, VOIP.

Kpunrupanero He € 110 nojipazoupaHe.

ArakyBamusat uznon3pa HHCTpyMeHT UDP Unicorn unu Low Orbit Ion
Cannon). Te3u nuacTpymeHTH n3npamar notok or UDP nmaketu, 4ecTo oT
(baJIIMB XOCT, 10 ChbPBBP B MOJIMPENKATA.

[Iporpamara npoBepsiBa BCUUKH U3BECTHHU MTOPTOBE, ONMUTBANKH C€ J1a
HaMepHu 3aTBOPEHU MopToBe. ToBa Ie Hakapa ChbPBbPaA J1a OTTOBOPHU C
ICMP port unreachable cpo01IcHNKE.

T'onmemusT 6poii 3aTBOPEHH ITOPTOBE Ch3/1aBa MHOIO TpauK B CErMEHTA,
KOUTO 3aeMma bandwidth-a.

PesynrarsT € MHOTO N0/100€eH HAa DoS araxa.
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ARP arakmu

Xocrosere n3npamar ARP Request kbM Jpyru XoCcTOBE B
CETMEHTa, 3a J1a onpeaeaaT MAC aapeca Ha XOCT O ONPEACIICH
IP anpec.

XocThT cbe choTBeTCTBAIL IP agpec B ARP Request nznpara
ARP Reply.

Bcekn xocT Mmoxke ja uznparu Henorckad ARP Reply-
,,0e3Bb3Me3neH ARP.

Koraro xoct n3npama 0e3Bb3mMe3acH ARP, npyru xoctoBe B
noampexara cbxpansaBar MAC anpeca u IP agpeca, cbabpxKaiiu
ce B 0e3Bn3Me3HusI ARP B texaute ARP Tabnumm.

Taszu ¢pyskius Ha ARP cb11o o3HaduaBa, 4e BCEKH XOCT MOXKE J1a
TBBPJH, Y€ € COOCTBEHHUK Ha KouTo M ja ¢ IP umm MAC aapec.

ATakyBamuaT Moke aa npoMeHu ARP kerra Ha XOCTOBETE B
JOKaJIHaTa MpeXka, Ch3aaBaiku man-in-the —middle araka 3a
IIpeHaco4YBaHE Ha TpadHKa.
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ARP Cache Poisoning araka

) ARP cache poisoning Moxke Aa ce U3Ioia3Ba 3a
Hsnpamawm #a C. Toii € B 1pyr cerMeHT Ha . .
wipexara, Tipaman chobmernero 1a Gateway. | CTAPTUPAHE HA pa3uyHU man-in-the-middle araku:

o e pesieas e PC-A m3uckBa MAC aipeca Ha pyTepa Kato
, m3npama ARP Request 3a MAC anpeca Ha
192.168.2.1.

* Pyrepbt akryanusupa cBost ARP kemr ¢ [P u
MAC anpecure Ha PC-A.

* PyrepsT n3npama ARP Request 1o PC-A,
KOMTO clie]] ToBa akTyanu3upa cBost ARP kemr ¢
IP 1 MAC agpecure Ha pyTepa.

Gateway
192.168.2.1/24

192.168.2.30/24
192.168.2.32/24
"‘-__________.-"'

e AraxkyBamust u3npaia asa danmusu 0e3Bb3Me3THu ARP Reply, nsnon3paliku cBoit
cooctBeH MAC anpec 3a nocouenure [P aapecu Ha necTuHanus.
* PC-A akryamusupa cBost ARP kem cse cBost GW, xouto cera count kbM MAC anpeca Ha
XOCTa Ha aTaKyBaIlys.
* PytepbT cbio aktyanusupa cBost ARP kem ¢ IP anpeca na PC-A, couent kbM MAC
aZpeca Ha aTaKyBallUs.
* Arakara Ha orpaBsHe ¢ ARP moxe 1a Objie macuBHA WJIM aKTHBHA:
e [lacuBHO oTpassiHe ¢ ARP e koraro arakyBamusT Kpajae MoBEpUTEIIHA
uHopMarus.
* AktuBHO ARP 0oTpaBsiHe € KOraro arakyBalusT MOAUDUIIMPA TAHHUTE WU

HH?KCKTHPA 3JIOHAMCPCHHN JaHHH.
8/9/2022 npod. n1-p nHxk. Benera Anekcruena
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DNS Open Resolver araka

DNS open resolver otroBapsi Ha 3aBKH OT KJIUEHTH U3BbH
aIMAHUCTPATUBHUS CU JIOMEWH.

DNS cache poisoning araka

— ArakyBamusT uznpaia ganmudpuiupada nHQopMalus 3a peCypCHHU 3alicH
(RR) no DNS resolver, 3a na npeHacodBar IMOTPEOUTEIUTE OT 3aKOHHU
CalTOBE KbM 3JI0HAMEPEHH CalTOBE.

DNS amplification and reflection attacks

— ArakyBamuar u3znoiaszsa DoS wiun DDoS araku cpemry DNS open resolvers,
3a Ja yBeau4ar o0emMa Ha aTaKUTe U Ja CKPUSIT UCTUHCKUS U3TOYHUK Ha
ataka. ArakyBamusaT u3npaiia DNS ceo0menus 1o DNS open resolvers,
n3non3Bariku [P agpeca Ha 1eneBus XOCT.

— Tesu araku ca Bb3MOkHH, 3a110T0 DNS open resolver 11e otrroBaps Ha
3alIMTBAHUS OT BCEKH, KOMTO 3a/1aBa BbIIPOC.

DNS resource utilization attacks

— DoS araka, kogato koHcymMupa pecypcute Ha DNS open resolvers, 3a na
MOBJIMsSIEC OTPUIIATEIHO Ha paboTaTa My.

— Bws3aencTBueTo Ha Ta3u DoS araka MOe 1a HAJTOXKHU PECTAPTUPAHETO HA
DNS open resolvers wiu ycayrute J1a ObJaT CIPEHU U peCTapTUPaHH.
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DNS stealth araxu

ArakyBaimuTe u3noa3Bar DNS CTENT TEXHUKUTE, 3a 1a CKPUAT CBOSATA
CaMOJIMYHOCT.

Fast Flux

— ArakyBaluTe CKpuBaT Taka CBOMTE CaliTOBE 3a (DUIIIUHT U JOCTaBKa Ha
3JI0HAaMEepeH codTyep 3a] Obp30 MPOMEHSIIA CE MPEkKa OT KOMIIPOMETHPAHU
DNS xocToBe.

— DNS IP agpecute ce npOMEHSIT HENMMPEKBCHATO B PAMKUTE HA MUHYTH.

— boTHeT MpexuTe yecTo u3Ioa3Bar TeXHuku Fast Flux 3a edheKTMBHO CKpHBaHE
Ha 3JI0HAMEPEHU CHPBBPH.

Double IP Flux

— ArakyBalnyTe U3M0JI3BaT Ta3u TEXHHUKA 3a Obp3a MpOMsHA Ha UMETO Ha XOCTa,
ChOTBETCTBAIIO Ha [P ajpecn u 3a mpoMsiHA HA ABTOPUTETHUS ChPBBD 34
uMeHa. ToBa yBelr4aBa TPYJAHOCTTA IIPU UACHTU(DUIIMPAHE HA U3TOYHUKA HA
arakara.

Domain Generation Algorithms

— ATakyBalllUTE M3IMOJI3BaT Ta3u TEXHHKA, 32 J1a TCHEpHpAT CIIy4aliHM UMCHA Ha
JTOMEWHH, KOUTO CJIe]l TOBa MOraT Ja C€ M3MOJI3BaT KaTO TOUKH 3a JOCTHI KbM
TEXHUTE ChPBBPH 3a koMaHABaHE U KOHTPOJI (C&C).
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DNS domain shadowing araku

* IIpocnenssBaHeTo HA JOMENHU BKJIFOUBA

8/9/2022

aTaKyBallHsT, KOMTO CbOMpa KpeACHIIMAIH 34
aKayHTH Ha JOMEHH, 3a Ja Ch3Jade MHOKECTBO
OJJIOMEHHU, KOUTO Jla C€ U3M0JI3BaT IO BpEMeE
Ha aTaKUuTe.

Te3u nogmomMeliH OOMKHOBEHO MPEHACOYBAT
KbM 3JI0HAMEPEHHU ChbPBbPHU, 0€3 Oa
npeaynpexaaBar JeCTBUTEIIHNUSA COOCTBEHUK
Ha POJIUTEIICKUS JIOMEUH.

npod. 1-p unx. Benera Anekcuena



DNS tunneling araku

e ArakyBamuaT uznon3sa DNS tynenupane, karo moctass He-DNS Tpadguk B DNS
TpaduK.
* To3u MeToj YecTo 3a00UKajsl PEIICHUsATA 32 CUTYPHOCT, KOTaTo aTaKyBallUsT

KeJae J1a KOMyHUKHpa ¢ OOTOBE B 3alIUTEHA MPEXKa WIH Ja OTKPAJTHE JAHHU OT
OpraHHU3aLUATA.

* DNS tyHenupane 3a komanau CnC, uznpareHu 10 OOTHET:

I[aHHI/ITe 34 KOMaHAara €a pa3acICHU Ha MHOKCCTBO KOAUPAHU I1apdCTa.

Bcesiko mmapue ce mocTaBsi B €ETUKET ¢ UM€ Ha JIOMEWH OT MO-HUCKO HUBO HA DNS
3asBKara. 1'bi KaTO HSIMa OTTOBOP OT JOKAIHUS uinr MpexoB DNS Ha 3asBkara,
3asgBKaTa ce uanpaia pekypcuBHo 10 DNS cbpBbpa Ha ISP.

PexypcuBnara DNS ycnyra me npenparu 3asiBKaTa KbM aBTOPUTETHUS ChbPBBP 32
MMEHA HA aTaKyBallUS.

HpOHeC'bT CC MOBTApA, 1OKATO HE 6’b,Z[aT H3IIPATCHU BCUYKH 3as4BKH, CbABbPiKAIIH
Imapucrara OT arakKkara.

Koraro aBropuTETHUST ChbpBBP 3a UMEHA Ha aTakyBaiusa nojydaBa DNS 3asBKuTe OT
3apa3CHUTE YCTPOMCTBA, TOM M3Ipalia OTTOBOPH 3a Bcsaka DNS 3asiBka, KOUTO
ChIBPKAT Karicynupanute kogupanu CnC koMaHau.

37I0BpeAHUAT COPTYEP HA KOMIIPOMETUPAHUS XOCT PEKOMOUHUPA TTapyeTara u
U3IIBIHSIBA KOMaHuTe, cCkputu B DNS 3anuca.

* 3a ga cnpe DNS TyHenupaHeTo, MPEXXOBUAT aJIMUHUCTPATOP TPsOBa Jla M3MOJI3Ba
buiThp, KorTO npoBepsia DNS Tpaduka( HeTunuyHO AbArH DNS 3asBKU WM
3asBKH, KOUTO UMAaT MOA03PUTEIIHO MME Ha JIOMEHH ...).

8/9/2022
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E-mail araku

* CKpUIIT IIPOYXTA aJIPECHATA KHUTA U CE
U3Ipaniar Komus ¢ HEro J10 BCEKU MEWJI B HEA

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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DHCP spoofing araku

i D IIpoGaemu
o * Wrong default gateway

. — — npenocrass Hesanuaed GW win 1P

. aJpeca Ha CBOS XOCT, 3a J1a Ch3aJIe
man-in-the-middle araka. ToBa
MOYKE 1a OCTAHE HEOTKPHUTO.

= [~ | bpHCPREQUEST
- | = * Wrong DNS server -

e P f————————— * TIpEIOCTaBs HEIPaBHWIJICH aJpec Ha
| DNS cepBBp, HacouBaIl
OTpeOuTEINIs KbM 3JIOHAMEPEH

DHCPOFFER
Unicast

"l accapt the IP address offer”

Koraro ¢anmmus DHCP cvpBBp yeOCaliT.

€ CBbpP3aH KbM MpEXkara u * Wrong IP address

mpenocTaps panmusy 1P * mpenocTaBs HeBanuzeH [P aapec,
KOH(PUT'ypaluOHHU [1apaMeTpu nesanuaeH IP agpec va GW win n
Ha JETUTUMHU KIIUCHTHU. nsete. Cliesl TOBA aTaKyBaIMsT

ch3gaBa DoS araka cpemy DHCP
KJINEHTA.
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BunoBe arakn- BUFFER OVERFLOWS
e llemn:

— Hacouena kbM MHTErpUTETA U JOCTHIIHOCTTA HAa MH(GOpMAaLIUATA

— OOEKT € CUCTEMHHUSAT U MPUI0XKEH COPTyeEp

— YI3BUMOCT- COPTYepbT HE € 100pe MPOECKTUPAH U/UIIU BHEJPEH

 Hauun Ha nenictBue

— KBbM aTakyBaHOTO CHCTEMHO HWJIM IPOTrPAMHO IIPUIIOKEHHUE CE
M3IIPaIar Mo-ToJIIMO KOJIWUYECTBO JAHHH, OTKOJIKOTO MOXE J1a
NOAAbPrKA U JaHHUTE Ca PA3JIMYHU MO CHIMHOCT U (popMar ot
TE€3H, 3a KOUTO € MPOECKTUPAHO.

* IlporuBoaencTBue

— CpGI[CTBa 3d JOIIBJIHHUTCIHO OI'PAHUYABAHC HaA
IIPUBUJICTHUUTC.
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Bunose araku- DENIAL OF SERVICE (1)
e llen:

— Hacouena kbM JOCTBIIHOCTTA Ha MHPOPMALHATA

— OO0exT ca TMHUUTE 3a OOMEH Ha JTaHHU
— VI3BUMOCT- TPAaHCIOPTHUTE IMPOTOKOJIH

e Hauwun Ha neuictBue

— TCP DoS - ArakyBamusT ITOCJI€A0BaTEIIHO 3a1104Ba
MPOLICYPH 32 YCTAHOBSIBAHE HA BPbH3KA C aTaKyBaHUSI
EJIEMEHT MPE3 MO-MAJKU UHTEPBATIUA OT BPEME, OT KOJIKOTO
¢ yctaHoBeHO SYN timeout, HO HE TM 3aBbPIIIBA.

— UDP DoS -ArakyBamuar u3npamia UDP makeTu, uneto
KOJIMYECTBO € MO-TOJISIMO OT MaKCUMaJIHUSI OpOM MaKeTH,
KOUTO CHCTEMaTa MOe J1a 00padboTH.

— DDoS — botnet, zombie
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Bunose araku- DENIAL OF SERVICE (2)

Haobmromasa ce:

* TCP flag rate

— 'F* —koraro e SYN, FIN, RST, ACK, PSH, URG, NULL —
OposI Ha MAKETUTE ChC crelu@uueH ¢uar KbM Opos Ha
BCUYKH MAKETH.

 Protocol rate

— Opoii maketu ot TCP, UDP, ICMP kxbM 00611ms 0poii 1P
ITaKeTH

* bpos Ha HTTP requests B TCP cecus

— R/C: Requests per connection

* bpos Ha eqHOBpeMeHHO ycraHoBeHuTe TCP cecuun

— SC: Simultaneous Connection
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Bunose araku- DENIAL OF SERVICE (3)

[IpoTuBogencTBUE:

* HaznexaeH KOHTPOJI Ha BCUUKH ITOTPEOUTEIIH
Ha cUCTeMara

* OuiTpu 3a NakeTH
* Jlunamu4HM Oypepu

e JlmnamuueH SYN timeout
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Bunose araku- BACK &l
DOOR ™

Internet

Victim

o Ilen: A

Back Door Program
on Workstation

— HacoueHa kbM KOH(DUACHIMATHOCTTA U MHTETPUTETA HA HH(pOpMAITUATa
— OOeKT ca onepalMOHHUTE CUCTEMU
— VS3BHMOCT- CUCTEMHUTE OT IIOPTOBE Ha OIEPAIMOHHUTE CUCTEMU

« Hauun Ha neiictBue

— MHMHcTanupaHe u M3I0JI3BaHE B MO-KbCEH MOMEHT Ha HEperIaMeHTHpaH codTyep,
MTO3BOJISIBAIL HEPENIAMEHTHPAH JTOCTHII.

— ArtakyBamusT ynpasisasa BD codTyepa npe3 HEKOHTpoIupaH MOpT Ha
ornepanroHHara cucreMa 1 BD My ocurypsiBa 1OCTBII IIPE3 CHIIUA OPT
* IIporuBoxencrBue

— 3a OTKpHBaHE CE U3MOJI3BaT aHTUBUPYCHU coPpTyepu ¢ nepununnu 3a BD u
3aIIUTHUA CTEHU C Bb3MOKHOCT 32 HAOIIOJICHNE HA HEU3IOI3BAHUTE TTOPTOBE
Ha OINEPAllMOHHUTE CUCTEMU

— HpOTHBOI[efICTBa CC KaTo C€ HpeHHCTaJIHpa OHepaL[HOHHaTa CUcCTcma
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Bunose araku- SPOOFING

* llen:

— HacoueHa kbM MHTETpUTETA HA HH(POPMALTUATA

— OO0eKT ca IPOTOKOJIUTE OT BTOPO, TpeTo U ceamo HUBO Ha OSI moaena

— YI3BUMOCT- aJIpecalusara

« HauwuH Ha neyricTBUE

— ArakyBamusT IpruOaBsl TAaHHUTE HA JIETUTUMEH 3a MpeKara NOTPEOUTEN KbM
uH(popManuATa, KOSITO U3Mpaila v 3a01yKaaBa Mmoayqaresis

* IIporuBoaencTBUE

— CpencrtBa 3a aBTEHTUKALMS, 0a3UpaHu Ha METOa Ha CUMETPUYHO U

8/9/2022

ACUMETPUYHOTO KpI/IHTI/IpaHC

Try 1

Try 2

Lﬂqun

__.Fi InuaildLDgﬂn ___F‘
=1 Hesnmse -

Real Cliemt Attacker Real Server

o Logon
-
3 I__J Real Logon
- -

Real Client Real Server

Attacker now has logbn shd pRsiiiard>cric1a Ancrcncsa 46



Bunose araku- SNIFFING
e llen:

— HacodeHa kbM KOH(UICHIMAIHOCTTA Ha HH(OpMAIHUATA

— OOEKT ca CTaHJIapPTHUTE MPEKOBU MPOTOKOIN

— YI3BUMOCT- HE3AIMTEHO IIpeiaBaHe Ha HHpOpMaIUs ype3
MPEXKOBHU ITPOTOKOIN

« Hauwun Ha nencraue

— IIpoBexna ce ¢ moMollTa Ha COPTyEepHU MAKETH, U3BECTHU
kato “sniffing tool” 1 B ce cbCTOM B UETEHE HA MAKETH,
KOMTO HE ca aJIpeCUpaHM A0 aTaKyBalllMs

* [IporuBoaencTBue

— M3non3Bane Ha MPEKOBU IIPOTOKOIHN, IO IbPKAIIH
KpPUIITHpaHe Ha MH(OpMaIUsITA

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Bunose ataku- MAN IN THE MIDDLE
e llen:

— Hacouena kbM KOHQUACHIMATHOCTTA U MHTETPUTETA HA
HH(pOpMalusaTa

— OO0€eKT € MpeXoBa cpelia MPOCKTUPaHa U U3rpajicHa ¢ €JIHa
WJIA TIOBEYE OTJAAJICUCHHU YaCTH

- 2 =]
— YA3BUMOCT- aBTCHTUKaUA L] | = =
o HaIII/IH Ha I[GI/ICTBI/IG Client Man in the Middle Server

— ArakyBamuaT ce Hamupa (PU3NYECKU WU JIOTUYECKU
MEX Iy oTnanedeHn yactu Ha AVIC u umutupa
(PYyHKIIMOHAJIHOCTTA HA ONpEACeHa OTAajeueHa 4yacT

* IIporuBogenicTBUe
— M3no3BaHe Ha KpUOTOrpaCcKu METOJ, 32 aBTCHTUKALIMS 1
CAHOKPATHH I1apPOJIA
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BumnoBe araku- REPLAY

Login Information

LI

-

. A

° . Ca——
Heﬂ. Client \
— Hacouena kbM KOH(QUIEHIIMATHOCTTA KR N
1 UHTETpHUTETa Ha HH(pOpMaIUITa
— (OOEeKT € aBTeHTUKAIIMOHHATA CECUS At
Attacker

— YA3BUMOCT- IIPOCTUTE MEXAHW3MHM 3a ABTCHTUKALIHS U JIOIIO
MPOCKTUPAHUTE KPUNTOrpa(PCKH MIPOTOKOIN

|~ = |

1]
Al

o

@ (.
< Ls
IR

[‘ Login Information
1
y

i PN

« Hauud Ha nercTtBue

— Arakara ce IpoBeX/1a Karo ce U3MoJ3Ba MOBTOPHO
aBTCHTUKAIIMOHHA UH(POpMaLUs MPpUA00UTa HEPETIAMEHTUPAHO
OT BaJIUHA ABTCHTUKALIMOHHA CECUs

* lIpotuBoaencTBUE
— BHeapsBaHe Ha HaJCKIHA MEXaHM3MH 3a 3alllUTa HAa JTUHUUTE 1
ynoTpedara Ha €IHOKPATHH MapoJiu
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Bunose araku- HIJACKING

e llen:
— HacodeHa kbM KOH(UICHIMAIHOCTTA U MHTEIpUTETA HA

HH(pOpMaLusaTa
— OO0ekT e orndeckara Bpb3ka B TCP/IP mpexure

— Ya3BUMOCT- He3amUTeHUAT TCP 11poTOoKOII

« Hauwun Ha nencrsue
— IIpoBexkna ce KaTo ce pa3kauu €IUHUS OT MOTPEOUTEINUTE U
Simulated

Client
(Attacker)

| [Mfy

b
I

dTaKyBalllWs CC 3aKa49d HAa HCI'OBO MsCTO
Broken Client Connection

™

w
@™
Eﬂ
-

* [IporuBogencTBue
— HM3non3Bar ce 3aimuTeHu IIPOTOKOJIA C

HaJICKIHA KpunTorpadcka aBTeHTH (UKL

1 3all1uTa Ha I/IHTerI/ITeTa
npod. 1-p UHK. BeHé‘r:aarHﬁ{ccneka
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Bunose araku- KPUIITOI' PAOCKA
e llen:

— HacodeHa kbM KOH(PHICHIIMAITHOCTTA U HHTETPUTETA
Ha MH(pOpMalHsATa

— OO0eKT ca KpunTorpa)CKuTe aJropuTMH UIIM CUCTEMHU

— YSA3BUMOCT- IM3alHBT /WA BHEAPSIBAHETO HA
KpUNTOrpa)CKUTE aJITOPUTMU UIIM CUCTEMHU

- Hauun Ha nencrtBue

— IIpoBexna ce cbe crenuaieH copTyep, KOUWTO ONUTRBA Jia
AEKpuITupa nHdopMausTa

* lIpotuBoaencTBuUE

— M3non3Bar ce myOoIMYHO JOCTHIHU CTAaHAAPTH U
T€CTBAHU AJITOPUTMH, KOUTO CE€ BHEAPSABAT KOPEKTHO

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Bugose araku- BRUTE FORCE
e llen:

— Hacouena kbM KOH(PUICHIIMATHOCTTA U UHTErPUTETa HA HHPOPMALIUATA
— OO€KT ca mapoJINTE U KPUIITO-KIIFOUOBETE
— VYSA3BUMOCT- KpaHUAT Bb3MOXKEH Opoii KOMOMHAIIMY 32 MapOoJIk U KPUIITO-

KIIFOYOBC

- HauuH Ha nencrTBue

— Arakara ce CbCTOM B IOCJIEI0BATEIHOTO NPOOBAHE HA BCUUKUTE
Bb3MOKHA KOMOMHAIIMK 3a MapoJjiara Wik Kio4da

* |IporuBoaencraue

— MCXAaHHU3MHU, KOUTO CICAAT 6p05{ Ha HCYCIICITHO BbBCACHHUTC I1APOJIN

— U3M0J13Ba C€ KPUNITO-KJIFOY, YUETO CPETHOTO BPEME 32 U3UUCIIABAHE € T10-
MAaJIKO OT BPEMETO Ha aKTyaJHOCT Ha uH(popmanusaTa. CMsHaTa Ha Kio4ya
CTaBa MPe3 UHTEPBaJ OT BPEME CHIIO MO MATBK OT BPEMETO Ha aKTYyaJTHOCT
Ha UHGOpMaLUATA.

— HaOJII0JICHUE U KOHTPOJI HA Beue KpUITUpaHaTta uHGopMarus
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Bumose ataku- DICTIONARY
e llen:

— HACOY€HA KbM KOH(PHICHINAIHOCTTA U
MHTEIPUTETA HA HH(pOpMaILMATa

— OO€KT ca ImapoauTe
— YSI3BUMOCT- JIOTUUECKHS U300p HA ITapOIn
- Hauun Ha neuvctBue

— ATaKyBallMsT U3M00J13Ba CIUCHK (PEYHUK) 3a Aa
OTKpHE Iaposjara

* [IporuBoaencTBue

— IIpenocraBsiHe Ha OorpaHUYeH OpOM ONUTH 3a
aBTCHTHUKAIIUS
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. Bunose araku- TEMPEST
¢ CJI.

— HacoueHa kbM KOH(pUACHIMATHOCTTAa HA HH(OpMaIUITa

— OO0exkT ca padotHuTe ctaniu Ha AVC, akTHBHOTO 00OpYy/JIBaHE U CTPYKTypHara
Ka0OeJIHa CUCTEMa Ha MPEKHUTE

— YS3BHMOCT- CJICKTPOMAIHUTHOTO U3JIbYBAHC

- Hauun Ha nenicTtBue

— C noMolira Ha CieNUAIM3UPaHO 000PYIBAHE CE MTPUXBAILAT U PEKOHCTPYUpar
BUJICO U300paKEHUSI OT MOHUTOPUTE, BHBEXKIaHU CUMBOJIM OT KJIaBUATypara u
npejaBaHa 1o Mpekara uHpopmalus

* lIporuBoaencreue

— @OU3NYECKHU CE€ KOHTPOJIMPA PallOHa, B KOMTO CE€ pasnoJjarar;

— Pasnonarar ce B €KpaHUpaHU TOMEIICHMS;

— M3nonsBa ce Tempest o0opynBane (000pyaBaHe ¢ HAMAJIEHO U3JITbUBaHE);
— 3anIylaBa c€ U3JIbYBaHETO |
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Bupgose araku- COLUIMAJIEH
NMHXEHEPUHI
e llen:

— Hacouena kbM KOHPHUICHIIMATHOCTTA HA CUCTEMHaTa HH(opManus
— OOEKT ca CIyKUTEIUTE
— VYa3BUMOCT- Bb3MOXKHOCTTA XOpara Ja ObJaT u3MaMEeHU

- Hauun na nenicrBue
OCHOBHUTE MOAXOJIH IIPU MPOBEKIAHETO Ca:
— IIPOCTO IIUTAHE
— (panmMBaTa IIOMOIIL
— (banmmBH CaiTOBE M ONACHU IPUIOKCHUS

* [IporuBoaencTBue

— BBBEXKJAHE HA CTPOTH IIpaBuia 3a padora ChC CHCTEMHATa
uHpopMaIus
— HW3BBPIIBAHE HA O0YYEHHUE U KOHTPOJI Ha CIYKUTEIIUTE.
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3noHamepeH copryep-Bupycu

* 310HaAaMEpEH COPTyep, KOMTO MOKE Ja
“nHPeKTHpa’ Apyryu IporpamMu Karo I'u
MO (pHUIIHpAa.

 BkirouBa ce JOIBJIHUTEIICH KO/, KOUTO

Ch37aBa KOIIMS Ha BUpYycCa 3a 3apa3sBaHE Ha
APYTY IPOrPaMHU.

* Moxe 1a U3BbPILBA 3JIOBPEIHU JEUCTBUA KATO
M3TPUBAHE HA JAHHU, KPUIITUPAHE U OP.
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3110HaMepeH copryep-Bupycu

Bunose:

* Boot sector Bupycu;

* Compressed BUpYyCH;

* Stealth Bupycu;

* Polymorphic/Self-garbling Bupycu;
* Multipart Bupycu;

* Macro BupycH.
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Boot sector Bupycu

*  HexkopekTHOTO MapkupaHe B boot TadauIaTa Ha CEKTOpU
OT MaMeTTa, KaTo JIOIIH.
*  Pesyurarsr:

—  HeBb3MOXHOCT 32 cTapTUpaHe Ha IPOrpaMHH IPUIIOKCHUS U
paboTta ¢ nHpopmalusiITa, KOraro MakeTUTe UM ca
Pa3IIOJIOKECHN B MApPKUPaHH KaTo JIOIIN CETMEHTH.

— HeBBb3MOKHOCT 3a eq)eKTI/IBHO MN3IT10JI3BAHC Ha I1aMCTTa.

[INT 1 Handler] [INT 1 Handler]
DOS DOS
[INT 8 Handler] [INT 8 Handler]
[INT 13h Handler] [ e [INT 13h Handler] BROT
[INT 21h Handler] [INT 21h Handler]
BIOS BIOS [«
Interrupt Vector Table Before Virus Infection Interrupt Vector Table After Virus Infection
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Compressed BUpycH

* TexHonorusTa Ha JIECHCTBUE HA BUPYCa CE
CbCTOM B JICKOMIIPECUPAHETO U U3ITBJIHEHUETO
MY TIPEJIU BCIKO U3IBIHECHUE HA
MH(EKTUPAHOTO MPUIIOKECHHE.
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Stealth Bupycu

* TexHoorusTa Ha padoTara UM C€ ChCTOH B
IpEeACTABIHETO Nped MOTPECOUTENIS UIH
AHTUBHUPYCHUS cOPTyep Ha (paivBa
MH(pOpMaLHs 32 HHOESKTUPAHUTE TPHUIIOKCHUSI.

[INT 1 Handler]

DOS
DOS [INT & Handler]

[INT 1 Handler]

[INT 8 Handler]

Application

[INT 13h Handlerlh Application [INT 13h Handler] #
@ attempts to read attempts to read
infected MBR infected DBR
//,/ BIOS @ ]_ VIRUS
[INT 76h Handler] @ Stealth VIRUS ] BIOS ’
Manipulates
ports ]
L

Interrupt Vector Table Interrupt Vector Table

Original
Boot Sector
Stored
somewhere
else

Original
MER
Stored
somewhere
else

Infected Infected

MBH

Boot Sector
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Polymorphic/Self-garbling Bupycu

* [IpousBexaar pa3anyHu, HO C €HAKBO
[IpeIHA3HAYCHNUE KON, KOETO IIPaBu
OTKPUBAHETO UM M AC3UH(EKIMATA ITO-TPYIHO.

S I'ma
\ | love you 1
‘ | e
;- I'ma |
\ | love ya ‘&
L \
Who
\ loves ya T
\
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Multipart Bupycu

PaszneneHu ca Ha yaCcTH, KOUTO C€ pas3moJiarar
Ha pa3JIUYHU MECTa, TE3U YacTH ca
(PYHKIIMOHAIHO 000COOCHH, HO pe3yJiTara OT
AEMCTBUETO HAa BUpYyca ce 00yClaBs OT
ChbBMECTHATa UM padoTa

npod. 1-p unx. Benera Anekcuena
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Macro Bupycu

* H(dekTupar upe3 0a3ute JaHHU U
OMOIMOTEKUTE Ha MAaKPOCH 32 KOHKPETHO
NPUIOKEHUE U 3aCATaT CaMO HETO
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Ilogxoau 3a OTKpHBaHE HA BUPYCH

AHTHUBUPYCHUTE HHCTPYMEHTH U3II0JI3BAaT TPU
OCHOBHH I10JX0/a 32 OTKPUBAHE HA BUPYCH:

* JleuHUTHUBEH;
* EBpucTHUEH;

* XuOpuJIcH.
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3n10HaMepeH coPpryep-TPOSIHCKH KOHE

TpostHCKHTE KOHE ca 3J10HaMepEH cOPTyep, KOUTO MMa HSAKaKBa
oHIIHaTHA T0Je3Ha (PYHKIIMOHAIHOCT, HO B YUMTO KOJ NMa
IPUKPHUT 3JIOHAMEPEH KOJI.

* HauyuH Ha 1eucTBHE

— Koraro ce ctaptupa TpOSTHCKM KOH, 3a Ja U3I0JI3Ba MOJIE3HaTa My
(YHKIHS c€ U3NBJIHABA U Ipyrara My IMIPUKpPUTA U HEPEITIAaMEHTUPaHA
(YHKIIMOHATTHOCT

* IlporuBoaeincrBue
— Jla ce mon3Ba copTyep OT HAACKIHNA U3TOYHHUIIU, KOUTO MOrar Aa Obaar

HpOBepeHI/I & Trojan horse is a non-self-replicating type of

malware, oft ining malicio e,

Trojan horse can attack the end device from
within.
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3noHamepeH codryep - Jlormuecku
oomMOu

Jlormuecku 60MOM ce BrpakaaT B Kojia Ha (PYHKIIMOHATHUTE
IpOrpaMHU NPUJIOKEHUS 110 BpeME Ha pa3paboTKara OT
pa3paboTUHKa.

 HauyuH Ha nercTBHE

— Jlormueckure 0OMOU U3IMTBJIHABAT HEPETIIAMEHTUPAHU ACHUCTBHUS TIPU
HaCTHIIBAHE HA HAKAKBO ChbOUTHE: HACTHIIBAHE HA JaTa, ONPECIICH
W3UKCIIUTEIICH PE3YITAT U/ WM JP.

* IlporuBoaeiicTBue
— Jla ce mon3Ba JUIeH3UPaH OPUI0KEH COPTYEp OT MPOBEPEH U3TOUHHK

1. Attacker implants logic bomb.

2. Victim reports installation.

3. Attacker sends attack message. 66
4. Victim does as logic bomb indicates.
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3110HaMepeH copryep- Yepren

YepBesaT € CaMOCTOSTEINIEH 3JIOHAMEPEH POrpaMEH
kod. OOMKHOBEHO 1I€JITa Ha YepBes HE ca
IPUJIOKEHUATA, a yrpaBisiBanuTe oT OC pecypcu
Ha KOMIIOTHPa

e Hauun Ha neucTrBHE:

— 3a J1a AelcTBa HE My € HEOOXOAMMO J1a U3I10JI3Ba
IPOrpaMHO MPUIIOKEHUE KAKTO MPABAT TPOSHCKUTE
KOHE, JOTHYECKUTE OOMOU M HSIKOW BUPYCH.

* IIporuBoaencreue:

— AHTHBHPYCEH COPTYEP
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obBMuBKa

\ 4
nHocraBsiHe 1nmoa

3apa3fBaHe
KapaHTHHA

neyeHue



310HaMepeH coPpTyep- XuOpHuaIHU
dopmu

* [IputexxaBar XapaKTEpUCTUKUTE HA J1BA WU
ITOBEYE BUIOBE 3JIOHAMEPEH POTrPaMEH KOJI
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



