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OCHOBHHM MOMEHTH
* Proxy cepBBp
* Tomosoruu
* KoHurypupane
* Squid
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[ Ipokcu CBEpBBD

* ToBa € CHPBBP-NIOCPETHUK - KOMITIOThPHA
CUCTEMA WJIH IIPUJIOXKHU IIPOTPaAMU.

* Tou mencTBa Karo MOCPEAHUK 32 UCKAHUTE OT
KJIMEHTHUTE pecypcr/yciyru ((daiii, Bpb3Ka,
web cTpaHuIa) OT IPYTru ChbPBBPH.

* [Ipokcu CHPBBPHT Ch3aaBa WIIIO3UA Y KIIUECHTA,
4ye TOM JUPEKTHO KOMYHHUKHPA C pEaTHUSI
ChPBBD.
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MsICcTO Ha proxy CbpBbpa B
TOITIOJIOT'UATA
* [Ipokcu CbpBBP MOXKE J1a ObJI€ ITIOCTABCH HA
pa3INYHU MECTa MEXKAY JOKAJIHUS KOMITIOTH]
Ha IOTPeOUTENISI U ChpBbpa B IHTEPHET, KOMTO
reHepupa pe3ynTar.

Penen cupERp
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[ IpuHIMII HA IEHUCTBUE

* IIpoBepsiBa 3asBKaTa B CbOTBETCTBHE ChC 3aaJCHU
IpaBuiia 3a (PUITpUpAHE:

— 110 IP axpec,
— II0 IPOTOKOI.
* AKO HCKaHETO ObJEC YTBBPACHO, TOM:

— CBBP3Ba C€ KbM PEaIHUS ChbPBBP, KOMTO MPEIOCTABS
yCIIyrara;

— 3asBsBa yclIyraTra OT HIMETO Ha KJIHNCHTA;
— MOPEI0CTaBs Ha KJIMEHTA 3asiBEHUS PECYPC.

* Tou MOXe Ja MPOMEHS 3asIBKUTE HA KJIMECHTA WJIU
OTrOBOPA HA CHPBHPA.

* B onpenenenu ciaydan ToM MOXe J1a OOCITY»KH 3asiBKaTa,
0e3 J1a ce CBbPIKE C KOHKPETEH ChPBBP, KaTO BPhIla
KeIIMpaH pPe3y/Tar OT ChlllaTa IpeaUIlIHa 3asBKa.
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Ynorpe0a

[lo nBa HauuHa;:

* IIpo3pauno (transparent)

— W IBCTC CTPAHU HC 3HAAT, HC KOHCKIMATA MHUHABA
IIPC3 IIPOKCHU CHPBBDP,

* IIaketupaHo (opaque)

— KJIMEHTCKHUAIT coPTyep TpssOBa Aa ce€ KOH(PUrypupa,
3a Ja U3M0JI3Ba MPOKCHU CHPBBP.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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[ Ipnmoxenue

CUrypHOCT B MpeXara

— Ma CC 3aIl1as3iAT aHOHMMHHW MAIIITMHUTC, KOUTO ITI0JI3BAT yCJIyrara,
J1a ce yCKOpHY HOCTBITBT 10 PECYPCH

— Ype3 KEUIUPaHE;
3a pealM3upaHe Ha MOJIUTUKH 34 JTOCTBII 0 MPEXHU U
ChIbPKAHUE

— OJIOKHpaHE Ha HEXXEJIaHU CalTOBE;
3a CTaTUCTHKA

— Jla ce cinenu u aHanu3upa norpediaeHue,

— Jla ce ckaHupar npeaBaHu JaHHU CPELLy 3JI0BpPEICH coPTyep npeau
TSAXHOTO JOCTaBsSIHE 10 IOTpeOUTeIs,

— Jla ce ckaHupar u3XOoAAlIH JaHHU;
Jla ce 3a00MKOJIAT pErMOHAIHA OTPAaHUYCHUS;

[loBuniaBane Ha IIPOU3BOAUTCIIHOCTTA

— upe3 load balancing - B oOpaTHa 1ocokKa, 3a Ja 0anaHcupa
HAaTOBApPBAaHETO HA MHOXKECTBO UJACHTUYHH ChPBbPH, KOUTO Ca 3a]1
3all[iTHA CT€HA, a MOTPEOUTEIINTE ca BHHIITHU
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Reverse u forward proxy CbpBbBp
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*  Forward Proxy ma3u knueHTute B 0e30macHOCT. Koraro KJaMeHT u3mpaiia

3asBKHU JI0 CbpBBP B VIHTEpHET, TOM pabOTH KaTO MOCPEAHUK MEKIY KJIUEHTA U
HNutepner. Ocurypsipa:

— 3aoOukayisiHe Ha OJOKHpaHU yeb callToBE B Mpexkara

— OcurypsiBa aHOHUMHOCT Ha KJreHTa B MIHTepHer

— Keummpa 3adaBeHuTE CTpaHULIU

*  Reverse Proxy nma3u opuruHajgHusi CbpBbpP B 0e30macHocT. Toil chlllo ce HaMupa

MEXAY KIUEHTA U OPUTHHATIHUSA ChbPBBP, HO TYK LIE€JITa € JIa CE€ MONPEYHN Ha
KJIMEHTA J1a CE CBBPKE TUPEKTHO C OPUTHHAIHUA ChbPBBP. OCUTypsIBa:

— Load balancing

— KemmpaHo cbabpxxanue

— 3amuraBa OpUTHHAIHUA ChbPBBP OT aTaKU

— Mackupa IP agpeca Ha opuruHaiHuUs CbPBbBP

— Ilo3BossBa SSL kpunTupane Ha Bpb3Kara
8/9/2022 npod. 1-p unxk. Benera Anekcuena



Web 1npokcu CbpBBp

* Tosa e crienuanusupad HTTP cspBBp, KOUTO
(PYHKIIMOHHpA U KAaTO 3alllUTHA CTCHA, Thi
KaTO 3allliTaBa KJIMEHTCKUTE MAIlIMHU 4pe3
OrpaHH4YaBaHE HA BBHIICH JOCTBHII 10 TAX.
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[Ipuanun Ha padora Ha Web npokcu

OOMKHOBEHO BCUYKHU KJIIMEHTCKH MAllIMHH,
KOUTO Ca B €JIHA ITIOAMPEKA, U3MOJI3BAT €AUH
IIPOKCHU CHhPBBP, KOUTO KEIIHUPA 3aABEHUTE
TOKYMEHTH OT KJIUEHTCKATE MalluHU.

KJIMEeHTCKHUTE MAIlIMHU UMAT WIFO3USITA, 4e
KOMYHUKHUPAT IUPEKTHO C PEAJIHUA ChPBBP.
Taka ce nasa nocren 10 WWW u Ha
KJIANCHTCKU MAllIMHW, KOUTO HIMAT
koH(puryprupan DNS, 3amoTo Te pasmnonarar
camo ¢ IP agpeca Ha npokcu CbpBBpA.

npod. a-p unxk. Benera Anekcuena
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[IpuHumn Ha padora Ha Web npokcu

* Koraro 3asiBeHara CTpaHuIa HE € B Kellla
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8/9/2022

[Ipuanun Ha padora Ha Web npokcu

Web nipokcu cbpBBPBT pabOTH €IHOBPEMEHHO M KaTO
CBPBBD, U KAaTO KJIMECHT.

KiauenTsT u3npaiia 3asBKa 10 IPOKCH ChbPBBP IO
HTTP.

[Ipokcu ChPBBPBT C€ OOpPBIA KbM PEATHUS CHPBBP MO
nporokonure HTTP wim FTP, B 3aBucumoct ot
KOHTEKCTA Ha 3asBKara.

AKO KIHEHTHT BbBeE 3asiBka 3a HT'TP, mpokcu
ChPBBPHT 1 KOHBEpTUPA B GET 3asBKa KbM ChOTBETHUS
pealieH ChPBBP, MOJIy4aBa OT HEFO OTTOBOP, CJIIE] KOETO
BPBIIA HA KJIIMEHTA PEATHO U3NPATCHUSA JOKYMEHT.

AXO KIIMEHTHT BbBeJE 3adBKa 3a FTP, nmpokcu
ChPBBPBT 1 KOHBEpTUPA B FTP 3a9BKa KbM CHOTBETHUS
peaJieH ChpBBP, Nonydana F'TP orroBop v renepupa
HTTP nokymeHT, KOUTO BpbIlla HA KIIMEHTA.

npod. a-p unxk. Benera Anekcuena



EnHOBpeMEHHHU (DYHKIIUHU

* Squid cbpBBPBT PYHKIHMOHHUPA KATO HOPMAJIEH U rE€VErse proxy
€THOBPEMEHHO.

* Kiuenture ce cBbp3BaT OTBBH U Squid CHPBBPHT PAOOTH KATO
TEVErse proxy Mexay TsSX U Web ChpBBDP.

* EnnoBpemeHnHo ¢ ToBa Squid ChbpBBPBHT pabOTH KAaTO KIACUYECKU
Kell CbBBD, Kermpanku HT TP 3adBKkuTe OT BBTPENIHUTE KIIMEHTH.

HTTP request

HTML response

Dansguardian |HTTFP proxy
192.168.31.1 :8080 192.168.311

client

INTERNET

configured with
reverse proxy

l THTMUJavascrip:

Squid
192.168.31.1:3128

Clam Praxy Parent
192.168.31.1 :4040 10.0.0.10:8080
\.,,__,..-
____________ Web Server 1 Web Server 2 Web Server 3
Hidden backend server farm
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bOunrpupane

* Web nipokcu CEpBBEPBT MOXKE Ja PUITpHUpa
3aBKUTE MO MPUI0XKEH ITPOTOKOJI:

— J1a c€ U3ObJHABAT 3asaBKU 10 FTP, HO HE 1 o
HTTP;

— 3aBKHM JI0 crieuupuaHu aectuHarmu mo URL.
* 'Te3u pecTpUKIIUY U pa3pelIeHus MOrar Jia ca
paSJ'H/I‘IHI/I 34 paBHHqHHTC KIIMCHTCKHU MAIIIMHHA

1 ce 0azupar Ha TexHute 1P aapecu uim apyru
KPUTEPUM.

8/9/2022 npod. a1-p uHxK. Benera Anekcuena 14
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Kemupane Ha CTpaHULA

* KiimenTsT renepupa 3asaBka no HTTP (3a web
CTpaHUIIA).

* IIpoKCcH CHpBBPBT NPOBEPSBA 32 HATUIHUETO U
B IaMETTa CH (Kema).

— AKO HE € HaJIM4Ha, c€ OOpBbIla ChC 3asiBKa KbM
peaIHus ChPBBP, HOIYUYCHUSIT OTTOBOP CE
ChXpaHsBa B KeIlla U CJIE] TOBa C€ M3IIpaIla v J0
KJIMCHTA.

— AKO CTpaHMIlaTa € HAJIMYHA B KEIlIa, CE U3MIpala
BeJHara OTroBOp Ha KJIMEHTa 0e3 a ce
OCBIECTBIBA JOCTHII 10 VIHTEpHET U peaIHUI
CBPBBP.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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ToBa € kemmpair OpoKcH CbpBbP Moa Linux.

[Togabpka nmporokonu karo HTTP, HTTPS,
FTP, Ghoper u np.

Tou penynupa MmpexoBus Tpapuk U
IoJ00psIBa BPEMETO 3a OTTOBOP Upe3
KEIIHPaHE U TOBTOPHO M3IOJ3BaHE IIPH YECTO
M3HMCKBAHUTE WEb CTpaHHUIIH.

Tou mpuTexkaBa MHOXKECTBO
(PYHKIIHOHAITHOCTH, KaTO NPEIA3€H KOHTPOJI
Ha JOCThIA, OTOPU3HUPAHE, PEIJIMKALIUS Ha
ChAbPIKAHUETO, KOHTPOJ Ha Tpaduka U Op.



Kondurypupane

* Hactpoliku B KOH(pUTYpaIIMOHHUS (Paiii:
/usr/local/squid/etc/squid.conf

* YKasBa Ce I10 KO ITOPT I1I€ OYaKBa 3asIBKU:
http port 3128 3080

— 3128 - nmo nnogpazoupane

— 80 - cChpBBPBT TPAOBA Aa CE€ CTapTHUpPa KATO r00t.

— 8080 - mceBaoO CTaHIapPTEH IIOPT.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Kondurypupane
* TpsOBa npeaBapUTEIIHO Aa Ca Ch3aJICHU B
chCTeMarTa IoTpeOUTEN U Ipyma:
#groupadd squid
#fuseradd —-M squid -s /bin/false -—g
squid

— [loTpeodurensr ce cb3naBa 0e3 home gupexropus (-M)

1 0€3 Bb3MOKHOCT 3a JIOTBAHE B CUCTEMATA
(/bin/false)

* 3agaBa ce OT UMETO Ha KO IOTpeOUTEN U rpyna
I1[e C€ U3NBIHSABA ChbPBLPHT:

cache effective user squid
cache effective group squild

8/9/2022 npod. 1-p unxk. Benera Anekcuena 18



Kondurypupane

* HenocpeactBeHo ciaen nHCTaIUpaHeTo Ha squid Kenl JUpeKTopHaTa
CTPYKTYypa HE ChILIECTBYBA.

* VYKa3Ba ce N0 KaKbB HAYMH JIa CE€ Ch3AaJC NUPECKTOPHATA CTPYKTYypa Ha
Kela.

— Hanpuwmep: daiinosa cucrema Ha kema ot tail ufs, 100Mb auckoBo
IPOCTPAHCTBO 32 Kelia, 16 nupekropuu OT 1-BO HUBO U 256 TUPEKTOPUU OT
BTOPO HUBO:

# cache dir ufs /usr/local/squid/var/cache 100
16 256

* KempanuTte 00E€KTH ce ChbXpaHsIBaT B TojIsIMa Hepapxus, KOITo TpsioBa
na ObAe Ch37aJIcHa MPEIu IbPBOTO CTAPTUPAHE HA TPOKCHU CHPBBHPA:

# /usr/local/squid/sbin/squid -z

* [IpomMsHa Ha mpaBaTa Ha Kelll AMPEKTOPUUTE Ha squid-a Ja HE ca Beue 3a
root, a 3a squid

#chown -R squid:squid /usr/local/squid/var

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Craptupase
# /usr/local/squid/sbin/squid

 Jlor ¢aiinbT mo noapasoupaHe:

/usr/local/squid/var/logs/cache.log.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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KonTpoi Ha gocrena B Squid
* ¢ ACL (Access Control Lists)

— Jla OCUTYPSAT CaHKIMOHUPAH JIOCTHII JI0 KeIIMpaHara nHpopMalus Ha
ChpBBpA.

— KoHTpombT Ha IOCTHIIA BKJIKOUYBA JIBA €JIEMEHTA - KIdCOB8e U ONepamopu.

— Knacogere ce nepuHupar ¢ KOHPUTypalMOHHUS Tar acl,

— HMeHara Ha oneparopuTe ca pa3IMuHU, HO HAM-4€CTO U3ITOJI3BAHUSAT €
http _access.

* ®opmarsT Ha ACL n3pas € CiaeaHusrT:

acl <aclname> <acltype> <aclvalue> ...
— aclname — IIPOMU3BOJIHO, YHHUKAJIHO UMC Ha CIIUCHK.

— acltype — onipenienist TuIa Ha U3pasa, OT KOMTO 3aBUCU HAYMHA Ha MPUJIAraHETO
My (>25 tuna uzpasm)

— aclvalue — onpenenst ycaoBUETO 3a ChBOAJCHUE - Arana3oH Ha [P anpecn,
pETYIApEH U3pa3, UMEHa Ha JIOMEHHH U .

* IlocnegoBarenHocTTa OT @cl U3pas3u ¢ €AHO U ChIIO UMe (GopMHpa CIUCHK
3a KOHTPOJI HA J0CThIIA.

8/9/2022 mpod. 1-p unx. Benera Anexcuena 22
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KonTpoi Ha gocrena B Squid

* Bcuuku oneparopu UMar €AUH U ChIl CUHTAKCHUC:
http _access allow | deny [!] <aclname> [ [!] <aclname>]

* OmneparopbT AepUHUpPA ABE Bb3MOXKHH JCHUCTBUS, KOUTO IIIE CE IIPUI0XKAT
KbM KOHEKIIMH, ChbBIAJAIIY C YCIOBUATA, ONIMCAHU B CIIMCHbKA aclname:

— paspemaBaHe Ha goctbna (allow)
— 3a0paHa (deny).

* Morar aa ce 3a1aBaT MHOXECTBO CITMCHIIM KbM JIaJICH OIepaTop, KaKTo
Ja UMa U MHOKECTBO OIlepaToOpH B KOH(PUTYypaIlMOHHUS (aii.

* CuMBONBT ,,!” IMa 3HAYECHHE HA OTPUIIAHUE HA CITMCHKA.

 BmMmecTo nMe Ha CIIMCBK MOXKE Ja ce 3agane all, koeTo uMa CMUCHII Ha
“ecuuxu’

* IlIpumep: Oneparop http _access.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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KonTpoi Ha gocrena B Squid

* IIpaBuiara ce U3bIHABAT 110 PEJIA, B KOUTO Ca
BHBEJCHU U B ClIeqHaTa IMOCJIEI0BaATEIHOCT;

http _access Action statementl AND statement2 AND
statement3

OR
http _access Action statement4 AND ....

Axko 3asexama yooenemeopssa onucarnuel H onucanue? H
onucanue3

uin

Axko 3asexama yooenemeopsisa onucarnued U ....

8/9/2022 npod. 1-p unxk. Benera Anekcuena 24



ACL u3pasu

* AJpec HA U3TOYHUKA/TIOJYyYATES
— VYKkasBa ce C OIIusATa Src Uiu dst.
— Mackara MoXe Jia ce 3a/1a/ie B JIeCeTUYHA HOTAIIUs MJIU KaTo MPEXXKOB Ipedukc.
— IIpumep:

acl myNet src 10.0.0.0/255.255.255.0

acl otherNet dst 20.20.20.0/24

http access allow myNet otherNet

http access deny all

e JloMelH HA U3TOYHUK/IOYyYATEJ]

— TlpoBepkara 3a Me Ha JOMEWH Ce U3IIbIHABA KAKTO 32 U3TOYHUK (Srcdomain), Taka u
3a nionyyaren (dstdomain).

— ToBa e ynoOeH HauMH Ja C€ OrpaHUuYHd JI0CThIIA IO ONPEACICHU CalTOBE.

— IlpenopsuBa ce (OT IIe/IHA TOUKA Ha CUTYPHOCT) 3a7aBaHe Ha acl u 3a IP agpecute Ha
TE€3U JTOMEIHMU.

acl BadDomain dstdomaln www.sex.com

http access deny BadDomain
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Perymspan n3pasu (1)

* Jlo3BoJsIBa MOCTUraHE HA MO-TOJIsIMa I'bBKABOCT IIpH CIIMCBIOUTC 34
HOCTBII.

* Morar 1a ce mpoBepsiBaT AyMH, 4acT OT AyMHU WK 1madioHu B URL wnun
MMEHATa Ha JOMEUHUTE.

* Hampumep:
acl Music url regex music

http access deny Music

* AKO AyMHTE, KOUTO TpsIOBa /a c€ IPOBEPSIBAT ca MHOTO, IMPEIOPHYUBA CE
T€ Jla C€ 3aluIlaT B OTJEJICH (ailyl, YueTo UME Ce 3ajlaBa B U3pas3a:

acl Allowed clients src 192.168.0.0/24

acl Banned sites url regex "/usr/banned.list"
http access deny Banned sites

http access allow Allowed clients

http access deny all
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Perymspau n3pasu (2)

* lloproBe Ha mosrydaresis

— YKa3Bar ce KOM ITOPTOBE Ha IIOJy4Yareis J1a ce
IIPOBEPSIBAT 3a ChBIAJICHHUE.

— Morar 11a ce 3a1aBat MHOXECTBO IIOPTOBE WU
JIAAIIa30HU OT TAX.
— IIpumep :
acl Safe ports port 443 # ssl
acl Safe ports port 80 # http
acl Safe ports port 21 ¥ ftp

acl Safe ports port 1024-65535 #
unregistered ports

http access deny !Safe ports

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Perynsapau uzpasu (3)

* Ilo Bpeme Ha OCTHII

° cDO}Z)MEIT'I)T Ha TO3H n3pa3 € CJIACOAHUAT:

acl aclname time [day-list] [start hour:minute-end hour:minute]

Day-list yxa3Ba nHUTE, 32 KOUTO IIE CE IIpUJIara u3pasa.
AKO HE ce yKaxe, ce moApa30rupar BCUUKUTE JHHU.
dopmMarbsT HAa BPEMETO € 24-4acoB.

KpaitHoTo Bpeme TpsiOBa BUHATH Ja € MO-ToJISIMO OT Ha4aTHOTO (aKo ce yKa3Ba 3a
Ipyrus JeH, TpsAOBa aa ce Je(pUHUpAT 1B U3pa3a).

AKoO He € 3aJ1ajicHo, Ioapazoupa ce 24 yaca.

JlHuTe Ha cenMuIIaTa ce yKa3Bar ¢ mbpBUTe OykBU: S - Sunday, M - Monday, T -
Thuesday, W - Wednesday, H - Thursday, F - Friday, A - Saturday

[Tpumep:

acl School hours time MTWHE 08:00-14:00
acl Weekend days time A S

http access allow Weekend days

http access allow !School hours

http access deny all

8/9/2022
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Perymspan n3pasu (4)
* Tun Ha Opay3bp

— KonTponupa ot kor BUJ Opay3bp € 3asiBKara.

— 3aJ1aBa ce UMETO Ha Opay3bpa, KOETO € YKa3aHO B
xenbpa User-agent Ha HT'TP 3agBkara.

— [pumep:
acl Firefox browser firefox

http access deny !Firefox
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Kondurypupane Ha npo3padcH IPOKCH

CbPBbBP
* Transparent proxy CbpBbp CE€ HHCTAIMPA HA MAIIIMHA, KOATO
¢ koH(purypupasna aa o4aka TCP koHekiuu Ha mopt 80

* 3a (pyHKLIMOHMPAHETO Ha IIPOKCHU ChPBHpPaA € HEOOXOAUMO Ha
MalllMHaTa, KbJACTO € MHCTAIUPAH, Jla € HAIu4YeH coTyep 3a
peaupeKTBaHe Ha Tpaduka. Peanusupa ce ¢ nakera iptables.

* B xoHpurypammonnus dain Ha Squid TpsiOBa 1a c€ YKaxKe
(PYHKIIMOHUPAHE KaTO MPO3padyeH NPOKCH ChPBBP:

http port 3128 intercept

Squid i
athl [ | ethl —,_Ij
| .

254

192.168.0.0/24 30
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JlencTBHE HA IPO3pavYEH POKCHU
CHhPBBD
ITaketn 3a TCP xonexkuuu Ha nopt 30 ce
IIpUXBAl4AT OT MdlIINMHATA U CC IIPCAABAT HA
IIPOKCH ChPBBPA.

Tou nipoBepsiBa paspenieHusATa 3a J0CTHII U
npenpaia 3asBKaTa KbM peaaHus Web CbpBbD.

MamuHuTe OT BbTpPEIIHATa MpeXa He pa3oupar
3a IPEMUHABAHETO Ha KOHEKIIUUTE MPe3
IPO3PAYHOTO MPOKCH.

Te TpsiOBa eqMHCTBEHO a ObIaT KOHPUTYpUPAHU
na u3noj3Bar karo default gateway mammHara c
IIPOKCH ChPBBpA.
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| IpentoppunTeiiHa TEXHUKA

* IlpenoppuBa ce ga ce 0OJ0Kupa BHHIIHUS JOCTBII 10 BBTPEIIHUS TTOPT,
10 KOMTO O4aKBa 3asiBKHU MPOKCHU ChbPBBPBT.

* [lpumep:

iptables -t nat —A PREROUTING -s 192.168.0.254 \
—p tcp —--dport 80 -3 ACCEPT

iptables -t nat —-A PREROUTING -p tcp —-dport 80 \
-] REDIRECT —-to-port 3128

iptables -t nat —-A POSTROUTING -3 MASQUERADE

iptables -t mangle —-A PREROUTING -p tcp \
—-—dport 3128 -3 DROP

Squid -

ethl [ | ethl _I
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



