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OCHOBHU MOMEHTH

* HT'TP nporoxoi
* Web cbpBBp
* KoHpurypupane Ha Apache
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HT'TP oporoxkon

[IpoToKO0:, MO3BOJISIBaI, OOMEH Ha XHUIIEPMEAUIHA
nH(popmainus B UHTEpHET.

M3nomn3Ba ce 3a peanu3zupaneto Ha World Wide
Web (WWW).

Iopaspxka CGI (Common Gateway Interface), SSL
(Secure Socket Layer) n BUpTyallHU JOMEHHH.
CbpBbPHUAT KOMIIOHEHT € U3BECTEH KaTo “‘web
CHPBBP , & KIMEHTCKHSAT — ,,browser’ .

3a MOBHILIABAHE HA CUTYPHOCTTA C€ U3M0JI3BA

Kpuntupane upes nporokoia HTTPS.
N3nom3Ba ce mopt 80 (3a HTTPS — 443).

npod. a-p unxk. Benera Anekcuena



HT'TP oporoxkon

* IIporokoi or Trma
,,3a5IBKA-OTIOBOD .
&}
* IIpoTOoKOIBT CE S

< Q%@ ]
peanusupa 4pes K@D
cp0oOI1eHus B ASCII [ | [ }
Web Client Server Side Script

TEKCT.

* IIpu n3npamiane Ha
3asiBKa C€ U3I10JI3Ba E Database j
3a0bJKATETHO FQDN.

Web Server

HTTP Protocol
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HTTP

* Bceku xunepmenreH o0EKT ce MACHTU(hULIMPA
nocpeacTBoM T.H. Uniform Resource Locator
(URL).

* Tou ce CbCTOU OT TPU OCHOBHHU KOMIIOHEHTA:
IIPOTOKOJI, UME HAa CHPBBP U MECTOIIOJIOKEHUE
Ha pecypc:

Iittp . www.nasa.gov' exploration rome/index. tmnl

\ A A !
A ' T

OPOTOKO HMe Ha MeCcTONOI0KeHHEe Ha
CEPBED pecypca
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HTTP npenu

HTTP/1.0 Bcsaxa TCP xoHEKIIUS BKIFOYUBA CAMO
eIUH OOMEH.

IIpu HTTP/1.1 ca Bb3MOXHM MHOKECTBO
OOMEHHU.

B 30para Ha WW W XUTIEPTEKCTOBUTE
nokymeHTH ca omim ocHoBHO TEKCTOBU
TOKYMEHTH.

Enna cecud e Omiia gqocrarbyHa, ThH KaTo
LEJIUAT PECypcC € OMJI B €AuH (aili.

IIpe3 1990 3anmouBa M3moa3BaHETO HA
XUNEepMEIUNHU TOKYMEHTH, C BKITIOICHH
rpa)uKy U JIPYT

Reques

Z

HTTP Client; o, 1-p nmok. Benera AsnexcueaHTTP Server



HT'TP xapakrepucrtuku

Connectionless — gocTaBs ce pecypca U ce€ NpeKbCBa CECHsITa
Hes3aBucum oT mpeHoCcHara cpeaa

Stateless- He mogabpka HHGOPMALUS 3a ChCTOSHUETO, HE IOMHHU
B3aMMOACHCTBUETO C KIIMCHTA

[IpobieM, koraro cecusita TpsiOBa ja ObAe YabDKEHA — pelliaBa
Ce CbC cecuu u cookies

Hsma MmexaHu3bpM 3a ynopaBiIeHHUE HA IUaiora

YnpaBiieHHETO HA ITOTOKAa OT JaHHU — OT TCP

HTTP1.0 — BpeMEHHM KOHEKIIUM U CE 3aTBAPST

HTTPI1.1- mocTOAHHNA KOHEKIIMH U HE CE 3aTBAPSAT

HTTP2.0 (ot 20151.) —MyATHILIEKCUpPAHE HA 3asIBKH U OTTOBOPHU
HTTP3.0 (oT 2020r.) - n3mnoi3Ba pa3andyeH TPaHCIIOPTEH
IIPOTOKOJI, CHOCOOECH J1a Bb3CTAHOBM IMAKET C MUHHUMAJIHA 3aryoa
Ha IIPOU3BOJIUTEIHOCT
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Transitory (BpeMEHHH ) KOHCKIINHU

Te ca O €eqIMHCTBEHUAT THIL, TOAIbPKAH OT
opurnHaiaus HTTP/0.9.

HeedukacHu ca koraro KJIMEHTHT TPsIOBa J1a HaIpaBU
MHO>XXECTBO 3asiBKM KbM €JIMH U ChIIl CbPBBP. TOBA €
XapaKTEPHO 3a CbBPEMEHHUTE XUIIEPTEKCTOBU
TOKYMEHTH, ChAbPKAIU PEPEPEHIINNA KbM U300pKCHUS
WUJIM MEIUHMHU (DaKIoBeE.

C BpEMEHHUTE KOHEKIMH, BCSIKa OT TE3W OT/ACITHHU 3asBKHU
OT CTpaHa Ha KJIHMEHTA M3UCKBA J1a CE€ YCTAHOBH OT/ICIHA
TCP KoHEKIMS MEXAY KIIMEHTA U ChbPBBPA.

Bcesika KOHEKIMS M3KUCKBA PECYPCH OT CTPAaHA HA ChPBBPA
M 3a€MaHe Ha MpEXkKara.

npod. 1-p unx. Benera Anekcuena



Persistent (OCTOSTHHN ) KOHCKIIUHY

* Te nmoBumanar epextuBHOCTTa HAa HTTP upe3 nmpemaxpaHe Ha MOBEUETO
OT pa3zxoaute 3a komyHkanus 3a HTTP/1.0.
* Te craBar cTaHIapT 3a KOMYHUKALIMUTE MEXKIU KIMEHTUTE U CbPBbPUTE

B Web.

° C’bSI[aBaHe Ha ITIOCTOAHHA KOHCKI M- KIIMCHTHT € MHUIIUATOPHT HA

Bpb3Kara ¢ Web cbpBbpa.
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HTTP2.0

basupan Ha SPDY nportokon Ha Google
Crangaprusupad npe3 mau 20151
N3nom3ea TLS (SSL)

Kommpecupa xeappure

IIpnopurtnsupa 3asBKUTE

N3npama kopenatuBHM (cBbp3ann) HTTP
peCypcH, 3a 1a MUHUMH3HUPA 3aIBKUTE KbM TIX
B eqHa TCP xoHekIus

npod. a-p unxk. Benera Anekcuena
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HTTP3.0

IIpeHacs ce oT TpaHCIOpTEeH NpoTokoa Quick
UDP Internet Connections (QUIC), pa3paboteH

ot Google, paznndeH ot TCP, ¢ mpeauMcTBa Karo:

— BrpaJicHO MYJTHUILICKCUPAHE,
— per-stream flow control,

— yCTaHOBsiBa KOHEKIUs ¢ low-latency

— BkJirouBa TLS 1.3, a He ro nmoJji3Ba KaTo OTAEJICH CJIOMH.

3anasBa npeauMmcrBara Ha HTTP2.0:
— Kommnpecupa xeabpure
— [Iprnoputusupa 3aaBKUTE

— Mznpama kopenaruBHu (cBbp3ann) HTTP pecypcen, 3a
a MUHUMHU3MPA 3asIBKUTE KbM TAX

npod. a-p unxk. Benera Anekcuena



HTTPI1.1 uw HTTP2.0/3.0

reply http://www2. .tu-
35.5"“"1 varna.bg/tu-

‘i e.d-""“ varna/index.php

repl 1 http://www2.tu-
» et varna.bg/tu-

v 'ﬁ'aﬁé\ varna/application.js

|~
time
http://www?2.tu-

reply varna.b gftu-
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no pipelining
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open —

close
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push cache

http://[www2.tu-
varna.bg/tu-
varna/mdex.php
http://www2.tu-
varna.bg/tu-
varna/application.js
hitp://[www2.tu-
varna.bg/tu-
varna/imagel.png
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* IIpuopurusarus
* Flow control

HTTPI1.1 uw HTTP2.0/3.0

e Server push

8/8/2022

Application (HTTP 2.0)
| Binary Framing

Session (TLS) (optional)

Transport (TCP)

HTTP 1.1

POST /upload HTTP/1.1

Host: ww.example.org
Content-Type: application/json
Content-Length: 15

{'msq”hello"}

HTTP2.0

npod. a-p unx. Benera Anexcuena 13



HTTP2.0 u HI'TP3.0 npoTokoiieH CTeK

HTTP/2 HTTP/3
m Application Layer m
* _ user
s | Security Layer space

hardware -
1 | determined

* (kernel &

IP (Internet Protocol) :::::rk]

GET /about.html 16618 81181 11886 066801 16818 ©81181 11668 6eae1
Host: www.example.com 881 8e1 118 181 081 a1 118 181

GUC (1S

Web browser makes one QUIC
connection with requests for all page
contents in QUIC streams (binary)

Web browser makes several parallel Web browser makes one TCP

requests for page contents: connection with requests for all page
HTML, images, style, JS contents in HTTP/2 streams (binary)

8/8/2022 npod. a-p unx. Benera Anexcuena
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Jlorosapsine Ha Bepcusara Ha H 1T TP

HTTP Request Over TCP + TLS

clert e * IIpm HTTP2.0 ce n3nomsa TLS
handshake, 3a 1a ce oTkpue nany KIMEHTHT
1 CbPBBPBT Ca CIIOCOOHU Ja KOMYHUKHPAT
npe3 HTTP2.0 npenu Bpb3kara na Obue
TLS ClientHello YCTaHOBeHa.

TLS ServerHello

* KnuentsT ycranoBsia TCP Bpb3Ka 3a
N nmbpBoHauaiiHara H'TTP 3asBka.

HTTP Response * OTroBOpbT OT CHPBBP, KOUTO MOAABPKA
HTTP3.0, BxirouBa B xeabpa Alt-Sve, 3a
HTTP Request overQuIC g TT0cour UDP mopra, Ha KOWTO ciylia 3a

TLS Finished

HTTP3.0 tpacdux.
QuIC o
e * bpay3bpbT IOMHU KOU CAMTOBE MOAABPKAT
oo QUIC, 3a ga enMMuUHHpAT BPEMETO 34
TP Reques pa3MsiHa Ha CIy»K€OHU CHOOIICHUS 32
HTTP Response I[OFOBapHHe Ha BpBBKaTa.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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XuoOpuaHa yrnorpeda

|

p

Web Browser

8/8/2022

Internet Edge Proxy

npod. 1-p urxk. Benera Anexcuena
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HTTPI1.1 cro01mieHus- ooy popmar

 HTTP Generic Message Format- TekcTOB.
TexcToBute penone 3apbpiBaT ¢ CR/LF

KOHTPOJHH CUMBOJIN.

HTTP Requestiresponse

HTTP Header
HTTP Body

ddddd

<<<<<<<

General Header

Request/Response
Header

Entity Header

<start-line>
<message—headers>
<empty-line>
[<message—-body>]
[<message-traller>]

* XeabpUTE BUHATH CE M3MpAIIAT KaTo PEryIsipeH

TCKCT.

"r

b

reply

=

a2

W]

eply
5
2@

e Tsmoro Moxke na Obae KakTO TEKCT, Taka U 8-OUTOBa
ABOMYHA MH(OpPMAaLHs, B 3aBUCUMOCT OT

€CTECTBOTO Ha JJAaHHUTE.

8/8/2022
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HTTPI1.1 cro0mieHus- ooni BUJI

CroO1ieHue-3asBKa: Cb00LIEHNE-OTTOBOD:
<:££équest—line>:::>’ <Status—line>::::>
<general-headers> <general-headers>

<§£§éuest—headeﬁ§2:> sresponse- :::::)

. eaders>
<entlty—-headers>

<entity-headers>

<empty-line> <empty-line>

[<message-body>] [<message—-body>]
[<message- [<message-

trailers>] trallers>]

8/8/2022 npod. A-p urx. Benera Anekcruera 18



(lient

HTTP2.0/3.0- 1OTOK OT CHhOOIICHUS

HTTP 2.0 session

- ] stream ]
DATA

stream 3 stream 3 stream 1
HEADERS DATA DATA

ooooooooooooooooooooooooooooooooooooooo

- .......................

stream 5
DATA

B eqra TCP xoHeknus

IToTonuTe ca MyJITHUINICKCUPAaHU, KAaTO KOMYHHKAITUATA € pa3jcicHa
BB (hpeiimoBe — headers, data. ...

OperiMoBETE ca IPUOPUTUZUPAHU OT ChbPBHPA

Nwma flow control

-9

Server

Bceku moTok 1 xoHeknus 3amnouBa ¢ 64KB window size, camo
DATA ¢peitma moxke na Hamanu window size ¢ window update

dpaiim

IIpeocmaesenu ca 3 akmusnu nomoka (1,3,5)

8/8/2022

npod. n1-p nHxk. Benera Anekcruena
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HTTP2.0-flow control

Client Server
SETTINGS INITIAL WINDOW SIZE
SETTINGS
GET flib/jquery.minjs HEADERS p~—n__
C—
94KB
S0KB/94KB 4 DATA
p— jquery.min.|
‘ -
WINDOW _UPDATI \
Window Size Increment = SOKB
14KB/94KB 4 DATA
e g

* Camo DATA kaapu ca 00EKT Ha KOHTPOJ Ha OTOKa

* C ¢pperima WINDOW UPDATE u KIHEHTHT, 1
ChPBBPHT MOTaT CaMOCTOSITEIIHO Ja peKJIaMupar Opos
OKTETH, KOMTO Ca TOTOBH Jia MOJydaT 1 ToraBa

NapTHLOPBHT TPSAOBA J1a CIIa3Ba Ta3W HAJIOKEHA CTOMHOCT.

* ToBa e 10 yucno ot 1 go 23! -1. mo moapazoupane €

65535.

8/8/2022 npod. A-p UHK.

Benera Anexcuena
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HTTP1.0 headers-request/response

[(] Headers Cookies Request Response  Timings

%V Filter Headers Block Resend s
P GET http:/www2.tu-varna.bg/tu-varna/ |

Status

Version

Transferred B (67.06 KB size)

+ Response Headers (611 B) Raw

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Connection: Keep-Alive

Content-Encoding: gzip

Content-Length: 12586

Content-Type: text/html; charset=utf-8

Date: Fri, 10 Jul 2020 17:33:40 GMT

Expires: Wed, 17 Aug 2005 00:00:00 GMT

Keep-Alive: timeout=5, max=500

Last-Modified: Fri, 10 Jul 2020 17:33:41 GMT

P3P: CP="NOI ADM DEV P5Ai COM NAYV OUR CTRe 5TP IND DEM"

Pragma: no-cache

Server: Apache/2.2.15 (CentOS)

Set-Cookie: 0c514fc5e08e5f3179897355fcb46331=mdqgq17rhOrdcg7jtf1cbollufs: path=/; HttpOnly
Vary: Accept-Encoding
X-Powered-By: PHP/5.6.40
+ Reguest Headers (386 B)

Raw

Accept: text/htmlapplication/xhtml+xml.application/xml;q=0.9,image/webp,*/*q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US.en;g=0.5

Connection: keep-alive

Cookie: _ga=GA1.2.903615407.1507820477 |

Host: www2.tu-varna.bg

) Upgrade-Insecure-Requests: 1

8/8/2022 npod. 1-p urxk. Benera Anexcuesa

regquest
reply http://www2. .tu-
35.5"“"1 varna.bg/tu-
M 5&5“ varna/mdex.php
repl 1 http://www2.tu-
» et varna.bg/tu-
v waﬁ\é\ varna/application.js
el
time

http:/~waww2. tu-
varna.bg/tu-
varna/imagel.png
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HTTP2.0 headers-request/response

e 3asgBKUTE Ca:

— CreacTBHe OT KOHKPETHO JIEUCTBUE HA MOTpeOUTEsl (KIMKBaHE BHPXY XUIEPIIMHK)
— B pesynrar ot npeauniHo aeiictue (pedepeHiius KbM inline n3o0pakeHue B

TIOKYMEHTA).

° EI[Ha 3asjBKa BOIU JO CAWH OTTOBOP —YKa3Ba pe3yJiTara OT U3ITBJIHCHOTO OT

ChpBbpa ACUCTBUE U YECTO ChABPIKA 00EKT ((haill uiau pecypc) B message-body.

[Bl Headers Cookies Reguest Response  Timings  Security

% Filter Headers Block Resenc
P GET https:y//www.google.com,/

Status 200 0K
HTTP/2
5495 (181.74 KB size)

= Response Headers (961 B) Raw
alt-sve: h3-29="443" ma=2592000,h3-27="443" ma=2592000,h3-25="443": ma=2592000,
h3-TO50="443"; ma=2592000,h3-Q050="443" ma=2592000,h3-Q046="443" ma=259200
0.h3-Q043="443" ma=2592000,quic="443": ma=2592000; v="46,43"
cache-contral: private, max-age=0
content-encoding: br
content-length: 54426
content-type: text/ntml; charset=UTF-8
dater Fri, 10 Jul 2020 17:38:11 GMT
expires: -1
SEIVEr gws
set-cookie: 1P_JAR=2020-07-10-17; expires=5un, 09-Aug-2020 17:38:11 GMT: path=/; domai
n=.google.com; Secure; SameSite=none
set-cookie: OTZ=; expires=Man, 01-Jan-1390 00:00:00 GMT; path=/: domain=www.google.com
set-cookie: OTZ=; expires=Maon, 01-Jan-1990 00:00:00 GMT: path=/: domain=.www.google.co
m
set-cookie: OTZ=; expires=Mon, 01-Jan-1990 00:00:00 GMT: path=/: domain=google.com
set-cookie: OTZ=; expires=Maon, 01-Jan-1990 00:00:00 GMT; path=/; domain=.google.com
strict-transport-security: max-age=31536000
K-Firefox-Spdy: h2
#-frame-options: SAMEORIGIN
¥-¥ss-protection: 0

= Request Headers (765 B) Rawr

Accept: text/html.application/shtml+xml.application/xml:g=0.9,image/webp.*/*q=0.8

reply

h 4 5
o2

pod. n-p unk. Benera Anekcruena
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push cache
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HTTP body

Headers Cookies Params Response Timings Stack Trace Security

+ Response payload

1 <!DOCTYPE html:

2+ «<html>

3+ <head>

4 <scripte»
5 f

bw /¥ Version f1b9622831c5F758bb9f8cdfatbe9659 v:4.5.8.773, c:5ebldd93doB371496¢
7+ (function(e){(function(e){(function(e){var g=function(){function b(){}b.addEx
8+ a.toString(l6);return”@808".substr(a.length)+a};return a(c[@])+a(c[1])+" "+al
9+ ""))return IS0N.stringify(a);var d=0Object.tolSON;return b.e(d)&& {"a":[1,2,3,

18 "*=")t;return b}();e.j=g;var p=new g;g.addEventlistener(window, "message”,funct
11
12 </script»
13 </head:>
14 »  <body> —
15 Ready [ Headers Cookies Request Response Timings  Security
16 </body>
17 </htmls Queued: 0 ms  Started: 132 ms Downloaded: 473 ms
Request Timing
Blocked: I 152 ms
DNS Resolution: 31 ms
Connecting: B 2o ms
TLS Setup: P 60 ms
Sending: |oms
Waiting: I 162 ms
Receiving: N 46 ms

8/8/2022 npod. 1-p urxk. Benera Anexcuesa
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HT TP meronu

* [Ipm oTBapsiHe Ha web cTpaHuIa, Opay3bpbT MOXKE 1A
M3ITbJIHA MHOXKECTBO 3asBKH KbM €IMH HJIU HSIKOJIKO
ChpPBbBPA 3a U3TEIISTHE HA PA3JIMYHUTE PECYPCH, OITMCAHU B
CTpaHMIIaTa.

* GET- u3ucksa crpanuna or web cepBbpa ¢ gageH URI
(Uniform Resource Identifier)

 HEAD- xaro GET, Ho He Bpbiia body B oTroBopa

* POST - usnpamar ce JaHHH

* PUT- m3npamar ce (upload) pecypcu KbM ChpBBpa

* OPTIONS - onpenenst onuuuTe U/ MU W3UCKBAHUATA KbM
pecypcHuTe Ha ChbpBBpa, 0€3 J1a MpeanprueMa JeMCTBUE

 DELETE — uztpuBa nocouenus pecypc (index.html)

* CONNECT — 3a npeBKIto4BaHE MEKIY TyHEIH ¢ SSL

* TRACE — na u3nparu 3asgBKa A0 JSCTUHALMATA (CHPBBP
UJIA I'bPBUS MPOKCH), KOSITO Ja OTTOBOPHU Ha KIHUEHTA

8/8/2022 npod. 1-p uwxk. Benera Anekcuena 24
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HT'TP mapamerpn

HTTP Version
— HTTP/1.0
Uniform Resource Identifiers (URI)
— http://abc.com:80/~smith/home.html
— http://ABC.com/%7Esmith/home.html
— http://ABC.com:/%7esmith/home.html
Date/Time Formats
Character Sets
— US-ASCII
— ISO-8859-1
— ISO-8859-7
Content Encodings
— Accept-encoding: gzip
Media Types
— Accept: image/gif
Language Tags
— en, en-US, en-cockney

npod. 1-p unx. Benera Anekcuena
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HTTP craryc xonose

e 3 Inspector Console [ Debugger {} Style Editor @ Performance {k Memory = Network & Storage Adblock Plus

Ty HTML CSS JS XHR Fonts Images Media Flash WS Other []PersistLogs [ ] Disable cache

Status Method File Domain Cause Type Transferred Size 0 ms
A 301 GET / # abv.bg documen t html 11.01 KB 31.57KB
® 200 GET / @ www.abv.bg documen t htmll 11.13 KB 31.57 KB —[156 mis
304 GET | styles_20180329 0 ylesheet s cached 20.33 KB 9 ms
® 200 GET interface_base.js?v=1532605150322 & www.abv.bg script s 1237 KB 37.53 KB — 71 ms
® 200 GET abv_4.js?v=1532605150322 & img.abv.bg script Js 1.52 KB 263 KB — 176 ms
® 200 GET msgHTML5,js?v=1532605150322 @ img.abv.bg script Js 3.73 KB 9.77 KB 4187 ms

* Craryc 2xx — Success
(200-OK,201-created...)

* Craryc 3xx — Redirection
(300-Multiple Choices, 305-Use Proxy)

* Craryc 4xx — Client Error
(400-Bad request, 404-Not Found)

* Craryc 5xx — Server Error
(500-Internal Error, 501-Not implemented)

8/8/2022 npod. 1-p unxk. Benera Anekcuena 26



[ Ipumepu

File Edit View History Bookmarks = Tools Help

e C Mozilla Firerox &= :

Downloads Ctrl+)
Add-ons Ctrl+Shift+A

e .el Q Sign In To Sync...
Web Developer > ¥ Toggle Tools Ctrl+5Shift+l
Page Info Inspector Ctrl+Shift+C J‘
Options Web Console Ctrl+Shift+K
MNapona Debugger Ctrl+Shift+5
Style Editor Shift+F7
[w T3 Inspector Console [ Debugger  {} Style Editor ¢ Performance Shift+F5 8 st
W B Ht™ML css JS XHR Fonts | Media Flash WS Betvork CulshEE
Lo LT eas 2 Storage Inspector Shift+F9
Status Method File Developer Toolbar Shift+F2 x
A 301 GET / WeblDE Shift+F8
® 200 GET / Browser Console Ctrl+5Shift+]
304 GET styles_20180329.css Responsive Design Mode  Ctrl+Shift+M
Eyedropper
) —
® 200 GET interface_base.js?v=15326051 Scratchpad Shift+F4
e 200 GET abv_4js?7v=1532605150322 Service Workers
® 200 GET msgHTML5,js?v=1532605150! Page Sgurce Ctrl+U
® 200 GET gtm,js?v=1532605150322 Get More Tools
® 200 GET gemius.js?v=1532605150322 @& img.abv.bg
304 GET jquery-3.3.1.minjs www.abv.bg

G‘ Inspector Console  Debugger T$ MNetwork {] Style Editor () Performance EDSMemory Storage B Accessibility fiWhat'sNew
L)

[ 7 Filter URLs Il Q @ Al HIML CSS
tatus  Method Domain File Initiator Type Transferred Size ™ [ Headers Cookies Reguest Respon
a www.google.... document html 54.08 KB 181.7... W Filter Headers
Ts= = =csifiei= :
POST @ vwww.google... gen_2047s=webhp&t=aft&latyp=csifei=mqsl... /7 (beacon) html 432 B 0B ./ fwww.google.com/
08 GET www.google.... favicon.ico FaviconLoader,s... x-icon cached 530 KB
200 0K

268 GET www.google.... nav_logo299.web 360 (img) web cached 4.29 KB

goog v_logo< P f: \umg P < HTTP/2
GET @ vwww.google... rs=ACT900H-usbnrFGAGXCd-qT54HX8HS1xBg /1119 (script) s 183.57 KB 544.3... 54.08 KB (181.74 KB size)
288 GET www.gstatic.c..  rs=AA2YrTuV-r3gg-4QMIfead 9KSE-SMIFTbw /316 (script) j5 cached 0B

+* Response Headers (961 B)

O 18 requests 838.93 KB / 282.72 KB transferred Finish: 2.14 5 DOMContentLoaded: 396 ms load: 565 ms altoeur h3.9G="443" ma=2599000.R3_ 37 ="
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[ Ipumepu

e C Internet Explorer

- X
0] https://www.abv.bg/ - ﬂ 0 Search...
£ ABB Mowa x| F Print >
ABB I DOX ABB 7 W File ’ A
G loLla Ha TBOW lOMeHH Zoom (125%) 5
Safety >

Add site to Apps
MoBHnH View downloads Ctrl+)
A B B ThbpCEHE B MHTEPHET Goc JS[L’ D NPWIICHKEHNS M a4
anage add-ons

. F12 Developer Tools
Pexnama Go to pinned sites

NOMOTHM HW A NPEBBPHEM Compatibility View settings

KAPTATA HA CBETA
B KAPTA HA BBNTAPHA

Bxoa B ABEB lNolwa

Internet options
About Internet Explorer

ABB notpetuten
|

Mapona

BXoa 3abpabeHa napona

Hsmaww npodun B ABB?

Perucrpupaii cel

DOM Explorer C 1 Netwark (») Performance Memory Emulation

B W G = Y- Contenttype Find (Ctrl-+F)
Name / Result / Initiator / -
Path Protocol Method  Description Content type Received Time Type Dmg * 5s 1
https://fwww.abv.bg/ HTTPS GET 200 text/html 127.88 ms  document ” A
OK
styles_20180329.css HTTPS GET 200 text/css 33.15 ms www.abv.bg:8
https://www.abv.bg/css/ OK parsedElement
Jjquery-3.3.1.min,js HTTPS GET 200 application/java... 104.63 ms  www.abv.bg:12 |
https:/fwww.abv.bg/js/ oK parsedElement
jquery-ui.1.11.4.min js HTTPS GET 200 application/java... 21584 ms  www.abv.bg:13 I
https://www.abv.bg/js/ OK parsedElement
interface_base.js?v=1532605790096 HTTPS GET 200 application/java... 101.53 ms  www.abv.bg:14 |
https://www.abv.bg/js/ OK parsedElement
abv_4,)s?w=1532605790096 HTTPS GET 200 application/java... 12438 ms  www.abv.bg:615 I
https://img.abv.bg/e/s/ OK parsedElement v
wnml ITHALE 52700 1E27EACTANNNE LTThe ~rr ann Anlinatinn fimn TAC AL mar e b s .

1 error 197 requests 137.64 KB transferred 42.39 s taken (DOMContentLoaded: 838 ms, load: 1.25 )




[ Ipumepu

* C GoogleChrome

e ABB pobaeka 3a Google Chrome - bxgete B yac ¢ nucmara cul

ABB Noma DOX ABB Ha TBoW goMeiH  Perncrpauws e ABB I"O IL WHcTanupaid  Hayuu noeede

{3ABB

Bxoa B ABB lNowa

AEBB noTpeburen

BXOA 3abpaeska napona

HeMaw npodwn B ABE?  PerMcrpMpai ce!

8/8/2022

ThpCeHe B MHTEPHET

CBAJIX1 MOBMUJIHOTO
NPUITO0XXEHUE
Ha ABB lMowwa

Goog

[w ﬂ Elements Conscle Sources  Metwork  Timeline  Profiles
® ® = Y | View 8= == | [JPreservelog [ Disable cache

Filter [[J Hide data URLs

@) xR Js S5 Img Media Font Doc WS Manifest Other

10000 ms 20000 ms 30000 ms 40000 ms

Name Stat.. | Type | Initiator Size | Time Timeline - Start Time

= S —

|_| fasha_close.gif 34 gif {index):l 244, 73.. |
|_| 8356698212/ 200 | scri.. | sas ban ... 854.. 137.. |
[] 6759440328/ 200 | scri..  sas ban .. 856.. 106. |
[ | 5888523657/ 200  sqi.. s&sban . 36.. 132. | |
|_| 6607603968/ 200 | scri.. | sas ban ... 856.. 140.. |
|_| CookieSynchim... | 200 doc.. (indexi:8 922.. 404.. I
|_| sas-browser.js 304 scri.. | (index):19 | 267..  258. I
|_| 1007260507_=1... 200 xhr  jguery-l.. 85Q.. 35.. |
|_| Xgemius,js 200 | scni.. | counters.. 6.2.. 359.. I
|_| analytics.js 200 | sori.. | gtm.js?id.. 11... | 63.. I
|_| controltag?confi.. | 200 | scri.. | Other 34, 187 l
|_-| d200.png 34 png (indexi:l 251.. 125. l
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HTTP kemmpane

* [lorpebuTenure N3NCKBAT €IHU U ChIIHU
JTOKYMEHTH MHOTOKPATHO.

* [loBumaga ce e(PEeKTHBHOCTTA Ha MPOTOKOJIA KaToO:
— peayLypa HAaTOBAPBAHETO HA MPEKUTE

File Edit View History Zzzimmarke 1wo1s Ehip

= Bpemeto BbB BapHa, buarapy: X -+

< X @

@OF & https;//www.sinoptik.bg/varna-bulgaria-100726050?location
T = 1]

Gong.bg Dariknews.bg Nova.bg Edna.bg

Topcu rpan

@ BSinoptkbg (O Brkapra

JC/THO IIOCETEHH

19° | 27°

10-gHeBHa

Mnosave 19° | 29°
[nec Cubora
26.07.2018 g 28.07.2018

Codus ° | 24°

KypoptH
Bapna

Byprac
19° | 28°

0Ob6nauno, QberHo, 0b6nauxo,

3naT NAcbLUK
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Weﬁroxy, tunnel, Gateway

HTTP Client Intermediary #1 Intermediary #2 Response | HTTP Server

Request
3 = Cached =
HTTP Client Intermediary #1 Responze Intermediary #2 HTTP Server
l. 3agBka otT kaueHTa. KnuentsT n3npama HTTP 3asaBka KbM MEKIUHHOTO
YCTPOUCTBO.

2. 3adgBka oT nocpeaHuka. [locpenHUKbT 00padOTBa 3asiBKaTa, ako € HE0OXOAUMO
paBU IPOMEHU B HEs U S TIperpalia KbM peajHusi ChpPBbP.

L. OtroBop ot cbpBbpa. ChbpBbPHT 00paA0OTBA 3asgBKAaTa U U3Ipallla OTTOBOP, KOWTO CE
BpbIlla HA TOCPETHUKA.
II.  OtroBop ot nocpeanuka. Moxke aa IpOMEHHU OTTOBOpPA U IO IMpailia KbM KJIUEHTA.
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Apache Web cbpBBD

* Apache e equH ot Han-nonyisipaute Web chpBBpH.

* Ot 1996 u e 6a3zupan Ha NCSA http 1.3 (National Center
for Supercomputing Applications).

* Apache e open source OpoOeKT.

* Paszpaboten nox Linux, uma u peanuzauus nog Windows

* C MonmyiHa apxXUTEKTypa

— Bceku Monyn peanusupa caMo €/IHa 4acT OT
(YHKIIMOHAHOCTTA IIPU 0OCTY>KBAHETO HA KIIMCHT.

— 3a OBJIHOTO 00CIyKBaHE Ha 3asBKa ca HEOOXOJUMHU MOBEYE OT
€IMH MOTYII.

— Bceku otaenen moays HaMa HHGOpMAITUs 32 OCTaHAIUTE
MOYJIH.

— Sapoto peanuszupa ocHOBHaTa (DYHKIIMOHAIHOCT Ha ChbPBbB)A.
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[ IpemqumcTBa HA MO yITHATA

APXUTEKTYypa
* OBP30ACKUCTBHUE NMPHU OOCITYKBAHE HA 3aIBKUTE
* ¢(peKTHUBHO U3MOI3BaHE HA CUCTEMHH PECYypPCH
1 IIaMeT
* 10-700pa 3alUTECHOCT OT IVIeAHa TOYKa Ha
CUTYPHOCTTA
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Apache apxuTekTypa

APACHE MODULE
* ¢ AFPACHE MODULE
ﬁ.
Interaction with = SE——r
T -
the HTTF Client APACHE CORE @
L
ﬁ_
B —
¢ * APACHE MODULE
APACHE MODULE Legend
Module

______________________
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toffromn

HTTF Client

HTTF MAIN

[ server loop)

dispatch to
HTTP_PROTOCOL HTTF_REQUEST =7
(mplementation) (phases of request) codides
HTTF CORE :_ __ s :
(roain fonctonality) !
|
|
: Module
|
ALLOC |
UTILITIES : Intexacts

(res. pools)




Monynu Ha Apache

* Monaynure He

B3aMOIEHUCTBAT
AUPCKTHO ITOMCIKIAY AN APACHE MODULE
CH, a caMo Mpe3 R e [
SIAPOTO. s
i
* Bceku momyn = o ) X
peanusupa g
I,
onpeneneHa pasa or - Hoidler —W :
SaﬂBKaTa. private date i

_________________________

Coroponent f Subcorponent :
1

 Handler — nevictBue,
KOETO TpsIOBa Aa ce
M3IBJIHA OT CHPBBPA.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Mda3u Ha 3agBKara

IIpeoopazyBane Ha URL BBB (paiisioBo nme;

IIpoBepka 3a 1OCThII, Oa3upaHa Ha aJipeca Ha XOCTa Wid ApyTra
AOCTBIIHA HH(POPMALIUS;

[TonyyaBane Ha nnorpedutenckus ID or HTTP 3asBkara u
BAIUJIUPAHETO MY

AyTopuzanus Ha TOTPEOUTEIS;

Onpenensae Ha MIME tuna Ha u3nckBaHus o0ekT (content
type, encoding, language);

Kopeknuu (Harp., 3aMsiHa Ha IICEBJOHUMUTE C aKTyaJIHUS
IbT);

M3npaliiane Ha JEMCTBUTEIIHUTE JaHHA OOPaTHO KbM KIIMEHTA,;
Log-BaHe Ha 3asgBKara.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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[IpT Ha 00pabOTKa Ha 3asiBKaTa
 Hgma kak ga ce nmpeckodar pa3ute

3a onpenelieHy (pa3u . e
MOJXKE J1a CE N3BHKA CaMO L | ez
CIMH MOIYJ (XCHIJIBP B HImReney

mod_userdi

} AnthorizelAuthentdcate module

monyn). Takusa ¢asu ca: g | mod ot |

* ayTOpH3aIlys, : ;

*aBTEHTHKAIIHS, ot s o } s

*BPBIIAHC HA AKTYaJTHUA - = r

00EKT KbM KIIHEHTA —— e
4

eTpa”ciupane Ha UPI B
uMe Ha (ailn.

Hpyru a3u nu3ncksar
IIOBECYEC OT €AUH XCHIIBP. prrrTn gy

Koraro xeHnnbp BbpHE i Miiosicsiind [ Miescnisi T M } log modules
KOJI 3a Ipellka Morar Jia

mod_asils | -

} retnm object module

---------------------------------------------------------

' Legend — Calls J Uses 1
Ce I/I3BI/IKaT BCI/IqKI/I E —=mpt—  Retwens control /data : Cornponent f Module E
L e Initialize call :
XeHHHBpH i Execution Flow (for a Request) 5 HTTF Req/ Resp E
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[Tapanennoct B Apache

* TCP/IP cepBbpuTe cTaptupar (fork) HoB mporec 3a

3asiBKaTa — rojisiM Opoil mpoiecu

* Apache n3non3Ba pa3imyHa TEXHUKA - persistent server
processes. Tol cb31aBa oIe OT HA4aI0TO (PUKCUPaH

OpoH ablIepHU nporecHu (rmog Windows ToBa ca HUIIKH).

ﬂ Apache Process
(inital one)
(Serving Client 2)
b_)/—f/f ! \_\\\—_-‘
Apache Process Apache Process Apache Process
( children) ( children) (children)
(Serving Client 1) (Serving client 3) {Waiting a request)

8/8/2022
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Apache Process :
1

- foekd}

1

| 1
| 1
1 1
| 1
: "‘\‘ HTTE Connection |
| .
| 1
| 1

O HTTF Client

____________________
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BupTtyaliHu XOCTOBE

Apache Moxe J1a oTroBaps 3a IMOBEY€E OT €AHO
MMeE, BCIKO IIPUCBOCHO HA €IMH WU HIAKOIKO [P
azpeca Ha MaIlllHAaTA.

MmuoxecTBo IP agpecu morar na Obaar
ACOLIUUPAHM C (PUBNYHNYECCKH MPEKOBHU
MHTEPPENCH WIIN aCOLIUMPAHN C BUPTYAJIHU
MPEKOBH (CUMYJIMPAHH Ype3 JOrHYECKU
ycrporcTa ot OC).

Apache 1o3BoIsIBa 1a c€ yKaxe moj KO€ UMe
XOCTHT € OMJI OIIMCAH U Ja C€ mpuiiarar pa3indHu
KOH()UT'YpallHOHHHU OMIIMHU.
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Kondurypupane Ha Apache

[etc//httpd/httpd.conf

IIPOYNTA C€ OT ChbPBBHPA IIPU CTAPTUPAHE WA PECTAPT
II’bPBOHAYAJIHO CE€ MPOYMTA OCHOBHHUAT KOH(PUTYpalIMOHEH
(daun httpd.conf.

[Ipu 1O0CTHI 10 AUPEKTOPHS CE IIPOUUTA (AKO CHINECCTBYBA)
HAMHUPAIIUAT CE B HESI KOH(UTYPaIMOHEH (Pail 3a IOCThII
htaccess.

MoaynauTe ca B qfupeKTopusirta /etc/httpd/extra:
httpd-autoindex.conf httpd-languages.conf httpd-ssi.conf
httpd-dav.conf  httpd-manual.conf  httpd-userdir.conf
httpd-default.conf httpd-mpm.conf httpd-vhosts.conf
httpd-info.conf  httpd-multilang-errordoc.conf

BxmrouBar ce B ocHOBHUS (paiin ¢ include:
include /etc/httpd/extra/httpd-vhosts.conf
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JlupekTnBH

Ha otnenen peq MOXe 1a € YKaXe CaMo €Ha
IAPEKTHUBA.

CHUMBOIBT 3a IPEHACSHE € ,,\".

KomeHnTapute ce yka3BaT CbC CHUMBOJIA ,,# KaTO TEKCTHT
110 Kpas Ha peaa ce urHopupa.

JINPEKTUBUTE HE 3aBUCST OT PETUCThpa HA OYKBUTE, HO
IIPU HSAKOW TEXHM IMapaMETPH TOBA € MPHIIOKHUMO.
JINpEeKTUBHUTE MOTaT Aa C€ IIpUJIarar KbM LCIUS ChbPBbBP
WJIM YaCTUYHO KbM OTHACIHU JUPEKTOPUH, (DalJIOBE U
XOCTOBE.

JINPEKTUBHUTE MOrar Ja C€ TPyNupar o CEKIUU
(KOHTEHHEPN).
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KoHTenHEpH

* JlupekTUBHUTE MOraT Jia ce 00padOTBAaT Mo
IpyNu, HApEUYEHU KOHTEUHEDPH.

* TunoBe KOHTEHHEPU:

— KownTo ce 00paboTBar 3a BCsKa 3asBKa;

— Kouto ce 00paboTBar camo mo Bpeme Ha
CTapTUPAHE U PECTAPTUPAHE HA CHPBHPA- YCIIOBHU
- IfDefine, IfModule, IfVersion. Axo mocouyecHUTE
yCJIOBUS Ca ,,UCTUHA , TUPEKTUBUTE B TAX CE
Ipuiarar.

<SectionName [option] >
IIMPpeKTMBY B CeKLMATAa

</SectionName>
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IIpoBepka 3a KOPEKTHOCT

apachectl —t
Ilpumep:
ServerAdmin root@mydomain.com
ServerRoot “/usr”
#KOpPEHHOBA JUPEKTOPHS, KBJETO C€ THPCAT (DaiijioBe C OTHOCUTEIIHHU IThTHUIIA

#ot Hsikou nupekTrBu Karo Include, LoadModule
Listen 80
#IOPT HA KOMTO ChbPBBPHT OYAKBA 3asiBKU. AKO € pa3andcH OT 80, KIUECHTHT

#TpsOBa J1a BKJIIOYM TO3M MopT B 3asiBkara (http://www.same.com:8080).

LoadModule authn file module /lib/mod authn file.so

User apache

Group apache

ServerName www.mydomain.com
#TEKyIIOTO PETUCTPUPAHO UME Ha ChpBbPa B DNS

DocumentRoot “/var/www/htdocs”

# B IIOCOYEHATA IUPEKTOPUS CE ThPCAT JOKYMEHTUTE 32 3aABKUTE
DirectoryIndex index.html index.php

ErrorLog "/var/log/httpd/error log"
8/8/2022 npod. 1-p unxk. Benera Anekcuena
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http://www.mydomain.com/

YCIIOBHO M3IOJI3BAHE HA MOIYJIA

* AKO € HaJIMLE MOAYJ C YKAa3aHOTO M€,
OUPEKTUBUTE B YCIIOBHATA CEKLMS 1€ ObJAaT
IIPUJIOXKEHU.

* BB3MOXKHO € 3a/1aBaHE HA OTPUIIAHUE B
TECTOBOTO YCJIOBHE UPE3 U3IIOJI3BAHE HA 3HAKA

! TIPEJl UMETO HA MOJYJIA.
<IfModule dir module>

DirectoryIndex 1ndex.html

DirectoryIndex 1ndex.php
</IfModule>

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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KonTpoi Ha gocThna a0 panjioBe U

TUPEKTOPUHA
* KOHTpOIBT HA JOCTHIIA € UPE3 TUPEKTUBUTE
Allow (pazpemn) nin Deny (3a0paHn).
* Order 3anaBa pena Ha TIXHOTO IIPUJIAraHe.
* M3TOYHUKBT HA 3a9BKUTE € KOHKpETEH IP aapec,
4yacT OT aJIpec, UM€E Ha JIOMEWH, YacCT OT JOMEWUH

NJIN BCUYKO.

Order deny, allow

Deny from 200.100.50.5

Deny from 10.20.30

Deny from spammers.domaln.com
Deny from example.com

Allow from all
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JIOMbIHUTEIEH KOHTPOJ Ha JOCThIIA

e damoBeTe 3a JOIBJIHUTEICH KOHTPOJ Ha
AOCThIIA IO JUPESKTOPUU U (DAMIIOBE ccess
asswd € HeoOX0auMO 7a ce 3a0paHsiIT aa
ca BUJYMH OT KJIMCHTHUTE Upe3 clIcaHaTa

CCKILI M.

<FilesMatch ""\ ">
Order allow, de
Deny from all

</FilesMatch>

8/8/2022 npod. 1-p unxk. Benera Anekcuena

47



JlOCTBII 10 AUPEKTOPHUH

* Ot Bepcus 2.0 Apache nma pecTpUKTHBHA MOJIMTHKA 34
AOCTBII KbM JIMPEKTOPUMUTE 110 MOApa30OrpaHe.

* JlupeKTHBU, KOUTO CE€ IIpUjIarar €AMHCTBEHO 110
OTHOIIICHUE Ha 3aJaJicHaTa JUPEKTOPUS, HCHHUTE

IMOAAUPCKTOPHUHN U CbAbPKAIINUTEC CC B TAX CI)aﬁHOBCI
<Directory "/var/named/htdocs/cisco">
CIIMCBK OT IOUPEKTUBU
</Directory>

IIpumep:
<DirectoryA<;;>
AllowOverr? None

Options FollowSymLinks

Order deny, allow

Deny from all
</Directory>

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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JlocThIl 1O (paryioBE

dannoBeTe 3a JONBJIHUTEICH KOHTPOJI Ha
OOCTBIIa 4O JUPEKTOPUH U (PaMIOBE .htaccess
u .htpasswd TpsiOBa 1a ce 3a0paHsiT da ce
BKIAT OT KJIIMCHTUTE YPE3 CII€AHATa CEKITUA:
<FilesMatch'" *\.ht"'>

H#BCUYKH aMJIoBe, 3aroyBamuc “.ht”

Order allow,deny

Deny from all

</FilesMatch>

npod. a-p unxk. Benera Anekcuena
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BupTtyaliHu XOCTOBE

Apache nputexaBa Bb3MOKHOCT IIOBEYE OT €IUH
web callToBe na ce M3ITBLJIHIBAT Ha €1HAa U ChIla
MainrHa. ToBa € U3BE€CTHO KaTo NoAdbpKaHE Ha
BUPTYaJIHU XOCTOBE.

Bb3MOXHHU ca JIBa TUIIA BUPTYAITHU XOCTOBE:
— IP-0a3upanu - . 32 BCCKH BUPTYaAJICH XOCT €
HEOOXOAUMO HAJIMYMETO Ha oTaeneH IP aapec
— 0a3upaHu HA UMe (MMEHYBaHM )- KIMCHTHT TPpsAOBa 1a
BKJIFOUM UMETO Ha XocTa Karo yact oT HTTP xexbpa.
Taka pa3jM4Hu BUPTYATHU XOCTOBE CHOAETAT €1uH 1P

aapec, HO TPsIOBaA 1a UMAaT OTACIHA PETUCTPaLIUs B
DNS.
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Kondurypupane Ha BUPTyaIHU

XOCTOBC
/etc/httpd/extra/httpd-vhosts.conf

Ho tps6Ba ga ce Bkiarouu ¢ include B /etc//httpd/httpd.conf
* 3a Ja ce M3I0J3BaT MMEHYBAaHH BUPTYAJIHA XOCTOBE, TPsAOBa
na ce onpenenu IP aagpeca Ha xocTa u mopra. ToBa craBa ¢
nupektnBata NameVirtualHost *:80. Axo (HopManHO) ce
M3I10J13Ba caMo eauH IP aapec, To3u aprymeHr (*) e

NOCTaThYCH.

* 3a BCEKM BHUPTYAJICH XOCT C€ Ch37aBaT OTACIHU CEKIIUH Ype3
nupektuBara VirtualHost. HeiHusaT aprymMeHT TpsiOBa 1a €
aHaJiorndcH Ha To3u B NameVirtualHost.

* [IpoBepka Ha BUPTYaAITHUTE XOCTOBE:

# httpd -S
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I Ipumep 3a BUpTYyaTITHH XOCTOBE

3a BCEKM BUPTYAJICH XOCT € 3a/1aJIcHa OTJICJTHA TUPEKTOPHS, B KOATO 1IE Ca
Pa3IoJIOKECHU (PANJIOBETE 32 HETOBUS CaMT.

NameVirtualHost *:80

<VirtualHost *:80>
ServerName www.domainl.com
DocumentRoot /var/www/htdocs/domainl
ServerAlias *.domainl.com
ErrorLog /var/log/httpd/domainl.log
</VirtualHost>

<VirtualHost *:80>
ServerName www.domalinZ.com
DocumentRoot /var/www/htdocs/domain?
ServerAlias server.domainZ.com
ErrorLog /var/log/httpd/domain2.log

</VirtualHost>
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



