CucrtemH 3a OTKpHBaHE Ha 3amiaxu (IDS)
W 3a IIpeamasBane ot 3amiaxu (IPS)

npod. 1-p uHK. BeHera AnekcrueBa
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OCHOBHU MOMEHTH

* CucremMu 3a OTKpHuBaHe Ha 3amiaxu (IDS)
— APXUTEKTYDPA,
— lIpenumcTBa, HEIOCTATHIIU

* CucreMu 3a npeamnazpaHe ot 3amiaxu (IPS)
— APXUTEKTYPA,

— lIpenumcTBa, HEAOCTATHIIU

8/9/2022 npod. 1-p unxk. Benera Anekcuena



CucTtemMu 3a OTKpUMBAHE HA 3aIlJIaxu

* He Moxe 11a ce mpe1oTBpariIT BCUYKUA aTaku
KbM CHUCTEMATA.

* BuHaru e uMa nporyCcKu, HOBA aTakKu U HOBU
aTaKyBalllH.

* TbpcaT ce HAUMHU 3a 3aluTAa:

— [loBeueTo €IMHUYHM 3allUTU MOTAaT Jia CE
IIPOBAJIAT.

— 3aroBa ce mpuiara 3aliuTa B IbJI00YrHA — Ha
HAKOJIKO CJIOS:

* 1 ciou - cucTemMHu 3a OTKpUBaHe Ha nmpoHukBaHe (IDS)
* 2 CIIOH — CHCTEMH 3a 3aluTa oT poHukBaHe (IPS)

8/9/2022 npod. 1-p unxk. Benera Anekcuena



8/9/2022

IDS , IPS u IDPS

Cucremara 3a OTKpuBaHe Ha nmpoHukBaHe (IDS) €
coTyep, KOUTO aBTOMaTU3Hpa Ipoleca Ha
OTKPHUBAHE HA MPOHUKBAHE. 3arljiaxara €
pasIio3HaTa, HO € JJOCTUTHaJIa A0 1EeJITa.

Cucremara 3a npeaoTBparIBaHe HA IIPOHUKBAHUSA
(IPS) e cobryep, KOUTO pa3nojara ¢ BCHYKHU
BB3MOXHOCTHU Ha CUCTEMA 3a OTKPHUBAHE Ha
IIPOHUKBAHE, HO MOKE J1a CE€ OINTA JIa CIPE
€BCHTYAJIHU UHIUJICHTH.

Cucremara 3a OTKpMBaHE U IIPEAOTBpaTIBaHE HA
nponukBaHus (IDPS) = IDSHIPS

npod. n1-p nHxk. Benera Anekcruena



JlonmyckaHus

e JlencTBUATA B KOMITIOTBPHUTE CUCTEMHM Ca
HAOJIFOTAEMM.

* 1 HOopmasnHaTa paboTa, ¥ 3aIuIaxyuTe UMaT
OIpeAelICHAa MOCIEI0BATECIIHOCT OT ChOUTHHS,
KOSITO MOXKE Jla ObJI€ MPOCIEACHA.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



HaOmronenue Ha cucreMara

HaOnrogaBar ce cbOMTHSITA, HACTHIIBAIU B KOMITFOThPHA
CHCTEeMa WA MpeXKa.

AHamM3upar c€ NpU3HALM Ha Bb3MOKHHA WHIUACHTH, KOUTO
Ca HAPYHICHUS NI HCIIOCPCACTBCHA 3allJlaXa OT
HApYyLICHUC HA IpaBujaTa 3a KOMOIOTbPHA CUTYPHOCT.
WHiumaeHTuTe ca 3jioHamepern, IIOPoJICH! OT:

— 3noBpeneH copTyep (depBeu, IMIMHOHCKU COPTYED...),

— HeymbiaHOMOIEH 1OCTHI 10 CUCTEMUTE OT MIHTEpHET

— 310ynoTpeda ¢ NPUBUJIETUH HA YI'BJIHOMOIICHHU MOTPEOUTEIN

— OnurH 32 1oJIly4aBaHe Ha JTOIIbJIHUTEIIHUA ITPUBUIIETUN

WMHUMaeHTUTE Ca U CIAyIaAlHN:

— YoBek MOXe J1a Crpellin aapeca Ha KOMITIOTHPA U CIYYaAUHO CE
OIMTBA J1a CE€ CBBPKE C pa3IMYHA CHCTEeMa 0e3 pa3peIlcHue.

8/9/2022 npod. 1-p unxk. Benera Anekcuena



HaOmnroneHne Ha aTaknuTe

Hp eI[I/IMCTBa Ha ID S : Intrusion Detection System Operation

e Pa0oTaT HIaCUBHO.

* 3uckBar Tpaduka aa
ObAe nyonupan (mirror)
Ipe3 cucTemMara, 3a Jia
ObJic aHAJIM3UPAH.

* MpexoBuUAT TpauK HE
npeMuHaBa 1pe3 [DS
OCBEH aKO HE €
ayonaupad (mirror).

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 7



OTKpHUBaHE U CIIMPAHE HA aTAKUTE
IIpenumcTBa Ha IPS:

Intrusion Prevention System Operation

* M3mbiHABAT CE€ B PEXKUM
WHJIAUH. <

* HaOmromaBar Tpaduk Ha
CJIOU 3 U cJiou 4.

* Morar 1a copar €IuH MaKeT 2

OT aTaKaTa I[a He HOCTHrHe IPS-enabled Sensor
1eJITAa. l

* Pearupar BeaHara u He O
II03BOJISIBAT HA BCEKHU _
3JIOHAMEPEH TpahuK aa .

IIPEMUHE.

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 8



[Ipunuku mexay 1DS u IPS

* Pa3paboTeHH ca KaTo CEH30PHU.

* M3nmonsBar curHarypu 3a OTKpUBaHE Ha
1a0JI0OHM HA 3JIOYIIOTPEOH B MPEKOBHUS TPpa(DUK.

* Morar ga oTKpuBar Ma0JOH B €IMHUYECH ITaKET
WJIM B TPyIa IaKEeTH.

8/9/2022 npod. 1-p unxk. Benera Anekcuena



[IpenqumcTBa Ha IDS 1 IPS

Hsima Bb3aencTBUE BbpXy Mpexara, (Crmpa makeTUTE Ha arakara.
T.K. HIMa BpEME3AAPBKKA [IPU
IIPEMUHABAHE HA MMAKETHUTE.

Hsma Bb311eiCTBUE BbPXY Mpekara, Morar J1a ce U3I0J13Bar
aKO UMa MPEKbCBAHE HA CEH30PA. TEXHUKU 32 HOpMaJIM3allvs Ha
JTAHHOBHS MOTOK.

HsimMa BB31I€HiCTBHE BHpXY Mpekara, HaOmrogaBar MpexoBu
aKO MMa MPETOBAPBAHE HA CEH30pa.  CHOUTHUS OT HUCKO HHBO.

He ca Bunumu B mpexara.
Hezasucumu ot OC

EBTuHUN

npod. a-p unx. Benera Anexcuena 0



Henocrarsmu Ha IDS u IPS

OTBeTHOTO ACKUCTBUE HE MOXKe IIpoOiieMu chc CEH30pa MOXKE

Jla CIIPE arakara. Jla CE€ OTPA3AT HAa MPEKOBUS
TpauK.

M3uckBa ce npaBuiHa IIpeToBapBaHe HA CEH30pA

HACTPOMKA 32 OTBETHHU MO€E J1a CE€ OTPa3u Ha

JICUCTBUS. Mpexara.

[To-ysi3BUMM ca KbM TEXHUKM  He Morar ma ce u3nbJiHsBar
32 YKPUBAHE HA CUTYPHOCTTa  BbPXY KpUNTUPaH TpaduK.
Ha Mpexara.

He mMorar na onpenensart ganu
arakaTa € Oua ycCreniHa.

8/9/2022 npod. n1-p nHxk. Benera Anekcruena
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[IpoOaemu

e |DS »aOmromasa, HO KaKBOTO ‘BHIKJa’ MOJKE J1a HE
OBbJie TOBa, KOETO KpaiiHaTa cCUCTeMa I10JIy4aBa.

* IDS He “Brka” yKpUBAHE HA aTaKu 4ype3
BMBKBAHE M 34 JIa OTKPHE TaKaBa araka.
— IDS Tpsi06Ba 1a geacemOIKMpa HABIHO MAKETUTE,

— IDS tpsa6Ba na "HOpManu3upa“ GparMeHTHPAHUTE
MaKETH.

— IIpumepmu....

8/9/2022 npod. 1-p uwxk. Benera Anekcuena

[\



8/9/2022

ATaka 4ype3 BMbKBAHE

ATaKyBaIlYAT IIpala:
IDS “Bmxpga”:
YKeprBara nonyuasa:

Bad checksum, TTL

ATaka upe3 n305rBaHe

ATaKyBaIUAT IIpala:
IDS “Bmxkna’:
JKeprBara nmony4ana:

Fragmentation overlap

npod. a-p unx. Benera Anexcuena 13



8/9/2022

IDS ce paziauuyasar mo:

MeToa Ha 3acudaHe — 3aBUCHU OT
XapaKTEpUCTUKUTE HA aHAJIM3aTopa

Peaxiiug ga IDS xbM arakara

Oaut Ha BXoJAHATa HHQpopmaius, kosato IDS
aHAJIN3UpPa

MexaHu3bpM Ha 3aCUYaHE

Hauun Ha ynorpeOa:
— Real-time;
— Oftline.

npod. 1-p unx. Benera Anekcuena
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Pe:xxumu Ha pabora

l Source SPAN port ] l Source SPAN port ]

* Cay4yaeH

pexum (IDS) ,5%54 ="

GO0/1 Egress traffic

[ Destination SPAN port ] SPAN port sending copies of traffic

IDS Sensor

» Unmaiin pexxum B« - ) - ]
(IPS) IPS Sensor

8/9/2022 npod. a-p unx. Benera Anexcuena
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[lo oTrHOIIEHKE HA BpeMe

* IDS B peanHo BpeMe
— AHamM3upar JaHHU, JIOKATO CECUITA € aKTHBHA

— Baura amapma B MOMEHTA, B KOWTO arakara ce
CIy4Ba

* Off-line IDS

— AHanu3upa JaHHUTE cliel KaTo HHPOopMalusTa €
chrOpaHa

— Ilone3Ha 3a pa3OupaHeTo Ha €CTECTBOTO Ha
arakara

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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IDS nabmogenue ¢ Port Mirroring

* CHudep, B MpeKa C KOHIIEHTPaToOp

* CHudep B MpeKa ¢ KOMyTaTop, HO C port
mirroring

8/9/2022 npod. a-p unx. Benera Anexcuena
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Firewall mam mpexoBa IDS

* Firewall
— AKTUBHO (pHITpHpa MAaKETH
— YCIEenHo cnupa araka

* Mpexona IDS

— [lacuBHO HaAOIIONEHYE

— He cniupa arakara

— DoS araka nipu Mpexona IDS

* Bucoka koHCymanms Ha pecypcH — IMPoIeCcop, IaMeT,
bandwidth

* 3n0ynorpeda ¢ peakTuBHU IDS - IbKIUBU MOJTOXKUTEITHA
WHIWKAIIWNW, aTaKH, IPUYUHIBAIIN HEPEIHOCTH WM "TPEITHU"
MAKETH / BPB3KU

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 18



M3uckBaHus KbM MpekoBa IDS
* Bucoka ckopocCT 3a HaOIIOIEHUE HA TOJISIM 00eM
Tpauk
* Jla HE OTXBBPJIA IMAKETH, OTTOBAPSIIY HA (PUITHpPa
* Jla usmpaira ajiapMu B peajiHO BpEME
* IDS e pa3neiieHa OT OJUMTHUKHUTE

* IDS € ¢ Bb3MOXHOCT 3a pa3lIMpPEHUS

* [IInpok 0OXBaT 3a AETEKTUPAHE

* MIKOHOMHYHO U3I0JI3BAHE HA PECYPCH
* YCTOMYMBA HA CTPEC

* YCTOMYHBA HA aTakd BbPXy camara IDS

8/9/2022 npod. 1-p unxk. Benera Anekcuena 19



KoMmmionenTn Ha IDS

e  @uirpupa ce uHpopmalusaTa, HeoOXoarMMa 3a aHaIU3 U ce PopMupaT TaHHUTE,
KOUTO OIMKUCBAT ChbOTBETHUTE JICUCTBUS

* Ha 6a3ara Ha MozieNM 3a pa3MoO3HABAHE CE OMpPEAeIi Jajlu € aTaKka
* AKo € araka ce u3lparia CUrHaJl, 4e umMa npooiem

* Ha 6a3a Ha onpeneneHu 3HaHUsI Ce ONpeieysl KakBa a Ob/ie peakiusiTa Ha
cucTeMara- onokupane Tpapuk or/kpM IP aapec....

° I[I/IHaMI/I‘IHO CC OIIPCACIAT HOBU IIpaBHJIa

e Audit Records
system activities are

observable Audit Data

Preprocessor

Activity Data

Detection ' . normal and infrusive
Models Detection Engine | qctivities have distinct

evidence
Alarms

-

— : Action/Report
Decision Engine

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 20



Peann3anus Ha 3acuyaHe

* State-based IDS — ngenTH(HIMpPA BB3ACUCTBUATA
Ha CHCTOSTHUETO HA CUCTEMATAa

* Transition-based IDS — nadmronaBa cronTHA,
KOWUTO IIPEAU3BUKBAT IPEMHUHABAHE HA CHCTEMAaTa

OT €IHO ChCTOSAHUE B APYTO

AHaIn3 Ha CbCTOSHUETO WIIU IIPOMsIHATA HA
CUCTCMATA.

* Non-perturbing- cTpaHH4Ha OIICHKA Ha
ysI3BUMOCTTA

* Pro-active —aHanu3upa siCHH, 3aJICHCTBAILU
IpoMsIHaTa ChOUTHS

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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N300p Ha pemenue 3a IPS

daxTopu 3a n300p Ha [PS cenzop:
* Pasmep Ha MpEKOBHUS TpapuUK

* Tomosorusa Ha Mpexara

* bromxer, 3ae/1eH 3a CUTYPHOCT

* HanudeH nepcoHal 1o CUrypHoCcTTa, KOMTO
yrpanigasa IPS

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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XocT-0a3upaHu U MpeKOBO-0a3upaHu [PS

_Mpewversa | Heweram

XOCT-
0azupanu IPS

peanu3upar ce C
areHTH Ha camara
MallliHa

(Windows Registry
Scanner; Process
Explorer)

MpexoBo
0azupanu IPS

8/9/2022

*OcurypsBa cnenuduyna 3ammura *3aBucumu ca ot OC

ype3 OC Ha xocTa *TpsiOBa na ce UHCTAIMpAT Ha
*OcurypsBa 3amuTta Ha HUBO OC ~ BCHYKH XOCTOBE

U TIPUIIOKEHUSI

e3amuTaBsa X0cTa CJIEI KaTo

ChOOIIIEHUETO € IEKPUIITUPAHO

*Bonst nor-¢aiin u ananusupar

ChOUTHSATA

] eHepupar anapmu

*IlenoBo edexTuBHU *He morar 51a ce u3mbiHsIBaT

*HezaBucumu ot OC HaJl KpUNTUpaH Tpadux
*Tpsi6Ba na cripat
3JI0HaMepeHus Tpauk npeau
Ja IOCTBIIA B XOCTA

npod. n1-p nHxk. Benera Anekcruena 23



MpexoBo-0a3upanu IPS

ITpumepu: Cisco IPS AIM and Network Module Enhanced (IPS NME),
Cisco ASA AIP-SSM, Cisco IPS 4300 Series Sensors, Cisco Catalyst
6500 Series IDSM-2

Web Server DNS Server

8/9/2( 1-p#HK. BeHera Anexkcuesa 24




APXUTEKTypa Ha MpEKOBO-0azupanu IDS

Policy script '} Alerts/notifications

Policy Script Interpreter

Event control : Event stream

Event Engine

tcpdump filters | I Filtered packet stream
L J

' Packet stream

8/9/2022 npod. a-p unx. Benera Anexcuena 25




MpexoBo-0a3upanu IDS

CnOupa ciaegHuTe JaHHMU:

e [lommuc ID

* [P agpec Ha arakyBamys
* [lopT Ha arakyBaus

* MakcumalsieH pasMep Ha CETMEHT
* [P aagpec Ha xKeprBara

* llopt Ha kepTBara

* Bepcus Ha curHarypara
e TCP onmmuu

* Penyranus Ha pe3ynrara
* OleHKa HA PHUCKa

8/9/2022 npod. 1-p unxk. Benera Anekcuena 26



8/9/2022

Bunose nerexkumun

OcHoBaHa Ha ma0;10HU (Pattern-based)
OcnHoBana Ha aHomanuu (Anomaly-based)
OcnoBana Ha noauTuku (Policy-based)

OcHoBaHa Ha cieaeHe Ha nmopT (Honey port-
based)

OcHoBana Ha 3HaHus (Knowledge-based):

— ExcnieptHu cucremu

— AHalu3 Ha CUTHATypHu

— Mpexu Ha lletpu

— AHann3, OCHOBAH HA IIPEMHUHABAHE MPE3 ChCTOSHUSA

npod. a-p unxk. Benera Anekcuena



[IpenumcTBa/HepocTarsnu

Pattern-based  *JIecHO KOHbUTypHpaHEe *He neTekTBa HEMO3HATH
*Manbk Opoil ¢anirMBo MO3UTUBHU  CUTHATYpU
JETEKITUU *['enepupa ¢aamBo MO3UTUBHU
*J100bp MW3aliH Ha CUTHATYpPUTE JETEKITUU

*Tpsi6Ba na ce ch3gaBatr, 0OOHOBSIBAT
Y HACTPOMBAT CUTHATYPHU

Anomaly- *[Ipoct u HapexIEH *O0110 U3BEKIAHE

based [lonuTHKYM, HArOIEHU CIIOPE [lonutukute TpsiOBa 1a ObAT
NOJI3BATENS Ch3IaJCHA

Policy-based *JIecHO KOHpUTYypUpaHe *TpynHo ce npodunupar TUIOBETE
*Moske 1a OTKpUBa HETIO3HATH aKTUBHOCT B roJisiMa Mpexa
aTaku *[Ipodunbt Ha Tpaduka TpsiOBa 1a

€ IOCTOSITHEH

Honey port- *[Ipe3 mopra ce cieaar araKkure *3ajiens ce OTAEIEH MOPT 32

based *PasceiiBa 1 MpUTECHSBA ChpBBpa
aTaKyBalus *Ha naToBapBaHeTO Ha CHPBBHPA HE
*3a0aBs 1 mapupa aTaKuTe TpsiOBa Ja ce BspBa

*CpOupa nHbopMaIs 3a aTaKUTE
8/9/2022 npod. 1-p unxk. Benera Anekcuena



Curnarypu

* Curnarypara € Ha0oOp OT IpaBuiia, KOUTO IDS
v [PS u3noas3Bar 3a OTKpUBaHE HA TUIIMYHA

IEUHOCT 3a IIPOHUKBAHE B CUCTEMATA.

» Koraro ca ueHTu(pUIMpaHd HOBU 3aIljlaxu,
TpsiOBa Ja ObJaT Ch3AAACHU U Ka4eHU B IPS

HOBHY CUTHATYPH.

* CurnarypHusT (haijl ChbabpPiKa MAKET OT

MPEXKOBU CUTHATYPH.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Curnarypu

* AtpulyTH Ha CUTHaATyparTa:
— Type (Tun)
— Trigger (anapma)
— Action (neicTBuUe)

* Bumose curHarypu:

— Atomic - TOBa € IPOCTHUAT BUJl CUTHATYPA, KOSITO CE€ ChCTOH
OT €JYH IaKeT, ACUHOCT WM ChOUTHE, KOETO CE U3CIIC/IBa,
3a Ja C€ OIPEACIn Jajdd TO OTroBaps Ha KOH(PUIrypHUpaHara
CUTHaTypa. AKO OTTOBOPBT € JIa, CE 3aJICMCTBA ajlapMa U Ce
M3BbPIIBA JICHCTBUETO.

— Composite - mopeguiia OT onepamnyu, pa3peacIcHd B
HSIKOJIKO XOCTa Mpe3 NPOU3BOJICH IIEPUOJ] OT BpeEMeE

8/9/2022 npod. 1-p uwxk. Benera Anekcuena 30



Curnarypu

* [lo-manko HEBEPHU MOJOKUTEIHU JIETEKIIUU (HO BCE OIIIE MMa)

* He Moxe 1a oTKpuBa HOBU aTaku, CUTHaTypHUTE TPpsOBa J1a ce
OOHOBSIBAT 4YECTO

8/9/2022 npod. n1-p nHxk. Benera Anekcruena



OcHoBaHa Ha 11a0ia0HU (Pattern-based)

HUTO €JIHO ChCTOSIHUE HE € 3aJIbJDKEHO 1a  TpsiOBa aa Chabpika ChCTOSHUE WU

pasmiex/a 1mabiaoHa, 3a 1a ONpeaeu HSKOJIKO €JIEMEHTA, a 1a ONPEIEIIA Aan
JAJIA CJIEBA /14 C€ MPUJIOXKU JEUCTBUETO  CIIEIBA Ja CE IMPUIIOKHU JIEMCTBUETO HA
Ha CUTHATypara CUTHATypara

* IIpumep

OtkpuBane Ha ARP request c OTtkpuBaHe Ha cTpuHT “‘confidential” B
sourcec. MAC=FF:FF:FF:FF:FF.FF HAKOJIKO nakeTa oT eaHa TCP cecus

8/9/2022 npod. a-p unx. Benera Anexcuena 32



OcHoBaHa Ha anHoManuu (Anomaly-Based)

He u3uckBa cbcTosiHMe, 3a Ja onpeeau TpsiOBa na chbABpIKA CHCTOSHUE, 32 /1A
AEMHOCTTA, KOATO C€ OTKJIOHSIBA OT OTIPEIENH 1alii JEHHOCTTA CE€ OTKIIOHSBA
HOpMaJTHUS PO OT HOpMaJHUS Tpodu

* IIpumep

Process

Size

OTtkpuBaHe Ha TpaduK, KOUTO € 3a IIpoBepsiBa CbOTBETCTBUETO HA IIPOTOKOJIA
NE€CTUHALMOHEH OPT, KOUTO HE € B 3a HTTP Tpaduxka.
HOpMaTHUsS NPodu;

Source IP=Destination IP
8/9/2022 npod. a-p unx. Benera Anexcuena 33



OcHoBaHa Ha noauTuku (Policy-based)

He u3ucksa cpCcTosiHME, 32 1a ONpPENETIU [IpenmecTtBamia AeifHOCT (CHCTOSTHUE) CE€
HEXKEJIAHO MOBEICHUE MU3UCKBA, 32 Ja CE€ ONPEAEIN HEKEITAHOTO
MTOBEICHUE

* IIpumep

OTKpuBaHE HA HEHOPMAJIHO TOJIEMU SunUnix xocT usnpamia RPC 3asBka 10

(dbparMeHTUpaHU AKETH, KOUTO OTJAJIeYeH XOCT 0€3 J1a OChUIECTBU

MpeACTaBIISIBAT cCaMo Mocle/ieH pparMeHT  HadaliHo oOpbileHue KbM Sun PortMapper
nporpamara.

8/9/2022 npod. a-p unx. Benera Anexcuena 34



Trigger (amapma)/ Action (eficTBuE)

Alarm Type Network Activity IPS Activity QOutcome
False positive MNormal user traffic Alarm generated Tune alarm
False negative Attack traffic No alarm generated Tune alarm
True positive Attack traffic Alarm generated Ideal setting
True negative MNormal user traffic No alarm generated Ideal setting
Category Specific Alert
Generating an alert Produce alert

Produce verbose alert
Logging the activity Log attacker packets
Log pair packets
Log victim packets
Dropping or preventing the activity Deny attacker inline
Deny connection inline
Deny packet inline
Resetting a TCP connection Reset TCP connection
Blocking future activity Request block connection
Request block host
Request SNMP trap

Allow the activity This action will permit the traffic to appear as normal based
on configured exceptions,

An example would be allowing alerts from an approved IT
scanning host.

8/9/2022 npod. a-p unx. Benera Anexcuena



Jlor (paiin 3a mocaeaBall aHaIn3

Specific Alert

Description

Log attacker packets

Log pair packets

Log victim packets

This action starts IP logging on packets that contain the attacker address and
sends an alert. An alert will be written to the Event Store, even if the Produce Alert
action is not selected.

This action starts |IP logging on packets that contain the attacker and victim address
pair. An alert will be written to the Event Store, even if the Produce Alert action is
not selected.

This action starts IP logging on packets that contain the victim address and sends
an alert. An alert will be written to the Event Store, even if the Produce Alert action
is not selected.

8/9/2022

npod. 1-p urx. Benera Anekcuena
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3a0paHUTECIHU ACUCTBUS

Specific Alert Description

Deny attacker inline = This action terminates the current packet and future packets from this

attacker address for a specified period of time.

- The sensor maintains a list of the attackers currently being denied by the
system.

- Entries may be removed from the list manually or automatically based on a
timer.

= The timer is a sliding timer for each entry. Therefore, if attacker A is
currently being denied, but issues another attack, the timer for attacker A is
reset and attacker A remains on the denied attacker list until the timer
expires.

+ If the denied attacker list is at capacity and cannot add a new entry, the
packet is still denied.

Deny connection inline This action terminates the current packet and future packets on this TCP flow.
Deny packet inline This action terminates the packet.

Specific Alert Description

Reset TCP connection This action sends TCP resets to hijack and terminate the TCP flow.
Request block connection This action sends a request to a blocking device to block this connection.
Request block host This action sends a request to a blocking device to block this attacker host.
Request SNMP trap This action sends a request to the notification application component of the

sensor to perform Simple Network Management Protocol (SNMP) notification.
An alert will be written to the Event Store, even if the Produce Alert action is
not selected.

8/9/2022 npod. a-p unx. Benera Anexcuena 37



I Ipumep

* Reputations, Blacklists, Traffic Filters

8/9/2022

Step 1

Infected clients try to
communicate with a command
and control host on the Internet

Cisco Security Intelligence
Operations (SIO0)

©

Cisco ASA Botet
Filter IPS-S5M

Step 2

Cisco 510 updates the Cisco ASA
Botnet filter list; the destination is
a known attack site

npod. 1-p urx. Benera Anekcuena

/ Wordwide Visibility

Cisco ASA SSM

---
Intem et) .i )
Cisco IPS

Step 3

Alerts go out to the security

and remediation

teams for prevention, mitigation,
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CbBpeMeHHH cpencTBa 3a I'T curypHoCT

* (Cb31aBa CE CIIMCHK C HEMPABUIIHO IIOBEJICHUE:
— JlepuHuIMKu Ha BUpyCH
— SPAM ¢untpu
— Blacklists
— IDS curnarypu
— MOJUTUKH

* IIpenocrasar ce Te3u cnuchbiy HA IDS

* Te curnaausupar 3a.
— [loBenenue, KOETO HE CE€ BIMCBA B IIA0JIOHA
— Koraro cucremara € Ha 'bT Ja C€ CPUHE
— Ilpu 3aKbCHEHUA
— [Ipu npeTtoBapBaHe ¢ AAMUHUCTPATUBEH TPaPHUK
— JIBXKIIMBH TIOJIOKUTEIIHA aJlapMHU

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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llepcriekTuBu

Defense Strategy Behavior-Based

Machine
Expertise

Data Analysis

System Architecture Specific

Distributed
Cooperative

Coverage

Detection Attacker
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



