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OCHOBHU MOMEHTH

* KoHTpos Ha JocThIIa 10 yciayrure B Linux
— CucremMa ¢cbC CaMOCTOATEIIHO CTAPTUPAHU JEMOHHU

— Cucrema ¢ eHTpaJIeH AEMOH
* CrapTupaHe Ha yCIyIH
* Cynep cbpBbp Inetd — KOHPUrypupane
* KoHTponupaHe Ha 1OCThIA A0 YCIYTUTE

* IIpumep

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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CrapTupaHe Ha CbPBBPHU YCIIYTHU

Ilo3Haru ycnyru:
« DHCP

* DNS

* Web cbpBBp

* Mail cbpBBp

8/8/2022 npod. a-p unx. Benera Anexcuena



HaOnronenne Ha mpexara

KakBo Tpsi0Ba ja ce HaOIrOAaBa:
* OTBOpPEHM MMOPTOBE

* TpaHncdep Ha cHOOIICHUS

* AKTUBHM IPOTOKOJIU

* CrapTupaHu yCayru
Cpencrna:

* tcpdump

* netstat

e wireshark

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



KoHTpOJ HA JOCThIIA A0 YCIYTUTE

8/8/2022

KOHTpOIBT HA JOCTHIIA € TEXHUKA 3a
OrpaHUYaBaHE HA JOCTHIA 0 CbOTBETHU YCIIYTH.

OrpaHu4aBaHETO MOXKeE Aa ObIE I10:

— [P agpec Ha xocT/Mpexa

— MMe Ha XOCT, M3NCKBAIIl JagcHa yCIIyTa

— MMe Ha noMenH

— U Jp.

OcshllecTBsIBa c€ Ha 0a3aTa Ha KOHTPOJCH CIOHUCHK
3a JIOCTBII:

— AKO B CIMCBHKA € MO3BOJICHO HA XOCTa JIa M3I0I3Ba
ycayrarTa, 3asBKara ce pa3peliana.

— B npoTuBeH ciyyau T C€ OTXBbPIIA.

npod. 1-p unx. Benera Anekcuena



Craptupane Ha yciyru B Linux

* 2 HAYMHA 3a CTapPTUPAHE HA YCIYIU:
— CucremMa CbC CaMOCTOATEIHO CTAPTUPAHU JIEMOHHU

— Cucrema ¢ eHTpaJIeH AEMOH

* [logabppkaHETO HA YCIIYTUTE BIUAEC MIPSAKO
BbPXY HPOU3BOJIUTEIIHOCTTA HA CHPBBPHUTE
MalIIIHH.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Jla rmopaschxxgaBaMe....

* AKO caMo0 BBPXY €IHa ChbpBbpPHA MaIlIMHA Ca
MHCTAJIMPAHU HEOOXOAUMHUTE YCIYTH:

— CUHXPOHHU3HUPAHE Ha BPEMETO,

— web CBpPBBP,

— IOIICHCKHU ChPBBD,

— pa3pelliaBaHe Ha OTJIaJICYeH JOCTHII,

— CBBP3BaHE KbM 0a3u JaHHU U JIP.

* Ycayrurte ce peaau3upar OT U3ITbIHSIBAHU BbB
(DOHOB PEKHUM IIPOTPAMHU — JEMOHH.

* EdexTuBHO 11 € U 3a110?

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



CucreMa CbC CAMOCTOSITEIIHO

CTapTUPAHU JIEMOHU
* CrapTupaHu ca JI€CETKHU WIM CTOTHUIIM JIEMOHU

— B IIO-TOJIsIMaTa 4acT OT BPEMETO OYaKBaT (a HE
M3IThJIHABAT) 3asBKU

Henocrarok:

— 3aeMar pecypc nmaMeT

IIpeaumcTBO:

— CBPBBPHUTE Ca ONTUMHU3UPAHU 34 Ta3HW YCIyl'a

IIaMCT

npod. A-p urx. Benera Anekcruera

* Besika ycayra ce o0Ciay»kBa OT CBOM JIEMOH:
— cJIell KaTo OOCIIY>KH Ipolieca, 3acIiiBa
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CucremMa ¢ EHTpaJIeH JEMOH

* CrapTupaH € €IUH LEHTPAJICH JEMOH
* Ilox Linux ToBa € cynep-CbpBBp — inetd.

* Tou oyakBa 3asBKH 10 BCUYKHU IIOPTOBE U
CTapTHpa 3a TAXHOTO 00CIYyKBaHE CaMO
HEOOXOIUMUTE YCIYTH:

— JlocThrBa 3asBKa;

— Cb31aBa IbIIEPEH NPOLIEC ChC CHOTBETHUSA 3a
yclIyrara CbpBbD;

-

— IIpegaBa My 3a 00pabOTKa Ta3u KOHEKIIUS;
— Cnen kato 00paOdOTH HAIIBJIHO 3asBKATAa, 3aBbPIIIBA.

* Ilo-epexTuBHO — caMo 1 CHPBBp € B CTaIUK Ha
00paboOTKa 1 HE ce ayOImpa ImaMerT.

8/8/2022 npod. 1-p unxk. Benera Anekcuena 9



3HaeM Bede, 4e...

/etc/rc.d/rc.anetl.conf

* KoHpurypupa mammunHara, 3a ga Oba¢ T B
MpexKa:
# Configuration of ethO:

[PADDR[0]=""
NETMASK[0]=""
USE DHCP[0]=""
DHCP HOSTNAME[0]=""

GATEWAY="
* Ho KBbJi€ C€ ONMCBAT CTAPTUPAHUTE YCIYTH?

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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8/8/2022

/etc/rc.d/rc.1net2

CrapTtupa IEMOHHUTE, ONIMCAHU B HETO

Morar 51a ce craptupar caMOCTOSTEITHH
ChPBbPU IPU UHUIIUATHA3AIAA HA CUCTEMATA

I Ipumep:
— 1netd
— sshd
— bind
— nfs

JlemoHu karto httpd, mysql, samba ce
craptupar oT rc.M

npod. a-p unxk. Benera Anekcuena
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Kondurypupane Ha neMmoHa inetd
/etc/inetd.conf

— KOH YCJIyTH Aa ObaaT MpueMaHu

— KOU IIporpaMu jJia ObJar CTapTUPaHM 3a TIXHOTO
00CITy>KBaHE

— Ha KOM COKETH /IIOPTOBE CyIIIa

Jetc/services

— ChOTBETCTBHS MEXy UIMEHA HA YCIYTH U
CHOTBETHUTE UM HOMEPA HA IOPTOBE

/etc/protocols

— U3M0J13BaHUTE IHTEpHET IIPOTOKOJIU

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Kak pa0otu inetd

* Chb3aaBa COKETH, 3aJ1aICHU B KOH(DUTyPALTHOHHHS
(pann
* Cayma eTHOBPEMEHHO HA BCUYKH IIOPTOBE

* IIpu 3ag9BKa HA HIKOHU IIOPT CTAPTHUPA IIPOLIEC,
KOMTO U3IIBJIHIBA YCIIyra

* 3nbaHsABa M BBTPEIIHU YCIyru KaTo discard,
daytime, time ...

* Cien M3IIBJIHCHUETO HA yCIIyrara, 3aBbpIlBa
mporeca

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



/etc/inetd.conf

service type protocol wait user server cmdline

Service — 3aiaBa uMeTo Ha yciyrara (mpeodpa3yBa ce B HOMEp Ha MOPT, ChIVIACHO
/etc/services)

Type —tuna Ha uznoi3BaHus coker (stream 3a TCP u dgram 3a UDP)

Protocol —nveTo Ha TpaHCHOPTHHUS TPOTOKOJI (J1a € AePUHUPAHO B /etc/protocols)

Wait —camo 3a dgram cokeTu:

— wait - inetd cTapTupa caMo €IMH CbPBBP 3a CbOTBETHHUS ITOPT, KATO U34aKBA HETOBOTO
3aBBPIIBAHE 32 MOBTOPHO OOCITYyKBAaHE Ha 3asBKa

— Nowait - inetd He320aBHO NMPOABJKABA J1a OYAKBa 3asBKH MO CHIUA MOPT CIET
CTapTUPAHETO Ha yCiyrara.

[Ip1 MOHOTOHHUIIIKOB CHPBBP U Sfream COKET TpsOBa Ja ce 3aj1aBa nowait.

User —uMeTO Ha NOTpEeOUTENSA, KOWTO 1Ie ObJE COOCTBEHUK HA Ch3AaJCHUS AbIICPEH
npoliec - root, nobody...

— HE Ce MPENopPbYBa 33/IaBAHETO MY, AKO yClyrara H3puyHO HE TO U3UCKBA.
Server —IbJIHUS ITBT J10 MU3IIBJIHUMATA ChbPBbpPHA Mporpama
Cmdline —xoMaHIHUSAT peJl, KOUTO 1Ie ObJe MpeaaJieH KaTo mapaMeThp Ha CTApTUPAHUS
ChPBBP. - UMETO Ha ChbPBbPa U apIYMEHTHUTE 32 MpeIaBaHe.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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[ [pumep

service type protocol wai user server cmdline
# discard dgram udp wait root internal
# daytime stream tcp nowait root internal
# daytime dgram udp wait root internal
# chargen stream tcp nowait root internal
# chargen dgram udp wait root internal
# time stream tcp nowait root internal
# time dgram udp wait root internal
e,
it
#ftp  stream tcp nowait root /usr/sbin/tcpd wu.ftpd -1 -1 -a
ftp stream tcp nowait root /usr/sbin/tcpd proftpd
telnet  stream tcp nowait root /usr/sbin/tcpd in.telnetd
i
# telnet stream  tcp nowait root /usr/sbin/tcpd \
# /usr/sbin/in.telnetd
i

8/8/2022 npod. 1-p unxk. Benera Anekcuena



Jetc/services

service-name port-number/protocol-name [aliases]

Yenyranomep Ha mOpT / TpaHCH. MPOTOKOI [2-po MME Ha ycliyrara]

[ Ipumep:
service-name port-number/protocol-name  [aliases]
ftp-data 20/tcp #File Transfer [Default Data]
ftp-data 20/udp #File Transfer [Default Data]
ftp 21/tcp #File Transfer [Control]
ftp 21 /udp #File Transfer [Control]
#
ssh 22/tcp #Secure Shell Login
ssh 22 /udp #Secure Shell Login
#

telnet 23/tcp
telnet 23/udp

#
smtp 25/tcp mail #Simple Mail Transfer
smtp 25/udp mail #Simple Mail Transfer

8/8/2022 npod. n1-p nHxk. Benera Anekcruena 16



/etc/protocols

protocol-name number [aliases]
HNme
[ Ipumep:

HOMEDP APYyIro UMe

protocol-name number [aliases]

8/8/2022

ip 0
icmp 1
igmp 2
ggp 3
ipencap 4
st2 5
tcp 6

IP # internet protocol

ICMP # internet control message protocol
IGMP # internet group management protocol
GGP # gateway-gateway protocol

IP-ENCAP # IP encapsulated in IP

ST2 # ST2 datagram mode (RFC 1819)

TCP # transmission control protocol

npod. n1-p nHxk. Benera Anekcruena
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4.

8/8/2022

KoHTpoJ1 HA JOCThIA 10 YCIYTY Ha
HUBO XOCT

Jlemon, HapeueH ,,ICP wrapper”, peallu3upax ot tcpd.

— Ilpunara MmexaHu3bM 33 KOHTPOJI HA JOCTHIIA IO YCIYTUTE

— Csb31aBa Jor (paii 3a ONMUTUTE 33 CBBP3BAHE KbM YCIIYTUTE
Tou ce cTapTupa nmpu BCsKa 3asiBKa BMECTO U3UCKBAaHATA ChPBbPHA
[porpama.
[IpoBepsiBa 1aiu Ha KIIMEHTCKUSA XOCT € pa3pelieHo 1a U3I0JI3Ba
yciyrara.

1. AKo ma - craptupa peajaHusi CbpBbp

2.  AKO HE — He Tpeanpuema JIeuCTBuUs

ChIEBPEMEHHO, fcpd MOXKE 1a ChbXPaHsiBa UCTOPHUSTA HA 3AIBKUTE,
U3NIpallaiiku nHGopMaIMaTa KM JieMoHa syslog.

3a peanu3upaHe Ha KOHTPOJIA HA JOCTHI OT fcpd ce U3IoI3BaT ABa
daiina: /etc/hosts.allow u /etc/hosts.deny.

npod. 1-p unxk. Benera Anekcuena
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tcpd

21 Kanenrcka
22 MalinHa

telnet

/etc/hosts.allow W /etc/hosts.deny

8/8/2022 npod. 1-p urxk. Benera Anexcuesa 19



/etc/hosts.allow m /etc/hosts.deny

servicelist : host-list [: shellemd]
* Servicelist —ciICBHK OT UMEHA Ha YCIYTH, Pa3ICICHM ChC 3aneTau (ChBOaaaT
C UMeHaTa oT (aiina /efc/inetd.conf ).
— ALL — cbBNajsia ¢ BCUYKH
— ALL EXCEPT - cbBrIazicHue ¢ BCUYKH, HO C M3KJIIOUCHHUE Ha IIOCOYCHUTE
* Host-list — Cbabpxa CIUCHK, pa3AelICH ChC 3aCTau:
— HMEHAa Ha XOCTOBE (Www )
— WMEHa Ha JoMeiHu (.fu-varna.bg),
— [P agpecu Ha xocToBe (194.141.30.99) unu mpexu (172.16.).
— ALL- chBIIajicHue ¢ BCHYKA MMEHA Ha XO0CTOBE U [P anpecu
— ALL EXCEPT -C u3KJItO4€HUE Ha OIPECIECHA
— LOCAL —cnBrIagesne ¢ BCUYKM JIOKAJTHU UMEHA
— PARANOID - ¢ BcH4ku KOMTO ca UMEHa Ha XOCTOBE HO HiaMa DNS pe3osnBaHe
* Shellcmd —xomanna/cKkpunTt oT koMaHau Ha shell-a. (Hanpumep

uHpopManusa KM syslogd 3a onuTUTE 32 KOHEKIMS KbM JIaJIeHa YCIIyTra)

8/8/2022 npod. 1-p unxk. Benera Anekcuena 20



| IpentoppunTeiiHa TEXHUKA

Jla ce 3a0paHu JOCTBITBT IO BCUUKH YCIYTH OT BCUYKHU
U3TOUYHUIIA U CaMO Ha MO3BOJICHUTE U3TOYHUIIN 14 CE

pa3peln.

# /etc/hosts.deny
ALL: ALL

# /etc/hosts.allow

proftpd: .tu-varna.bg
in.telnetd: 194.141.24.15, 194.141.25.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



