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Active Directory (AD) - IIpeqna3zHadycHue

* CpxpaHsiBa MH(pOpMaLHUS 3a IIOTPEOUTEINH,
KOMITIOTPH, Pa3OpeeICH MPEKOBH PECYPCH.

* [IpaBu pecypcute JOCTBITHU 32 TOTPEOUTEIIH
1 TIPUJIOKEHUS, YPE3 UMEHA, OIMCAHKE,
MECTOHAXO0XKICHUE, IOCTHII, YIIPABJICHUE 1
MOJUTUKH 3a CUTYPHOCT.

* [Ipengnara yHuduuupad uHTEp@EIc 3a
yIPaBJICHUE C BB3MOXKHOCT 3a PEIJIMKAIIUS 1
PE3EPBUPAHOCT.
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OyHKIMN

* llenTpanu3upaH KOHTPOJI Ha MPEKOBU PECYPCH

— €aMo 3a OTOPU3UPAHU ITOTPEOUTEITN

* llenTpanu3upa u AeliCHTpaIU3Upa YIPABICHUETO HA PECYPCUTE.

— YIIPaBJICHUE HA PA3IPEACIICHNA KIMEHTCKU KOMITIOTPU, MPEKOBU
YCIYTUA U IPUIIOKEHUSA OT LIEHTPATTHO MACTO

— pasnpeacisi aIMUHUCTPATHUBHU 3a1d9M, KaTO ACJIICTHUPA KOHTPOJA Ha
pecypcu, 3a APYyTryd aIMUHUCTPATOPH.
* (CpxpaHsiBa 00CKTH B CUTYpHA, HepapXU4Ha JOTrHYECKa

CTPYKTYypa.
* Onrumuznpa MpEKOBUS TpaPUK

— dusnyeckara cTpykrypa Ha Active Directory mo3BoJisiBa ia ce
yIpaBiisiBa MPEKOBUS TpapuK MOo-ePEKTUBHO (Upe3 OTOPHU3AIMS OT
Hal-OIM3KUS KOMITIOTHP A0 KJIWEHTA, KOETO HaMajIsBa KOJIMYECTBOTO
Ha MPEXKOBUS TPAPUK).
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Crpykrypa Ha AD

e Jlornuecka

— MOACINPA AAMHUHHUCTPATUBHUTC N3NCKBAHUSI

e dDu3uyecka

— ONITUMH3HPA MPEKOBUS TpapHK, KATO OIPEACIIS

KOI'a 1 KbJAC IC CC IIPpABU PCILIMKAILINA U JIOI'BAHC B
AD.
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Jlornuecka cTpykrypa (1)

* O0eKTH — TOTPEOUTEU U PECYPCHU
(KOMIIIOTPH ¥ TIPUHTEPH).

Domain Tree — Ommucear ce ¢ 00eKTeH KIIac ¢ aTpudyTu

CTOMHOCTHTE, aCOIUUPAHU C 00EKTA.

— Te mpencraBiasBaT YHHKaJHa KOMOWHAIIHS 32
oOekra.

Domain Domain

Domain Domain ‘ Objects

* Opranm3anmonHa eqxuHuNa - Haxoun o0exTr
ca KOHTeHepH 3a apyru ooekTu. ToBa
YIIECHSBA :

— JIOKAJIM3HUPAHCTO Ha O6€KTI/IT€,

— yIOpaBJICHUETO HA OOCKTHUTE,

— JIeJIETUPAHETO Ha MpaBa 3a yNpaBJICHUE Ha
OpraHu3alMOHHATa EIUHUIIA.

JloMeiHM— KOJICKIIUSI OT OOEKTH, KOUTO UMaT
b/, nOMUTUKY 3a CUTYPHOCT U BPB3KHU Ha
j JIIOBEPUE C APYTU TOMEVUHU. DYHKIIUNU:

— AJIMHWHHCTpaTUBHA TpaHUIIA 32 00CKTH

‘- Forest ‘ — CpencTso 3a ynpapJjeHHE HA CHTYPHOCTTA Ha
i - CIIOACJICHU peCcypcH

— EauHuna Ha peruimkarus 3a 00eKTH

8/9/2022 npod. 1-p unxk. Benera Anekcuena



Jlornuecka cTpykrypa (2)

e JloMeHH IbpBeTAa — IOMEWHU, TPYyIUPAHU
B iepapXuyHa CTPYKTypa :

‘ Domain Tree — Kopen Ha 1oMelina — jaBa ©Me Ha ropara

(nwtraders.msft)

— POIUTEJICKU JOMEWHH,

— Jlela-JOMEWHU — UMETO UM € KOMOWHAIIUS OT
MMETO Ha poauTesia U yHukainHo DNS ume
(corp.nwtraders.msft)

Domain Domain

Domain Domain ‘ Objects

T'opa — Hal-OMJIEMUST JIOTUYECKHU
koHTeHep B AD, mbyiHO kornne Ha AD:

— CncTom ce oT >=1 abpBeTa.

— B enHo 1ppBO Ha ABE HUBA, KOETO CE
MIPENOPHYBA 32 IOBEUETO OPTraHU3aALINH,
BCUYKHU IOJIJIOMEMHHM Ca JIella Ha KOPEHa, 3a Ja
00pa3yBar €IHO HEMPEKbCHATO TbPBO.

’ Organizational Unit ‘ J — [Ilo monpaszbupane nundopmarus 8 AD ce
CIIOZIEJI CaMO B Topara.

_ ; — Jopara e rpaHnnia Ha CUTYpHOCT 3a
_ ‘ F_or_es’g ‘" uH(pOpMauATa, KOATO ce Chabpxka B AD.
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OTHOILICHUE HA JIOBEPUE

* ToBa € CUIr'ypeH METO[ 3a KOMYHUKAIIUA MEXAY JIOMEHHHU,
I'bPBETA U T'OPM.

* JIOBEPUETO € BPb3KA 34 ABTCHTULIUPAHE MEXKIY JBa
IOMEHHA, Ype3 KOATO IMOTPEOUTEINTE MOTaT aa Obaar
OTOPU3UPAHU 34 JOCTBHII 0 PECYPCH B APYTU JOMEWHM.

— AKO He ca KOH(QUT'ypUpaHU OTHOIIICHUS Ha IOBEPUE,
JIOMEHMHBT € OTPAHUYEH MPU JOCTHhIA 10 PECYPCH
eIHHCTBEHO B PAMKHTE HA OPraHU3AlMATA.

— AKO 10BEpHETO € KOHPUTI'YpUPAHO, ABTCHTUKALIMOHHHUSAT
MEXAHU3bM 32 BCEKU JIOMEHH CE€ JOBEPABA HA
ABTCHTUKALIMOHHUS MEXaHU3bM HA APYTUTE JTOBEPEHU
OOMEHHU. AKO NOTPEOUTE UK NPUIIOKEHHUE CE aBTCHTULIMPA
OT €IWH JOMEWH, HEroBaTa aBTEHTUKALIMSA CE IIPUEMA OT
BCUYKHU JIPYTH JOMEWNHHU, KOUTO CE IOBEPSBAT HA IIbPBUA.
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OTHOIIEHUI MESXKIY TOMEHHU

Trusts Types

orest Trust (Complete or Selective)

Kerberos Realm

st a—External Trust [One Way )

poriest
1 /
i aff——Fxternal Trust (One Way) ,

Anotherdomain.com
(Separate Forest )

aie®

Bcuuky IOMEWHM B ropara oAb PKaT TPAH3UTUBHO

JIBYIIOCOYHO OTHOIIIEHUE HA JIOBEPUE C BCEKU APYT
JIOMEHH B ropara:

 Parent-child
 Forest trust

* Shortcut trust- Mmexxay TOMEWHH, KOUTO HE ca B
HACJIEJICTBEHA Bpbh3Ka (HE ca TPAH3UTUBHU)
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I pyniu B AD

JlokaiHu 3a MalIyHaTa — 3a 00OEKTUTE, KOUTO Ca B
JokKajiHara 3a KoMmmrorsepa b/l. Te morar ma umar 3a
YJICHOBE:

— M100AJIHU TPYIIH,

— JIOMEWH JIOKAJIHU I'PYIIM OT TEXHUSI COOCTBEH JIOMEHH

— YHHBEPCAJIHU I'PYIIH OT TEXHUS COOCTBEH JOMEHH HUJIH OT

APYIu JOMCHUHH, HA KOHUTO CC JOBCPsBAT

JIOMEWH JTOKaJIHU I'PYIIU— Ch3/1aBaT CE HA JIOMEUH
KOHTPOJIEP (M3II0JI3BaT CE€ 3a OTPOMHU
MH(QPACTPYKTYPU C MHOTO JIOMEUHH )

JloMelH rmo0aaHu rpyny - Chb3/1aBaT Cce Ha JOMEHH
KOHTPOJIEP

YHUBepcaaHU Ipynu - MOTaT Aa ObAaT OT BCEKHU
noMmerH B AD ropa.
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[ moOaJsieH xarajor

* Pecypcure B AD MOXke 1a ce CIOAEHAT MEXY JOMEUHU U TOPH.

* [T00amHUAT KaTaJoT yJIeCHsABAa MOTPEOUTEIISI B ThPCEHETO Ha OOEKT, T.K. € 0€3 3HaUCHUE
TOM KBbJIE CE HAMUPA U HE CE HAJIara Ja C€ ThPCH MO OTJIEIHO BbB BCEKU JOMEWH.

* [00aJHMAT KATAJIOT € PENO3UTOPUs C HH(POPMALIUS, KOSITO ChIbPHKA TOAMHOKECTBO OT
aTpuOyTH 32 BCUYKH OOCKTHU

* YieHoBeTE Ha 4IMHH I'pyliaTa Ha CXeMara Morar Jaa IpoMCHAIT KOH anI/I6YTI/I Ja C€
ChXpaHsABaT B INI0OATHUS KaTtayor. ToBa ca aTpuOyTUTE, KOUTO HAW-YE€CTO CE U3IOJI3BaT B
3aJ4BKHUTC 34 TBPCCHC!

— uMe win pammins Ha moTpeduTens, logon name
— Hudopmanus, HeoOxoauMa 3a JTOKaTU3aUITa HA 00EKT

— IlpaBara 3a nocThn 10 00eKTa (ako HAMA IMpaBa 3a Jia ce BIKaa 00eKTa, TOM HiIMa Ja Ce TOSBH B
pe3yNITaTUuTE OT ThPCEHETO), T.€. MOTPEOUTEIIAT MOXKE Ja HAMEPH CaMO OOEKTHTE, 10 KOUTO UMa TpaBa
3a JIOCTBII

* Global catalog server ¢ DC, koiiTo €()eKTUBHO U3II'BIHABA 3asBKH OT BBTPEIIHOCTTA Ha
ropara B IJIOOQJIHUS KaTaJIOr.

* IIspBusar ce3maaen DC B AD crasa global catalog server.

M\

* Morar na ce cp3nanar gonsanurennu global catalog serverssa banancupane Ha Ipaguka
“ ~ /TS0 \\
3a aBTEHTHUKAIM Y 3a51BKU 32 ThPCEHE. | A G z\y T

8/9/20

)
\®)
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dusnuecka crpykrypa (1)

* JIOMEHH KOHTPOJIEPH -
KOMITIOTPH C
WindowsServer n AD.

— Bcexu nomenH
KOHTPOJIEP M3ITbJIHSIBA
(PYHKIIMH 332 CbXpaHCHHUE U
pEeTLTUKALIMAL.

— EauH moMenH KOHTpoJIep
MOXK€E J1a MOAIbPKA CaMO
€JINH JIOMECHH.

— Bceku nomeiiH TpsOBa na
rMa II0BeY€e OT €IUH JJIOMEUH

KOHTPOJIEDP, 34 J1a € HAJIMYHA
AD 24/7.

npod. 1-p unxk. Benera Anekcuena
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dusndecka CTpykrypa (2)

* CailToBe- rpynu OT CBbP3aHU
KOMITFOTPH.

— JIOMENH-KOHTPOJIEPHT B PAMKUTE
Ha caiTa 0o0IllyBa 4e€CTO - Ta3u
KOMYHMKAIMs HaMaJIsaBa
3aKbCHEHUETO B PAMKHUTE HA
Ha cauTa IpU IPOMEHHU.

— Hamanssa BpemeTo 3a
pPEILIMKALIMS HA €IUH JOMEWH
KOHTPOJIED B APYT.

— (CauToBeTe ONTUMU3UPAT
M3IT0JI3BAHETO HA YECTOTHATA
JIEHTA MEX]1y KOHTPOJIEPU HA
JIOMEHHH, KOUTO Ca B
pa3IMYHU MECTA.
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dusnyecka cTpykrypa (3)

* AD partitions
— CbAbpPiKa KOIINA Ha BCUYKHU 0OEKTH B TO3HU
IIOMEMH.

— EnuH partition Ha TO0MEiHA C€ pETUIMKUpPaA
CaMo C JIpyT JIOMEHH KOHTPOJIEP B ChITUSA
JIOMEWH.

— domain partition - peTUINKA HA BCUYKU
OOCKTH B JIOMEiiHa,

— configuration partition -CTpyKTypara Ha
ropara, T.€. 3alliC Ha BCUYKHU JIOMEUH
KOHTPOJIEPU U BPB3KUTE MEXKAY TSIX

— schema partition — cxeMara Ha 1sJ1aTa ropa
ChC ChOTBETHATA JIe(DUHUIIUS HA BCEKU OOCKT
KJ1aC

— Optional application partition - CbIbpKaT
00€KTH, KOUTO HE Ca CBbP3aHU ChC
CUT'YPHOCT, HO C€ M3II0JI3BaT OT >=1
npujiokeHus. Te ce perimkupar Ha

OoIpCaACICHU I[OMCﬁH KOHTPOJICPH B ropara.
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Single/Multi master peruiukanus

Forest-wide roles

¢ Schema master

« Domain naming
master

First domain controller in

Domain-wide roles

¢ RID master
¢ PDC emulator
¢ Infrastructure

the forest root domain

Domain-wide roles

« PDC emulator
¢ RID master

¢ Infrastructure
master

master

8/9/2022

Multimaster pemJinkamus- MpOMEHU, HAIPABEHU B CXeMaTa
C€ MOBTAPAT BbB BCUUKU JOMEMHU B ropara. [Ipu mpomMsiHa B

I[OMGP'IH Ts CC IIOBTAPA BbB BCHYKHM KOHTPOJICPH B I[OMCfIH&.

[To BpeMe Ha Multimaster perinkanus, MOXe J1a C€ CIy4Yu
KOH(DIIMKT, aKO aKTyaJIu3alluy Ha aTpuOyT Ha €IMH U ChIIT
00€KT Cce U3I'BIHIBAT €IHOBPEMEHHO OT JIBa JOMEHH

KOHTPOJICPA.

N36srBa ce KaTo ce MoJi3Ba eHa master penjuKanus-
€IMHCTBEH JOMEHH KOHTPOJIEp, Ha KOUTO Morar j1a ObaaT
HaIlpaBeHU MPOMEHH - J100aBsiHE Ha HOB JJOMEHH WU

IMpOMsiHAa Ha CXEMaTa Ha Lidj1ara ropa.

Onepanuure, KOUTO U3MOJI3BAT €AMHMYHA master
penJIMKAIUA ca MOJAPEICHH 3a€JHO B CIICU(PUYHU POJIU B

€1lHa TOpa WU JIOMEVH.

KoHTposepbT Ha JOMEVH, KOUTO € OTTOBOPEH 3a OIpEeIeiIeHa

poJIsi, ce Hapuya oTepallMoHeH master 3a Ta3u poJsl.

AD cbpxpaHsiBa KOl JOMEWH KOHTPOJIEP MPUTEKABA

crienrpruyHa POJIS.

npod. 1-p unxk. Benera Anekcuena 15



PaboTHM master

»”domain-wide -
YHUKAJIHU 34 BCEKDI
JTIOMEWH B TOpara.

forest-wide —
YHUKAJIHU 3a ropara

Forest-wide roles ~___ Domain-wide roles

¢ PDC emulator
¢ RID master

¢ Infrastructure
master

¢ Schema master

¢ Domain naming
master

* First domain controller in ’
. the forest root domain

... Domain-wide roles . .

¢ RID master
¢ PDC emulator

¢« Infrastructure
master

8/9/2022 npod. a-p unx. Benera Anexcuena

16



Forest-wide master poiu

Forest-wide roles Domain-wide roles

¢ PDC emulator
¢ RID master

¢ |Infrastructure
master

+ Schema master

« Domain naming
master

First domain controller in
the forest root domain

Domain-wide roles

¢ RID master
¢ PDC emulator

¢ Infrastructure
7 master

* Schema master —koHTpoJIMpa

BIIACUTUTE HA cxemara. Cbabpika
master CIUCHK C OOEKTHHUTE
KJIACOBE U aTpUOyTH, KOUTO CE
M3II0JI3BAT 3a Ch3/JaBaHe Ha
o0ekTn B AD kKaTo moTpeOuTenu,
KOMITFOTPHY, IPUHTEPH

Domain naming master-
KOHTPOJIMPA N00ABSHE WU
U3TPUBAHE HA JIOMEMHHU B TOpara.
Camo0 IOMEHWH KOHTPOJIEPA, KOUTO
abpku domain naming master
poJATa MOXKE Aa 100aBH JTOMEHH.

8/9/2022 npod. 1-p unxk. Benera Anekcuena 17



Domain-wide master ponu

*  Primary domain controller emulator (PDC) —Cb31aBa ce
bpBU B HOBUS 1oMelH. [Togabpxka backup domain
controllers (BDCs) B mixed-mode domain.

*  Relative identifier master-(RID master). [Ipu cb3naBane Ha
HOB 00ekT DC ch3naBa HOB, OTTOBAPAIIl 32 CUTYPHOCTTA Ha

o0eKTa, ¥ Bh3Jlara Ha 00eKTa YHUKaJIeH UAEeHTU(UKATOD 32

(rypHoct (SID), KOiTO ce ChCTOU OT:

nomeiiH SID, KOMTO € eIUH U CBIII 32 BCUYKHU Ch3JaJCHU B

JOMEiHA,

otHOcuTeneH uneHtudukarop (RID), koitTo € yHuKaneH 3a BCEKU

OTroBapsll 3a CHTYPHOCTTA, Ch37a/IeH B IOMEWHA.

RID master paznpenenst 6iokoe RIDs 3a Bcexu DC

| Forest-wide roles Domain-wide roles

. PDC emulator
¢ RID master

¢ |Infrastructure
master

First domain controlleri | mfrastructure master- Koraro o0ekrure ca mpeMecTeHu OT
eIUH IOMENH B ApyT, Infrastructure master akryanusupa
pedepennnuTe Ha 06EKTa OT HETOBUS IOMEWH B IPYTHUs
nomeitH. Pedepenmusara Ha 00€KT ChabprKa IMTOOATHO YHUKAICH
unenatuduxarop (GUID), ceabpixkamnt ume u SID. Active
Directory nepuonuuno akryanuszupa GUID, 3a na orpazu
HaIpaBEHU TPOMEHH B ICUCTBUTEITHUTE OOCKTH, KOUTO CE
MECTST B paMKHTE Ha JIOMEHWH U MEXKITY JOMEHHH WU
M3TPUBaHE Ha OOCKTH.

+ Schema master

« Domain naming
master

Domain-wide roles

¢ RID master
« PDC emulator

¢ Infrastructure
master
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JInpekropuiHU yCayTu (1)

Pecypcute B ronemMu Mpexu ce
CIIOAEISAT OT MHOTO MOTpeOUTENN

H IIPUITIOKCHHSI.

- Jﬁiw
B _}J Domain

L &]out
< | Computers
gp(:omputem KimYoshida
.| Attributes | Values
Name Kim Yoshida
Building 117
Floor 1

< | Printers

~ Printer1

8/9/2022

JupexTopuitHara ycayra (Active Directory)
ChXpaHsiBa CTPYKTypHpaHa nHPpOpMaIIus 3a Xxopa u
pecypcH B €/Ha OpraHu3alus.

JAvMpexkTopuiiHaTa ycJyra 1aBa Bb3MOXHOCT Ha
MOTPEOUTENIN U TPUIIOKEHUS 32 JOCTHI 10 PECYPCUTE U
uHpopmanus 3a Tiax. T4:

HNmenosa pecypcure

Onucea ru

Jloxanu3zupa ru

HaBa goctsn 10 uHbOpMALHS 32 00EKTH
VYnpasnsiBa ru

[Ta3u curypHo ungopmanus 3a Tsx

[Ipennara ThpceHe Ha OOEKTH MO TEXHUS OOEKTEH KJIac,
aTpuOyTH, CTOMHOCTU Ha aTpUOYTUTE, TAXHOTO
MECTOTIOJIOKEHUE B PAMKHUTE Ha CTpyKTypara Ha AD, nin
BCsIKa KOMOWHAIHSI OT T€3U CTOMHOCTH.

Taka 6e3 /1a ce 3Hae (pu3nueckara TOMOJIOTHS Ce JaBa IOCTHIT
710 BCUYKH PECYPCH
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JINpEKTOPUMHU YCIYTH (2)

Pecypcure B ronemu Mpexu ce
CIIOAEIISAT OT MHOTO MOTPEOUTEIN

U IIPUIIOKCHU.

—
7 _}J Domain

8/9/2022

KimYoshida

Attributes

Values

Name
Building
Floor

Kim Yoshida

117
1

be3 na ce 3Hae (hu3uyeckara TOIOJOTHUS Ce
JaBa JIOCTHII 10 BCUYKHU PECYPCH.

AD 1103B0oJIsIBa ChbXpaHsBaHE Ha TOJISIM
Opoil 00EKTH, KOMTO Ca OPTaHU3UPAHU B
partitions

AD 1103B0JIsIBa JIECHO pa3pacTBaHE Ha
OpTaHU3AIUATA.

AD 1103BOJIsIBa M3ITBJIHSBAHE HA YCJIYTH HE

camo ot OC, HO ¥ OT IPUIIOKECHUS B
pexnm Application Mode (AD/AM)

AD/AM — paxonko nHcTtaHuuu Ha AD/AM
MOrar Jia C€ M3MI'bJIHIBAT €AHOBPEMEHHO Ha
€IUH ChPBBP C HE3aBUCUMO
KOH(UTrypupase.
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Cxema

* AD cxema neduHHpa MHOKECTBOTO OT OOEKTH, TUTIOBE MH(POpMALIUS 3a TSIX,
KOH(UTYpaALMUTE 110 MOoAPa30UpaHe 3a CUTYPHOCTTA UM.

* AD cxema cbabpxa AeOUHUIIMYA HA BCHYKU OOCKTH- TOTPEOUTENHN, KOMITIOTPH, TPUHTEPH,
KOUTO ce chxpaHsaBar B AD.

* Hwma camo eiHa cxeMa B €/1Ha ropa, 3a Jia OTTOBapsT BCUUYKU OOCKTH Ha €IHU U ChIIU
IpaBHIA.

* (CxeMara chabpika 2 TUIA 1eOUHULIIHN:
— OOEKTHHM KJIaCOBE€ — KOJIEKLIUS OT aTpuOyTH
— Atpubytu — nepuHUpPaHu ca OTAEIHO OT OOEKTHUTE KacoBe. Beekn arpulyT ce nedruHupa BeqHBK, HO
MO’ J1a C€ M0JI13Ba B HAKOJIKO OOEKTHH KJI1acOBE
* Morar ga ce ch31aBaT HOBU TUIIOBE 00eKTH B AD Karo ce pa3mmupsiBa cxemara,
npeaeduHUpaT ce KIacOBE WX aTPUOYTH.

Examples of object Examples of
class attributes
accountExpires
User department
distinguishedName
’ / ) directReports
dNSHostName
g Computer operatingSystem
repsFrom
repsTo
Printer firstName
lastName
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AD u DNS (1)
e

I—D Sales

ra
| Relative ' fﬁfSuzan Fine
. distinguished name S

CN=Suzan Fine,0U=Sales,OU=Finance,DC=contoso,DC=msft

* AD wm3uckBa DNS 3a OTKpHBaHE MECTOIIOJIOKEHHUETO HA PECYPCUTE B
MpesKara.

* Bcuuku Bepcun Ha Windows uznon3Bat DNS. Camo nipu otka3 Ha DNS
KOMITFOTPHUTE III€ U3MO0JI3BAT CUCTEMAaTa 3a UMeHyBaHe WINS.

* 3onosute (aisioBe Ha DNS Morar na Ob1ar cbxpaneHu B AD xpaHuiuiie
Ha JJaHHU, KOETO MPEA0CTaBs MO-100pa PYHKIIMOHATHOCT U CUTYPHOCT.

* AD umeHara Ha noMmeriHu npenacrasiaaBar DNS uMmena, T.€. DNS
peajuM3anuaTa TpsAOBa 1a ¢bOTBeTCTBAa HA AD n0MelH peaju3anuara
HA OPraHM3aANMATA.

\®]
[\
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AD 151 DNS H(HZQ)HTpoJIepHTe AD

3a OTKpHBAHE MECTOMNOJIOKECHUETO HA JJOME
M3I10JI3BA CIIEUATIHU pecypcHHM 3amucu B DNS — SRV pecypcen
3anuc. Hampumep:

Idap. tcp.corp.com. 600 IN SRV 0 100 389 DC.corp.com

I R

Yemyra _ldap VYenyrata, naeHTUGUIMpaHa OT TO3U 3anmuc. ToBa UAEHTU(UIMpPA ycayraTa Karo ChbpBbD,
koiiTo orroBapst Ha LDAP (Lightweight Directory Access Protocol) 3asBku.

[IpoToxkon _tep N3nons3BaH TpaHCIOPTEH MPOTOKOJ.

Nme corp.com NmeTo Ha nomeliHa, 3a KOTOTO € TO3HU 3aI1uC.

TTL 600 Bpemerto 3a *UBOT Ha 3amuca B Keia (B CEKYH/IN).

Knac IN Cranpapren MnTepHer kiac.

Pecypcen SRV Nnentudunmpa 3anuca kato SRV.

3armc

[Ipuopurer 0 Nnentudunvpa npuoputera Ha 3amnuca 3a KIUMEHTAa. AKO ChIIECTBYBAaT MHOMKECTBO

3aMMCH 3a €HAa M ChlIa YCIyra, KJIUEHTHT IIE CE CBbPKE KbM ChPBBP C Hal-Majika
CTOMHOCT Ha MPUOPUTETA.

Termno 100 Mexanu3bMm 3a OalaHCHpaHO HaTOBapBaHe. AKO HMa HSIKOJKO 3amuca C €IHaKbB
PUOPUTET, KIIMEHTHT 111 n30epe 3anuc ¢ Hall-BUCOKOTO TETJIO.
[Topr 389 [TopTeT, U3M0I3BaH OT Ta3u yCiayra.

Len DC.corp.com MammuHara, mpeaocTaBsiila yKa3aHara yciayra.



PasrpaHn4eHU 1 OTHOCHUTEITHO
pa3rpaHUYCHU NMEHA

7 . Contoso.msft
Finance

< | Sales

L@ZSuzan Fine

Relative
distinguished name

CN=Suzan Fine,0U=Sales,OU=Finance,DC=contoso,DC=msft

Knuentckure kommorpu u3nonssat Lightweight Directory Access Protocol (LDAP) 3a Tepcene u
Moauduinpane Ha ooektute B bJ[ Ha AD.

LDAP e uact or X.500, koiiTo neduHUpa CTpyKTypaTa Ha TUPEKTOPUUTE , 3a a HAMEpPU OOEKTUTE
110 YHUKAJIHO UME.

Pa3zrpanunuyeno nme (Distinguished name) — nme Ha 00ekTa, MO KOETO 0OEKTA C€ JIOKAIU3Upa B
JIOMEHHA ¥ IIBJIHUS BT, TI0 KOMTO JIa ce TOCTUTHE 00ekTa. To € yHHKaIHO B ropara.

OTtHocuTesHO pasrpann4veno uMme (relative distinguished name) — ynukanuo uaeHtudunmpa
oOekTa B KOHTeitHepa. To e BuHaru mbpBus koMnoHeHT B distinguished name, Ho He BuHaru ¢ CN.

CN (common name) — uMe Ha 00€KTa B KOHTEHHepa

OU (organizational unit) — opranu3alnyoHHaTa €IUHUIIA, B KOSATO € 00ekTa. Moxke Ja € MmoBeye oT
¢/IHa, HO ca B iepapXHYHa CTPYKTypa

DC (domain component) -.com. , .msft. ima none 2 DC, HO € Bb3MOXKHO J1a ca ITOBEYE, aKO
JIOMEUHBT € IBIIEPEH JTOMEUH.
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JlorBaHe Ha KJIMECHT B JIOMEHH

1. [ToTpebuTensr ce gorBa:

1. xmueHTCcKuAT KommtoThp usnpama RPC (Remote Procedure Call)
ChOOIIEHNE KbM JIOKaHara yciayra NetLogon, HAIIMMpaiku logon cecwsl.

2. H3IIpania CC: UMCTO Ha KOMITIOTbpa, UMCTO Ha HOMeﬁHa 1 UMETO Ha cauTa.
2. Ycnyrara NetLogon u3npaiiia 3asiBKa 10 KOHQUTYpUpaHus Ha MalllHaTa

DNS cbpBbp 32 NoTyyaBaHe Ha apeca Ha IOMEWH KOHTPOJIEpa,
OTTOBAPSII 32 KOHKPETHUS JJOMEH.

DNS cbpBBbpBT BpbIlla U3UCKBAHUS CIIUCHK OT ChPBBPH.

KnueHntsT copTupa cnuchka Ha 6a3aTa Ha MPUOPUTETA.

1. Cnouchk cbC CHPBBPU C €IHAKBB IPUOPUTET C€ MOAPEXkKIa HA OCHOBATa Ha
Ternara.

2. KiueHTHT 3amouBa ga 00pab0oTBa CIIMCHKA IO Pe.

m— [Tonyuasa IP anpecure Ha Bceku cbpBbp (0THOBO 0T DNS cucrtemara).

N3npama LDAP 3asiBka Ha UDP nopt 389 kbM BCEKH OT apeCUTE M0
|serverxyz| pe€Zla Ha TAXHOTO MOJTyYaBaHe.

7. Crnen usnpaniane Ha 3asiBKa, KJIMEHTHT U34aKBa 32 OTTOBOP. AKO HE ce
MOJIy4r OTTOBOP, CE€ U3MpAIlla 3asBKa KbM CJIC/IBAIIMS JOMENHH
koHTpouiep. To3u nporuec nNpoabKaBa A0 MOJydYaBaHE HA BAJIUJICH
OTTOBOP WJIM JI0 M3UEPIIBAHE HA CIIUCHKA C BCUUKHU JOMEITH
KOHTPOJIEPHU.

Domaln Controller \

8. Crnien monyyaBaHe Ha MOJIOKUTEIIEH OTTOBOP OT JJOMENHH KOHTPOJIEp,
KJIMEHTHT 3all04Ba MPOIIeca Ha JIOTBaHE C JJOMEHH KOHTpOJIepa.

9. KnunenTsT kemuvpa nnpopmaiusata 3a J1OMEH KOHTPOJEpa.
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YrpasneHue ¢ AD

* [lo3BOJIABa HEHTPATUIUPAHO U
NeleHTPAJTU3NPAHO YIIPpABJIEHUE Ha
NOTPEOUTEIIN, KOMIIOTPH, IIPUHTEPU U
MPEKOBHU PECYPCH.

* AJIMHUHHCTPATOPBT MOXKE 1A JCJIErupa
aIMUHUCTPAaTUBHU IIPUBUJICTHUM Ha
NOTPEOUTEIN UM TPYIIU.
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LlenTpanusupano ympasieHue ¢ AD

* JIbpku nH(pOpMaLM 32 BCUUKHA OOCKTH U aTpUOYTH U OT
€HO MSICTO MOrar Ja C€ yIpaBJisiBaT BCHYKH MPEKOBU

pecypcu
* JlecHo ce mokanu3nupa 00EKT C ThPCEHE IO ONPEICIICHU
aTpuOyTH Ha 0a3za LDAP

* Moxe na ce rpynupar 00eKTH ¢ MOA00HHU
aIMAHHACTPATUBHU WJIM S€Curity M3MCKBaHUS B
opranu3auuoHHu eauHunu (OU)

* OU ocurypsBaT HSKOJIKO HUBA Ha IIPUBUJICTUN Y HOJIUTUKU
3a CUTYPHOCT U IO3BOJISIBAT ACJEerUpaHe Ha
aIMAHUCTPATUBEH KOHTPOJI

* Moxe 1a ce 3a1aBar rpyIoBy IIOJUTUKH 3a CAUT, JOMEHUH
i OU

* Te3u rpynoBH NOJMTHUKHU CE IIPUIArar 3a BCUUKH
OTPEOUTEIN U KOMIIIOTPHU B KOHTEHHEpa
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JleueHrpanu3upaHo ynpasiaeHue ¢ AD

* Moxe ma ce aejierupar pa3judHu IIpaBa 3a HIAKOU
MOTPEOUTEIIN U TPYNHHU BHPXY YaCT OT OOCKTUTE B
TOMEMHA

— Hampumep: Full Control 3a OU Sales.
* Moxe na ce moauduuupar crieuu(puIHu
aTpuOyTH 3a 00ekT B OU
— MO3BOJICHUS a C€ IPOMEHU UME, aJipec,...
— J1a C€ CMEHH I1apoJiaTa Ha aKkayHTa OT HOTpEOUTeIIs

— J1a ce peceTHar Bcudku nmapoan B OUs 3a mjomenHa. ..
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AD snap-1ins

Active Directory Users and Computers

— VYnpapisiBa NOTPEOUTEICKH aKayHTH, TPYIIH, KOMITIOTbPHU
aKayHTH, 100aBs KOMITIOTPH B JOMEHA, YIIpaBJIsiBa MOJIUTHKH,
3a7]aBa MpaBa Ha MOTPEOUTEINTE, CHOIIOIaBa TOIUTUKUTE

Active Directory Domains and Trusts

— VYropaBisiBa JOBEPUETO MEXKAY JOMEMHU M TOpH, 100OABs HA
NOTpeOUTEIIs IWIAaBHUSA CY(PUKC, MPOMEHS (PYHKIIMOHAJIHUTE HUBA
Ha JIOMEHH U ropa

Active Directory Sites and Services

— 3a peruhKamys Ha TaHHUTE 32 JUPECKTOPHUSITA

Active Directory Schema

— VYnopapisiBa cxemara u He € 10 IoJpa3orupaHe B MEHIOTO. TpsiOBa
1a ce J00aBu PhUHO.
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AD tools
e Dsadd

— Jlo6aBs 00eKTH — KOMITIOTPH, TToTpeduTenu, rpynu, OU, konTaktu B AD.

* Dsmod
— Monuduumpa ooexTu

* Dsquery
— MWMsmbassBa 3asBku B AD 110 cnennUIHA KPUTEPUU.
* Dsmove

— Mectu 00€KT B JoMeiiHa Ha HOBa Jiokarus B AD
— IIpeumenyBa oOekTa 6€3 ga ro MECTH
— MWM3rpusa o0ekT oT AD

* Dsget
— U3Bexaa Ha ekpaH n30paHuTe aTpuOyTH 3a 00eKkTUTE B AD.
* Csvde

— HWMnoptupa/ekcnoptupa ganaute 3a AD B comma-separated dopmar.
* Ldifde

— Cs3naBa, Mmoguduipa 1 u3TpruBa 00ekTu B AD.

— Pasmmpsia AD cxemara

— Excnoptupa nndopmaiys 3a NOTpeOUTENN U TPYHU KbM APYTH NPUIIOKEHUS WU
YCIyTH
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AD scripts

* 3a Obp30 mpUIaraHe Ha II0-CJI0KHA MPOMSHA B
AD ce cbh31aBaT CKpUIITOBE, BKIKOUBAIIHU T10-
CII0KHH YCJIOBUS

 Te ce cph3maBar 3a;

— KoMIuiekcHO ThpceHe Ha HHPOPMAIIHS 32 OOCKTH B
AD

— Jlo6aBsaHe Ha o0ext B AD

— Mopuduiupane Ha CTOMHOCTUTE Ha aTpUOYTHUTE B
oOexkTuTe HAa AD

— M3TpuBane Ha 00ekTH 0T AD

— PazmmmpsiBane Ha cxemara 3a AD
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8/9/2022

AD-1annpane u peaimm3anus (1)

CTrnkKn Onucanue

Juzaiin Ha AD Ha 6a3a Ha M3uCKBaHUsITa KbM OpraHU3UpaHEe Ha
camus OU3HeC

[Inanupane Ha AD  Ha 0a3a Ha TEXHUYECKUTE aCIIEeKTH Ha AU3aiiHa

Peanuzanus Ha AD  Cb3naBaHe Ha ropa U CTpyKTypa Ha IOMEHA

npod. 1-p urx. Benera Anekcuena
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AD-11annpane u peajam3anus (2)

CrnkKn Onucanue

JIn3aiin Ha
AD

[Lnanupane
Ha AD

Peamuzanus
Ha AD

8/9/2022

Ha 0a3a Ha u3MCKBaHMATA KbM OpraHM3UpaHE HA caMUsi OM3HEC:

*CpOupane nHpopmalys 3a opranu3amusiaTa — npous Ha NOTPEOUTENUTE,
JIOKalu¥ Ha 0(pUCHUTE, TEXHHUECKA U MPEKOBa MHPPACTPYKTypa, INIAHOBE 32
IPOMSIHA U Pa3pacTBaHE. ..

*AHanu3 Ha chOpaHara HHGOpMaLUS

*AHanu3 Ha Bb3MOXXHUTE PELICHUS — I'bBKABOCT, pa3pacTBaHe. ..

*1300p Ha AU3ailH — CpaBHSABAHE HA MPEIUMCTBA U HEJOCTATHIIM HA Bb3MOXKHU
penieHust

*Bb3MorkHaA € MpoMsHa Ha IbPBOHAYAIHUS U300p Ha Ju3aiiH!

Ha 0a3a Ha TeXHMYECKUTE aCIIEKTH HA JU3aiHa

Cp31aBaHe Ha ropa ¥ CTPYKTypa Ha JIOMEHa
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AD-nnanupane u peanusanus (3)

CrnkKn Onucanue

Jln3ariH Ha
AD

IMnanupan
e Ha AD

Peanuzarusa
Ha AD

8/9/2022

Ha 06a3a Ha M3UCKBaHUSITAa KbM OpraHU3UpaHE Ha caMus OU3HEC

Ha 06a3a Ha TeXHUYECKUTE acClEKTHU HA IU3alHA;

*Crparerus 3a akayHTH — UMEHYBAHE, TIOJIUTUKH. . .

*CTparerus 3a OJuT- KaKBO 1€ ce HaOIonaBa

*[Inan 3a ce3naBane Ha OU —kosiko u kakBu OU- Ha reorpadcku, Ha
(YyHKIIMOHATIEH WU APYT IPUHIHUIT

] [;1anH 3a cb3aaBaHe HA IPYIU

] [;1aH 3a CaTOBETE U BPB3KUTE MEXKIY TAX

*Ilnan 3a pasnpocTpaHeHue Ha copTyepa

*IInan 3a U300p Ha ChbPBBPHU, pa3NojaraHe Ha JIOMEWH KOHTPOJIEPH, ChbPBbpa C
robanHus karanor, DNS cbpBbpa, pabOTHH ChbPBbpPU

Ch3naBaHe Ha ropa U CTPYKTypa Ha JoMelHa
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AD-1iannpane u peaimmzanus (4)

Juzaitn Ha  Ha 0a3a Ha W3KMCKBaHUATA KbM OpPraHU3UpPAHE HA CaMUsi OM3HEC
AD

[Inanupane Ha 0a3a Ha TeXHUYECKUTE aCTIEKTH Ha Ju3aliHa

Ha AD
Peasmmzanm Chb31aBaHe HA ropa U CTPYKTYpa HA JIOMEMHA:
s Ha AD *CTpyKTypa Ha OPraHU3AIMOHHUTE EAUHUIIA

*Cb3/1aBaHe Ha MOTPEOUTEIICKM U KOMITIOThPHU aKayHTH

*Cp3naBane Ha [ pynu — no PyHKIUK U 110 HUBA HA CUTYPHOCT

*Cp31aBaHe HA TPYNOBU MOJTUTUKA

[ Ipritarane Ha MOMTUTUKUTE KbM JIOMEMHH, CANTOBE U OPTAaHU3ALMOHHU €IUHULINA
*Ch3/1aBaHe Ha MOJIUTUKH 32 pa3poCTpaHEeHHE Ha copTyepa
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



