IIpeoOpa3zyBane Ha umeHa B 1P
anpecu. DNS

npod. 1-p uHK. BeHera AnekcrueBa

8/8/2022 npod. 1-p urxk. Benera Anexcuesa



OCHOBHU MOMEHTH

* YKa3aHus 3a U3IHUTA

 Cowomgoct Ha muciiuimaara “AJIMM”
 @OaunbT Hosts

* DNS

* FQDN

* MteparuBHO pe30BaHE

* OOparHO pe30JIBaHE

* Forwarding

8/8/2022 npod. 1-p unxk. Benera Anekcuena



30Ut 3a709H0 00yUYeHHE

* Bpewme 3a pabora:
— 90 MuHYTH
* dopmar:
— TecTbT cHaABPKA SO BBIIPOCA.
— Bowrpocute ca ¢ equH WIM HAKOJKO OTTOBOpA.

— HaBI/II‘aHI/I}ITa € CaMO HaIIp€a U HC MOZKC da CC BPbllld KbM
IIPEMHHAT BBIIPOC, HC3aBUCHUMO JAJIM € IIOCOYCH OTTOBOP
NJIN HC.

* OueHsBaHe:
— Jlo 100 Touku oT U3nuTa

* KOHCIIEKT ¥ IPE3CHTALIUU:
— Ha cs.tu-varna.bg

* KonHcynranuu:
— OO0saBenu npen 207-4E

8/8/2022 npod. 1-p unxk. Benera Anekcuena



30Ut pe1oBHO O0OyUEHHE

* Bpewme 3a pabora:
— 40 MUHYTH
* dopmar:
— TecTbT chabpxka 20 BbIpOCA.
— BbeopocuTe ca ¢ eI1H WK HAKOJIKO OTTOBOPA.

— HaBPIl"aHI/I}ITa € CaMO HaAIIpCca 1 HC MOZKC 1da CC BPbIIA
KBbM IIPCMHUHAT BBIIPOC, HC3dBUCHUMO AJIH € IIOCOYCH
OTT'OBOP HJIN HC.

* OucHsBaHE:
— J1o 60 TOYKH OT TEKYI KOHTPOJI OT YIIPAKHEHUS
— J1o 40 ToukM OT M3NUTA

* KOHCHEKT:
— Ha cs.tu-varna.bg

8/8/2022 npod. 1-p unxk. Benera Anekcuena



YIpaXHEHUATA

TI'exnnqecm] yHHEepcHTeT — BapHua

Te KyHI KO HTp OH : Kateapa “KoMnoThEpHH HAYKH H TEXHOJIOTHH™

B 1I i An
* 8 KOHTPOJHHU ety

* 15 MuHyTHH

AIMHIHHUCTPHPAHE HA JIOKAJIHE
H NHTEPHET MPEXRH

e 10 5 niu 10 Toukm

e OOmo — 10 60 T.

PrroroacTeO 33 7a00paTOpHE YIpAAXHEHAR

Bapua
2019

8/8/2022 npod. n1-p nHxk. Benera Anekcruena 5



KOMITOHEHTH Ha KOMITFOThPHA MPEXKa
* Kpannu yctpoucrsa
* MpeKOBU YCTPOMCTBA

* IIpeHocHa cpena

* IIporokomm

. Cnoi €JICHU PECYpPCH

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



AJIMUHUCTPUPAHE HA JIOKAJIHA MPEKaA

* ApecupaHe Ha YCTPOUCTBA
* Mapmpyrusupase
* CrapTupaHe Ha yCIyTH

* HaOmroneHue Ha paborara Ha MpeXKara

@HT})OH Ha JOCThIIA 10 yCJIyrHTe>

8/8/2022 npod. A-p urx. Benera Anekcuena



PDU u HuBa Ha agpecupaHe

PDI1J |Header Data

Transport | Howmepa na nmoprose

Network | Jlormueckn ajgpecn

| W B~

Data link | ®wusznyeckn aapecu

1 [Physical

Socket = IP address + port number

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



Mapiipytusupane

* IIpouec Ha onpeaensHe Ha Hal-q00pus
MapHUIpyT B KOMIIOTBPHUTE MPEKHU OT €aHA
MaIlliHa JI0 JApyra.

e buna:

— JlupexktHOo /MHIUPEKTHO

— Cratnuno/ JuHaMHUYHO

ITo3HaTH NPOTOKOJIM OT AUCUMILIMHATA “KM™:
— R
— OSPF
— BGP

8/8/2022 npod. 1-p unxk. Benera Anekcuena



CrapTupaHe Ha CbPBBPHU YCIYTH

Hsaxon MpeXoBU YCIIYIH:
* DNS

* DHCP

* Web cbpBBp

* Mail cbpBBp

8/8/2022 npod. n1-p nHxk. Benera Anekcruena
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HaOnronenne Ha mpexara

KakBo Tpsi0Ba ja ce HaOIrOAaBa:
* OTBOpPEHM MMOPTOBE

* TpaHncdep Ha cHOOIICHUS

* AKTUBHM IPOTOKOJIU

* CrapTupaHu yCayru
Cpencrna:

* tcpdump

* netstat

e wireshark

8/8/2022 npod. n1-p nHxk. Benera Anekcruena
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KoHTpOJ HA JOCThIIA A0 YCIYTUTE

8/8/2022

KOHTpOIBT HA JOCTHIIA € TEXHUKA 3a
OrpaHUYaBaHE HA JOCTHIA 0 CbOTBETHU YCIIYTH.

OrpaHu4aBaHETO MOXKeE Aa ObIE I10:

— [P agpec Ha xocT/Mpexa

— MMe Ha XOCT, M3NCKBAIIl JagcHa yCIIyTa

— MMe Ha noMenH

— U Jp.

OcshllecTBsIBa c€ Ha 0a3aTa Ha KOHTPOJCH CIOHUCHK
3a JIOCTBII:

— AKO B CIMCBHKA € MO3BOJICHO HA XOCTa JIa M3I0I3Ba
ycayrarTa, 3asBKara ce pa3peliana.

— B npoTuBeH ciyyau T C€ OTXBbPIIA.

npod. 1-p unxk. Benera Anekcuena 12



DNS

* ExHa ot yciyrure, 0€3 KOMTO JIOCTHII 10 APYTH
yCIIyTH KaTo web ChpBbp WJIH MOIICHCKU
ChPBBP € HEBH3MOKHA.

* JInHAaMUYHO pe30JBaHE HA UME HA XOCT KbM [P
azgpec (1M oOpaTHoO).

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



GanasT HOSTS nipenn

 ARPANet - tekctoB dain HOSTS. TXT

— YMMEHaTa Ha MaluuHuTe U TexHute [P agpecu

— Moaabpskall ce € oT uHpopMaroHHus 1eHTsp (NIC) B
Crandopackus Hayuen MuactutyT (SRI)

— MpekoBUTE aAMUHUCTPATOPH € TPSIOBAIO Aa MOJIydyaBar
€KECECIMUYHO OOHOBEHHM KOITHMS Ha TO3H (DaII.

— MpeXOoBUTE aAMUHUACTPATOPH € TPSIOBAJIO J1a U3IpaIar
nH(pOopMallKs 3a BCsAKa JJ00aBeHa U IIpeMaxHara MalliHa OT
TEXHUTE MPEKHU.

* HeedekTuBHOCT:

— HapactBaneTto pa3mepa Ha ¢aiisna BoJeno A0 IpoOIeMH ¢
TpadurKa IIpu HETOBOTO Pa3IPOCTPAHEHHE;

— Hanuue e 6una Bb3MOKHOCTTa OT AyOJIMpaHe HAa UMEHATA OT
Pa3IMYHUTE AIMUHUCTPATOPH;

— HeBb3MOXKHOCT 32 Obp30 OTpa3siBaHE HA MPOMEHUTE B
KOMITIOTBPHUTE MPEKHU.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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danasT HOSTS cera

* OcraBa KaTo aITECpHATUBA HA PE30JIBAHE HA
nMeHa KkbM 1P agpecu BMecTo DNS

* llox mpekusa KOHTPOJI HA aIMUHUACTPATOPA B
JTOKAJTHUSI KOMIIOTHD, 3a pa3yimka oT DNS
PE30JIBEPUTE.

* B Windowsl0 e B
windows/System32/drivers/etc/hosts

e B Linux e B /etc/hosts

¢ Ccopyright (c) 1993-2009 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# 127.0.0.1 localhost

# 111 localhost

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Domain Name System (DNS)

JloMmeliH - o0acT, Teputopus, cpepa, oocer.

Cucrema, onucaHa 3a IbpBU IIbT IIpe3 1983 1. u
peanusupana npe3 1984 r. (RFC1034, RFC1035)

JINHaMUYHO pE30JIBaHE HA UME HA XOCT.

basupa ce Ha paznpeaencHa 0a3a OT JaHHU,
peanr3upallla nepapxudecka CUCTeEMa 3a
MMCHYBaHE.

Han-pasznpocrpaHeHara CbBpEMEHHA peain3alius
¢ Ha YHuBepcurera B bepkim — Berkeley Internet
Name Domain (BIND), KoSITO ce€ BK/IHOYBA B
IIOYTH BCUUKU AUCTpUOyIMH Ha Unix
(www.isc.org/sw/bind).

npod. a-p unxk. Benera Anekcuena
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IIpocTpancTBO HAa UMEHAaTa

* Jlornuecka epapxuyHa IbPBOBUIHA CTPYKTYpa
* Bceku Bb3ea € DNS ume (mo 63 CI/IMBOJIa)

* KopensT Ha 16pBOTO (r001) € .

* Jlo 127 nognnBa

* MMeHaTa Ha OBLICPHUTE BH3JIM HA €IUH U ChIIl
pOAUTEI B ABPBOTO TPsAOBA J1a UMAT Pa3IMuYHU
MMEHa.

* Kpalinute Bb31M (1ucma) B AbPBOBHHATA
CTPYKTYpa IIPEACTABIT BUHATY UMEHA HA XOCTOBE,
JIOKaTO MEXUHHUTE Bb3/IM MOTar Ja YKaBBaT KaKTO
XOCT, TaKka U JTOMCHH. :

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



Fully Qualified Domain Name —
FQDN
* IIsmaoTO momerH ume (FQDN) Ha Bceku
BBb3€JI c€ (pOpMHpaA KATO MOCIEA0BATCIIHOCT OT
MMEHA I10 I'bTS OT Bh3eJIa 40 KOpEHa,
pa3JelICHU C TOUKaA.

* MiMeHara ce 3anucBar OT I0-3HaYMMOTO
(MMETO Ha MAIlIMHATA) KbM MO-MaJIKO
3HAYMMOTO (KOpEHA).

a»$»
[ ]

* Hampumep:
www.cs.ucla.edu
ftp.download.com

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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Top Level Jomennu
* JlomernuTe OT HanM-BUCOKO HUBO ca TLDs (Top
Level Domains)

* Te ca nedpuaupanu ot ICANN.

* B MHTEpHET HE Morar 1a ChIIECTBYBAT ABa
HAITbJIHO €1HAKBU JOMEWHA.

* Bcekn nomerH MoXe Ja ce pa3aciau Ha
IOIIOMEWHM.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



Bunoge top level nomeiinn
* OpraHu3auuoHHM AoMelHM (opurnHaiaau TLD)
- 3-CUMBOJIHY 0003HAYECHUA
.com, .org, .net u ap.;

* I'eorpadpckn nomeiinu (HauuoHaiaHu TLD)- 2-
CUMBOJIHU 0003HaYeHus, cho0pazHo ISO 3166

.bg, .ru, .es u ap.;
* O0Oparen gomeiin (MHpacTpykTypHu TLD).

.arpa v Jip.;
e Hosu TLD %N

___________

.archi, .1nfo, .engineer u Jp.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



bwiarapckure qOMeVHU: .bg
* 1991 roguna ce perucrpupa ot “Llndppou Cucremun’

* 2001 roguna ce nmoema ot “Peructsp.bl™

* 2006r. “Peructbp.bl ™ 3anmouBa na npeanara J10OMEHHA
B 00JIaCTH OT BTOPO HUBO.
— HoBute obOmactu ca: .a.bg, ..., .z.bg, .0.bg, ..., .9.bg.

* Ot 05.09.2009 roguna kbM obJsIacTTa .bg Morar na ce

pErUCTpUpAT JOMENHU C UMEHA HA KUPUJIULIA
(Internationalized Domain Names — IDNSs).

— M3uckBaHe - UMETO /1a Ce M3IKMCBA caMO Ha KUPUJINIIA U Ja
ChABPIKa IOHE e¢/IHa OyKBa, OTJIMYaBaIlla C€ BU3yajaHO OT
JaTMHCKaTa a30yka: 0, T, O, XK, U, i, J, 0, ¢, 11, 4, 11, I, b, b,
10, 1.

* Ilpumepu:
— http://xamanu.bg/;
— http://www.nemmn.bg/.

8/8/2022 ). 1-p uHXK. Benera Asiekcruena



8/8/2022

bbiarapckure 1OMEHMHHU: .OT

KbM Tekymus moMeHT “Peructep.bl™ € gacr ot
“UMEHA.BI"” A/l , KOUTO NOAIbPKAT
perucrpanusaTa Ha UHTEpHET IMEHa B 001acTTa
.Or (Ha KUpUIMILA).

OoOmactra .0r He € IbpBara 00J1aCT Ha KMPUIIHUIIA.
OO0macTTa .pyc Beue ChIISCTBYBa Ha KUPHIIUIIA.

[IpyumnHaTa 3a 3a0aBsIHETO Ha PA3PEIICHUETO 3a
M3II0JI3BaHE HA JJOMEMHA .0r € BU3yajlHaTa
CXOQHOCT MEXy CUMBOJIUTE .OT U .br
(HanumoHaHUAT TLD Ha bpa3zunus).

\®]
[\

npod. a-p unxk. Benera Anekcuena



JIoMEeHH OT CJIeaBallld HUBA

* JloMenHuTE CIIe] T€3U OT HAW-BUCOKO HUBO C€ HApU4ar
oometiHu om nvpeo Hueo (first-level domains).

* Cnen TaX ciaeaBaT JOMEWMHHUTE OT BTOPO HHUBO M T.H.

* JledmHMpaHeTO HA NOAJOMEMHUTE CE MOAYHNHIBA HA
PA3JIMYHU JOTUYECKH UJIH OPraHU3allMOHHN IPHHIUIN
Ha pa3JIcsIHE HA JOMEHHHUTE OT IO-TOPHUTE HUBA.

* IIpumep: cs.tu-varna.bg

Root Domain

Top-level Domains

Second-level domains

| — | D— | — — | — | E— | — ) — | — | — | — | — | — | — ) — | — — ) i — | S— , — ., —  — — . —  — — —  — | — — -

8/8/2022 npod. 1-p unxk. Benera Anekcuena 23



Jlenerupane

* IlponiechT Ha mpeaOCTaBIHE HA IpaBa 3a YIIPABJICHUE HA
pasmpeaeieHuTe 0a3u JaHHU € U3BECTEH I10/1
HAMMEHYBAHUETO Oetecupane (delegation).

* Bceku nogaoMenH MOKe J1a ObJie AeJICrUpaH Ha OTICIHa
OpraHu3alys:

— T4 otroBaps 3a kopekTHaTa HHPOPMAIIUSA B HEMHHUS JIOMEWH
— Tda MOXke na paszaeis JOMENHA CM Ha HOBH ITOJAJOMENHU U 1A

z[enempa npaBa 34 TAXHOTO praBJICHI/IC Ha I[pyrH
OpraHu3anum. ROOT
- Foot Lewvel

PAANY

s com *org  *edy encet w— Top Level Domains (TLDE)

A

emci eatt ¥ berkeley -—  Second Level Domains

~

=ub-Domain of parent
‘herkeley edy’

* 203 - Hoszt 'eos’

*Cs .

"

8/8/2022 npod. 1-p uwxk. Benera Anekcuena 24



[IpymHuun Ha gerucTtBue Ha DNS
ChPBBPUTE

* DNS CcbpBBpPBT 110JIyUYaBa 3asiBKa 3a
pas3pelIaBaHe.

* DNS CbpBBPBT ThPCH N3UCKBAHATA
nH(pOpMAaIKs OT 0a3ara JJaHHU 32 HEroBara
30HA.

* Ako uHdopmanusa B b/ nurcBa, TOi ThPCH B:
— coOCTBEHATa CHU KEIII IaMeT,
— ot apyru DNS c¢bpBBpH,

— HACOYBa KJIIMEHTA KbM JpyT DNS ChpBBp, KOUTO
MOX€E Jia 3Ha€ OTrOBOpA.

8/8/2022 npod. 1-p unxk. Benera Anekcuena 25



KoMmmoaeHTr HAa DNS

* ChpBBp HAa UMEHA (Name Server):

— IJIaBHU (primary master)

edu

— 1oguruHeHH (slave)

berkeley. edu zong gdu zong
£ Y

— kemupaiu (caching-only)

herkele

— = elegation
— npenpamaiu (forwarder) >
* 30Ha (zone) o (ol [
o SOHOB (baﬁﬂ ce.berkeley.edu  ce.berkeley.edu cs.berkeley.edu  me.berkeley. edy

* 30HOB TpaHcdep (zone transfer)

* PesonBep

8/8/2022 npod. 1-p unxk. Benera Anekcuena 26



Bumgose DNS cbpBbpH

* [UIaBHHMAT CHPBBP HAa UMEHATA 32 30HATA MOJy4YaBa JAHHUTE
3a Hesl OT (pailyl, HaMHpalll C€ Ha MallliHaTa, KbJETO €
CTAPTUPAH.

* [logunHeHUSAT CHPBBP 3a 30HATA MMOJTy4aBa JJAHHUTE 3a HEA
OT OTTOBOPHHS 32 ChIIIATa INIABEH ChbPBBP. TOBA € 30H06
mpancgep (zone transfer).

* Bcuuku DNS cbpBbpHY M3BBPIIBAT KEIIUPAHE HA
MH(pOpMAIMATA, MOJYYEHA OT IPYTH ChbPBBPH, 3a ONPEJICIICH
IIEPUOL OT BPEME.

* Kemmpanero:

— YBCIN4aBa IIPOU3BOAHUTCIIHOCTTA 1IPHU PA3PCIIABAHCTO HA UMCHATA,
— penymupa DNS tpacduka,

— ITOBHUIIaBa HAJACKIHOCTTA.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



1 omre 3a DNS cbpBbpUTE

* Kemmpamure cbspBbpH (caching-only) e1nHCTBEHO M3NIBIIHABAT
3asBKH, KEIIUPAT IoJydyeHaTa MH(pOpMalus U BpbIIAT pe3yaTar. Te He
ca OTTOBOPHH 3a HUTO €JIMH JIOMEHH U HE OAAbPKAT 30HOBU
¢aitnose. Te He reHepupar TpaduK OT 30HOB TpaHCPEp, HO NpHU

CTapTUPAHETO UM B TAX JIUIICBA KEIIUpaHa MH(MOPMAIIHSL.

* IIpenpamamure cbpBbpH (forwarders) He N3MCKBAT HUKAKBO
OOIIBJIHUTEIHO KOHpuUrypupane. Heooxoaumo e enuHctBeHO Ha DNS
ChPBBPUTE, KOUTO I1Ie u3Moa3Bar forwarder, 1a um ce ykaxar IP
apecuTe Ha npenpamamnmre. M3mois3Bar ce Korato He € He00X0AUMO
BCcUUKUTE DNS ChpBBpH OT JANCH CAWT J1a KOMYHUKHPAT JUPEKTHO C
OCTaHAJIUTE ChbpBbPU B MIHTEpHET. B Kella Ha npenpaiaiius CbpBbp
C€ ChXPaHABa IOJISIMO KOJIWYECTBO PAZPEMICHU 3asiBKH, KOUTO

00CIyKBaT BCUUKHU KJINCHTHU B CauTa.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



8/8/2022

DNS 30Ha

ChbpBbpUTE HA UMEHA ChABPIKAT ISJIOCTHA
MH(pOpMALHUSA 32 YACT OT NPOCTPAHCTBOTO HA I -
MMEHATa 10 UMETO 30Ha (zone). O

ab.ea zang

\—— QE.6a 2008

30HUTE MOTaT Jia BKJIIOYBAT:
— 4aCTH OT JOMECHH,

— HHKOHKO I[OMeﬁHa- ga domain —

e O £3 0N

Pa3nensHeTo Ha 30HU U ACICTUPAHETO MO3BOJISIBA
e(peKTUBHO MOAABbPKAHE CaMO Ha HeoOXoaumara
nH(popMalus OT CTpaHa Ha ChbPBLPUTE HA NMECHA.

Bceku ChpBBp C€ sIBSiIBa OTTOBOPEH (authoritative)
3a JaJicHa 30Ha U UMa aAMUHUCTPAaTUBHU
IIPaBOMOIIMS €IMHCTBEHO 3a Hesl.

npod. 1-p uwxk. Benera Anekcuena 29



DNS pe3onsep

* Pe30JBepbT € KIHEHT, KOMTO ¢€ 00pbIla KbM
ChpPBBP Ha UMECHA.

* Toli e peanu3upaH KaTo OMOJIMOTCUHU
(PYHKIIMM, U3BUKBAHU OT NPUJIOKCHHUSATA.

* Pe30nBEpBT U3NBIHABA CICAHUTE PYHKIIHU:
— WM3BBbpI11IBa 3aIIMTBAHE HA CHPBHPA HA UMEHATA,;

— MlHTepipeTrpa NONy4YEHUTE OTTOBOPH (BATUIHU
TAHHH WJIM TPEIKa);

— Bpwbla n3uckBaHara oT npuiioKEHUATA
MH(OpPMaIHSL.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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8/8/2022

Pa3pernraBane Ha UMeHara

IlonyuyaBaneTo Ha cbOTBETCTBUATA MMEHA — [P anpecn
Ce pealm3upa HoCPEeACTBOM IIPOLIEC, U3BECTEH IO/
HAaMMEHYBAaHUETO paspeuiasare (resolving).

CbpBBPUTE HA UMEHATA UMAT 3aJ1a4aTa Ja OTKPHUSAT
TOBA CbOTBETCTBUE HE CAMO 3a 30HUTE, 32 KOUTO Ca
OTTOBOPHH, HO U TBPCEUKHU B 1ISIJIOTO IIPOCTPAHCTBO HA
MMEHATa Ha JJAHHHU, 34 KOUTO HE CE SABABAT IPSAKO
OTTOBOPHHM.

B DNS ce nsnoas3sar 1sa OCHOBHU THUIIA 3aITUTBAHUS
PEKYPCUBHM U UTCPATUBHU.

—rg

DNS Server MName Address Client
—_—
wWww.cisco.com 198.133.219.25

npod. 1-p unxk. Benera Anekcuena 31



PekypCHUBHO pe30JIBaHE

* DNS ximenture uzucksar o DNS cbpBBbpa Root DS server

J1a UM OTTOBOPH UJIM CHC 3asBEHATAa E

UH(pOpPMAaIIHS UK C OTTOBOP 3a Ipelika

TIOpaJii HeChIIECTBYBAIIO NUME. % \&3\

* Axko DNS cvpBBp HE ChABPKa B 0a3UTE CU ?
3asiBeHaTa UHGOpMaIlus, TON ce ONMMUTBA 11 I i H
OTKpHC, 3aIIUTBAMKH Apyru DNS CbPBBPHU. Lcu:al Dﬁ‘gsewer TLD DNS server
* [IpouechT NpoabiKaBa WM 10 OTKPUBAHE i
Ha MH(pOpMaLIMATA UITH J0
HEYIOBJICTBOPSIBAHE HA HETOBATA 3as1BKA. +
* PeKypCUBHHTE 3as5BKH OCHOBHO C€ =
reHepupat ot DNS knneHT kbM DNS
CbpBBP UK 0T DNS cbpBbp, KOHGUTYpUPAH @ Authoritative DNS server

Requesting host
Jla mpenpaina Hepa3peieHUTe 3aluTBaHu s EIEEpetean

dns.cs.umass. edu

KbM JIPYT ChPBbp, HAPEUEH npenpauiauy

(forwarder).

8/8/2022 npod. a-p unx. Benera Anexcuena gaia.cs.umass.edu
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8/8/2022

Name City, State/Province Country

A
B

C
D
E

'f"%'r —

Rool namesansers
- Status check map -

1 1 |

-
3 O ¢
e TN

—t

:

Root ¢cspBBPU
e - L | ]

=

Herndon, VA USA
Marina Del Rey, CA USA

Herndon, VA USA
College Park, MD  USA
Mountain View, CA USA

Name  City, State/Province
Palo Alto, CA
Vienna, VA
Aberdeen, MD

Herndon, VA

Marina Del Rey, CA

F

G

H

I Stockholm
J

K London

L

M Tokyo

npod. 1-p urxk. Benera Anexcuena
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USA

USA
USA
Sweden
USA
UK
USA
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8/8/2022

MN3momn3Bade Ha forwarder

JABd OCHOBHH PCKHUMA.

forward-only —CspBbpbT pazurTa BUHATY HA
YKa3aHUTE MY IIpenpalialiy CbpBbPHU 3a
pa3pellaBaHe Ha 3asBKU 34 30HU, 34 KOUTO HE €
OTIOBOPEH M 3a KOUTO HAMA JIJAaHHU B CBOS KEIIL.
AXO HATO €I¥H OT IIPEIpaIlaiTe CbpBbPH HE
OTrOBOPH, 3anUTBAIIMAT DNS ChpBBp BpbIla
IpEIIKA Ha 3aBUJIMS KJIUCHT;

forward first — Ako He ce moJy4u OTrOBOP OT
HUTO €IWH OT IIPENPAIIAIIUTE CbPBbPH,
3anuTBAIIUAT DNS CbpBBp C€ ONMTBA CaM J1a
pa3pely 3asBKara.

npod. a-p unxk. Benera Anekcuena
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IIpumep 3a forwarder

CoepBbpute DNS, u DNS; HAMaT gupeKTeH
nocten a0 MaTepHeT nipe3 firewall. Te
npenpammar 3asBkute kbM forwarder (DNS,),
3a KOTOTO € pa3zpenieH Tpaduka KbM DNS
ChbPBBPUTE B VIHTEPHET.

DNS,

DNS, = Firewall
B e

| DNS, 34
—_—
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HNrepatuBHO pe30IBaHE

Nuaunmunpar ce ot DNS ¢bpBbp, KOUTO C€
OIIUTBA J1a Pa3pEIIn PEKYPCUBHU
3anuTBaHug OT DNS KJIHEHT.

KnuentbT nomycka, ye DNS ChpBBPBT 1IE
BbpPHE Hail-100pHs OTTOBOP, ITOJIYYEH OT
HEroBUS KeIll MJIM OT 0a3ara 3a 30Hara.

Axo 3anutanusaT DNS cbpBBp HSIMA TOUHUS
OTTOBOP HA 3asiBEHOTO UME, TOW MOXKE J1a
BbpHE yKazaren (referral) kbMm DNS
ChbPBBPA, OTTOBOPEH 34 MO-I0JHOTO HUBO B
MMPOCTPAHCTBOTO HA UMEHATA.

DNS KJIMEHTHT MOXKE Ja 3aliuTa ChbPBBHPA,
3a KOIOTO € IMOJIy4HJI Iperparkara.

To3u nporec npoabKaBa JOKaTo HE CE
JOKQJIM3UPa OTTOBOPHUS 32 3aITUTBAHETO
DNS cbpBBbp WM JIOKATO HE CE MOJYYH
IpEIIKa WM U3THYaHE HA TalMayT.

Root DNS server

TLD DS server

Local DMNS server
dns.poly. edu

Authoritative DMNS server
dng.ca.umass . ady

=
Reguesting host

Clg.poly . edu

gaia.cs.unass.adu

npod. n1-p nHxk. Benera Anekcruena 36



[ Ipumep 3a uTeparuBHO PE30JIBAHE

? www.yahoo.com

—- [

|
L -

]

IP=66.94.230.33

e,

IP=EE.94.EM
[ yahoo.com J

name server
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OOparHO PE30JIBaAHE

OOpaTHO pa3pemiaBaHe — 1o aajeH I[P agpec na
ce nmonyuyu MaTepHeT nMeTo Ha XOCTa.

ToBa ce u3moJii3Ba OT porpaMu, peajau3upalu
KOHTPOJI Ha JOCThIIa, 0azupad Ha FQDN wniun
3a IMarHOCTHUKA U OTKPUBaHE Ha MPOOJIEeMHU B
MPEKOBUTE KOMYHHUKAIHH.

Tp1 KaTo JaHHUTE, ChaABbpKAIIU IP anpecure
ca MHACKCUpaHH B 0azute Ha DNS cbpBBpHTE,
TBPCEHETO HAa M€ € 3HAYMTEIHO YCKOPEHO.

OOpaTHOTO THPCEHE, 00aye ¢ HeC(PEKTUBHO.

npod. a-p unxk. Benera Anekcuena



JlomenHBT 1n-addr.arpa

6 9
(]

CnenuaneH (MKTUBEH JOMEHH C

nmeTo in-addr.arpa.
IP address

Bo3nute B TO31 1OMENH ce 20.10.10.5

HMEHYBAT 4pe3 00paTHO

MOApEKIaHEe HA YKCaTa,
dbopmupanu IP anpeca, npeacraBeH
B ICCETUYCH BH]] C TOUKH.

in-addr.arpa. Mmoxe sa uma 110 256
IOJJOMEHHH, MO €IMH 3a BCIKA
Bb3MOXHA CTOMHOCT OT ITbPBUs
okreT Ha [P agpeca, BCEKH OT THX -
710 256 moJiJOMENHU,
ChOTBETCTBAIIN HA CTOUHOCTUTE OT
BTOpUsA OKTET Ha IP agpeca u T.H. 10
MOCJIEAHUS OKTET.

host name

8/8/2022 npod. 1-p unxk. Benera Anekcuena

spider.software.corp.
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Jlenurupane B 1n-addr.arpa

1L

* [P agpecute nmar nepapxuyHa

CTPYKTYpa.

* TlocTaBsSHETO HA IIBPBUS OKTET HA
aJipeca Ha Hau-BUCOKAa ITO3UIIHUA B
IBPBOTO II03BOJISIBA ICIICTHPAHE HA
ImpaBa 3a JoMerHuTE B in-addr.arpa.
Ha 0a3ara Ha MPEKOBOTO pa3JIeisIHE.

IP address
20.10.10.5

* Hampumep, nomeirina 20.in-
addr.arpa., cpabp:kaiy oOpaTHaTa
MH(pOpMaIs 32 BCHYKH XOCTOBE,
YUUTO aJipecu 3arousar ¢ 20, Moxe
na ObJe JIeNerupaH 3a yIpaBJICHUE
Ha aIMUHUCTPATOPUTE HA MpeKara

20.0.0.0.
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host name
spider.software.c
orp.




DNS u TpaHcnopTeH cliou

* DNS nmos3Ba HoMep Ha mopT 53
e Pabotu u ¢ UDP, u ¢ TCP
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41



Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



