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OCHOBHU MOMEHTH

* ExexrpoHHa moia

* SMTP

* POP3

 IMAP

* KoH(urypupane

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



EnexTpoHHara moia mnpeau

* 1965r. ce nosiBsIBa 3a KONMKPAHE ChABPKAHUETO HA (DA OT
€JHa MalllMHa Ha ApyTa KaTo ro 100aBs B T.H. NOUleHCKA
xkymus (mailbox) Ha nonyuarens. Ilo3BonsiBa TpaHchep
CaMO Ha TEKCT.

* 1971r. BARPANET ce cp3maBa 1-BO NpHI0KEHHUE 3a
CJCKTPOHHA II0IIA — 3HAKBT (@ OTHAeJsi HMeTO Ha
MOTpedMTE A OT MMETO HA MAIIIMHATA

* 1977r.- RFC733- 3a yHu(uuupane Ha e-moiuara

e 1982r.- RFC822 — 3a yHu(puumpane uMeHaTa Ha JJOMEHHHU

e 1982r.- RFC821(RFC5321 ot 2008r.) — SMTP, koiito
sameHsa FTP 3a oOMeH Ha e-1tonia

1996r.- RFC2045- RFC2049 - MIME (Multipurpose
Internet Mail Extensions)
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EnekrpoHHara 1oiia cera
EJlekTpoHHAaTa I10111a HE MOXE J1a
dyHkImonupa 6e3 DNS cucrema

BCsIKO €1€KTpOHHO CHhOOIICHUE BKIIIOYBA
3arJIaBHU YaCTH (XEeObPH) U TS0

IIporokonure SMTP, POP n IMAP u3znonssar
koMaH Iy B ASCII TekCT 3a ynpaBlIcHHAE Ha
oOMeHa

M3mon3sa ce mopr 25



OCHOBHHM KOMIIOHCHTH
* MUA (Mail User Agent)

— Ilpu npenaBane-popmMmupane Ha e-mail cboOIIEHNE U U3IPAIIAHETO MY
KbM apyra nporpama(MTA), KoATO 1a OCBIIECTBU HETOBOTO JOCTABSHE.

— Ilpu moayyaBaHe - IpOYMTaHE Ha CHOOIIIEHMATA OT MOIICHCKATa KyTHUS
Ha NOTpeOuTeNs, Kilacupuuupane u o0padboTKa.

* Ilpumepu: mail u pine nox Linux, Pegasus Mail u Outlook Express
noa Windows.

SMTP
MUA

NoWeHCKK

KYTHKH
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OCHOBHHU KOMIIOHECHTH

*  MTA (Mail Transport Agent) e cienualn3upana MmporpamMa, OChIIeCTBSIBAIA
TPAHCIIOPTUPAHETO HA EJICKTPOHHATA IOIa MEXKy MAIIMHATE U HEMHATA JOCTABKA J10
IMOJIy4arciiA.

— mojly4aBa IMOATOTBEHUTE choOIeHns oT MUA,

— ompenens IeCTUHAINITA,

— mpernpaiia nucmara (relay) npe3 apyru Mexxauaar MTA 10 MamuHaTa Ha MoJIydaTeis — T.H
nowencku copevp (Mail server).

e IIporokosu:

— UUCP (Unix to Unix Copy) —3a 00MEH Ha eJIeKTPOHHA MOIIla MEXTy KOMITFOThPHU CUCTEMH TTO/]
Unix;

— X.400 — 3a ejeKTpOHHA MOIIA B CUCTEMH, Oa3upaHu Ha X.25 MPEKOBU TTPOTOKOI;

—  SMTP (Simple Mail Transport Pro a B cbBpeMeHHUs MHTEpHET

MUA

NOLEHCKK
8/8/2022 npod. 1-p urk. Benera Anekcuena KyTN
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OCHOBHHU KOMIIOHECHTH

* MDA (Mail Delivery Agent) ocurypsiBa JJOCTaBSIHETO Ha
IOJYYE€HOTO OT IIOIICHCKHUS ChPBBP IMMMCMO B MOIIEHCKATA
KyTHs Ha KOHKPETHHS MOJTy4daTell.

— M3M0J3BaHE Ha IICEBIOHUMH (aliases)
— npeHacouBaHe (forwarding)
— CHHUCBHIIM C MOJIydaTeand Ha eJIeKTpoHHa 1oma (mail lists)

* IIpumepu: nox Linux - mail.

SMTP
MUA

v
Mol eHCKH
KYTHKH
8/8/2022 npod. A-p urx. Benera Anekcruera

F'DF'IIMA.
7



CTbIKH

C’I)3IlaBaHe Ha CJICKTPOHHATAa I10111A.

— MUA (ot koMIIOTBHpa Ha IOTpeduTeNs) popMupa choOILIECHHUE.
N3npamane Ha CHLOOIIEHUETO.

— MUA wuznpaiia roroBoto nucMo Ha ¢boTBeTHUS MTA nmo SMTP (RFC2822) unu no
HETOBOTO pasmnpenue ESMTP.
MapupyTu3upaHe Ha CbOOLICHUETO.

— AKO NOoJIy4aressr € Ha cblnara Mamuaa, MTA u3BbpIIBa JIOKAITHO TOCTABAHE, C
M3IOJI3BAHE HA YCIYTUTE Ha JIoKamHus MDA.

— AKo moydJarenisaT € Ha oTaajedeHa mairaa, MTA ocurypsia mpegaBaHeTo Ha
cpoO1IeHueTo 10 necrtudanuara mo SMTP uiu ESMTP.

PasnpenesisiHe HA CHOOLIICHUSATA.

— Crnen monyyaBaHe Ha €JIEKTPOHHATA MOIIAa B KpalHUS NOIEHCKU ChPBBD, TS CE
00paboTBa ot choTBeTHUSI MDA M ce 3anucBa B NOIIEHCKAaTa KyTHUs Ha MOJTyYaTers.

IIpounTaHe HA CHOOLIIEHUETO.

— TloTpeburensaT mpounTa MOTy4eHOTO MUCMO OT cBosATa nomeHcka KyTus ¢ POP3 (Post
Olffice Protocol ver.3), 4pe3 KOUTO ChIbPKAaHUETO HA IMOIIEHCKAaTa KyTHUs Ha MOTPEOUTENS
ce MPEeXBBbPJIs HA JIoKaHUs My KOMITIOTHp Wi IMAP4 (Internet Message Access
Protocol ver.4), upe3 KOUTO MOTPEOUTENAT MOXKE OCBEH TOBA U Ja Kiacuduipa, u3TpruBa

8/3/2022 Y TIONBbPIKA CBOUTE €JIIEKTPOHKH HMUCMaIMHAMUYHO, Ha TIOIEHCKHS ChPBbP. g



AJZIpecH IIpU €JICKTPOHHATA 10111

Anpec Ha Toyvaress:

uoeHmugukamop Ha_N0KAAHUA_nompeodumen (@ onucanue _Ha_OOMeElH

*  udenmuuxamop Ha _NO0KAAHUA_nompedumen (A3Npalrada uin
MOJTy4JaTesis)

— TIOTpeOUTENICKOTO UME Ha ChbOTBETHATA MalliuHa (login name)
— Peannoro ume BuB dhopmar IlvpeoHme.Ilocieonotme
— TICEBAOHUM, KOWTO 1Ie ObJa MpeoOpa3yBaH B MOTPEOUTEICKO UME
— CIIUCHK OT MOTPEOUTENH
* oOnucanue _Ha_o0omelH (MOUECHCKUS ChbPBbD HA U3Mpallladya Ui Ha
oJIy4aTeris)
— TOBA € MBJIHOTO KBaluduuupano uMe Ha gomeliH (FQDN) BbB Buna host.domain.

— ToBa 0003HaUeHUE HE OMMCBA BT JO KpailHaTa MallluHa.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



CTpyKTypa Ha ChOOIICHUE 3a
CJICKTPOHHA MOl

A TMUHUCTPATHRHA YACT:

Envelope:
AJnlpecy Ha M3TOYHUKA U Ha
ToJTy4yaTes

Mail header: Temara Ha cbOOLIEHUETO,
CIIUCBHK OT MHOYKE€CTBO MOJTy4aTeu,
BPEMETO Ha U3NpAIaHE Ha

CHEOOIIEHUETO U p

[IpaseH pen

Body

Return-path: <bounces+6683617-16b3-valeksieva=tu-varna.bg@lem920@.varnaparking.bg>
Delivered-To: <valeksieva@tu-varna.bg>
Received: from mail.tu-varna.bg
by mail.tu-varna.bg (Dovecot) with LMTP id uv2+BrCjGloqFwAAAbTQXw
for <valeksieva@tu-varna.bg>; Fri, 24 Jul 2020 12:82:40 +@300
Received-SPF: Pass (sender SPF authorized) identity=mailfrom; client-ip=2@8.117.55.132;
helo=01.f.az.sendgrid.net; envelope-from=bounces+6683617-16b3-valeksieva=tu-
varna.bg@em92e@.varnaparking.bg; receiver=valeksieva@tu-varna.bg
DKIM-Filter: OpenDKIM Filter v2.11.8@ mail.tu-varna.bg 3343120865
Authentication-Results: mail.tu-varna.bg;
dkim=pass (1024-bit key) header.d=varnaparking.bg header.i=@varnaparking.bg
header.b="1i+RBRosD"
Received: from ol.f.az.sendgrid.net (ol.f.az.sendgrid.net [208.117.55.132])
by mail.tu-varna.bg (Postfix) with ESMTPS id 3343120865
for <valeksieva@tu-varna.bg>; Fri, 24 Jul 202 12:@2:38 +@3@@ (EEST)
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=varnaparking.bg;
h=content-type:from:subject:content-transfer-encoding:mime-version:to;
s=51}; bh=S9ALPLn2BnLmUipw]jIjAUsm3AGDX3FhlB1/zk0+3qNM=}
b=i+RBRosDzRBMccNy5k5JIHpuyUef/BV7926LtGWc2iAMQKYZsOTB2kS3EZ0e8bSsSv+d
jhkrhzblKctNxPB4Gi3wouBpcl/ZU710uSNKyzNbYZSv7PfjocQuqltbyy6dalRI7B1tAT
eEWypI8vj+wCVbVcKHg3WD88GEaKwabrs=
Received: by filterdrecv-p3mdwl-75c584b9c6-hrjh5 with SMTP id filterdrecv-p3mdwl-
75¢584b9c6-hrjh5-19-5F1AA3AD-14
2020-07-24 09:02:37.194152638 +00€0 UTC m=+2389979.532371553
Received: from [127.0.0.1] (unknown)
by ismtpdeeespilonl.sendgrid.net (SG)
with ESMTP id YPMCUDQ1QGQl6uXGIGMORE
for <valeksieva@tu-varna.bg>;
Fri, 24 Jul 2020 ©9:02:37.836 +@8ee (UTC)
Content-Type: text/html; charset=utf-8
From:
=?utf-8?q?=De=A1=D0=B8=DO=BD=D1=8F _=D@=B7=DO=BE=D@=BD=DO=BO_=DO=92=D@=B0 7=
=?utf-8?q?=D1=-88=DO=BD=D@=B@?= <noreplay@varnaparking.bg>
Subject: =?UTF-8?B?@J7QtNC+@LHRENC1OL1VINC3@LDRjOCYyOLvQtdCo98LjQtQ=="=
=?UTF-8?B?INC30LAEOL/QSNGAGLrQUNGA@GLDQvVIC1?=
Message-ID: <68f33271-911a-1bd8-d9c7-fdcd9a6@8313@varnaparking.bg>
Content-Transfer-Encoding: base64
Date: Fri, 24 Jul 2020 89:02:37 +@0ee (UTC)
MIME-Version: 1.0
X-SG-EID:
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Ilomnera

[Tomaren

— From: - Apec Ha aBTOpa HA MUCMOTO;

— Sender: - I[loTrpebutenckus copTyep, U3MOA3BaH 3a ChCTABSHE HA MUCMOTO;

— Reply-To: - Anpec Ha OTTOBOpPA, YECTO U3MOJI3BAH OT MEWJI JIUCTH;
[Tonyuarenu

— To: - OCHOBEH CIIHCBK OT MONYYaTesn, Pa3aeiacHu ¢ ©,’;

— Ce: - COUCBK € IPpYyTH MOJIYy4aTenu, KbM KOUTO IIE CE€ U3NPATAT KOMUA Ha

MIACMOTO;
— Bcc: - COUCBK € IpYyTH MOJIYy4aTean, KbM KOUTO IIE CE€ U3NPATAT KOMUS Ha

NMCMOTO, 0e3 00aue Te 1a ObaaT MHPOPMHUPAHU 32 OCTAHAIUTE MOTyYaTeNu;
[To BpeMe Ha u3npamiaHeTo
— Date: - Jlarara Ha u3IpaniaHe Ha NuCMOTO;
— Message-Id: - YHUKaJeH UIeHTU(PUKATOp Ha ChOOIIEHUETO, TEHEPUPAH OT
MTA nHa nonarens;
— Subject: - Temara Ha ChOOIICHUETO;
[1o BpeMe Ha MapIIpyTU3UPAHETO
— Received: - Bceku mexaunen MTA, kouTo nojiydyaBa mucMOTO, 100aBsI B TOBA
M0JIE UMETO Ha CBOSITA MalllMHA, 1aTaTa U UJICHTU(UKATOpa HAa ChOOIIIEHUETO,
OTKB/JIE € MOJYYEHO U UMETO Ha coPpTyepa, KOUTO ro € TPaHCHOPTUPAT;
— Status: - Iuaukanus 3a cTaryca Ha BCAKO ITOJYYEHO ITUCMO.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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8/8/2022

MIME (Multipurpose Internet Mail

Extension)
N3npantane Ha pa3HO0Opa3zHa HHGOpMaLUA

npe3 HTepHer;

Koaupane u nprkadaHe Ha JBOUYHU (HE-
ASCII) gaHHM KbM CHOOILICHUSATA;

M3non3Bane HaA MHOTO TUITIOBE JaHHU B €IUH U
ChIl[ TOKYMEHT;

Cpencrsa 3a MACHTA(UIMPAHE HA TUIIA HA
ChIbPKAHUETO;

HeorpannyeHna qpibKHHA Ha ChOOIICHUETO.

npod. 1-p unx. Benera Anekcuena
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Content-type:

MIME nedunupa THna JaHHU OCPEACTBOM 3 ONUCATEIIHN YaCTH:

type/subtype [;parameters/

* Tun - oOmara kareropusi Ha CbAbPKAHUETO,
* IloaTrum - 3amaBa creuuduyHus PopMar Ha JaHHUTE

 OnuuOHHHU MapaMeTPH Ha ChbAbPKAHUCTO-I0yTOTHSIBAT
IOAPOOHOCTUTE HA JJAHHUTE.

Tun 3HavyeHue HonTun
text TEKCT plain: He BkitouBa (hopmaTupaia
nHbOpMaIus
audio 3BYK basic
image CTaTUYHO M300paKeHHE dbopmaT Ha U300pAKEHUETO, HATTPUMED,
ipg, gif, tiff
video aHUMHUPAHO U300pakKeHHE dbopmar Ha U300paKEHNUETO, HATTPUMED,
mpeg, quicktime
application JIAHHU 32 NPUITO0KEHUE octet-stream, postscript
message JAHHUTE MPEACTABIIABAT rfc822, partial, external-body
MakeTupaHo e-mail
ChOOIIIEHUE
multipart CHOOIIEHNE C MHOXKECTBO mixed, alternative, digest, parallel
TUNOBE JaHHU. [loaTUnsT
OTpeJIeIisl Kak TE€3W YacTH Ce
MHTEPIPETUPAT

8/8/2022

IpoQ. I-p UHXK. BeHETAa AJICKCUCBA
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MIME mekonmvna ma"nauTe

Content-Type: text/html; charset=utf-8
From:
=?utf-8?q?=DB=A1=D0=B8=DO=BD=D1=8F =D@=B7=D0=BE=D@=BD=D@=B@_=D0=92=D@=B0 7=
=?utf-8?q?=D1=80=D@=BD=D@=B@?= <noreplay@varnaparking.bg>
Subject: =?UTF-8?B?@J7QtNC+OLHRgNC1OL1vINC3OLDR]jOCYeLVvQtdC90LjQLtQ==7?=
=?UTF-8?B?INC30LAgOL/QSNGABLrQUNGA®LDQvdC1?=
Message-ID: <68f33271-911a-1bd8-d9c7-fdcd9aees313@varnaparking.bg>
l_ Content-Transfer-Fncoding: baseaa
Date: Fri, 24 Jul 2020 ©9:82:37 +@000 (UTC)
MIME-Version: 1.@

Jlanaute B choOmenusaTa ca eqauacTBeHo ASCII cumBom.

 MIME npexoaupa nanaurte. M3mon3BaHudT METO 34
IpeKoupane ce 3agana upes mojieto Content-Transfer-
Encoding. Bb3MOXHUTE CTOMHOCTH Ca:

— 7bit —3a 7-6utoBu US-ASCII cuMmBoau 0€3 NpeKoaupaHe;

— 8bit —3a 8-0utoBu TexcToBu maHHU. CAMO AKO u nonaressaT u
nony4darensit MTA nogabspxkar 8-outoBo MIME npexonupane;

— Quoted-printable — 3a ASCII Tekct, B KOMTO camMo Majka 4acT OT
cumBojiute ca He-ASCII (HanmpuMep, CKaHIMHABCKUTE CUMBOJIU B
craggapra [ISO8859-1). IIponechT Ha nnpexkoaupane urHopupa ASCII
CUMBOJIUTE U TPEKOJAMPA €AMHCTBEHO OCTAHAJINTE;

— Base64 — IIpunara ce npu ABOMYHU JaHHU. AJITOPUTBMBT IIPEKOAUPA
MHOXECTBO OT 3 OKT€Ta OT JJAHHU B quHpH 6-0aritoBu ASCII cumBosn
KaTo BbBEXK/A YBEINYCHHE Ha O 'Ha ChOOIIIEHHUETO OT 0K0JI0 33%.

8/8/2022 npo . JI-p UHK. CHCTI 1CKLH€B1
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8/8/2022

[ Ipumepn

Coabpxanue B 00ukHOBeH ASCII TekcT:
Mime-Version: 1.0

Content-type: text/plain; charset="us-ascii”

ChabpkaHUE XUIIEPTEKCTOB TOKYMEHT, CHMBOJIHO MHO€ECTBO 150-8859-1
Y Ha4YWH Ha Npekoaupane quoted-printable

Mime-Version: 1.0
Content-type: text/html; charset="1s0-8859-1"
Content-Transfer-Encoding: quoted-printable

[Ipukayane Ha JOKyMeHT B pdf ¢opmar n HauMHA HA NPEKOAUPAHE —
base64

Mime-Version: 1.0

Content-type: application/pdf; name="manual.pdf”

Content-Transfer-Encoding: base64

npod. 1-p unx. Benera Anekcuena

15



8/8/2022

MIME — multipart pa3mupenue

OTaeHUTE YacTu C€ pa3rpaHUvaBar ¢ MOCIEAOBATEITHOCT OT CUMBOJIHA, KOUTO
TpsaOBa Ja ce ykaxar B nojieto Content-type.

Te3u orpaHuuMUTENM CE pa3noiarat U B Ha4ajioTo, U B Kpas Ha TSAJI0TO Ha
€JIEKTPOHHOTO CHOOIICHUE.

B 3aBucumocT ot H€O6XOI[I/IMI/I}I Ha4YMH Ha UHTCPIPCTUPAHEC, OTACIIHUTC 9aCTHU
Mmorar aa 6’b,HaT OT CAUH OT CJIICAHHUTC ITIOATHUIIOBC.

mixed — Bcesika yact npeacTaBs caMoCTosTeTHa UH(OpMaIUs, KaTo OTJACITHUTE
YaCTH C€ PA3MICKIAT B ONPEAECICHATa MOCIEN0BATEIIHOCT;

alternative — Bcska 4acT ce siBsiBa pa3jIM4HO MPEICTABSHE HA €/IHA U ChIllAa
uH@opmanus. CucteMute TpsaOBa Aa n3depar “Hal-m1o00puss” TUII 3a U3BEXK/IAHE HA
0a3ara Ha JOKAJHUTE MMPOMEHIIMBY HA CpeAara,;

parallel — Bcsika yact npeacraBsi caMoCTOATEIHA HHPOpMaIKs, HO peIbT Ha
CJICIBAHE HE € OT 3HaueHUe. Han-4eCcToTo MPUII0KEHUE HA TO3U THII €
€IHOBPEMEHHOTO M300pa3siBaHe Ha ChIAbPKAHUETO HA BCUUKUTE YaCTH OT
ChOTBETHHUS COPTyep MU Xapayep;

digest — Besika yact e RFC2822 cpoO1ieHne, H31oa3BaHo OT MOIIECHCKH CITUCHK.

npod. 1-p unxk. Benera Anekcuena
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I Ipumep

CrnensaiysT NpUuMep WIKOCTPUpPa ChOOIIEHHUE, BKIIFOYBAIIIO JBE YaCTU: OOMKHOBEH TEKCT U
npuioxeHue. YacTure ca pasrpaHuyeHu upe3 Huza ‘frontier’. IlocneaHara cexius ce ykas3pa ¢

(19 (19

Content-type: multipart/mixed; boundary="frontier"
MIME-version: 1.0

-—-frontier
Content-type: text/plain

This 1s the body of the message.
-—-frontier

Content-type: application/octet-stream
Content-transfer-encoding: base64

gajwO4+n2Fy4FV3V7zD9awd7uG8/TITP/vIocxXnnf/5mjgQjcipRULlb3uyLWwAVEBLOP4nN
\Y

LAIAhSz1ZnyLAF8nalOn7g60See]j7aql1l3NIXCExDsPsYONQJSvV77jJ4hWEJ1F/aglSeghtf]
u

FgRr+0OX8QZMI10mR4rUJUS7xgoknalgj3HIJvaOpeb3CFINIOVGZYz6H6ZzuQBOWZzNB8glwp
C

-—-frontier--

8/8/2022 npod. 1-p unxk. Benera Anekcuena 17



Return-Path: <hristo@tu-varna.bg>

Received: from mail.tu-wvarna.bg
by mail.tu-varna.bg (Dovecot) with LMTP id r3N4ILAOGF9YdwAAAbTQXwW
; Wed, 22 Jul 20820 15:45:15 +0300

Received: by mail.tu-varna.bg (Postfix, from userid 48)
id 1933820AF1; Wed, 22 Jul 2020 15:45:15 +@300 (EEST)

DKIM-Filter: OpenDKIM Filter v2.11.@ mail.tu-varna.bg 1933820AF1

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=tu-varna.bg;
s=default; t=1595421915;
bh=dNweJznHfTmsYL5xrAW3Hcc2FPApSOZATkq/Gi7DwBs=}
h=To:Subject:Date:From:From;
b=zyHIpIxWcvb7r2bK8PGOe+dWAkBE@VSAEtI81YScX3fPFMGIdb5j0iXB@SiXdodF1
SPtzNvSv+761bcYC+Zs1AF1pGIZTipWIUIZ00cGWA4AhNVPYBaQtKFd8BsX6MEgPiWi
Yw+ksnjBCxrXpaRCNpwyCIW/yGBjut5emykjTmoQmyX/I8Nwlh6pH]j5eQz60sF4pDu
gIPghDbq47yihAzUpAr9ZhRgpw3u74Bm10X37GGGNTUggpm29LVavrfzycDdbFIZTZ
9pmpm/AcnvtnOXLA1R8bL2AQtHkH]ISbO1L14QP1l/dgZogB2078DVBDLZNFhPYTC+1
0@nPNahgVLcBA==

To: valeksieva@tu-varna.bg, v.nikolov@tu-varna.bg, nikolov_wvn@tu-varna.bg,

g.spasova@tu-varna.bg, gmarinova@tu-varna.bg, zh_viv@tu-varna.bg,

varna.bg, lig@tu-varna.bg, angelovmg@tu-varna.bg,

varna.bg, tganchev@tu-varna.bg,

i.boychev@tu-varna.bg,

plamena.edreva@tu-varna.bg, p.genchev@tu-varna.bg, k.vangelova@tu-varna.bg,

prolet deneva@tu-varna.bg

Subject: Fwd: =?UTF-8?Q?=D@=97=D0=B@=D@=BF=D@=BE=D@=B2=D@=B5=D0=B4=20=33?=

=34=33/=31=37=2F=38=37=2F=32=308=32=307=

X-PHP-Originating-Script: @:rcube.php

MIME-Version: 1.6

Content-Type: multipart/mixed;

969"

Date: Wed, 22 Jul 2020 15:45:14 +0300
From: Hristo Valchanov <hristo@tu-varna.bg>

Organization: Technical University of varna

Message-ID: <a22181f821d3fe622@39d1c18a692f1c@tu-varna.bg>
X-Sender: hristo@tu-varna.bg

8/8/2022

ivailo.penev@tu-
mkarova@tu-varna.bg, slava_y@tu-
hristo@tu-varna.bg, yulka.petkova@tu-varna.
aydin.mehmed@tu-varna.bg, galina.naydenova@tu-varna.

bg,
bg,

=?UTF-87Q?

I Ipumep

Content-Type: multipart/mixed;
boundary="=_b51ddcc636f72d@3d57ea8f935802969"
Date: Wed, 22 Jul 2020 15:45:14 +8300

From: Hristo Valchanov <hristo@tu-varna.bg>

Organization: Technical University of Varna

Message-ID: <a22181f821d3teb622039d1c18a692f1c@tu-varna.bg>

X-Sender: hristo@tu-varna.bg

User-Agent: Roundcube Webmail/1.8.12

--=_b51ddcc636f72de3d57eaef93580a969
Content-Transfer-Encoding: 8bit

Content-Type: text/plain; charset=UTF-8;
format=flowed

3npaBeﬁTe Koneru,

MCKaMm [fa 6ﬂar03apﬂ Ha BCUYKKW 3a OpraHusaunATa W MNpOBEXAaHETO Ha
AUMNJTOMHUTe BEMHTH.|

Associate Professor Hristo valchanov, Ph.D.

Head of Computer Science and Engineering Department
Technical University of varna

1 Studentska str.

9910 Varna

Bulgaria

--= b51ddcc636f72de3ds57eaef93580a969
Content-Transfer-Encoding: base64
Ccontent-Type: application/pdf;

name="=?UTF-8?Q?=D@=B7=D@=B@=D@=BF =E2=84=96343=2Epdf?="
Content-Disposition: attachment;
filename*=UTF-8' '%DO%B7%D0%BO%DO%BF%20%E2%84%96343 . pdf

npod. n1-p nHxk. Benera Anekcruena
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Mapipytuszupase Ha moimara

user(@alabala.com

Cnen hopmupane Ha nucMoTo oT MUA u usnpamanero my kbM MTA, MTA
M3TPAX/IA CIIUCHK ChC CAUTOBETE HA MOIYYATEIIUTE U OCTABS 110 €IHO ITHUCMO B
T.H. TUIMK 33 BCEKH CalT-II0Jy4yaTell.

3a Bceku cadt MTA TpsiOBa 1a onpeaenu MeTojia 3a MapluipyTu3amnus Ha 0a3ara
Ha aJpeca Ha Moayvares.

[IbpBO ce onpenenst XocTa, KbM KOWTO TPsiOBA J1a C€ U3IPATH ChOOIIEHUETO, CIIE]
KOETO TO CE JOCTaBS TUPEKTHO KbM TO3U XOCT.

3a aHOHCUPAHETO HA MEW yciyra, B JokaiHata DNS cucremMa Ha 1ajJieH cauT 3a
MOIICHCKUS ChbPBBP TPSIOBa Ja MMa crieualieH pecypceH 3anuc — MX (Mail
Exchanger).

3aIbJDKUTEITHO C€ yYKa3Ba npuoputeT. [IpeamnounTa ce T03u, KOUTO € C TO-MajKa

CTOMHOCT HA IPUOPUTETA.
alabala.com IN MX 5 mail.alabala.com
alabala.com IN MX 10 mail?2.alabala.com
mail.alabala.com IN A 10.10.10.10

Axo He € oTkpuT MX 3anuc 3a JoMerHa nonyydared, gomycka ce MTA ma nposepu
Jalii JoMeliHa nma acouunupad IP agpec v 1a ce onura aa JOCTaBH IoOLIara
JTAPEKTHO KbM ChOTBETHUSA XOCT.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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8/8/2022

IIpotokon SMTP

Ot 1971r

IIporokonsT SMTP no3BosBa KIIMEHTUTE A
IOCTABAT €JIEKTPOHHATA I1011[a 10 ChbOTBETHUTE
MOILIEHCKHA ChPBBPHU.

CopBbpuTE N3M0J3BaT ¢hilo SMTP, 3a na
IPEnpaTsAT ChOOICHUATA MEXKAY APYTH
MOIIICHCKHU ChbPBBPH A0 OKOHYATEITHOTO JOCTABSIHE
Ha IIIUCMOTO B ITOIICHCKATa KyTHS Ha MOJIy4aTesl.

Craprupane Ha SMTP cecus ce u3BbpIBa
BUHAru ot crpana Ha MUA, mokaro
TPAHCIOPTHHUSAT ar¢HT O4YaKBa II0Jy4YaBaHETO Ha
SMTP choOmienus Ha mopt 25.

npod. 1-p uwxk. Benera Anekcuena 20



ESMTP (Extended Simple Mail

Transport Protocol)
* Ot HOemBpH 1995

« RFCI1869

* tpadcnoptupa 8-outoBu ASCII cumBonu (RFC 6152)

* noaabpxka MIME

* MMa UHJWKAIKA 3a MAKCUMAaJIHATa FOJIEMHHA Ha
cro0menuero (RFC 1870)

* Ima aBrenTukanus (RFC 4954)

* ChpBBpPH, KOUTO I'0 NOAIBPIKAT:
— IceWarp
— Postfix

— Sendmail
— HMailServer
— Exim

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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8/8/2022

Komamam ga SMTP

KomaHnaute neuHUpar MpeaaBaHeTo Ha IMHCMaTa
WA (DYHKIIMATE, U3UCKBAHU OT IIOTPEOUTEIS.
Hsixon KoMaHau U3UCKBAT U ChOTBETEH apTyMEHT.

OTroBOpbT HA JajicHa KOMaHAa € TpPULIU(PEH KO/I.

KoMaHanuTe ca CHMBOJIHM HU30BE, 3aBbPILBAILM C
<CRLF>.

AKO KOMaHJIaTa UMa MapaMmeTpH, T€ CE pa3aeysaT
OT UMETO ¢ <SP>.

command arguments <CRLF>

npod. a-p unxk. Benera Anekcuena
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OcHoBHU koMaHIu HA SMTP

 HELO (HELLO) - nbspBara kxomanjia B
cecusTa. M3moisBa ce 3a naecHTUu(PUIIMpaHe Ha
SMTP n3npamaga or SMTP nony4arensi.
ApPryMEHTBHT ChbABbpKa UMETO Ha JIOMEHHA Ha
SMTP m3npamadga. OrroBop OK ¢ nHaukanusi,
ye SMTP uznpamaybT U IIOJIy4YaTelsT ca B
HAYaJITHUS CTAJIUU Ha OOMEH.

* EHLO (HELLO) - AnrepHaruBHa KOMaHJa 3a

CTAPTUPAHE HA JUAJIOT IO Pa3IINPCHUS
1poTokoil ESMTP.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena



OcHoBHU kOMaHIu HA SMTP

* MAIL FROM -Vka3Ba uznpaiiada Ha mucMoTo. Bceku BbpHAT e-mail
e ObJIe M3IpareH KbM TO3H ajpec. KomaH1ara HHULIMKAPpA ME
TPaH3aKIMs, B KOSITO JaHHU CE€ JIOCTABAT JI0 €HA WJIHM ITIOBEYE MOIIECHCKH
KyTHH. APTYMEHTBHT MOXE J1a ChbAbprKa U reverse-path - onimonen
CIIUCBK OT XOCTOBE, KOMTO C€ M3II0JI3Ba KAaTO ITbT OT M3TOYHHKA Ja BbPHE
ChOOIIEHHUS IIPU HEBB3MOXKHOCT 3a JIOCTaBKa KbM ITOJaTeIs.

* RCPT TO (RECIPIENT TO) - Yka3Ba nojiy4aresisi Ha IuCMOTO.
MHOK€ECTBO MOJIydaTeaIyu MOTaT Ja CE 3a7aJ1aT Ype3 HIKOIKO TAKUBA
KOMaHAu. ApryMEHTbhT MOXKE J1a Cbabpka u forward-path — onmuonen
CIIMCBHK OT X0cToBe. Koraro mma cnuchbk ¢ XOCTOBE, TOBA € ITBT HA
M3TOYHHKA U YKa3Ba, Y€ MEHIIBT TpsIOBa Ja ce pejieiiBa KbM Clie/IBalll XOCT
oT cnuchka. Ako SMTP-1tonmydaresT He peanv3npa pejcruBaHe ce
u3Ipama koj 3a rpemka 550,

8/8/2022 npod. 1-p unxk. Benera Anekcuena



OcHoBHU kOMaHIu HA SMTP

* Koraro MeHIbT ce peneriBa, pejiell xocTa TpsaOBa 1a ce mpeMaxHe OT
HadaynoTo Ha forward-path u 1a ce mocTaBu B Ha4aJI0TO HA reverse-
path.

* Koraro MeibT gOoCTUrHE 10 KpaliHaTa AectuHanus (forward-path e
ChJBbprKa CaMo IOIIEHCKaTa KyTus Ha noxy4areis), SMTP-nonyuarenst
MIOCTaBsl ChOOIICHUETO B MOIIICHCKATa Ky THSI.

[Ipumep:
FROM:<USERXW@HOSTY .ARPA>
TO:<@HOSTA.ARPA, @HOSTB.ARPA:USERCWAHOSTD.ARPA>

MeinbT e 0bae peneliBad KbM XO0CT B (HOSTB) ¢ apryMeHTH:

FROM:<@HOSTA.ARPA:USERX@HOSTY .ARPA>
TO:<W@HOSTB.ARPA:USERCW@HOSTD.ARPA>

8/8/2022 npod. 1-p unxk. Benera Anekcuena 25



OcHoBHU kOMaHIu HA SMTP

 DATA - 3angaBa gaHHUTE, KOUTO 1€ (POPMHUPAT TAJIOTO HA MHCMOTO.
KpasaT Ha 1aHHUTE C€ yKa3Ba CbC CUMBOJIA .” HA OTHAEJICH Pel, T.€.
nocaenoBareHocTTa OT cumBosuTe ‘<CRLF>.<CRLF>’. PeneniBanure
MEWIIU 11I€ UMaT MHOXKECTBO TaKMBA PEIOBE.

* QUIT- Yka3Ba 3aBbpIIIBaHE HA JIUAJIOTA MEXKAY U3MpaIaya u
nony4darens. [lomydarenst TpsoOBa na uznparu orroBop OK u torasa na
3aTBOPU KOMYHUKAIIMOHHMS KaHal. [lomydarenst He TpsiOBa Jia 3aTBaps
KaHaJia okaTo He nmojiyyu u orroBopu Ha QUIT (mopu n na nma
rpemika). [lomarensat He TpsOBa ja 3aTBaps KaHaja JOKATO HE U3MpaTH
QUIT u nonyuu oTroBOp (I0pU U Ja KMa OTTOBOP 3a IpEIIKa OT
IpeIuITHA KOMaHAa). AKO KOHEKIIUATA C€ 3aTBOPHU HEOYAKBaHO,
oJydaTelsiT TpsiOBa Aa JecTBa csakail € moaydui komanjaa RSET
(criupaHe Ha TEKYIIUTE TPaH3aKIMU, O€3 BpbIIaHE HA MPEIUIITHUTE
3aBBPIIWIIN), & TOAATEIIST — KAKTO aKO [0 BPEME Ha TPAH3AKIIMS €
MIOJIYYEH KOJI 3a rpemka 4xx.

8/8/2022 npod. 1-p uwxk. Benera Anekcuena 26



OcHoBHU kOMaHIu HA SMTP

 RSET (RESET)- I[IpeycranoBsiBaHe Ha TeKyIIus TpaHcdep Ha noiia. Beuuku Oydepu
TpsiOBa J1a C€ U3YUCTSIT.

*  VRFY (VERIFY) -N3non3Ba ce 3a NOTBBPKACHUE OT NOITyYaTeNs Ha HAIIMYUETO HA
noTpeduTe 3a JajaeHus e-mail agpec. Ako ChIIECTBYBa TAKBB MOTPEOUTEN, KATO OTTOBOP
C€ BpbIlla IBJIHOTO UME HAa NOTPEOUTEN U MBJIHOTO UME Ha MOIIEHCKAaTa Ky THS.

 EXPN (EXPAND)- N3non3Ba ce 3a MNOTBbPKICHUE OT MOJIyYaTesis Ha yKa3aHus e-mail
CIIUCHK. AKO ChIIIECTBYBAT NOTPEOUTENH, B IOCIETOBATEIIHOCT OT MHOXKECTBO OTTOBOPH
C€ BpbIIAT MBJIHOTO UME HA MOTPEOUTENS U MTBJIHOTO UME Ha IMOIIEHCKAaTa My KyTHS.

* SEND - M3non3Ba ce 3a u3npaliiaine Ha CbOOIICHUE KbM TEPMUHAI Ha MOTydaTel
BMECTO KbM IOIIEHCKA Ky THS.

*  SAML (SEND AND MALIL) - N3non3Ba ce 3a u3lpaiiiaie Ha ChbOOIIEHUE KbM
TEpPMHHAJ U MTOUICHCKA KyTHs Ha TIOJIy4aTelik. 32 BCEKU MOTPEOUTEN TAaHHUTE CE
U3IpanaT KbM HETOBUSI TEPMUHA HA ChOTBETHUSI XOCT (aKO MOTPEOUTENST € AKTUBEH) U
710 HEroBaTa MOUICHCKA KyTHS.

*  SOML (SEND OR MAIL)- 13noin3Ba ce 3a u3npanjane Ha ChoOIIEHUE KbM TEPMUHAI
WJIY TIOLICHCKA KyTHSI Ha TTOJTy4aTesiv. 32 BCEKU MOTPEOUTEN JaHHUTE CE U3IPAIAT KbM
HETOBHUSI TEPMUHAJ HA ChOTBETHUSI XOCT (aKO MOTPEOUTENST € aKTUBEH ), B MPOTUBEH
Cly4al - KbM HEroBaTa MOIIECHCKA KyTHSI.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



OTroBOpUTE HA U3MPATCHUTE KOMAaHIY

* 1-ta mudpa — ycnex (1,2,3), HezaBbpiiieH (4) uiu
mpoBa (J)

* 2-ta mudpa — KaTeropusaTa Ha ChOOIIEHUETO 3a IpelKa
(0O- cuHTaKTH4YHA; 2- MPOOJIEM ¢ Bpb3Kara; S- mpoliiem
C Meiia)

* 3-ta uudpa — cnequ(puIHOTO CHOOIICHUE B Ta3U
KaTeropusi

[Ipumepwn:

250 — U3MCKAHOTO NENCTBUE € U3IBIHEHO

550 — momeHcKara KyTHs Ha II0Jy4daress HE MOXE J1a
ObJIc OTKpHUTA

452 — iperbJIHEHA € TaMETTa Ha MOILIECHCKUA ChbPBbBP

8/8/2022 npod. 1-p unxk. Benera Anekcuena 28



I lomyyaBaHe Ha 1101112

3 0a30BH MOJIEA:

8/8/2022

Off-line (POP3, IMAP4) — u3teriar ce
ChOOIICHUSTA HA JTOKAJIHUS KOMITIOTBD.

On-line (IMAP4) - ch00111€HNS C€ MAHUITYJIUPAT
OUPEKTHO Ha MOILIECHCKUS ChPBBp 0€3
HEO0OXOJJMMOCTTA OT TAXHOTO M3TCIIISHE Ha
JTOKAJIHUSI KOMITFOTBD.

Disconnected use (IMAP4) — cBbp3Ba ce CbC
ChpPBbpaA, CHHXPOHHU3HUPA ChOOIICHHUITA KaToO
M3TEIIS B JIOKAJIHUS KEII HOBUTE U NPUKIIIOUBA
Bpb3Kara.

npod. a-p unxk. Benera Anekcuena



8/8/2022

llonyuyaBane Ha nomia — POP3
RFC1939- POP3(Post Office Protocol)

M3mnomn3Ba ce OT MOIIEHCKU KJIMECHTH 3a
IIOJIY4YaBAHETO HA €JICKTPOHHATA I1011[a OT
MOILIEHCKUTE KyTUM Ha IIOTPEOUTEII.

Toi1 e TekCcTOBO Oa3upaH.

OTroBopuTe OT ChPBBPA ChIBPHKAT
0003HaYCHME 3a YCIICIIHO U3I'bJIHCHUE HA
koMaHaara (+OK) uinn 3a rpemika (-ERR).

KineHTure ce CBbp3BaT KbM IOIICHCKUTE
CbpBbpU 110 110pT 110.

npod. a-p unxk. Benera Anekcuena



OcHOBHH (ba3u HA OOMECH

— Transaction

End of session.

—_—
‘ Authentication | Server
E Update

kL

disconnects

User login (delete any marked

messages)

Authentication — KJIMEHTHT C€ aBTEHTUIIUPA C TOTPEOUTEIICKO UME U MApoJia
pear J1a MOXKE J1a u3Teru cBosta noma. [fo Bpeme Ha npoueca Ha
aBTCHTHUKAIIKs, MOIIEHCKaTa KyTusl Ha moTpedutes ce oiokupa (locked) u
MOJYYEHUTE B TO3M MEPUOJ ITUCMA HE MOTAaT Ja CE€ U3TENIST MPEAn
MPUKJIIOYBaHE Ha cecudTa. B 1aieH MOMEHT caMo €IUMH MOTPEOUTEN MOXKE J1a CE
CBBPKE KbM OIPEAECITICHA MOIICHCKA KyTHS;

Transaction - KIMEHTHT U3NPAIA NOCIEAOBATEIHOCT OT KOMaHIU, KOUTO
ChPBBPBHT 00PaOOTBA U HA KOUTO OTTOBAps ChOOPA3HO MPOTOKOIA;

Update -3akmrountenta pasza npyu KOMyHUKAIUASITAa MEXTY KIMEHTa U ChbPBb)A,
IIPU KOSITO Bpb3Kara ce 3arBapsa. Ciies 3aTBapsiHETO HA BPb3KaTa, ChIIbPKAHUETO
Ha IMOIIEHCKAaTa KyTUs c€ OOHOBSIBA 3a J1a OTPAa3U MPOMEHUTE, KOUTO KIUEHTHT €
HaIIPABWJI 110 BPEME Ha MOCJIEAHATA CECUSL.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Komanau ga POP3 knueHT

Komanjna 3HavyeHue
USER Mme Ha nmoTpeduTen
PASS ITaponara Ha moTpeOUTENs
STAT Bpbiia nHpopmanus 3a Opos U pa3Mepa Ha BCHUKHA CHOOIIEHUS B
MOIICHCKATa Ky THSI
LIST Bpbina uHdopMaiusa 3a HoMepa U pa3Mepa Ha BCSKO ChOOIIICHUE B
MOIIEHCKAaTa Ky THSI
RETR msg | Bpbuia chabppKaHUETO HA YKa3aHOTO C HOMEpa cU choOIIeHue. ToBa
BKJIFOYBA 3aIjIaBUETO, IMPA3HUS PEI MEXKIY HEr0 M TAIOTO, CAMOTO
TSJIO HA MUCMOTO Y 3aBbPIIBAIIMSA CUMBOT ‘.’
DEL msg M3TpuBa yKazaHOTO C€ HOMEpa CH ChOOIIEHUE. AKTYyaaHOTO
M3TPHUBAHE HE C€ M3BBPIIBA A0 n3npaniane Ha komangara QUIT
TOP msg n | Bpsia 3armaBusita Ha ChOOIIEHUETO C YKa3aH HOMEpP mSg IIIOC N Ha
Opoil pelloBe OT ChIabpkaHHeTo My. Ako n = (0, BpblIa ce camMo
3arnaBueTo. ToBa € ynoO€H HauuH 3a (QUITpUpaHE Ha IHUCMara Mo
TEXHUTE 3arjiaBus 0e3 HeoOXOAMMOCTTa OT M3TEIISIHE Ha CaMOTO UM
ChIbPIKAHUE.
QUIT 3aTBaps cecusiTa M U3TPUBA BCUUKHU ChOOIIEeHUs, Mapkupadu ¢ DEL

8/8/20

)
\®)

npod. 1-p unx. Benera Anekcuena

32



IlonyuyaBane Ha noma — IMAP4

 RFC2060- IMAP4 (Internet Message Access Protocol)

* Cnyma Ha nopt 143

* PaboTu ¢ TEKCTOBM KOMaH/IM, U3IIpAIlaHU OT KJIUEHTA U
BpbIlIaHE HA JAHHU M CTaTyca HA U3NBJIHEHUETO UM OT ChbPBbHpA

e XapaKTEPUCTHUKHMU:

— €()eKTUBHO YIPABJICHUE HA MAIIKU - Ch3/IaBaHE, TPEUMEHOBAHE U
H3TPHUBAHE

— Pa3UIMPEHO THPCEHE HA CHOOIIEHUS 110 TEXHUS pa3Mep, 3ariiaBHU
4acT U OoAaTeNu.

— OTJAEJSHE Ha MpUKaueHUTE (hailioBe OT 3arylaBHATA YacT U TEKCTa Ha
ChOOIIeHHETO — MoJe3HOo npu MIME cbho0111eH1s ¢ MHOTO YacTH.

— ITaposiara Ha mOTpeOUTENS 3a ABTEHTUKALIMSA HE CE€ U3Mpallla B YUCT
TeKCT. ChIIEBPEMEHHO, ChPBBPHT MEPUOANYHO HU3IIpAIlla
poBEpsIBallM ChOoOIIEHUs (challenges) 3a ynoCTOBEpsIBaHE
UJICHTUYHOCTTA HA CBbP3aHUS OTPEOUTEN.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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OcHOBHH (ba3u HA OOMECH

Authenticated > Selected

= Non-
authenticated >
Server greeting

>

User login

* Non-authenticated -IIpu crapTupane Ha Bpb3KaTa KJIMEHTHT TPsIOBA J1a mpeaae
CBOMTE KpeJicHIIMaIU (MMe, maposa) IMpeau IMTOBEYETO KOMaHIu 1a ObaaT
paspenieHu. AKO KOHEKIUATA € OWIa MPEeABAPUTETHO aBTEHTUIIMPAHA, JTUPEKTHO

CC IIPpEMHHABa KbM CJICABAIIOTO CbCTOAHHC,

* Authenticated - Cien kaTo KIMEHTHT CE€ € aBTCHTHUIIUPAJ, CECUITAa MPEMHUHABA B

Logout

TOBa ChCTOsIHUE. KIIMEHTHT MBbPBO TPsAOBa Ja U30epe MOoIIeHCKa KyTHS 3a J10CTHII,

pead KOMaHauTe 3a 00pabOoTKa Ha ChOOIIECHUATA J1a ObJIaT pa3pelICHHU.
* Selected -Cecusita npeMrHaBa B TOBa ChCTOSTHUE KOTaTo yYCIEHIHO € n30paHa

ITOIICHCKA KYTHS

* Logout - KoHekiusTa ce npekparsiBa OT CbpPBbpa CII€]l ChbOTBETHA 3as1BKA OT

CTpaHa Ha KJIMEHTAa WK €JHOCTPAaHHO OT ChpPBbHpA.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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8/8/2022

Komannu va IMAP4 xkiauedt

Bcesika n3npareHa KomMmaHa Chabpka IpeUKC ¢
UJICHTU(DUKATOP, HApeueH mae (tag).

KineHThT reHepupa pa3jIMyeH Tar 3a BCIKa KOMaH/1a,
Hanpumep A0001, A0OOO2 u T.H.

Bp’bH_[aHI/ITC HaHHHU OT CbPBbPA KbM KIIMCHTA 1 OTTOBOPHUTC
3d CTATYC IIPHU HCUIITBJIHCHHU KOMAHIAN CC MAPKHUPAT CbC
CUMBOJIA “*’.
CBPBBPBT MOKE J1a BBPHE TPU TUIIA OTTOBOPH:

— OK (ycnemHo u3nbIHEHUE Ha KOMaH/1a),

— NO (uHauKanus 3a TPeIka),

— BAD (uaaukarmus 3a rpemika B IIpOTOKOJIA).

3a BCSIKO CHCTOSIHUC KOMAaHAUTC Ca PA3JINYHMH.

npod. 1-p unx. Benera Anekcuena

35



8/8/2022

Postiix mail cepBBp

Sendmail € enHa mporpamMa ¢ MOHOJIMTHA CTPYKTYpa.
Ciryxu 3a 00CIy>KBaHE Ha MOIIEHCKUTE CHOOIICHHS.
Postfix ¢ 0azupaH Ha MOIYy-pE3UACHTHHA, CbBMECTHO
B3aMMOJECHCTBAIM POLECHU (JEMOHH), BCEKH OT KOUTO
M3ITBJIHSIBA ONPEJICIICHM 3a/1a4M, O€3 B3aMHA
3aBUCHUMOCT OT THIIa POJIUTEII-HACIICTHHUK.

Paznienst MHOKECTBOTO (DYHKIIMHU HA OTJICITHU IIpOrpamMu
(AeMOHN).

IIspBO ce cTapTupa T.H. master 1€MOH, KOUTO U3BUKBA
APYTH IEMOHHU HPU HEOOXOIMMOCT.

Master 1eMOHBT U3MOI3BA KOHPUTYpALIHS OT
/etc/postfix/master.cf u /etc/postfix.main.cf panioBeTe.

npod. a-p unxk. Benera Anekcuena
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Kommonentu ga Postfix- [omamku

Internet local mail
Onamku:
I * Maildrop- 3a JJOKQJIHO U3NpaIaHUTE
FEL el MEHWJIM, KOTIAPAT B incoming cien
€BEHTyaJIHa 00padoTKa.

 Incoming - meiu, KOUTO Ca TOKY
10 MOJYYECHU WJIM BCE OLIE HE Ca
norjieHaTy ot queue manager (QM)

— * Active - € C OrpaHAYEH pa3Mep, U € 3a
Merr, konto QM € OTBOpUII 3a
nocraBka. [Ipu Hanmmuuue Ha MSICTO B
ornamkara, QM BMBKBaA €IHO
cboOIIeHne OT incoming u deferred
OTIAIIKHUTE.

* Deferred- meiante, KOUTO HE MOTaT
71a C€ NJOCTABAT.

deferred

UUCP \ Infemet mailbox | forward |

> Mail Programs Programs in the large box run under contral by the Postfix
[ Mail Queues or Files resident master daeman. Data in the large box is property

L1 Lookup Tables of the Postfix mail system
0/0/2ULL npod. 1-p uwxk. Benera Anekcuena 37



Kommmonentu Ha Postiix- @

Internet local mail

RBL

v

maildrop

JleMoHuU 3a BXOJSIIN ChOOIICHUS:

* Sendmail- uatepdeiic kbM nporpamara
sendmail

*  Pickup- ouakBa cr001ieHus B maildrop u ru

| dCcCcess |

| virtual |

incoming

deferred

nmogana Ha iemoHa cleanup. Craptupa ce ot
IJIaBHUSA IIpoLieC master c superuser
MIPUBWJIETUU U HE KOHTAKTYBAa C BBHIITHUS CBST.
*  Smtpd- [Ipuema KOHEKIIUM OT MpeKaTa u
m3nbaHsIBa SMTP Tpan3akiuuy 3a BCAKa OT THX.
Bcsiko nonydeHo cho01IeHNe ca 1ojgaBa Ha
neMmoHa cleanup npe3s pipe, cien KoeTo ce
MoCTaBs B onaiikara incoming. (smtpd moxe
1a 00CTy>KBa KOHEKIIUH, Ch3/1aJICHU OT
CTaHJAPTHUA BXOJ U Ja JACNO3upa ChOOIICHUS
IUPEKTHO B omnamikara maildrop. B to3u
stand-alone pexxum, SMTP cbpBbpBT MOXE A2

< Mail Programs

[ Mail Queues ar Files

L1 Lookup Tables

O/ 0/ LVLL

Intemet

mailbox

pueMa Iolia Ja)xe ako HiMa
(yHKIIMOHMpAIlla MEWJI CUCTEMA. )

Programs in the large box run under contral by the Postfix

of the Postfix mail system

resident master daemon. Data in the large box is property
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KommmouenTu Ha Postfix -@

Internet local mail

RBL

v

maildrop

JleMoHu 3a 00padoTKa:

* Cleanup - Peanusupa okoHuyateHaTa 00padoTKa
3a HOB Meii1. JloOaBs IMIICBAIA XEIbPU KaTO
From:, opopms agpecure BbB BU1a
user@fully.qualified.domain v onIMOHHO

| dCcCcess |

| virtual |

incoming

deferred

M3BJIMYA aJIPECU OT XeAbpUTE HA Meia. [TocTass
pe3yJiTara B onamkara incoming v yBejomMsiBa
QM 3a HaIMYMETO HA HOB MEHJI.
TpancdopmupaHeTo Ha aipecuTe ce U3BHPIIBA
Ha 0azara Ha TabiuiuTe canonical wiu virtual.
Qmgr - KoHTakTyBa C areHTUTE 3a JOCTABKA HA
nomara local, smtp v pipe. /leMOHBT u3mpaia
3as1BKH 32 JIOCTaBKa ¢ UH(GOpMALUS 3a IbT HA
daiin, aapec Ha U3Mpaliadya Ha Meiia, XocTa 3a
JNOCTAaBSIHE AKO AECTUHAIMATA € OTIAIICYEHA U
€IWH WIH TTOBeYe aapeca Ha nomyvarenu. QM
noaabpxka oraenna onamka deferred 3a mennu,

< Mail Programs
[ Mail Queues ar Files

L1 Lookup Tables
8/8/2022

Intemet

mailbox

KOWTO HE MOrar Ja ce 1ocTasarT. [1o To3u HauuH
TroJIAM 00EM OT HEOOCTAaBEHA IMOIIa HE 3a0aBs

Programs in the large box run under control by the Postfix HOpMaJ'IHI/IH I[OCT’BH I[O OIIAIIKHUTC.
resident master daemon. Data in the large box is property
of the Postfix mail system

npod. 1-p uwxk. Benera Anekcuena 39



KommmouenTu Ha Postfix -@

Internet local mail

RBL

v

maildrop

JIeMOHM 32 pe30JIBaHE U ChOOILCHUS 3a
IPEIIKHU:

* Resolve- Pazpemana nectunanusra 1mo
3asiBka Ha QM. Ilo moapazOupane ce

incoming

deferred

pa3rpaHAYaBaT JOKAIHUTE OT
OTIAJICUCHUTE JI€CTUHAIIUM.
JlombnHuTETHA HHPOpMAIIHS 3a
MapuIpyTU3UPAHE Ha IMOIara MOXe Ja
OMUIIIE Ype3 ONMIMOHHATA Ta0IuIa
transport.

* Deferred- I1o 3asBka Ha QM, 1eMOHBT
reHepUpa OTYET 32 HEAOCTABIHE MIPU
HEBB3MOKHOCT 3a JOCTaBKa Ha MoIara

ACCTUHALIMA 3a ABJIBI IICPUOL OT

< Mail Programs
[ Mail Queues ar Files
L1 Lookup Tables

O/ 0/ LVLL

mailbox

| forward | BpCMC.. )

Programs in the large box run under contral by the Postfix
resident master daemon. Data in the large box is property
of the Postfix mail system

npod. a-p unxk. Benera Anekcuena
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KommmouenTu Ha Postfix -@

Internet local mail

‘ JleMoHHM 3a 1OCTaBKa Ha ChOOIICHHUS:
@ * Local - 3a jokaiiHO 1OCTaBsHE.
' [Tonabpxa Unix-style mailboxes (daiin),
RBL maildrop .
sendmail-style 0a3u jaHHU ¢ ICEBIOHUMMU

(alias databases) n sendmail-style ¢aiin

Jforward 3a norpeoduren.
* Smtp - Tora ¢ SMTP kiueHT, KOUTO

u3Bian4da cnucbk ¢ MTA (MX 3anucure ot
incoming DNYS) 3a ngectuHanusTa, COpTipa ro 1 ce
OMKMTBA JIa CE€ CBBPKE C BCEKU OT CIUCHKA.
Axo Postfix cucremara e HaToBapeHa,
MOTaT JIa C€ BUIAT MHOXeCTBO SMTP
KJIMEHTCKHU MPONECHU, N3MbJIHABAIIM CE

deferred

napaieiHo.
* Pipe - To3u 1eMoOH € u3xoaeH uutepdeiic
uucP \ Intemet mailbox | forward | 3a IPYTI'H THIIOBC TPAHCIIOPT Ha I10IIa
o et e o (sendmail BXOI[G.H HHTep(beﬁc), Hampumep
[ Mail Queuss or Files  resident master daemon. Data in the large box is property xato UUCP (Unlx to Unix Copy).

L1 Lookup Tables of the Postfix mail system
0/0/2ULL npod. 1-p uwxk. Benera Anekcuena 41



Kondurypupane Ha Postiix (1)

# ./configure
# make
# make install

[Ipeau cTapTupaHe Ja ce onpeAcin Jajii MalllMHaTa €
koH(purypupana ¢ FQDN (HOSTNAME). IIpo6Ba ce c:
# hostname

AKO HE € KOH(pHUTypHpaHa, TO TPsIOBA 1a CE€ YCTAaHOBH

nmapamerspa myhostname:
# postconf -e
myhostname=name.example.com

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Kondurypupane Ha Postiix(2)

Jla ce cp3mane 0aza nanHu /etc/aliases.db
JloOpe € na ce konupa 0azara oT /etc/postifx B /etc U ia ce

crapTupa mnporpamara
# newaliases

CraptupaHe Ha CbpBbBpA:
# postfix start

AKO ce MMPOMEHSIT KOH(UTYpAITMOHHUTE (DaliioBe:
# postfix reload

CrnupaHe Ha ChbpBbpa:
# postfix stop

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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Kondurypupane Ha Postiix(3)

/etc/postfix/main.cf

* Bceku nmapamersp ce 3aaBa BbB BUJIA
<parameter> = <value>

 H3mona3BaHeTO HA HETOBAaTa CTOMHOCT U3UCKBA 3aJlaBaHe Ha

NMETO MY, IIPEAX0KIAHO OT CUMBOJA ,,$:
new param = Smyparam

* CTOMHOCTHUTE Ha IapaMETPUTE CE U3BEKAAT C:

# postconf -d (m3Bexma CTOMHOCTUTE IIO
nogpas3tupaHe)

# postconf —n (M3BexIa TesM, KOUTO He Cca IO
nogpas3dbupaHe)

8/8/2022 npod. 1-p unxk. Benera Anekcuena 44



[TapameTpu 3a KOHPUTYpHUPaAHE

queue_directory — 3a71aBa MECTOMNOJIOKEHUETO HA OMNAIIIKaTa ChC ChOOIIEHUS HA ChPBBPa
daemon_directory — 3a1aBa MECTOIOJIOKEHUETO HA MPOTPAMUTE-IEMOHU HA ChPBBHPA;
mail_owner — 3a1aBa COOCTBEHHKA Ha OMAIIKaTa U MOBEYETO OT mpoliecute. To3u
noTpeduTe (1o NPUHIKIL postfix) TpsOBa na ObJe Ch3AaJEH HA MAlllMHATA, KbJIETO €
WHCTaJUpaH cbpBbpa. To3u norpeduTen (M Heropara rpymna) TpsaOBa ga ce U3I0JI3Ba CaMo
3a TOBAa U HE TPsIOBa J1a MPUTEkKaBa HUKAKBU (PAlJIOBE WIIM JUPEKTOPUH;

myhostname — ykazsa FQDN Ha MammHara, KbAETO € UHCTAIIMPAH ChbPBbPBT;
mydomain — yka3Ba JIOKaTHOTO IHTepHET nMEe Ha JOMEWH;

myorigin — yka3Ba JOMEWHA, OT KOMTO JIOKaJHATA MOIIAa CE MOIyYaBa,;

inet_interfaces — nepunupa agpecure Ha MpeKOBUTE UHTEP(DEINCH, IO KOUTO ChbPBBPHT IIIE

OJaKBa MEHJI ChOOIICHUS;

mydestination — yka3Ba CliMCbhbK OT JIOMEMHH, 32 KOUTO MAIIIMHATA CYUTA, Y€ € KparlHa
J€CTAHALINS;

unknown_local recipient reject code —3amaBa koja Ha OTTOBOpPa Ha ChbPBbHPA AKO CE
MOJIyYd MEIJI, Ha KOMTO YacTTa OT ajipeca cliel ,,(@’ ChBIajia ChC 3aJ1aJICHOTO B
mydestination, HO UIMETO Ha MOJyYaTeisi HE € OTKPUTO;

mynetworks — 3a71aBa ClIMCHK OT MPEKOBU aJIPECH, KOUTO CE€ TPETUPAT KATO ,,TOBEPEHHU
SMTP knueHTH. 3a T€3U KIMEHTH ChbPBBPHT 1€ MPENpeiaBa TEXHUTE MEWIT ChOOIICHUS
KbM BCSIKa JICCTUHALINS;

relay domains — 3a1aBa pa3penieHUTE OTJAJIICYCHU JIECTUHAIINY, 3a KOUTO IIIE CE

bJ

4320 APETPeiaBaT MeiiuTe, oMy eHy, OT K/MEHTH, H3BH, IOBEPEHHUTE MPEXKH.
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[Ipumep 3a 0a3oBa KOHpUTYpaLMs

queue directory = /var/spool/postfix
daemon directory = /var/libexec/postfix

mall owner = postfix

myhostname = mail.alabala.com

mydomalin = alabala.com

myorigin = S$myhostname

inet interfaces = all

mydestination = Smyhostname, localhost.Smydomain
unknown local recipient reject code = 550

mynetworks = 200.100.50.32/27, 127.0.0.0/8

relay domains =
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M3mon3Bade Ha IICEBIOHUMMU

* Paspemapa nmomara ga ObAe HacOYeHA KbM MOIICHCKU KyTHH, KOUTO Ca
aJITepHATUBHYU MMCHA Ha MOTPEOUTEIN HA MaIllMHATa Ha
MECTOHa3HAYCHHUETO.

* IlceBmoHuMuTe ce chbXpaHsBaT BbB (aiina /etc/aliases. Postfix ce
OOIMTBA JI0 TO3U (haiijl, KoraTo oIpeAess HaunHa 3a 00padoTKa Ha
BXO/JISIIIIO TOIIEHCKO ChOoOIIeHEe. AKO C€ OTKpHE €IeMEHT B TO3H (haii,
ChBIAJIAI C IICICBUS IOTPEOUTEI B IMMOIMCHCKOTO CHOOIMICHHUE, ChPBHPBT
IIpeHacoYBa ChOOIIECHUETO TaM, KbJIETO €IEMEHTHT YKa3Ba.

* ITlceBmoHmmmure ce 3a1aBar BbB BUIA.
alias: recipient [, recipient]

* alias - 3aaBa NCeBIOHNMA, KbM KOWTO € aJpe€CUpaHa nouiara,
* recipient - € HIOTPEOUTEIICKO UME, UME Ha JIPYT IICEBJOHUM WJIA I'BJIEH €-
MEWJT aipeC, UME Ha MAIlIMHA, CIIMChK OT MHOXKECTBO ITOJTYYaTENH.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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ba3a ntanHu HA ICEBIOHUMUTE

 /etc/aliases.db - BpTpenIHa 0a3a OT JAHHU C
onpeneiicH (popMar

* Cnen npomsHa Ha (aitna aliases e
HEOOXOAUMO J1a C€ YKaKE MOBTOPHOTO U
U3TpakJaHe, ClIe] KOETO Jla CE€ pecTapTUpa
ChpBBDa:

# newalilases
# postfix reload

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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[ Ipumep

# /etc/postfix/aliases

#
postmaster: root # 2aIBIIXKMTEJIHM IICeBIOHUMU
#
#
happy: Bill # NICeBIOHMM 3a eIMH IIoTpedbuTel

spider: Tom, John # I[ICeBIOHMM 3a CIMCHK OT
noTpedbmnresin

i

master: theboy@gmail.com # npenpama nomaTa
KBM IPYT CBHPBBP

i

staff: /var/log/staff # nojayuarBaHa moma ce
3alcBa BBB Qanl
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



