JluHamuyHo 3agaBade Ha [P
anpecu. DHCP

npod. 1-p uHK. BeHera AnekcrueBa

8/8/2022 npod. 1-p urxk. Benera Anexcuesa



OCHOBHU MOMEHTH

* AJZpeCcHUpaHE B MpeEKara
« BOOTP

* DHCP

* DHCP 3a IPv6

* KoH(urypupane

8/8/2022 npod. 1-p unxk. Benera Anekcuena



AJZIpecupaHe B MpexKara

BCsKO yCTPOMCTBO B MpexKara Ce HY»X/1a€ OT
aZipeC, KOUTO € IMOJYUYEH:

— CTaTu4HoO - 3a MapUIPyTU3ATOPH, CbPBbPH, KOUTO
HsIMa JIa CMEHAT CBOETO MSICTO B MpEXKara.

— JImHaMu4HO — 3a Desktop kimeHTH 1 pabOTHHU
CTaHILIMK C aapecHu oT eaHa [P subnet mpexa.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



I IpenumcTBa HA TMHAMHUYHOTO
aZIPECUPAHE
* AamuHuctparopure npeanountar DHCP
YCIYTUTE JIa C€ IMpejiarar OT MPEKOB ChPBBP.
— YecHsiBa pa3pacTBaHETO Ha MpEKara.
— YIIeCHSIBA YIIPABICHUETO U AIMUHUCTPUPAHETO U.
* 3a SOHO pemenunero € MapipyTa3arop,
KOWUTO € KoH(purypupas aa ocurypssa DHCP

YCIYTH, 3a JIa HE CE€ 3aKyIyBa CKbII CbPBBP
CIEIMAJIHO 3a TOBA.

8/8/2022 npod. 1-p unxk. Benera Anekcuena



DHCP

* Dynamic Host Configuration Protocol (DHCP)
» 3amens Bootstrap Protocol (BOOTP)

e 3a[Pv4 - RFC 1531 ot 1993r., 00HOBEH OT
RFC 2131 npe3 1997r.

* 3aIPv6 - (DHCPv6) -RFC 3315 ot 2003r.

=
DHCP Server § 5 Client

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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BOOTP u DHCP- npuiuku

BOOTP ¢ ot 1985r., DHCP ¢ ot 1993r:
Te ca client/server npuiaoxeHus.
Te n3nonzsar UDP noprose 67 u 68.

[lo3BosIABaT aBTOMAaTUYHO Mojy4yaBaHe Ha [P
xoH(purypanus (IP aagpec, mpexoBa macka, Gataway,
DNS CBpBBP.....) OT CHPBBP.

KnueHThT npaia OpoJKacT, C KOUTO U3UCKBA
KOH()UTYpaIMOHHM ITapaMETPH.

DHCP
Server ﬁ Client
BOOTP

npod. 1-p unxk. Benera Anekcuena



BOOTP u DHCP- paznuku

Tun kaueHT 3a 0€311UCKOBU KJIUEHTH 3a BCEKHU KJIUCHT

MaIHT CraruyeH - ppbYHO JlnHaMu4eH
MPEKOH(PUTypHUpPAHE HA
MH(pOpMaIUATa 32 XOCTOBETE B

b/l Ha cepBBpa
[lepuon Ha MIOCTOSIHHO 3a omnpeneneH nepuos
OTJIaBaHE Ha
napaMeTpuTe
bpou napamerpu camo 4 nmapametsbpa (IP noBeue ot 30 mapameTspa
address,Subnet mask, default (Bcmuku + WINS...)
gateway & DNS)
bootable OC M3mnon3Ba ce 3a u3npaniane Ha  He Moxe ja ce u3nosns3pa
bootable OC Ha xocTta 3a u3npailane Ha bootable

OC Ha xocra

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



dopmar Ha DHCP cpo01enunero
* Mma ceBMecTumMocT mexay DHCP u BOOTP.

Comure kato BOOTP

16 24
OP Code (1) Hardware type (1) Hardware address length (1)

Transaction Identifier

Seconds — 2 bytes Flags - 2 bytes

Client IP Address (CIADDR) - 4 bytes

Your IP Address (YIADDR) - 4 bytes

Server IP Address (SIADDR) - 4 bytes

Gateway IP Address (GIADDR) — 4 bytes
Client Hardware Address (CHADDR) — 16 bytes
Server name (SNAME) - 64 bytes

Eilename - 128 byles
DHCP Gptiﬂnkvariable

Jlod0aBenu, 3a 1a nmogabp:katr DHCP ¢pynkuuure.

8/8/2022 npod. n1-p nHxk. Benera Anekcruena



BOOTP

* TpsoBa na uma BOOTP cbpBBp BbB BCEKH
CETMECHT.

= 8 8

! | I ! | I

= 8 8

2 2 2 B
| | ]

2 8 8
1/ T T T




DHCP

* Equn DHCP cbpBBp € 10CTaTh4YECH 32 BCUUKHU
YCTPONCTBA BbB BCHUUKH CETMEHTH.

* Ho xkak MuHaBa OpojakacTa mpes
MapIIpyTu3aropa’?

] ] g B

I I

I

),

8/8/2022 npod. n1-p nHxk. Benera Anekcruena
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DHCP Relay

DHCP Relay - upe3 koH(purypupane Ha
nHTepderica (fa0/0) Ha moMoIeH agpec
(172.24.1.9) Ha mapmipyTH3aTOpa 1IE CE
npenpamar DHCP broadcasts 10 npaBriiiHuA
ChPBBD.

TACACS
172.16.1.2

NetBIOS
172.24.1.5

TFTP
9 172.24.1.14

i

Server Farm

- 172.24.1.1/24
Fa1/0

8/8/2022 npod. n1-p nHxk. Benera Anekcruena 11



Pasnpenensue Ha aagpecu ¢ DHCP

DHCP Server 5 ! I Client
PnuHoO

8/8/2022

[P anpecute 3a KIMEHTUTE NPEABAPUTEIIHO CA PA3IPEACICHU OT
aqmuHuctparopa (mo MAC anpecu) u DHCP camo npenaBa agpeca Ha
KJIMEHTA.

ABTomMaTudHo (mpu DHCPv6)
JInHAMHAYHO

KnuentsT ce cebp3Ba ¢ DHCP cvpBbpa.

CopBBpBT MY NIPUCBOsIBA Wi oTaaBa [P aapec 3a orpanuyeH nepuon
OT BpEME.

KimmeHnThT peructpupa napopmanusta u u3npaima ARP 3asBka, 3a na
IPOBEPH YHUKAITHOCTTA Ha aapeca.

KiueHThT ce CBbp3Ba B Mpekara ¢ taka nonyuyenus [P agpec no
U3TUYAHE HA MIEPUOJA 3a OTAABAHE.

KnueHTsT TpsiOBa nepuoanyHo Ja ce oopsbina kbM DHCP chpBbpa, 3a
1a yabJbKaBa Ieprojia Ha MoJI3BaHe Ha ajpeca.

AJipec, KOUTO € OTJaJIeH, HO He € U3I0JI3BaH Clie]] epruoja Ha
OTJaBaHe ce BpbIlla B pool-a, 3a ga ObJe OTIaACH Ha APYTO
YCTPOUCTBO.

npod. 1-p unxk. Benera Anekcuena
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DHCP crobmienus
DHCP Server 5 | Clent

& DHCPDISCOVER Broadcast

i , Unicast DHCPOFFER S

DHCPREQUEST Broadcast i i

"I have looked your offer over and | accept it."

I i Unicast DHCPACK o

"We are good to gol Here is your configuration.”

IP address: 192.168.10.15
Subnet mask: 2H5.Z55.255.0
Defanlt gateway: 192.168.10.1
DHE servers:

Lease Time: 3 days

8/8/2022 npod. a-p unx. Benera Anexcuena
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A KOH(DJIMKTHUTE?

I1o moagpazoupane DHCP cbpBBpBT ping-Ba
azipeca ot pool-a npeau ga ro oTaaae Ha
KJIMCHTA.

AKO pIng-bT HE NOIY4H OTTOBOp B 500 ms
(times out), DHCP chpBBpBT npeanonara, 4e
aZIpeChT HE € B yIIOTpeOa M I'o OTAABA.

AKO pINg-bT NOJYYH OTTOBOP, O3HAYABa, 4e
aZIpeChT € B ynoTrpeda u nmporeaypara ce
MOBTApPs ChC CIEABAI CBOOOACH aJIpeC OT
pool-a 10 HamMmHupaHe Ha agpecC, KOUTO HE € B
yInoTpeOa WK A0 U34YEpHBaHE HA BCUUYKHU
apeCH.

npod. a-p unxk. Benera Anekcuena



A 1ipu 2 DHCP cupBBpa’?

(not selected) (selected)

DHCPDISCOVER | DHCPDISCOVER
4

DHCFOFFER
DHCFOFFER ‘_.___,__————__'
DHCPREQUEST | DHCPREQUEST
"———'_-_____—_F-_‘—_______——*
DHCPACE
el
DHCFPREQUEST
—_,________“_—_‘.
DHCPACE

DHCPREQUEST | DHCFREQUEST

DHCPACK
_.—'—'_'_'___—_—_-
e

DHCFRELEASE

8/8/2022 npod. n-pjurk. Benera Anekcufna



DHCP Relay arent

DHCP client DHCP relay DHCP server
= : —~
DHCPDISCOVER @ DHCP-DISCOVER
(hroadcazt) (unicaszt)
DHCP-COFFER
DHCP-OFFER . (unicast)
DHCPREGUEST DHCP-REGQUEST
(broadcas) (unicest)
DHCP client DHEP cliemt DHCP-ACK
DHCP-ACK ) (unicast)

 DHCP Relay areHTsT HE ce
WHCTAJIMpa HAa MallxuHaTa, Ha
k0aT0 € DHCP CBHpBBPBT.

DHCP client DHCP client DHCP server  © FF02C e IPv6 aAPCCHT 3a

DHCP Servers / Relay Agents.

DHEP relay agent

8/8/2022 npod. n1-p nHxk. Benera Anekcruena 16



DHCPv6

DHCP Solicit DHCP ServerB

8/8/2022

(1)DHCP Solicit

{3)DHCP Request

W\
Biinsee o

npod. 1-p urx. Benera Anekcuena
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DHCPv6 / DHCPv4

DHCPv6 Message Types DHCPv4 Message Types

SOLICIT(1) DHCPDISCOVER
ADVERTISE(2) DHCPOFFER
REQUEST (3), RENEW (5), REBIND (6) DHCPREQUEST
REPLY (7) DHCPACK/DHCPNAK
RELEASE (8) DHCPRELEASE
INFORMATION-REQUEST (11) DHCPINFORM
DECLINE (9) DHCPDECLINE
CONFIRM (4) None
RECONFIGURE (10) DHCPFORCERENEW
RELAY-FORW (12), RELAY-REPLY (13) None

8/8/2022 npod. a-p unx. Benera Anexcuena
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Stateful DHCPv6

DHCP solicit *  [Ipm Stateful DHCP npucBosiBaneTo Ha
a7pecu ce yIpanisiBa EHTPAIIHO.
 DHCPv6 ce npwitara o JiBa Ha4MHa:
\ - Rapid Commit (TpsiOBa 1a e
SO hiverion pa3pelieHo U HA CbPBbLPA, U
o e kauenta)- DHCP kiveHThT B3eMa
KOH(PUTYypaIlMOHHUTE MapaMeTpH OT
(3)DHCP Request CBPBBD upe3 2 choOIIeHus — solicit
u reply.
(4)DHCP Reply - Normal Commit (1o
/ ' noxpasoupane) - DHCP B3ema
KOH(PUTYypallMHHUTE apaMeTpH OT
CBPBBP 4pe3 4 choOIIeHus -solicit,
advertise, request and reply.

)

(1)DHCP Solicit

8/8/2022 npod. n1-p nHxk. Benera Anekcruena 19
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ABTOMAaTHYHO KOH()UTYPHUPAHE -
Stateless

XOCTHT MOXXE AaBTOMAaTUYHO JIa CH IIPUCBOU CHIVIACHO
EUI-64 ynukaneH 64-bit IPv6 uaentudukarop 0e3 na
M3MCKBA HAIMYME HA CHPBBP, 0€3 Ja N3UCKBA PHYHO
KOH(UTYpUPAHE HA XOCTOBETE.

DHCP apromarndyHO KOHQUTYypHUpa XOCTOBETE ¢ IPv6
afgpec Ha 0a3a Ha peKJIaMupaH OT MaplIIpyTH3aTopa
npedukc, uacHTuuoupamn SM, aconuupaHa ¢ Bpb3Kara.
XOCTBT IreHeprpa UACHTU(PUKATOP HAa HHTEp(deElica,
KOMTO € YHHUKAJICH 3a IOAMPEkKATA.

DHCP knuenture usnonssar DHCP ¢cbpBbp, 32 1a
oJIydaT APYrd KOHPUIYPALIMOHHHU NIApAMETPH —
HanpuMmep IP agpec Ha DNS cvpBbBD.

npod. 1-p unxk. Benera Anekcuena 20



Kondurypupane Ha DHCP
/etc/dhepd.conf
* CEKUMS 3a NIOOAJTHU MapaMeTpH - IIpUIaraT ce€ 3a BCMYKH KJIUCHTH
ddns-update-style none;
default-lease-time 600;
max—lease-time 86400

* CEKUMH 3a KOHQUTYpUPAHE HA OTACIHU HOAMPEKHU- MPENMOKPHUBAT
IJ100aJHUTE

subnet 200.100.50.32 netmask 255.255.255.224 {
range 200.100.50.33 200.100.50.43;
option subnet-mask 255.255.255.224;
option broadcast-address 200.100.50.63;
option domain-name ,domain.com”;

option domain-name-servers 10.10.10.10,
20.20.20.20;

option routers 200.100.50.62;
host MyServer ({
hardware ethernet 00:50:ab:ab5:16:9e;
fixed-address 200.100.50.44;

}

8/8/2(}22 npod. 1-p unxk. Benera Anekcuena 21



DHCP Relay

Dhcrelay ce ctaptupa Kato yciayra OOMKHOBEHO

OT CKpHIITa /etc/re.d/rc.inetl

# dhcrelay —-i ethl 10.10.10.

192.168.20.0/ 24

— 10.10.10.10

ethD

.-.?&r DHCP relay
v
athl

192.168.10.0/ 24

8/8/2022 npod. n1-p nHxk. Benera Anekcruena
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Kondurypupane Ha DHCP knneHT

rmoa Linux
/etc/re.d/rc.inetl.conf

e Craptupa ce aBTOMaTHYHO IIPH 3apeKIaHe Ha CHCTeMAara
# Config information for ethO:
ITPADDR[O]=""

NETMASK[O]=""
USE DHCP[O]="yes"
DHCP HOSTNAME [0]=""

* DHCP HOSTNAME ¢ ume, ¢ KO€TO KJIIMEHTHT Aa CE
HUJICHTU(pULIMpPA Ha ChbPBbHPA, 3a JIa CE€ IMPEAOCTABST

CIIeIIU()UYHA MPEKOBU HACTPOMKH HA KOHKPETHHS
KJIMCHT.

8/8/2022 npod. 1-p unxk. Benera Anekcuena 23



rInternet Protocel Version 4 (TCP/IPvd) Properties | Y |£?-|1 lpconﬁg/all
General | Alternate Configuration ipconﬁg/release

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

for the appropriate IP settings. ipconﬁg/renew

@ Obtain an IP address automatically BN Command Prompt

Use the following IP address:

Description .
P ical

> Enabl e e e L
! ' ! Autoconfiguration Enabled .

ireless LAN adapter Wireless Networ

@ CObtain DMS server address automatically
suffix

Use the following DMS server addresses:

e eettinos unon exit
e s AR | Advanced...

08-D4-0C -A8-DI-AA

i WNE Cam - o . - 192.168
Ok | | Cancel i OVe e e e e . : Enabled
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APIPA anpecu

Automatic Private IP Addressing (APIPA) - ako
KJIMEHTHT HE MOXKE J1a MOJIyYr KOH(pUTypaIysl, CE
KOH(UTypHpa caMOCTOATEIHO ¢ I[P agpec ot

Ayara3oH, pe3epBrupaH ot Microsoft.

Ot 169.254.0.1 mo 169.254.255.254, ¢ macka
255.2535.0.0.

[leproanyHO (Ha 5 MMHYTH) KIIMEHTHT MPOBEPSBA
3a Hastmuue Ha DHCP cbpBBbp B JTOKATHUS
CETMECHT.

IIpu otkpuBane Ha DHCP cbspBbp, APIPA
agpechT ce ocBoOOXkIaBa u ce npuema DHCP
KOH()UTypaIHsTA.

npod. a-p unxk. Benera Anekcuena



Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



