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llousaTug

Jhtaccess e daiir ¢ kolTo Morar J1a ObJaT IPOMEHSHU
HAaCTPOMKUTE Ha ChpPBbpPa U MO3BOJISIBA Ja CE U3MbJIHIBAT
MHOXKECTBO (DYHKIIMH, HAN-IIOMYJISIPHU OT KOUTO Ca:

- cooctBeHna 404 error cTpaHuIA;

- IOKa3BaHE Ha (palI0BUs JIMCTUHT B 3aIIUTCHU
TUPEKTOPUH;

- OTXBBPJISIHE HA JIOCTHII OT onpeeiieHu [P anpecu;

- IpOMsHA Ha CTpaHUIlaTa I10 I1oapa3oupaHe (4pe3
3aJlaBaHe Apyr (paii1 aa ObAe U3IOJA3BaH B KAYECTBOTO HA
index aiin)

- U .
Bcesika Bepcus Ha Apache ye0 cbpBbp nogabpika .htaccess
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I IpennasznaueHue

IIpemocTaBs Bb3MOXKHOCT J1a C€ U3BBPIIBAT
IPOMEHHU Ha KOH(PUT'ypalysaTa 10 OTHOIICHUE
Ha JTUPEKTOPUUTE.

Peanu3upa KoHIENIUATA 3a ““pa3npeacacHu
KOH(UTYyPALTMOHHU (harJIOBE ™.

®aitbT (C eAHa WM ITOBEYE KOH(PUTYpPALUOHHU
OUPEKTUBH ), CE 3alIMCBA B OIpEACIICHA
OUPEKTOPHS U TUPEKTUBUTE CE MpUJIarat KbM
Ta3u JUPECKTOPHUS U HEMHUTE MOAIUPEKTOPHH.
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BBu3MoxHocTu

* [lo moapaz0oupaHe MMETO Ha TaKbB (Pailii €
.htaccess.

* AKO € Heo0X0oauMO UMETO J1a ObJIe APYro, TOBa
Ce IMpaBH ¢ AupekTuBara AccesskileName B
http.contf.

* Hampumep:

AccessFileName .myconfig
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Cw3maBaHe Ha (panna htaccess

* .htaccess u3moa3Ba ChIIUS CUHTAKCHUC KaTO OCHOBHUS
KOH(UTypaLMoHeH (aitn httpd.conf,

» KakBo MOXe Jja ce HOCTaBU B HEro ce onpeacis OT JUPEKTUBaTa
AllowOverride.

— Ts onucBa B KaTeropuu, KOM TUPEKTHUBH III€ CE B3eMAaT I10]] BHUMAHHE aKo
T€ ca OTKpUTH B .htaccess.

— AKo JMpEeKTHBA € pa3pelicHa B .htaccess daiina, JOKyMEHTAIUATA Ha Ta3n
IUPEKTHBA 1IE Chabpka Override cekius, onucBalla KakBa CTOMHOCT
TpsaOBa 1a € B AllowOverride, 3a 1a Moe Ta3u JUPEKTHBA Ja €
pasperieHa.

* Hanpumep:
HupextuBara AddDefaultCharset e pa3peniena B .htaccess ¢aiina.
3a Heitnara Override nume FileInfo.
CnenoBareiHO B KOH(PUI'ypalluOHHUS (a1 TpsiOBa Ja ce 3aIuiie
AllowOverride Filelnfo, 3a 7a Moke Ta3u gupeKTHBa aa ObJe BajluaHA

B .htaccess.
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N31on3Bade Ha .htaccess

 He e HE0OX0MMMO M3moI3BaHe Ha .htaccess ako nma
OOCTHI 0 INIaBHUS KOH(MUTIYpaIMOHEH (aill Ha
ChPBB)A.

* HM3nomn3BaHeTo Ha .htaccess TpsOBa na ce n30srBa
KOI'aTO € Bb3MOXKHO.

* Bcska KoHpUrypaius, KOsSTO MOXKE Jla CE BKJIIOUH B
htaccess, Moxke j1ecHO 1a ObJie BKIIIOUEHA B
<Directory> ceknusTa B IJIaBHUS KOH(PUT'YpPaIHOHCH
(aii1 Ha ChPBBHPA.

* HM3nom3BaHeTo Ha .htaccess MoXe LSTIOCTHO Jia Obe
3a0paneHo ¢ aupekruBara AllowOverride None.
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Ho u3moi3BaHeTo My € OIpaBIaHO

KOI'aTo.
* TpsbOBa ga ce npaBsAT NPOMEHU HA KOH(PUT'ypalUsATa I10

OTHOIIICHUE HA IUPEKTOPHUHU, HO Oe3 100t JIOCTBII J10
cucTeMara.

* AKO aAMHUHHUCTPATOPBHT HE XKEIA€ J1a MPABU YECTH
IIPOMEHU, TOU MOXE J1a Pa3PEIIN VHIMBUIYATTHA
OTPeOUTEIN Aa OpaBsIT TE3U IIPOMEHHU B .htaccess
(aiisoBe.

* Hampumep:

Koraro ISP nogabp:kat MHOTO TOTPEOUTEIICKHU
CaliTOBE Ha €/IHA MalllMHA U TTOTPEeOUTEINTE TPSOBA
CaMU J1a CH IIPOMEHST TEXHUTE KOHPUT'ypallUH.
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[ [prunrHM 32 U3MTOI3BAHETO MY

* [Ipou3BOAUTETHOCT
— Koraro nupexruBara AllowOverride € BkiIroueHa 3a Jia
OCHUT'YpH M3II0JI3BaHETO Ha .htaccess (aioBe, Apache
11 Mperiexaa Beska JUPEKTOpHs 3a Te3u (aiiiose,
JOPH U PEaJIHO J1a HE Ce IMOJI3BaT B HAKOU JUPEKTOPHUH.
— IIpu BcsKo 3asBsIBaHE HA JOKYMEHT, (halIbT .htaccess
OT HEroBara JUPEKTOPUS BUHATH CE€ IPOUMTA.
* CUTI'ypHOCT
— AKO Ha IOTpeOUTENIMTE UM € Pa3peIISHO J1a TPOMEHST
KOH(UTypaIusITa Ha CbPBbpPa, TOBA MOXKE J1a
pedieKTHpa B IIPOMEHH, BbPXY KOUTO
aAMUHUCTPATOPHT HIMA KOHTPOI.
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[ Ipumep 3a anrepHaTuBUTE

* HanbaHO €KBUBAJICHTHO €, KOETO TpsiOBa Ja ObAe B
htaccess ma ce BKIIIOYHM KaTO YacT B CEKIUATA Directory B
IJIaBHUA KOH(bI/IpraLII/IOHCH (baI;’IJ'I.

* Ilpumep:

htaccess file in /'www/htdocs/example:

Contents of .htaccess file in /www/htdocs/example
AddType text/example .exm

Section from your httpd.conf file

<Directory /www/htdocs/example>

AddType text/example .exm
</Directory>

* AKO € 3amnrcaHa B ITIaBHUS (paiij, ToBa 1Ie Iog00pu
IPOU3BOAUTEIHOCTTA, 3alI0TO KOH(PUTypaLusiTa IIe Ce
3apeil caMO BEAHBXK IIPM CTapTUPaHEe Ha ChPBbPA, BMECTO
BCEKHU II'bT IIPU 3asBIBAHETO HA JOKYMEHTA.
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[ Ipunarane Ha TUPEKTUBUTE

* Ilpunarar ce KbM AUPEKTOPHUSITA, B KOATO .htaccess € OTKPUT U KbM
BCUYKHU HEHHU MOJIUPEKTOPUH.

* Takusa (aiiaoBe MOXKE 1a UMa U B TUPEKTOPUUTE OT ITIO-TOPHUTE HUBA.

* JlupeKkTUBUTE Ce€ Mpujarar o peja Ha TAIXHOTO OTKpuBaHe.- .htaccess
(baill B eqHa TMPEKTOPHS MOXKE J1a MIPEHOKPUE TUPEKTUBUTE, OTKPUTH B
IIO-TOPHUTE HUBA.

* [lpumep:
B nupexropusta /www/htdocs/examplel nma .htaccess cbabpixkaiil
Options +ExecCGI

(Tps06Ba na e 6una ykazana aupektuBa AllowOverride Options npeau
TOBA.)

B nupekropusta /www/htdocs/examplel/example2 nma .htaccess
ChABPIKAII

Options Includes

ITopanu Bropus .htaccess B ablepHaTa JUPEKTOPHS TaM U3ITBIHEHUETO Ha
CGI He e pazpelieHo, 3amoto camo Options Includes uma edexr.
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ABTCHTHULIUPAHE

* ABTCHTMLIMPAHETO HA MOTPEOUTEN € HEOOXOAUMO
IBPBO Aa ObAEC pa3pelIcHO C JUPECKTUBATA
AllowOverride AuthConfig.

* 3a OCBIIECCTBSIBAaHE HA JOCTHII € HEOOXOIUMO
Ch3JlaBaHE Ha criciyalieH (hail ¢ 11apoJiu,

* To3wm (ais Moxke na ObJie 3aNMcaH Ha BCSKO
MSICTO, 4O KOeTO HAMa nocThl OT WEB.

* Hampumep:

AKO TOKYMEHTHUTE CE€ MOAIbPKAT B
/usr/local/apache/htdocs, To (ainose ¢ maponaure
Morar jga obaar B /usr/local/apache/passwd.

8/8/2022 npod. 1-p unxk. Benera Anekcuena
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ABTEHTULIMpAHE- 2

3a ch37aBaHETO Ha (hailil ce u3mo3Ba mporpamara htpasswd.

htpasswd -c /usr/local/apache/passwd/passwords testuser

8/8/2022

[1le ce nuTa 3a mMaposa ¥ HEMHOTO OBTOPHO BBBEXKIAHE.

Onuusita -¢ ch3AaBa HOB (pail 3a moTpeduTen testuser.

HeoOxonuMo € 1 3aJ1aBaHe Ha MUHHUMAJIHU TIpaBa 3a YETEHE OT Web-
ChpPBBPA.

[Ipumep:

AKO CHPBBPBHT € KOHQUTYpHpPaH Jia C€ U3ITBJIHABA KAaTO IMOTPEOUTEN

nobody 1 rpyna nogroup, To caMo web CBPBBLPHT J1a MOXKE J1a UETE U
caMo root aa nmuiie:

chown root.nogroup
/usr/local/apache/passwd/passwords chmod 640
/usr/local/apache/passwd/passwords

npod. 1-p unxk. Benera Anekcuena
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CraeaBaimara CThIIKa

Konburypupa ce cbpBbpa Jia m1Ta 3a IMapoiia 1 Ja ce YKaxke 3a Kot
IOTPEeOUTENM Ja MMa JOCTHII.

Hanpumep, ako € Heo0X0AUMO KOHTPOJI Ha JOCTHHA J0
/usr/local/apache/htdocs/secret, morar na ce U3I0J3BaT CICTHUTE
aupekTuBH (onucanu uiM B httpd.conf B cexnusara <Directory
/usr/local/apache/apache/htdocs/secret> unu BbB (aitna
/usr/local/apache/htdocs/secret/.htaccess):

Auth Basic
AuthName “Restricted files”

AuthUserFile /usr/local/apache/passwd/passwords

Requlre user testuser

8/8/2022
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llosscHeHUd

* AuthType - onpenenst MeToaa, U3I0J3BaH 3a aBTCHTUKALIMSL:
— Basic- Ilo- yecto n3non3BaH. Tol u3npaiia napoJjara oT
KJIMEHTA B YACT TEKCT.
— Digest- I1o- curypen. Ilaponara ce uznpaima MDS kpuntupana.
B T0o3u ciydai ce u3nosi3Ba Apyra rnporpama 3a Cb3JaBaHe Ha
[apOJIUTE:

htdigest -c
/usr/local/apache/passwd/digest realm
username

* AuthName - yka3pa ume (Realm), koeto ma 0bae
M3I10JI3BaHO B aBTEHTUKaLIMATA. ToBa 1€ ce U3BEC B
JAranora 3a BbBEKJaHE Ha UMe/IIaposia 3a MOTPEOUTENS.
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Kak paOoTu aBTCHTHUKALUATA?

Koraro ce u3ucka pecypc, Apache uznpaia 401 Authentication
Required xeabp, 3a ga yBeIOMHU KIHUEHTA, Y€ TpsOBa Aa ce Jagar
KpeIeHIIMaIUTE Ha IMTOTpeOuTeNIs, 3a 1a My C€ IIPEA0CTaBH pecypca.
AKO KJIIMEHTCKHUS Opay3bp noaabpxka Basic aBTeHTUKaIUs, 111€ TUTa
noTpeOUTes 3a UME U MapoJia, KOUTO c€ Mpalar Ha ChpPBbpA.

3a BCEKH pecypc TpsOBa OTHOBO Jia Ce MpaliaT KpeASHIIUaINTE,
3amoro HTTP e stateles (Bcsika 3asBka ce 00paboOTBa aHAJIOTMYHO,
JOpH T€ J1a ca OT €UH U ChIM KiIneHT). Ho, Opay3bpphT mogabpxa
nH(pOopMaIIs, Taka Y€ € JOCTaThYHO CaMO €HOKPAaTHO BhBEXKIaHE Ha
KpeIeHIIMAIUTE OT CTpaHa Ha MOTPEOUTEIIS.

3aenHo ¢ 401 otroBopa u aApyra uHpopMalus ce u3rpaiia 00paTHo
KbM KJIMEHTa (MME, aCOIIMMPAHO ChC 3alllUTeHa 00JIacT Ha caiiTa.
Topa ¢ Realm, T.e. aBTGHTUKAIIMUOHHO HME).

bpay3bpbT Kemmupa MoTpeOUTEIICKOTO MME M IIapoJjia U T ChXpaHsIBa
¢ To3u Realm. Ako ce u3uckBa pecypc 3a chius realm, chimmTe
NOTPEOUTEICKO UME U Mapoia IIIe C€ U3IPaTIT.

npod. a-p unxk. Benera Anekcuena 16



W omie

AuthUserFile- yka3Ba nbTs 10 aidsia ¢ mapoiaure.
— AKko0 MMa MHOXECTBO MOTPEOUTENN HE € U3TOJHO ThPCEHE B TEKCTOB (hailll.
— ToraBa Moxke J1a u3Moia3Ba 6asza gaHHu ¢ gupektuBara AuthDBMUserFile.
— Tesu (aitsioBe Morar aa ce cb3aaaar ¢ nmporpamara dbmanage.
Require- yka3Ba moTpeOUTes, KOWTO 1€ UMa JIOCTBII 10 Ta3u 00JIacT Ha
CBPBBpA.
— AKO € He00X0AuUMO J1a HE C€ yKa3Ba KOHKPETEH MOTPEOUTEII 3a I0CTHII, TO
MOJKE J1a C€ 3aJ1aJIe BCEKU BaJIUACH MOTPEOUTEN, KOUTO € Ch3/IaJICH C
htpasswd/htdigest

Require valid-user

8/8/2022

Bceku onucan noTpeduTen BbB (pailjia C MapoanuTe U BbBEI KOPEKTHA
napouia e ObJIe JOMyCHAT 0 pecypca.

AKo uMa BKJIFOYEHH U JupekTuBu Allow MoXe fa ce ykaxke Kak J1a ce
npuiarat Allow u Require nupexkTuBuTe.

Satisfy all - Knuenra tpsioBa na ynosnersopu M nme/mapona 1
paszpenieHusTa mo ajapec.

Satisfy any - KiuenTta TpsiOBa 1a yJ0BJI€TBOPH IOHE €IHO OT MME/TIapoJa
NJIN pa3pemraBane no aapec.

npod. a-p unxk. Benera Anekcuena
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Chb31aBaHe HA IIOTPEOUTEICKHU
CTpaHUIIY 32 TPEIIKH

* EnaHo oT npuiokeHusATa Ha .htaccess € ch3/1aBaHe Ha COOCTBEHHU CTPAHMIIN 32
I'PEIIKH, BMECTO CTaHJIPATHUTE.
* 3a BCEKH KOJI Ha TpeliKka MOKE Jia ce 3aaje

ErrorDocument <errornumber> <file html>

Hskou 0011111 KOJ0BE 3a IPEIIKU
401 - Authorization required
400 - Bad request

403 - Forbidden

500 - Internal Server Error

404 - Wrong Page

* Hanpuwmep:

ErrorDocument 404 errorfolder/notfound.html
(ailiTbT HE € B OCHOBHATA AUPEKTOpUs, a € B errorfolder )

8/8/2022 npod. a1-p umk. Benera Anekcuena
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Jlpyru onmuun

* 3a0paHa 3a MOoKa3BaHE Ha (pailjIoBe U IaIKU

Options -Indexes

* PaspeniaBane 3a moka3BaHe Ha (paiiioBe U
ManKu

Options +Indexes

* AKO € HEOOXOIMMO M3MH0JI3BaHE HA JIPYTHU
WMHJICKCHM (paitnoBe, a He camo Ha Index.html

DirectoryIndex index.php alabala.my

8/8/2022 npod. 1-p uwxk. Benera Anekcuena
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IIpenacouBane

* Enna oT moeue n3non3BaHuTe (PyHKIMHU Ha .htaccess € Bb3MOKHOCTTA
3a IIPEHACOYBaHE Ha 3asABKUTE KbM pa3IuyHu (ailjioBe, WIM Ha ChITU
ChPBBP WJIH Ha M3IISIIO Apyra MallrHa.

* M3noinsBa ce ako ca MpOMEHEHU UMeHaTa Ha (pailioBe, a
OTPEOUTEIUTE HE 3HAST TOBA.

* Jlpyr cayyail e npeHacouBaHe KbM abjaru URL (peanHute), 10KaTto
NOTPEOUTENIUTE U3MO0JI3BAT MO-KPATKH.

* IlpenacouBane Ha (aiiaoBe:

Redirect /location/from/file.ext
http://www.othersite.com/new/location.xyz

[IpeHacouBaHe Ha 114718 JUPEKTOPUS:

Redirect /olddirectory http://www.newsite.com/newdirectory

Redirect 301 /old/old.html http://www.newsite.com/new.html - 301
npeMecTeHa € “‘noctossHHO”. ToBa 3ama3Ba Tekyuus search engine
paHr.

Redirect 301 / http:// www.newsite.com - npeHaco4YBaHE Ha 151 CAlT
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http://www.newsite.com/new.html
http://www.newsite.com/

Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



