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OCHOBHU MOMEHTH

 CrimHoct Ha Netfilter
o Tabmuim
 KoHekimu

* Bepurn

* [IpaBuia

* llenun

* [Ipumep

8/9/2022 npod. 1-p unxk. Benera Anekcuena



Netfilter

* [IpencrapiasgBa 001 NporpaMeH MOJIEN Ha
(uaTpUpaHEe HA TTAKETH.

* OcurypsBa e(peKTHUBEH KOHTPOJI Ha Tpaduka
rmox Linux.

* Co(pryepHara peanu3auus € 0Oa3upaHa Ha
nakera iptables.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



8/9/2022

iptables

H3rpagenu ca or MOgyIH
OcHOBEH Moy € ip tables

M3mo3Bar ce TadiuIM, BCSIKa OT KOUTO C€ ChCTOU
OT ITOCJIEIOBATEIIHOCT OT MpaBuiia (BEpUTH -
chains), 110 KOUTO MMPEMHUHABAT ITAKCTUTE.
IIpaBuiara neduHupar:

— KPUTEPHUHUTE, KOUTO TPsAOBA /1a yIOBICTBOPST
IIPEMHHABAIIUTE TIPE3 MAIIWUHATA MTAKETH

— JECUCTBUATA, KOUTO IIIE€ CE MPEANPHUEMAT IIPH TAXHOTO
yJIOBJICTBOPSIBAHE.

Bepurure ca:
— CrangapTHu
— JleduHUpaHu OT NOTPEOUTENA

npod. a-p unxk. Benera Anekcuena



CrangapTHU TaOIMIIU

* mangle — u3nomn3Ba ce 3a MogU(pUINPAHE HA TAKESTUTE

— MpoMsHa Ha 1ojieTo Type of Service - Kak MaKeThT Aa ObJe
MapIIpyTHU3UPaH.

— Mmonyn iptable mangle;
* nat —3a TpaHCJIUPAHE Ha aJIPECUTE
— DNAT — npoMsiHa Ha aapeca Ha IMOJTyYares;

— SNAT — npomsiHa Ha ajJipeca Ha U3TOYHHKA ¢ (hukcupan IP
anapec;

— MASQUARADE — npomMsiHa Ha aapeca Ha U3TOYHHKA C
HOB, U30paH OT aJpEeCEH MYIL.

— monyna iptable nat,

* filter —3a ¢punTpupane Ha mMakeTUTE
— Bcuuku cTaHmapTHY 11e7d ca TPUI0KUMU 3a Ta3u TabIuIa.
— monyn iptable filter.
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8/9/2022

CTaHgapTHU BEPUTH

INPUT — BXoaHa Bepura 3a npeJIHa3HaYCHUTE 3a
JIOKAJIHATA MaIlliHA NAKETH

OUTPUT — u3xonHa Bepura 3a IaKETUTE,
TCHEPpUPAHM OT JJOKAJIHATa MalllMHA

FORWARD - Bepura 3a rakeTure,
MpEeAHA3HAYECHHU 32 MAPIIPYTU3UPAHE KbM JPYTH
MAIIUHU;

PREROUTING — Bepura, 110 KOSITO IIPEMHAHABAT
MIAKETUTE MPEIU ONPEACIITHE HA TIOTYyYaTEd UM
(JIOKQJITHO WJIH 3a JPYT XOCT);

POSTROUTING — Bepura, o Kosito
IIPEMHUHABAT MIAKETUTE CJICH ONPEICIITHE HA
TEXHHS MOJTy4aTel.

npod. a-p unxk. Benera Anekcuena

6



IIpemMrHaBaHe Ha MAKETUTE MPE3
tadnuuTe Ha Netfilter

Network
——> mangle | nat
PREROUTING PREROUTING |
I:= - =R=°=uii;g= - = =::
v b o decision !
mangle mangle
INF’IUT FORWARD
|
filter filter
INPUT FORWARD
Local
process
W Routing "
L. _ decision _u
I
mangle = nat filter k4 > mangle -
OUTPUT OUTPUT OUTPUT POSTROUTING
8/9/2022 npod. a-p unx. Benera Anexcuena
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CBHCTOIHUE HA KOHEKITUUTE

NEW - yka3Ba nbpBus HA0II0/IaBaH MAKET 3a CeHU(MUYHA KOHEKITHS.
— 3a TCP xoHEKIIMH TOBA € MAKEThT C BAUTHAT €MUHCTBEHO (prar SYN.

— IIpu UDP u ICMP oOmeH ToBa ca MbpPBUTE NMAKETH, MPEIAJICHU MEXIY U3TOUHUKA U
IOy YaTes;

ESTABLISHED — Bceku Tpaduk B IBETE€ MOCOKH YJIOBJIETBOPSIBA TOBA ChCTOSIHUE.
— IIpu TCP xoHekuuu TOBa ca naketute ¢ ycraHoBeH ¢uiar ACK.

— IIpu UDP 0OMEH BCUYKH MAKETHU MEXKY U3TOUYHUKA U MOTyYaTess CIe IbPBUS
IPENAZCH CE€ TPETUPAT B TOBA ChCTOSTHUE.

— ICMP choOmieHusITa 3a TPEIIKHU ChILO CE Pa3IiIekKIaT B TOBA ChCTOSHUE, aKO MPEAU TOBA
¢ OMJI M3IPATEH TaKeT, KOMTO MPeIN3BUKBA T€HEPUPAHETO Ha ChOTBETHOTO CHOOIIICHUE 32
IpeIKa;

RELATED — eqHa KoHEKIIMS € B TOBA ChCTOSIHUE, aKO TSI C€ SIBsIBA OTHOCHUTEIHA
crpsamo apyra Bede cw3aanaeHa (ESTABLISHED).

— Hanpumep ToBa ca FTP 7aHHOBUTE KOHEKI[MH, KOUTO CE€ Ch3/1aBAT NOIBIHUTEIIHO CIPSAMO
ch3nancHuTe Beue FTP KOHTPOIHM KOHEKINH;

INVALID — B TOBa ChCTOSIHME NTONAJAT MMAKETUTE, KOUTO HE MOrar Ja ce
UJICHTU(UIMPAT WM HE Ca B HUTO €IHO OT OMUCAHUTE ChCTOSHMUSI.
— HIPCIIbJIBAHC HA IIaMCTTa

— ICMP cboO1ieHus 3a rpeliky, KOUTO HE ¢a B OTTOBOP HAa HUTO €/IHA M3BECTHA KOHEKIIUSI.
IIpenopbuBa ce MaKETH B TOBA ChCTOSIHUE /1A CE OTXBBPJIAT.

8/9/2022 npod. 1-p unxk. Benera Anekcuena 8



Cb31aBaHe HA IpaBUJIa

iptables [-t table] command |match] |target/jump]
* Kpurepuure (match)

* ChOTBETHHUTE ACUCTBUS (target) - OTXBBPISHE /
IIPOMYCKAaHE.

* IIpexon (jump) xbM Apyra Bepura npu
yIOBJIETBOPSIBAHETO HA KPUTECPUUTE

* Tabnuua (fable) - no nogpazoupaHe € TadbIUIA
filter

* Komanpara (command) yka3Ba A€HUCTBUETO

— HalpuMep, BKIYBAHE HA HOBO IIPABUJIO WU
MPEMAXBAHE HA MTPABUIIO.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



M3nobiaHEeHNE HA ITpaBUiIaTa

N3neaHgaBaT ce mociaeqoBaTeIHO OT HAYaJIOTO Ha COMCHKA.

IIpu ynoBieTBOpsABaHE HA KPUTEPUMUTE 3a JaJACHO IIPABUIIO
C€ UBITBJIHABAT CbOTBETHUTE JICMCTBUA U CE MPEYCTAHOBSIBA
[IO-HaTaThIIHATa 00paOdOTKa HA CIIMCHKA.

AKO € yKazaH IIpexoji KbM HOBa Bepura, To oopadoTkara
IpoabIKaBa aHAJOTMYHO ChC CHMCHKA OT MpaBuja B HOBaTa
BEpUTa.

B ciydali, 4e HUTO €1HO MPABHUIIO OT HOBATa BEpUra He ObJIE
yJIOBICTBOPEHO, 00padOoTKaTa MpOoabKaBa ChC CICABAIIOTO
10 peJl IPABUIIO OT CTapara BEpUra, CiaeaBallo Mo3uIusITa
OT KOSITO € OMJI HaIlpaBEH MPEAA TOBA MPEXOIbT.

AKO HsIMa yIOBIIETBOPSBAHE HA KPUTEPUUTE HA HUTO €IHO
IIpaBUIIO, TO BHPXY ITAKETA C€ IIpujara IoJUTHKATa 10
noapa3zOupaHe 3a JajicHara Bepura.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



JloOaBsiHE Ha MIPaBUIIO
-A, --append
iptables —A INPUT ...

* 100aBs HOBO IIPaBUJIO B Kpasl HA yKa3aHaTa
BEepuUra

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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M3TpuBaHe Ha IpaBUIIO

-D, --delete
iptables —D INPUT —s 192.168.0.1 —j DROP
iptables —D INPUT 2

* |IpemaxBa npaBWiio OT yKa3zaHaTa BEpHUra:

* Yype3 3aJlaBaHe Ha ISJI0TO MPaBUIIO (KOETO
HaI'bJIHO TPsAOBA J1a CbOTBETCTBA HA
IIPEMaxBaHOTO)

* ype3 3aJlaBaHe Ha HETOBHUS IIOPEACH HOMED.

— IIpaBuitaTa ce HOMepupar OT HAYaJIOTO HA BEPUTATA,
3aro4YBavKu ¢ Homep 1.

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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3aMsHA Ha IIPaBUJIIO

-R, --replace
iptables —R INPUT 2 —s 192.168.0.1 —j DROP

* 3aMEHS IIPaBUIIO MO 33JaJICH HOMEDP OT
yKa3aHaTa Bepura ¢ HOBO.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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BMBKBaHE Ha IPaBUIIO

I, --Insert
iptables —I INPUT 3 —s 192.168.0.1 —j DROP

* BMBbKBa npaBuiIO HaA 3aaajJicHATa ITO3UIMA B
yKa3aHara Bepura.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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M3uncrBane Ha Bepura

-K, --flush
iptables —F INPUT

* M3uuncTBa BCUUKM IIpaBUia OT YKa3aHara
BEpUTa.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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Cb31aBaHE HA HOBA BEpUTa
-N, --new-chain
iptables —N tcp allowed

* Cp31aBa ce HOBA BEpUTa ChC 3a4aACHOTO UME
B ChOTBETHATA TaOJIUIIA.

8/9/2022 npod. 1-p unxk. Benera Anekcuena

16



M3TtpuBaHe Ha Bepura

-X, --delete-chain

iptables —X tcp allowed

* M3rpuBa ykazanara Bepura oT CbOTBETHATA
tabnuua. Heobxoaumo € u3rprBaHaTa Bepura
Jla HE ChIbPIKa IIPaBUJIA.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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3aJlaBaHE Ha MOJHUTHKA IO MOaApa30OupaHe

-P, --policy
iptables —P INPUT DROP

* YcTaHOBsBa 3a7ajcHaTa 1el1 (ITOJUTHKA) KbM yKa3aHaTa
BEpHUTA.

* Bcuuku nakeTu, KOMTO HE yIOBICTBOPSIT HUTO €IHO
IIpaBUIIO 1€ TIONAHAT 10/ Ta3u MOJIUTHKA 3a BepuUrara.

e Bamunau e ca ACCEPT u DROP.

* [Ipu M34NCTBAHETO HA IIpaBUJIaTa OT AaJICHA BEpUra
3aJlaJicHaTa IIpeau TOBa MOJIUTHKA 10 MOApa30upaHe
OCTaBa BaJIMIIHA.

8/9/2022 npod. 1-p unxk. Benera Anekcuena 18



I IpenmeHnoBane Ha Bepura

-E, --rename-chain

iptables —E tcp allowed tcp disallowed

* CMEHs MMETO Ha yKa3aHara BEpUra ¢ HOBO.

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE

* IIporokoJ -p, --protocol

* VYka3Ba IIpoOBEpPKa 3a CIeu(UUICH MPOTOKOJI KAaTO
cranaaptHo aepunupanure TCP, UDP u ICMP

WJIM CTOMHOCT, OIIKCaHa BbB (paina /etc/protocols.

* Morart 51a ce n30posT HAKOJIKO MMEHA Ha
IIPOTOKOJIM, PA3ACIIEHU ChC 3ameTast. 3a YKa3BaHE
Ha BCUYKHUTE TE3U TPH IIPOTOKOJIA CE U3II0JI3BA
KirogoBara qyma ALL.

iptables —A INPUT —p tcp —j DROP
iptables —A OUTPUT —p ALL —j ACCEPT

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE
* U3TOYHHK HaA aedTarpamMara -s, --Src, --
source

* VKa3Ba CbBHAJCHUEC C [TAKETHU, NMAaIHU
3aganeHus IP agpec Ha n3TroyHuka.

* Moxe na ce yKa3Ba KakTo KOHKpeTeH 1P aapec,
Taka ¥ aipec Ha Mpexka ¢ J00aBsHE Ha
MpEKOBaA MacKa.

iptables —A INPUT —s 192.168.0.1
iptables —A INPUT —s 192.168.0.0/24

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE

* Iloayuarea Ha neurarpamara -d, -dst, --
destination

* VKa3Ba CbBHAJCHUEC C [TAKETHU, NMAaIHU
3aganeHus IP agpec Ha momyyaresis.
OYyHKIIMOHUPAHETO € AHAJTOTMYHO KAKTO IIPH
YKa3BaHE HA U3TOYHHK.

iptables — A FORWARD —d 192.168.0.1
iptables —A FORWARD —-d 192.168.0.0/24

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE

* Bxoaen unrepdeiic —i, --in-interface

* VKa3Ba CbBIAJICHUE C HHTEpPeca, 0 KOUTO
[TAKETHT CE € MOJy4rJI. Ta3u oIy € BajiuHa

eauHCTBEHO 3a Bepurure INPUT, FORWARD
1n PREROUTING.

* YKa3BaHE Ha MPOW3BOJIHA MOCIEA0BATCITHOCT
OT OYKBH M IM(PpH C€ 3aaBa CbC CUMBOJIA +.

* Hanmpumep, Bcuuku Ethernet uatepdeiicu
MOTarT Jia c€ yKaxar karo eth+.

iptables —A INPUT —i eth(

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE

* UsxoxeH unrepgeunc —o, --out-intertace

* AHAJIOTUYHO 324 NAKETH, KOUTO HAIYCKAaT I10
yKa3aHus HHTepdeiic.

* OnumsTa € BaldaHa €IUHCTBEHO 32 BEPUTHUTE
OUTPUT, FORWARD u POSTROUTING.

iptables —A FORWARD —o ethl

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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OO1M KpUTEPUH 3a YIOBICTBOPSIBAHE

* @dparMeHTHUPaAHM NaKeTH -1, --fragment

* 3moi3Ba ce 3a yKa3BaHe Ha ChBIAJCHUE C
BTOPUTE U CJICABAIUTE YaCTH Ha
(pparMEHTHUPAHU TAKETH.

iptables —A INPUT -t

3aJaBaHe Ha KPUTCPHUH, PA3IUYHU OT YKA3aHUTE
C€ M3BBPIIBA YPE3 M3IOJI3BAHE HA 3HAKA 34
MHBEpTHUpPaHe “!’.

8/9/2022 npod. 1-p unxk. Benera Anekcuena



HesaBHM KpUTEPHUH 32 YIOBJICTBOPSBAHE

TCP noprt Ha M3TOYHHMKA --SpPOrt, --source-port

YKa3Ba chBHaJICHUE I10 3aJ1aJ€H NOPT Ha U3TOUYHHUKA.
bes 3amanaeH mopt ce mojapa3onupar BCUYKH ITOPTOBE.

AKO ce M3II0JI3Ba UME Ha YCJIyra, To TpsOBa Ja ObJie
nebuHUpaHo BbB (paiina /etc/services.

Morar na ce 3agaBar auana3oH OT HOPTOBE BB BUJIA
<HaualeH nopm=>:<Kpaen nopm->.

AKO HE Cc€ 3aJIafe Hayalen nopm, e noapa3zoupa nopt
0.

AKO HE c€ 3aJIafe KpaeH nopm ce moapazoupa nopt
65535.

iptables —A FORWARD —p tcp —sport 80

8/9/2022
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HesaBHM KpUTEPHUH 32 YIOBJICTBOPSBAHE
TCP nopr Ha nmoayuareJd --dport, --
destination-port

* AHAJIOTUYHO, 110 OTHOIIIEHKE Ha ITOPT HA
1OJTyYaTels.

iptables —A FORWARD —p tcp —dport 22

8/9/2022 npod. 1-p unxk. Benera Anekcuena 27



HesaBHM KpUTEPHUH 32 YIOBJICTBOPSBAHE

TCP ¢uaarose --tcp-flags
* Vka3pa ceBnajgcHue ¢ TCP ¢naroBe B makera.

* 3ajaBa ce COUCHK OT (PJIaroBe 3a MpOBEpPKa
(MacKa) ¥ BTOPH COUCHK OT (PJIaroBe, KOUTO
TpsiOBa J1a ObJIaT YCTAHOBEHM B 1. /[BaTra ciichKa
C€ pa3geiIsiT ChC 3amleTau.

* CBBHAACHHUETO € 110 OTHOIICHHUE Ha (DJIAarOBETE
SYN, ACK, FIN, RST, URG u PSH, karo
BCUUYKMUTE MOrar Aa ce ykaxar ¢ ALL, a HUTo
enH — ¢ NONE.

iptables —A FORWARD —p tcp —tcp-flags
SYN.ACK,FIN SYN

8/9/2022 npod. 1-p uwxk. Benera Anekcuena
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HesaBHM KpUTEPHUH 32 YIOBJICTBOPSBAHE
UDP nopr Ha H3TOYHMKA --SpOrt, --source-
port

* DYHKIIMOHUPA aHATOTUYHO KakTo mpu TCP
IPOTOKOJIA.

iptables —A FORWARD —p udp —sport 53
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HesaBHM KpUTEPHUH 32 YIOBJICTBOPSBAHE
UDP nopr Ha nmoayuareJs --dport, --
destination-port

* DYHKIIMOHUPA aHATOTUYHO KakTo mpu TCP
IPOTOKOJIA.

iptables —A FORWARD —p udp ——dport 53

8/9/2022 npod. 1-p unxk. Benera Anekcuena 30



HesBHM KpUTEPHUH 3a YIOBIECTBOPSABAHE
ICMP Tun --icmp-type

* Vka3Ba chBHnajgeaue nmo ICMP tun cobryiacHo
RFC792.

* 3a moay4yaBaHE Ha II'JIHUS CIIUCHK OT TUIIOBETE
ICMP croO1menus, MOke J1a c€ U3ITbJIHA
KoManjiara iptables —p icmp --help.

iptables —A FORWARD —p icmp —icmp-type 8

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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JIBHU KpUTEPUHU 3a YIOBICTBOPSIBAHE

SBHUTE KPUTEPUH TPOBaA Aa CE 3apeasT U3PUYHO C ONIMATA —m, --
match module. Haxou ot 15X ca cnenupu4yHM 3a JaJcH
IIPOTOKOJ, IPYTH Ca BbBEACHHM C II€] TECTBAHE U €KCIIEPUMEHTH C
iptables. Hali-uecTo u3noa3BaHUTE ca CIEIHUTE:

CoBnagenne no MAC aapec --mac-source

* H3non3Ba ce 3a ycraHoBsIBaHE Ha mmakeTH 1o Ethernet MAC
aJpeca Ha N3TOYHMKA.

* Omnmusara e BanuaHa equHCTBEHO 3a Bepurute PREROUTING,
FORWARD u INPUT.

iptables —A INPUT —m mac —mac-source 2b:00:01:1a:2a:05
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JIBHU KpUTEPUHU 3a YIOBICTBOPSIBAHE

CbBHnajgeHue ¢ MHOKECTBO MOPTOBeE -source-port, --destination-
port, --port

 HM3momn3Ba ce 3a YKAa3BAdHC HAd CHbBIIAACHHUC 110 MHOKCCTBO IIOPTOBC
Ha U3TOYHHKA HA IIAKCTA, Ha I10JIYHYaTCJIAd MJIM U Ha JIBATAa.

* Ta3u onuus enuMUHKpPA HEOOXOAUMOCTTA OT 3aJaBaHE Ha
MHOKE€CTBO €IHOTHUIIHM IIPaBUJIa 3a CHBIAJICHUE IO PA3INYHU
IIOPTOBE.

* HM3nossBa ce eAMHCTBEHO ¢ oMK —p tcp u —p udp u
MakcuMmaJjieH Opou ot 15 mopra.

iptables —A INPUT —p tcp —m multiport —source-port 23,53
iptables —A INPUT —p tcp —m multiport -—destination-port 23,53
iptables —A INPUT —p tcp —m multiport —port 22,53

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



JIBHU KpUTEPUHU 3a YIOBICTBOPSIBAHE
CT)BHaI[eHI/Ie 0 CBCTOAHUC HA KOHCKIIUUTC --
state

* llo3BoOJIsIBa OTKpUBAHE HA KOHEKIIUS B
OIIPEJIETIEHO ChCTOSHHUE.

* 'Ta3u BB3MOXXHOCT U3UCKBA U3PUYHO 3aPEKIAHE C
onuuaTa —m state.

e 3a U3MO0JI3BAHETO HA CHCTOSHHUI € HEOOXOIUMO
[IPEABAPUTEITHO 3apEKIaHE HA MOAYJIA Ipt State.

iptables —A INPUT —m state —state
RELATED,ESTABLISHED
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N3nbeiiHeHMe Ha aericTBUA (target/jump)
Py YIOBNETBOPABAHE Ha KDUTCPUHTE
* C

elcTBUsATA (LIEIMTE) YKa3BaT Ha JAJICHO IIPABUJIO KaK
Ja C€ MaHUNYJIMpPa C YAOBIETBOPUIIMS KPUTECPUUTE
MaKeT.

IIpexoasT € yacTeH ciaydau Ha JIEUCTBUATA, IIPU KOHTO
C€ U3BBHPIIBA IPEMUHABAHE KbM IIPEABAPUTEIIHO
Ch3JaJcHa OT IIOTPEOUTENSI BEpUra OT IIpaBujia B
chIliara TadauIia.

AKXO MAaKeThT JOCTUTHE Kpast HA HOBATa BEpUra, To1
IPOJIbJIKABA CBOETO MPEMHUHABAHE I10 CTapara BepuUra
OT MPABUJIOTO, MPEAN KOETO € OWJI U3IIBJIHEH MPEXOBT.

iptables —N tcp allowed
iptables —A INPUT —p tcp —j tep_allowed
iptables —A INPUT —p tcp —j DROP

8/9/2022
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[Heax ACCEPT

* IIpekparsaBa ce mpeMrUHABAHETO HA MMAKETa
Ipe3 TEKylllaTa Bepura Win Ipyry BEPUTH B
chlllaTa Ta0JIUlla U TOM Ce IIpueMa 3a
nociaeaBamnia oopadoTKa.

iptables —A INPUT —p tcp —j ACCEPT

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



Ileax DNAT

* HM3non3Ba ce 3a npeoOpa3yBaHe Ha ajpeca Ha MoJTydaTes.

* BcCeku maket, yIoBICTBOPHUI KPUTEPUUTE, U BCUUKHU
CJIEJBAIIX T'O B CHIIUS ITOTOK JaHHU IIe Obar
npeoOpa3yBaHU U NpenpaTeHu KbM CbOTBETHUTE
MIOJIYYaTEIH.

* Tunu4HO NPUIOKEHHUE € KOraTo € HaJIuIle wWeb ChbpBbp BbB
BbTpPEIIHATa MPEXKa U HEOOXOAUMOCT OT JIOCTHII JI0 HETO Ha
noTpeourennTe ot UHTepHeT.

* B t03m cinyuan, firewall me npenpalia BCHYKH MOJYYEHU Ha
HeroBus cooctBeH HTTP nopt makeTu kbM peaaHust web
ChPBBP BbB BbTpPEIIHATA Mpeka. Ta3u 11el1 € BajuaHa

eaquHCcTBeHO 3a Bepurute PREROUTING n OUTPUT Ha
nat Tadiuiara.

iptables —t nat —A PREROUTING —p tcp —d 200.100.50.10
—dport 80 —) DNAT —to-destination 192.168.0.1:80

8/9/2022 npod. 1-p uwxk. Benera Anekcuena



[lex DROP

* OTXBBPIIS MAKETUTE OT MO-HATATHIITHA
00paboTKa.

8/9/2022 npod. n1-p nHxk. Benera Anekcruena
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[Hex LOG

* JlaBa BB3MOXKHOCT 3a ChXpaHsABaHE HA MH(MOpMAIU 3a
IIPEMHUHABAHETO Ha ITAKETUTE Ype3 Mmporpamara syslog.

* JIBeTe HaKM-4€CTO MBIIOJI3BAaHHU OIIIMM 34 33J]aBaHE Ha
HUBOTO HAa IPHOPHUTET Ha ChoOImeHusaTa (debug, info,
notice, warning, error, alert, emerg, panic) — log-level u
Ha JOIIBJIHUTEIIHUS Npe(pHUKC 10 29 CUMBOJIa KbM TE€3H1
choO1eHus — log-prefix.

* 3a M3M0J3BAHETO HA Ta3M 1I€J] € HEOOXOAUMO
IpeABapUTEIIHO 3apexkaane Ha Mmoayia ipt LOG.

iptables —A FORWARD —p tcp —j LOG —log-level
warning

iptables —A INPUT —p tcp —j LOG —log-prefix
“INPUT packets”
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Llen MASQUERADE

* HM3nosnsBa ce 3a mpeoOpa3yBaHe Ha aJpeca Ha N3TOYHUKA OCHOBHO
npu dial-up nan DHCP koHeKIuu, mpu KOUTO C€ U3I0I3Ba
AMHAMUYHO KoH(purypupasne Ha IP aapecure.

* AKko ce u3no3Bar crarudHu IP agpecu ce mpenopbryuBa
n3moii3BadeTo Ha 1eiara SNAT.

* Karo onnus npu TCP u UDP nipoTokosin Morar J1a ce 3aaBar
IOPT HA U3TOYHUKA WJIM JUAIMA30H OT IMOPTOBE, KOUTO IIE CE
U3II0JI3BAT OT U3XOJHUTE MMAKETHU.

* Ta3u 1en Moxxe J1a ce M3I0J3Ba €AMHCTBEHO 3a BepuUrara
POSTROUTING Ha nat Tabdnumara.

iptables —t nat —A POSTROUTING —p tcp —j MASQUERADE

iptables —t nat —A POSTROUTING —p tcp -] MASQUERADE —
to-ports 1024-3000
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Llen REDIRECT

M3momn3Ba 3a IMPCHACOYBAHC HA IIAKCTUTC U IIOTOKBT JaHHHU KbM CaMara
MalllHa.

AnpechT Ha moaydaresis ce mpeodpasyBa B coocTBeHus loopback IP
aapec.
Tasu 1en e eheKTUBHO M3MOJI3BaHa B CIIy4yauTe Ha peaanu3rupaHe Ha

Ipo3padHa proxy yciyra (transparent proxy), Ipy KOSITO Ha MaIlIMHUTE OT
JIOKaJIHaTa MPEKa HC UM M3BECTHO HAJIMYUECTO HA Proxy ChbpPBBP.

IlenTa e Banmuana equHCcTBEHO 3a Bepurute PREROUTING u OUTPUT
Ha nat TabnuIara.

3a U3MOJI3BAHETO HA Ta3M IIeJ1 € HEeOOXOAMMO TIPEABAPUTEITHO 3apeKaaHe
Ha MoayJa ipt redirect.

iptables —t nat —A PREROUTING —p tcp ——dport 80 —j REDIRECT —to-

ports 8080
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[Hex REJECT

* Tasu uen @pynkumoHupa asHaaorudHo Ha DROP, ¢
pas3jiMKaTa, 4e ce u3mnpaiia oopaTrHo Ha n3rounuka ICMP
ChOOIIECHHUE 3a I'PeIKa: icmp-port-unreachable, icmp-
proto-unreachable, icmp-net-unreachable, icmp-host-
unreachable, icmp-net-prohibited uan 1icmp-host-
prohibited.

* JlombaHuTeNHATaA onums tep-reset 3a TCP nporokona
ITO3BOJISIBA 3aTBApsAHE HA oTBOpeHa TCP xoHekusa upes
m3npainade Ha RST cerMeHT KbM N3TOYHUKA.

* llenra e BanmuaHa eauHcTBEHO 3a Bepurute INPUT,
FORWARD n OUTPUT.

iptables — A FORWARD —p tcp —dport 22 —j REJECT —
reject-with icmp-host-unreachable
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Llen RETURN

* IIpeycraHoBsBa MpeMUHABAHETO HA MMAKET
[Ipe3 TEKYyIIara Bepura.

* AKO TOBA € IIOABEPHUra, MAKETHT 1IEC NPOABILKH
IIPEMUHABAHETO CH IPE3 BEpUTrara OT M0-
TOPHOTO HUBO.
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[leax SNAT

* H3mon3Ba ce 3a nmpeoOpa3yBaHe Ha agpeca Ha U3TOYHHUKA.

* (OCHOBHOTO U3MOJI3BAHE € B CIIy4aUTEe, KOTaTo € HEOOXOAUM JOCTBIT OT
BbTpEIIHA Mpeska ¢ private [P agpecu kbm UHTEpHET.

* Ilenra npomens IP agpeca Ha U3TOYHMKA OT JIOKaJIHATA Mpexa ¢ peanHus [P
anpec Ha firewall.

*  BB3MOXHO € 3a1aBaHETO Ha auanas3oH oT IP agpecu Ha U3TOYHHUKA, TTO TO3U
HAYUH Pa3JIAYHUTE MOTOIM JAHHU 1€ U3II0JI3BaT OTACHHU [P anpecu Ha
VU3TOYHUIIUTE.

* Karo nombinenue, 3a TCP u UDP npoTtokoiin Moke Aa ce 3a1aae Arana3oH OT
IIOPTOBE, KbM KOUTO III€ CE TPAHCIUPAT MOPTOBETE HA U3TOUYHHUKA.

* EQMHCTBEHOTO IOMYCTUMO M3Moa3BaHe Ha 1eira € ¢ Bepurara POSTROUTING
Ha nat Tabnuiara.

iptables —t nat —A POSTROUTING —p tcp —o eth0 —j SNAT —to-source
200.100.50.1

iptables —t nat —A POSTROUTING —p tcp —o eth0 —j SNAT —to-source
200.100.50.1-200.100.50.50:1024-30000
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I Ipumep

Non-
172.16.3.0 w 172.16.0.0 ~172.16.4.0

L EO
-

* Jla ce cnupa uenusat Tpadguk ot 172.16.3.0/24
no 172.16.4.0/24.

* Jla ce mo3BoIsIBa LECIUAT APYT TpaUK.

1 172.16.4.13

301P_481
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8/9/2022

Pemienue

Kb1e na ce mocraBu 3a0paHara Ha
MapIIPyTU3ATOP WM HA KPAMHO YCTPOUCTBO?

[T0-01130 10 copca WM No-0au30 A0
necTUHAIUATA?

Koit e copcwT? Kog € necrunanusra’?

Ko € MpOTOKOJIBT, KOMTO MpeHACs TO3U TPaPuK?

T

[ CE U3TPUAT IIPABUJIATA BbB BEPUTUTE.

T

a ce 3a1aaar IMOJMTUKHATE 0 moAapa30OupaHe 3a

BEPUTUTE.

Jla ce onuinar KOHKPETHUTE IIPaBUJIA.
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PenieHue

Non-
172.16.3.0 w 172.16.0.0 1721640

SO

172.16.4.13

f

EO E1

I01P_461

Ha mapiupyTtusaropa:
iptables -F FORWARD
iptables -P FORWARD — ACCEPT

iptables —A FORWARD —s 172.16.3.0/24 —d \
172.16.4.0/24 —) DROP
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I Ipumep

Non-
172.16.3.0 w 172.16.0.0 ~—172.16.4.0

172.16.4.13
EO
7

* Jla ce mo3BomnaBa camo FTP Ttpaduk ot
172.16.3.0/24 no 172.16.4.13 , HO HE U ApYT
TpadUK JI0 Ta3W MAIlIMHA.

301P_481

* Jla ce mo3BoIsIBa LECIUAT APYT TpaUK.

8/9/2022 npod. n1-p nHxk. Benera Anekcruena 48



PenieHue

Non-
172.16.3.0 w 172.16.0.0 —172.164.0

R —
SO
v W
7
Ha mapuipyrtusaropa:

172.16.4.13
<

iptables -F FORWARD

iptables -P FORWARD — ACCEPT

iptables —A FORWARD —s 172.16.3.0/24 —d 172.16.4.13 !--dport 20:21
- DROP

Ha cbpBbpa:

iptables —F INPUT

iptables —P INPUT —) ACCEPT
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PenieHue

Non-
172.16.3.0 w 172.16.0.0 —172.164.0

R —
! =0 172.16.4.13
|\ E0 .10.4.
Ha CBpBBga:
iptables —F INPUT

<
iptables —P INPUT —) DROP

iptables —A INPUT —s 172.16.3.0/24 —d 172.16.4.13 --dport 20:21 —
ACCEPT

Ha mapipyrtusaropa:
iptables -F FORWARD
iptables -P FORWARD — ACCEPT

E1

I01P_461
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W npyru npumepu:

* 3amura or SYN-flood :
iptables -A INPUT -p tcp --syn -m limit --limit 1/s - ACCEPT
iptables -A INPUT -p tcp --syn -} DROP
* 3amura ot Ping of death:
iptables -A INPUT -p icmp --icmp-type echo-request -m limit \
--limit 1/s - ACCEPT
iptables -A INPUT -p icmp --icmp-type echo-request -j DROP
* 3amuTa 0T CKAHHPAaHe HA MOPTOBE:
iptables -A INPUT -p tcp --tcp-flags SYN,ACK,FIN,RST RST \

-m limit --limit 1/s -} ACCEPT

iptables -A INPUT -p tcp --tcp-flags SYN,ACK,FIN,RST RST \
- DROP
* 3amura ot IP- spoofing:

iptables -A INPUT -1 ethl -s 192.168.0.0/24 -j DROP
iptables -A INPUT -1 ethl -s 10.0.0.0/8 - DROP
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



