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OCHOBHU MOMEHTH
e NAT

* YacTHu aapecu

* [IpeoOpasyBane

* [IpenuMcTBa 1 HETOCTATHIH
e PAT
* Kondurypupane Ha NAT c [Ptables
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YacTHU 1 TyOJIMYHM aIpeCH

N,
Public Internet addresses are regulated by five Regional Internet
Registries (RIRs):

ARIN
« RIPE NCC
« APNIC
« LACNIC
= AmNIC

* Bcuuku nyonnunm Internet aapecu TpsoOBa ga

Obaar peructpupanu B Regional Internet Registry
(RIR) (5 peruona).

* OpraHuzanuuTe HaeMmar ajapecu ot ISP.

* CaMo perucTpupaH npurexkaresl Ha IyOIndeH
MHTEPHET apeC MOXKE J1a 3a71aJI€ TO3U aJpeC Ha
MPEKOBO YCTPOUCTBO.
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YHacTHu agpecu

CIDR Prefix

A 10.0.0.0-10.255.255.255 10.0.0.0/8
B 172.16.0.0-172.31.255.255 172.16.0.0/12
C 192.168.0.0-192.168.255.255 192.168.0.0/16

— Te ca caMo 3a BETPEIIHN MPEXKU 3a YaCTHA
yIoTpeoa.

— Cobrmacao RFC 1918 te3u agpecu He ce
Mapuipytusupar B UuTtepHer

8/9/2022 npod. a-p unx. Benera Anexcuena



[Ipobnemnu

* YacTHuUTE agpecu HE C€ MapIIyTU3UPAT B
NHuTepHerT.

* Hama nocrarbuno nyonuunu IPv4 agpecu.

* MpexuTe ce Hy»KAasT OT MEXaHU3bM 3a
ABYIOCOYHO IIpe0Opa3yBaHE HA YACTHU B
nyOJIMYHN a/pecy Ha TPaHUYHHATE YCTPOMCTBA 3a
mpexara- NAT.

| NAT Table i

Inside Local Inside Global Qutside Global .
| Address Address Address

| 192.168.10.10 209.165.200.226 209.1685.201.1 |

192.168.10.10
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CowmaocT Ha NAT

YacTHHU aapecu NAT IIyOosiuunu agpecu
(aAPECH BbB BHTPCITHAT | e—— (ampecu 3a BBHIIIHATa
—

Mpexa) MpexKa)

* NAT npeoOpasysa BeTpemnus IP agpec Ha
KJINEHTa BbB BLHIIICH aJIpec.

* Koraro ¢ xoHpurypupan NAT Ha
MapIIpyTh3aTopa, Toi uma >=1 myOJIuyHu
ajpeca 3a BbHIITHATa MpexKa.

* 3a BBHIIIHUTE NOTPEOUTENH, LEIUAT TPAPUK OT

Ta3u MpEXkKa M3MIICK 1A CAKaIl uaBa oT 1 agpec
(um pool).
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Stub Mpexa

* Stub mpesxa e mpexa, KoaTo uMa camo |1
BPb3Ka KbM HEMHATA ChCEIHA MPEXKA.

* NAT pa®oTu Ha rpaHUYHO YCTPOMCTBO MEKAY
TE3U MPEKHU.

Stub Network: only one exit to outside network

L
N

ﬁ."ll a.,r

Internet Service |\
Provider network
Public Internet

Link to ISP

Corporate Stub
Network

Border gateway router
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JleictBue Ha NAT

Stub Network: only one exit to outside network E

lank to ISP

Internet Service
1 Provider network
Public Internet

Corporate Stub
Network

Border gateway router

* [Ilom XOCT OT BhTpENIHATA MPEKA UCKA TOCTHII
0 XOCT OT BBHIIIHATA MPEXKa, NaKkeTa ce usnpaiia
HA TPAHUYHUA MAPIIPYTU3ATOP.

* I'pannuyHUAT MapLIpyTHU3aTOp (gateway)
m3rbJIHABa NAT 1 npeoOpa3yBa BLTpEIIHMS
JacTeH aJpec BbB BLHIICH 11y0/I1MYUeH agpec.
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JleictBue Ha NAT

Stub Network: only one exit to outside network Jf /

I|II f
"

lank to ISP

i

Internet Service
Provider network
Public Intemnet &

-
Corporate Stub -~

Network

-
.

N

Border gateway router

S S
- -
E -

* IIpeoOpa3yBaHeTO cTaBa ¢ HOMOIITA Ha BHTPEIIHA
Ta0JIMIIA 3a TPAHCIHUPaHE.

* CpIbpXKaHUETO ¥ 3aBUCH OT THIIAa HAa MpeoOpa3yBaHETO,
KoeTo € n3opano: static NAT, dynamic NAT wumum Port
Address Translation (PAT).
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NAT TepMmuHOIOTHSA
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NAT TepMmuHOIOTHSA
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NAT TepMuHOJIOrU

My Network Internet
Inside Local Inside Global
Inside Host Outside Host

= e

S Gy e

Outside Local Outside Global

Inside Local Address:

— CormacHo RFC 1918 aapecure ce mpucBosiBaT Ha XOCT BbB
BbTPEIITHATA MPEXKA.

Inside Global Address:

— Banunaen nyOnuyeH agpec, KOMTO XOCTHT OT BbTPEIIHATA MPEXKa
MOJIy4aBa KOraTo TOW M3JI13a OT MAPIIPYyTU3ATOPA.

Outside Global Address:
— JlocterieH IP agpec, mpucBoeH Ha xocTa B Internet.

Outside Local Address:
— JlokalieH agpec, IPUCBOCH Ha XOCTa BbB BbHIIIHATA MPEXKA.
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NAT Tabnuna -u3npaiiaHe

-
"‘-.f
1 d
|

09.165.200.226 ~—
-

ISP

DA SA :
l 209.165.201.1 209.165.200.226 '

NAT Table

Inside Local Inside Global Qutside Global
Address €= pddress Address

192.168.10.10] | 209.165.200.226| |209.165.201.1

DA SA
m 209.165.201.1 192.168.10.10

209.165.201.1

192.168.10.10
8/9/2022
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NAT Tabnuna -mmojriyyaBaHe

DA SA 09.165.200.226
192.168.10.10 209.165.201.1

NAT Table

Inside Locﬂ | Inside Global Outside Global
Address Address Address

192.168.10.10 I I EDB.1EE--EEHJ_‘EEEI 209.165.201 1

209.165.201 1

209.165.200.226 209.165.201.1

192.168.10.10
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CraTtuyeH MaIluHT

CrworBeTcTBHETO € 1:1 Ha
JIOKaJIeH KbM IJI00aJIeH aapec.

CaMo XOCTOBETE, YUHUTO
aZpecu ca OIMCAHU B

Ta0JIMLaTa II¢ NoJIyYar
BBLHIIICH aJpec. 10.0.0.2

Inside Local
10.0.0.1

10.0.0.3
10.0.0.4
10.0.0.5
10.0.0.6

bposT Ha BHHIITHUTE aipeCcH
orpaHu4aBa Oposi Ha
XOCTOBETE, KOUTO MOrarT Ja ru
I10JI3BAT €JHOBPEMEHHO.

AKO XOCTBHT HE CE€ T00ABH B
TabauIaTa, HIMa Ja HOJIy4Hr
BBHIIICH ajpec.

npod. 1-p urx. Benera Anekcuena

NAT Table
Inside Global

179.9.8.81
179.9.8.82
179.9.8.83
179.9.8.84
179.9.8.85
179.9.8.86
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JIMHaMU4YEeH MauHT

* (CBbp3Ba JIOKAJIECH aJpeC

TUHAMHAYHO KbM aJIPEC OT ITYyJI C

I7100aIHM aipecH. NAT Table

e XOCTOBETE, KOUTO Inside Local Inside Global
€ITHOBPEMEHHO MOrar Ja I10J13Bar 10.0.0.1 179.9.8.81
NAT ca orpannudenu ot Opost Ha 10.0.0.2
aJIpeCUTEC B ITyJIA. 10.0.0.3

* NAT ycTpoiCTBOTO TMHAMUYHO 10.0.0.4

[IPUCBOSABA aApPECU IIPU 10.0.0.5

[OJIy4yaBaHe Ha 3asiBKa. Koraro 10.0.0.6 179.9.8.86
CEeCUAATa NPUKITIOUU, AAPECHT CE

BpBIIA B IMyJIa U MOKE J1a ObJIe

OTHAJICH HA APYT.
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PAT

[To3BOIABa BMECTO MYJI Ja C€ moja3Ba camo |
nyonandeH IP agpec, KbM KOMTO MOXE Aa Ce
CBBbpPKaT 10 65,536 BbTPEIIHU XOCTA.

Moaundumpa TCP/UDP source port npu
3alINCBAHETO HA BHLTPEUIHNSA XOCTOB aJpecC.
M3no0a3Ba 1 mpeoOpasysa :

— Source IP Address.

— Destination IP Address.

— TCP/UDP Source Port Number.

[1o TO31 HAYMH C€ UACHTU(HULIUPA YHUKAIIHO
BCsIKa KOHEKIIHS 3a BCEKH ITOTOK OT Tpa(uK.

npod. 1-p uwxk. Benera Anekcuena 17



PAT- uznpaiane

.165.200.226

192.168.10.10:1555 209.165.201.1:80

192 168.10.10 209.165.200.226:1555 209.165.201.1:80

Internet

209.165.200.226:1331 209.165.202.129:80

209.165.201.1

209.165.202.129

| NAT Table with Overload
Inside Local IP Address Inside Global IP Address QOutside Global |P Address
192.168.10.10:1555 209.165.200.226:1555 209.165.201.1:80

)

192.168.10.11:1331 209.162.200.226:1331 209.165.202.129:80
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PAT- nony4dyaBaHe

192.168.10.10 209.165.201.1:80

SA

209.165.201.1:80 209.165.200.226:1555

DA

SA

209.165.202.129:80

Outside

192.168.10.10:1555 _209.165.201 1

DA

192.168.10.11:1331

Internet

192.168.10.11

| NAT Table with Overload
Inside Local IP Address

| 192.168.10.10:1555
| 192.168.10.11:1331

)

SA

209 165 202

DA

I 209.165.202.129:80 209.165.200.226:1331

Inside Global IP Address

208.165.200.226:1555
209.162.200.226:1331

QOutside Global |P Address

209.165.201.1:80
209.165.202.129:80

8/9/2022
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192.168.10.10

192.168.10.11

192.168.10.12

PAT — uznions3Bade Ha cjeaBalll
CBOOOJZICH MOPT

Inside

o,
192.168.10.11:1444

e T

ST

192.168.10.12:1444
e

8/9/2022

NAT Table with Overload
Inside Local IP Address

Outside

Internet

—lnside Global 12 Addrecs

192.168.10.11:1444

209.165.200.226:1444 I

npod. 1-p urx. Benera Anekcuena
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KakBo (He)mogabpxka NAT

* llognbpxka: * He mogappxa:

— ICMP — Routing & table

—FTP updates

— Progressive Network’s — DNS zone transfers
Real Audio — BOOTP

— XING technologies — Talk, ntalk
Streamworks — SNMP

—DNS“A’ — Netshow

— Netmeeting

8/9/2022 npod. A-p urx. Benera Anekcruera 21
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IIpenumcTBa HA NAT

Ilectu Opoil Ha HY>KHUTE NYOJIUYHHU aJApPECH.

YBenn4aBa 'bBKABOCTTA HA BPB3KUTE B
MyOIrYHaTa MpesKa.

OcurypsiBa CbINIACYBAaHOCT MEXY aJIPECUTE
OT BbTPEIIHATA U BHHIITHATA MPEXKA.

OcurypsiBa MpeK0Ba CUTYPHOCT.

\®]
[\
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Henocrarsimm Ha NAT

IIpousBoauTETHOCTTA HA MpEXKaTa HAMaJIABa.
dyukuunonanHocrTa End-to-end Hamansga.
['you ce npocneasanero Ha End-to-end.
TyHenpaHeTo € 1o-CI0KHO 32 Ch3/IaBaHE.

Cw3naBade Ha TCP xoHEeKIIMM MOYKE 1a CE
IPEKBCHE.

Moxe 1a ce HaJIOKU MPEXKOBATA ApXUTEKTYpPa
J1a C€ U3rpaJii HAHOBO.

npod. a-p unxk. Benera Anekcuena
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Masquerading — cratnueH NAT
NAT ot tun 1:1:

— AJIPECHT, C KOMTO CE€ TPAHCINPA, € TO3W HA BHHIIHUSA UHTEpPENC Ha
MapIpyTuU3aropa

— He ¢ HeoOoxoaumo aa ce ykaza NAT aapec

— YIJIECHSIBA KOH(DUTYPUPAHETO MPHU U3MOJI3BAaHE HA ABTOMATUYHO
koH(urypupane ¢ DHCP.

3apexaa ce MOOyJIbT iptables nat

Pa3pemnaBa ce MapuipyTU3UPAHETO:

# echo 1 > /proc/sys/net/ipv4/ip forward
Kondurypupa ce Ha Bepura POSTROUTING.

Ha FORWARD Bepurara tpsioBa:

1. makerute, kouto ce oTHaciaT 10 u3xoadamu NEW u ESTABLISHED
KOHEKIIUM JIa C€ pa3pelar,

2.  J1a ce pa3peuiar eAMHCTBEHO MMAKETUTE HA BXOISAIIUTE
ESTABLISHED kouexnuu.

3. Tosa 3ammTaBa BbTpPEIIHATA MPEXKA OT ONUTH 32 UHUIIMUPAHE HA
KOHEKIUU OT IHTEepHET.

npod. 1-p unx. Benera Anekcuena
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Konpurypupane Ha NAT

eth( -_—-u-".:.__Ethl E 2 | :._!i
. 1 ":54 ethl |
modprobe iptable nat oy |
— 192.168.1.0/24

modprobe 1p conntrack

iptables —P INPUT DROP
iptables —P OUTPUT ACCEPT
iptables -P FORWARD ACCEPT

iptables -A POSTROUTING -t nat -0 ethO —s
192.168.1.0/24 -d 0/0 -} MASQUERADE

iptables -A FORWARD -t filter -o ethO -m state --state
NEW,ESTABLISHED,RELATED -] ACCEPT

iptables -A FORWARD -t filter -1 ethO -m state --state
ESTABLISHED,RELATED -j ACCEPT

8/9/2022 npod. 1-p unxk. Benera Anekcuena
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PenupekTBaHe HAa TOPTOBE

Jla ce pa3pemu peaupeKkTBaHe Ha Tpaduka, npeaHasHadeH 3a nopt 80 Ha ajpeca Ha
MapupyTuszaropa, kbM nopt 8080 Ha cepBbpa 192.168.1.20

modprobe iptable nat -
modprobe ip_conntrack il il 1 =
5 o € - ‘eb cpER)
iptables —P INPUT DROP s = ﬂ i e
192.168.1.0/24

iptables -P OUTPUT ACCEPT
iptables -P FORWARD ACCEPT

iptables -t nat -A PREROUTING -p tcp -1 ethO —d 200.100.50.5 --dport 80 --sport
1024:65535 -) DNAT --to 192.168.1.20:8080

iptables -A FORWARD -p tcp -1 ethO -0 ethl -d 192.168.1.20 --dport 8080 --sport
1024:65535 -m state --state NEW -] ACCEPT

iptables -A FORWARD -t filter -o ethO -m state --state
NEW,ESTABLISHED,RELATED -j ACCEPT

iptables -A FORWARD -t filter -1 ethO -m state --state ESTABLISHED,RELATED
- ACCEPT
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CrarnueH NAT
—g

—

eth0 1 g
0715829326 gy [l
e =

eth0:0 234 100 (5] HTTP(30)
97.158.253.2 HTTPS (443)

192.168.1.0724 $SH(12)

N3non3Ba ce NAT ot tuma 1:1, uype3 KOUTO CHPBBPHT OT

BbTpenIHara mpexa ¢ aapec 192.168.1.100 e ce npeacraps B
HNuTtepHet karo 97.158.253.26.

Co3aaBar ce MHOKECTBO N:1 NAT 3a BbTpemHara Mpexa
192.168.1.0, B KOATO BCUUKH OCTAHAIM MAIIWHU 1€ CE€ MPEIACTABIT
B MHTepHeT karo aapec 97.158.253.29.

Tpsi6Ba ga ce ch3gaaar Jjorudecku nuHTepdeiicu (aliases) 3a
nyonnanus 1P agpec 3a NAT N:1:

# ifconfig eth0 97.158.253.26
# ifconfig eth0:0 97.158.253.29
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CrarnueH NAT
0

=
ethl l .
w'lsmiii_ 5 —:i
;t?h?sg*ﬂw £ =y ﬂ-’[rTTl;E?zm
192.168.1.0724 SSH(12)

iptables -t nat -A PREROUTING -d 97.158.253.26 -1 ethO - DNAT --to-destination
192.168.1.100

iptables -t nat -A POSTROUTING -s 192.168.1.100 -o eth0O -j SNAT --to-source 97.158.253.26
iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -j) SNAT -o ethO --to-source 97.158.253.29

iptables -A FORWARD -p tcp -1 ethO -0 ethl -d 192.168.1.100 -m multiport --dports 80,443,22
-m state --state NEW -j ACCEPT

iptables -A FORWARD -t filter -o ethO -m state --state NEW, ESTABLISHED, RELATED -j
ACCEPT

iptables -A FORWARD -t filter -1 ethO -m state --state ESTABLISHED, RELATED -} ACCEPT
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



