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VMware PowerCLlI

m CpeacTtBo 3a aBTOMaTM3MpaHe Ha yrnpaBneHneTo Ha Vmware
BUPTYanHu MHAPaCTYKTYpW.

B KomaHaute Ha PowerCLI ce nanbnuasat B Windows PowerShell
KaToO KOMaHAasneTu.




VMware PowerCLlI




UHcTtanupaHe Ha PowerCLI

N3nckBaHus:

m  Microsoft .NET Framework (B 3aBMCMMOCT OT BepcusTa Ha
vSphere, 3a vSphere 6.0 -> v.4.5).

Windows PowerShell muHumanHo 3.0.

N3unckea ce VIHTepHeT Bpb3Ka.

NHcTanupa ce upes

Install-Module —-Name VMware.PowerCLI




UHcTtanupaHe Ha PowerCLI

EN Administrator; Windows PowerShell

PS C:\WINDOWS\system32> Install-Module VMware. PowerCLL

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this repository, change its
InstallationPolicy wvalue by running the Set-PSRepository cmdlet. Are you sure you want to install the modules from
‘PSGallery”?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [2?] Help (default is "N"): A

PS C:\WINDOWS\system32>




[MpoBepkKka 3a nHctanupaHe Ha PowerCLlI

EN Administrator; Windows PowerShell

PS C:\WINDOWS\system32> Get-Module VMware.PowerCLL

Directory: C:\Program Files\WindowsPowerShell\Modules

ModuleType Version Name ExportedCommands

Manifest 12.1.8.... VMware.PowerCLI

PS C:\WINDOWS\system32> _




NMonutuka Ha nanonHeHune Ha PowerShell

B /3BexagaHe Ha Tekyllata nonuTuka:

Get-ExecutionPolicy

Bb3MOXHU NONUTUKN:
Restricted - He ce pa3pellaBa U3NbIIHEHNE Ha CKPUNTOBE.

AllSigned - moxe fa ce n3nbnHsBaT CKPUNTOBE CamMO OT
OOBEPEHMU paspaboTyumum

RemoteSigned — moraT ga ce ctaptupaTt cobCTBEHU CKPUMTOBE U
TakuBa OT JOBEpPEHN paspaboTynum

Unrestricted - moraT ga ce nsnbnHABaT BCsAKakBun ckpuntoBe. He
ce npenopbysa.




[TlonnTtukKa Ha n3nbvnHeHue

B YcTaHoBsiBaHe Ha TEeKyLla MNnoJyiInTukKa.

Set-ExecutionPolicy nommTnka

Han-4yecto ce nsnonssa Remote-Signed.




CuUHTaKcUC Ha KoMaHAaneT

VERB-NOUN napamMeTpu

VERB — genctsue (Get, Set, Start ... )

NOUN — npegmeT Ha gencteueTto (BM, cbpBbpU, 00EKTH ... )

KomaHneTute BpbLAT KaTo pedyntat 0b6ekTn, Konto moraT ga ce
n3non3ear B NocneacTBue.




CBbp3BaHe KbM CHLPBBLP

[TbpBOHAa4arnHa cTblKa.

Ako e Hanuue vCenter, MOXe a ce OCbLLECTBU BPpb3Ka KbM
Hero.

B Moxe ga ce ocblLecTBM Bpb3Kka U caMo KbM ESXi XocCT.

Connect-VIServer [-Server] <String[]>
[-Port <Int32>] [-Protocol <String>]
[-Credential <PSCredential>] [-User <String>]
[-Password <String>] [-Session <String>]
[-NotDefault] [-SaveCredentials] [-AllLinked]
[-Force] [<CommonParameters>]




UrHopupaHe Ha cepTudgukar

Ako vCenter unmn ESX xocCT HAMAT BanuaHu ceptudmkaTu, e ce
n3senat npeaynpeanTenHM CboOLWEHUA.

Tes3n cbobLeHnsa moraT Ja ce urHopupar.

Set-PowerCLIConfiguration -InvalidCertificateAction
Ignore




CBbp3BaHe KbM CHLPBBLP

PS C:\WINDOWS\system32> Connect-VIServer N

Specify Credential

Please spedfy server credential

User name: |

Password:

Cancel




3afaBaHe Ha KpepeHuuanu

Connect-VIServer IP server -User admin -Password pass

E¥ Administrator: Windows PowerShell
PS5 C:\WINDOWS\system32> Connect-VIServer Wy

Name Port User

443 root

PS C:\WINDOWS\system32> _




OTKa4vyaHe OT CBbLpPBBLP

Disonnect-VIServer IP_server

E¥ Select Administrator: Windows PowerShell —

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS5 C:A\WINDOWS\system32> Connect-VIServer NSNS

PS C:\WINDOWS\system32> Disconnect-VIServer Ny

Confirm

Are you sure you want to perform this action?

Performing the operation "Disconnect VIServer” on target "User: root, Server: NSNS, K& Fort: 443"
[Y] Yes [A] Yes to A1l [N] No [L] Mo to All [5] Suspend [?] Help (default is "Y"): y

PS C:\WINDOWS\system32>




CBbp3BaHe OT CKPUNT

I'IpM N3Mnorsri3BaHe Ha CKpUnToBe aAnasiorbt C KOMaHamneTnTe TpF|6Ba
a ce pearin3npa ro crneaHnd Ha4vmH.

B l/irHopupat ce NoTBbPXKAEHUATA (yKasBa ce KaTo NnapamMeTbp).

B /3BexgaHuTe cboOLIeHUs OT KoMaHaneTuTe TpsibBa aa ce
npeHaco4yaT kbM NULL yctpoucteoto ¢ Out-null.

Set-PowerCLIConfiguration -InvalidCertificateAction
Ignore -Confirm:$false | Out-null




[lpumep 3a cBBLpP3BaHe

# Load VMware modules
Get-Module -Name VMware* -ListAvailable | Import-Module | Out-null

# Ignore Invalid certificate message
Set-PowerCLIConfiguration -InvalidCertificateAction Ignore -Confirm:$false
| Out-null

SVMHost = "192.168.0.100"
$Password = ,MyPassword"
SUser="root"

Sconnected = $false

try {

Connect-VIserver -Server $VMHost -User S$User -Password $Password
-WarningAction SilentlyContinue -errorAction "Stop" | Out-null

Sconnected = S$true
write-host "Connected."

}

catch {
Exit 1

}

if ($connected) {
Disconnect-VIserver -Server * -Force -Confirm:S$false
write-host "Disconnected."




[lpumep 3a cBBLpP3BaHe

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documents\Labs\Virtualization\LabsRemote\testl.psl
Connected.
Disconnected

PS C:\WINDOWS\system32> |




NMpumep

N3BexaaHe Ha nHpopmauma 3a XoCT

Get-VMHost

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documents\Labs\Virtualization\LabsRemote\test2._ psl

Name ConnectionState PowerState NumCpu CpuUsageMhz CpuTotalMhz  MemoryUsageGBE  MemoryTotalGB Version

194.141.30.125 Connected Poweredon fa 31,967 5.5.0

PS C:\WINDOWS\system32> |




NMpumep

MN3BexaaHe CNMUCHK OT BUPTYallHU MaLUUHU

Get-VM

PS C:\WINDOWS‘\system32> C:\Users\hwalchan\Documents\Labs\Virtualization\LabsRemote\testl.psl
Connected.

Name PowerState Num CPUs MemoryGB
ESXi PoweredOoff
Zabbix Poweredoff
wWServer2008Zabbix Poweredoff
ESXi_Ivo Poweredoff
VT vCenter Server... PoweredOoff
PowerManager Poweredoff
vCenter 6.0 PoweredOn
RouterA PoweredOn
HostA PoweredOn
RouterB PoweredOn
HostB PoweredOn
Routerc PoweredOn
HostC PoweredOn
Disconnected

1,000
4,000
3,879
8,000
4,000
16,000
2,000
2,000
2,000
2,000
2,000
2,000
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PS C:\WINDOWS\system32:>




NMpumep

N3BexaaHe CNMUCHLK OT BUPTYyasriHU MalMHU € PUNTBLP

Get-VM | Where-Object NumCPU -GT 2

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documents\Labs\Virtualization\LabsRemote\testl.psl
Connected.

Name PowerState Num CPUs MemoryGB

ESXi Poweredoff 4

ESXi_Ivo Poweredoff 4

vCenter 6.0 PoweredOn 4 16,000
Disconnected

PS C:\WINDOWS‘\system32> |




NMpumep

CtapTupaHe Ha BUpTyanHa MalluMHa

StartVvM -VM VM name
Get-VM -Name VM name | StartVM

AKo ce ctaptupat Hakonko BM, 3a ga ce nsderHe nsdakBaHeTo
(KOMaHONeTnTe ce U3NbMHABAT €4MH cneg apyr), Moxe Te aa
ce cTapTmpaT aCUHXPOHHO:

StartVM -VM * -RunAsync




[Mpumep 3a ctapTUpaHe

try {
Connect-VIserver -Server $VMHost -User S$User -Password $Password

-WarningAction SilentlyContinue -errorAction "Stop" |
Out-null
$connected = $true
}
catch {
Exit 1

}

if ($Sconnected) {
$vms = Get-VM

Foreach ($vm in $vms) {
# The VM is powered OFF
if ($vm.PowerState -eq "PoweredOff") {
Start-VM -VM $vm.name -Confirm:$false | Out-null

}
}

Disconnect-VIserver -Server * -Force -Confirm:$false




NMpumep

CnupaHe Ha BUpTyasnHa MalumHa

m Ako uma nHctanmpanm VMware Tools:
Shutdown-VMGuest -VM VM name

B Ako HAMa uHcTtanupaHn VMware Tools:
Stop-VM —-Name VM name

Stop-VM -Name VM name -Kill

[MpoBepka 3a nHctanupaHun VMware Tools:

if (Svm.config.Tools.ToolsVersion -ne 0)




NMpumep

CnunpaHe Ha BM, koaTO He € cTapTupaHa Boam O0 rpeLllka, 3atoBa
TpsibBa ga ce npaBu NpPoBepKa:

Get-VM | Where-object powerstate —-eq “PoweredOn” |
Shutdown-VMGuest

if (Svm.PowerState -eq "PoweredOn") {
Shutdown-VMGuest -VM $vm.Name

}




Mpumep 3a cnupaHe

try {
Connect-VIserver -Server $VMHost -User S$User

-Password $Password
-WarningAction SilentlyContinue -errorAction "Stop" |
Out-null
$connected = S$true
}
catch {
Exit 1

}

if ($connected) {
Svmms = Get-VM | Where-object powerstate -eq "PoweredOn"

Foreach ($vm in $vms) {
Shutdown-VMGuest -VM $vm.name -Confirm:$false | Out-null

}

Disconnect-VIserver -Server * -Force -Confirm:$false




NMpumep

UHdopmaumna 3a BUpTyanHu KoMmytaTopu

Get-VirtualSwitch | Format-List

Id : key-vim.host.Vvirtualswitch-vswitch0

Key : key-vim.host.Vvirtualswitch-vswitchO

Name : vSwitch0

NumPorts : 2352

NumPortsAvailable : 2333

NicC : fvmnic0}

Mtu : 1500

VMHostId : HostSystem-ha-host

VMHost : 194.141.30.125

VMHostuUid : /VIServer=root@194.141.30.125:443/WHost=HostSystem-ha-host/

uid : /VIServer=root@194.141.30.125:443/WHost=HostSystem-ha-host/Virtuals
Switch0/

ExtensionData : VWware.Vim.HostVirtualSwitch

Id : key-vim.host.Vvirtualswitch-vswitchl
Key : key-vim.host.virtualswitch-vswitchl
Name : vSwitchl

NumPorts : 2352




NMpumep

NU3BexaaHe Ha MpeXxXoBuTe agantepu

Get-NetworkAdapter -VM vm

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documents‘Labs\Virtualization\LabsRemote
Connected.

MName Type NetworkName MacAddress WakeOnLan
Enabled

MNetwork adapter e1000 W Network

Network adapter e1000 W Network

Network adapter e1000 Internal net

Network adapter e1000 Internal net

Network adapter e1000 W Network

Network adapter e1000 Internal net

Network adapter e1000 Internal net

Network adapter e1000 W Network

Network adapter e1000 Internal net

Network adapter e1000 Internal net 3

Disconnected
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NMpumep

U3nbiHeHUue Ha CKPpUNT Ha BUpPTyasniHa MalluHa

$script = "dir c:\"
Invoke-VMScript -VM vm -ScriptText S$script
-GuestUser "admin" -GuestPassword , xxxxx"

Directory: C:\

Mode LastwWriteTime Length Name

7/13/2009 : PerfLogs
10/22/2020 : Program Files
7/13/2009 : Program Files (x86)
11/19/2020 : Users

10/22/2020

PS C:\WINDOWS\system32> |




NMpumep

Cb3pnaBaHe Ha BUpTyanHa malwuHa

New-VM —-Name 'VM name'

New-VM -Name 'VMname' -Datastore 'Datastore’

New-VM -Name 'VMname' -DiskStorageFormat thin
-NumCpu 4 -MemoryMB 2048 -DiskMB 40960 -
NetworkName ‘Business network'

[Mo noapasdbupaHe ce cb3gaBsa BM ¢ 1 CPU, 256Mb RAM 4Gb guck
n NIC cebpsaHa kbM ,Internal network”™

KnoHupaHe Ha BM:

New-VM -Name 'VMname' -VM 'VMtoClone' -Datastore
'Datastore' -DiskStorageFormat thin




NMpumep

U3TpuBaHe Ha BUpTyasniHa MalluHa

SExists = Get-VM -name ‘VMname’ -ErrorAction
SilentlyContinue
if (SExists) {
Remove-VM -VM ‘VMName’ -DeleteFromDisk
-Confirm:$false -RunAsync | Out-Null




N3nbnHeHune Ha esxcli ot PowerCLI

Nony4yaBaHe Ha 06ekT esxcli

Get-ESXCLI

Connect-VIserver -Server 192.168.0.100

Svimh = Get-VMHost

Sesxcli Get-EsxCli -VMHost $vmh -V2

V2 — nanonssaHe Ha HOBUTE PYHKLIMOHANMHOCTM CbC CTapu
cKpunToBe




N3nbnHeHune Ha esxcli ot PowerCLI

N3nbnHeHne Ha komaHaa nog CLI:

S esxcli network nic list

NanbnHeHne Ypes PowerCLI:

esxcli.network.nic.list

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documents\Labs\Vvirtualization\LabsRemots

EsxCliMethodElement: Tist
Methods:

Nic[] Invoke()
string Help()

PS C:\WINDOWS\system32=>




N3nbnHeHune Ha esxcli ot PowerCLI

esxcli.network.nic.list.Invoke()

Description :

Driver

Dup lex
Link
MACAddress
MTU

Name
PCIDevice
Speed

Description :
Driver

Dup lex
Link
MACAddress
MTU

T T

Intel Corporation 82574L Gigabit Network Connection
el000e

Full

Up

00:19:99:e3:6e:ccC

1500

vmnicO

0000:006:00.0

100

Intel Corporation 82574L Gigabit Network Connection
el000e

Half

Down

00:19:99:e3:be:ce

1500

vmnicl




[lpepgaBaHe Ha napameTpu KbM esxcli

Korato metoabT Invoke() nsmcksa napametpu e
HeobxoaMMO cb3gaBaHe Ha aTpubyTeH 0DeKT (XeLu
Tabnuua) c HeobxogMMUTE NapamMmeTpu.

CreateArgs ()

esxcli ... Invoke ($SMyArgs)




[lpepgaBaHe Ha napameTpu KbM esxcli

Mpumep:

[MpoBepka gann IPv6 e pa3pelleH Ha XocTa

Sesxcli system module parameters list -m tcpip4

Create the EsxCLI variable

l

Create the arguments variable

l

Configure the arguments variable

l

Invoke the command with the
arguments

$esxcli = Get-EsxCLI - VMhost Esxil -V2

$args =
$esxcli.system.module.parameters.list.CreateArgs()

$args.module = “tcpip4’

$esxcli.system.module.parameters.list.Invoke($args)




[lpepgaBaHe Ha napameTpu KbM esxcli

if ($connected) {
$vmh = Get-VMHost
Sesxcli = Get-EsxCli -VMHost $vmh -V2
Sarguments = $esxcli.system.module.parameters.list.CreateArgs|()
Sarguments.module = “tcpip4”

Sesxcli.system.module.parameters.list.Invoke ($Sarguments)




[lpepgaBaHe Ha napameTpu KbM esxcli

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documentsi\Labs\Virtualization

Description WET Type Value

# of provisioned H/W 1SCSI ports ipportIscsiReserved int
Enable/Disable IPv6 ipvb int 0

PS C:\WINDOWS\system32:> |




Bbnpocu?



