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BupTtyanusauua Ha npouecopa

B Tpsibsa ga Mma MHOro marsika unm
HMKaKBa pasnuka B NpoOnU3BOAUTENHOCTTA
MeXay BUpTyanHa malumHa v
don3nN4ECKNAT N eKBUBASIEHT.

Popek, Golberg




Mpouecwu

- [lpouec — nporpama No Bpeme Ha HEMHOTO
N3MbIIHEHME.

« BkrnoyBa MHOXECTBO KOMIMOHEHTA:

[TporpameH kop (text section).

TekyLiaTta My akTUBHOCT, BKITlOMBaLLA perMcTpuTe
Ha npouecopa.

Crek.
[laHHoBa 4acT ¢ rmobanHn NPOMEHSTNBM.

OuHamnyHo 3aemaHa namet (Heap).




Mporpama u npouec

B [lporpama — nacvBeH KOMIMOHEHT, CbXpPaHeH Ha aucka
(M3NBAHUM doann).

B [lpouec — aKTUBEH KOMMOHEHT.

[Mporpamara ctaBa npouec, Korato N3NbAHUMUAT
doann ce 3apegu B nameTTa.

B EgHa nporpama MmoXe fa ce U3nbriHsBa KaTo
MHO>XeCTBO MpOoLEeCH.




briok 3a yrnpaBJiieHne Ha npoLeca

UHdopmauusa, acoummnpaHa
c Bceku npouec (Process
Control Block — PCB).

Process ID

State

Pointer

Priority

Program counter

CPU registers

I/O information

Accounting information

etc....




[lpouecu B nameTTa

Address  Main memory Program counter
0 | B0 9 |
Ly
Dispatcher
Stack
SN0
Process A
B0 .
Process B
Heap
12000
Data
Process C et




CbCcTOAHMA Ha npouecuTe




Opraﬂusauuﬂ Had CbCTOAHUNATA HaA

npoLecuTe

Procass
control block

.
-

Running

Ready

Blocked




N3nbnHeHMe Ha npouecuTe

Process A

P ]

Process C

Dispatcher

0 3 10 15 20 25 30 35 40 45 50




I'IpeBKmquaHe KOHTEeKCTa Ha npouecumTte

« [lpn npeBknio4YBaHe KbM Opyr MNpoLec cucTemaTta
TpssbBa [a CbxpaHM CBbCTOAHMETO Ha cTapus
npouec u Oa 3apean CbCTOSAHMETO Ha HOBUS 4Ype3
NPEeBKOYBAHE Ha KOHTEKCTA.

« KOHTEKCTBLT Ha npouec ce cbxpaHsisa B PCB.

« [lpeBKkniOYBAHETO Ha KOHTEKCTA BOAM OO CUCTEMHM
pa3xoau (overhead).




[lpeBKNOYBaHe Ha npouecopa Mexay

npoLecuTe

process P, operating system process P,

interrupt or system call

executing l /
3 ~
1) save state into PCB,
: ~idle
reload state from PCB, 1
ridle interrupt or system call executing
‘, .
save state into PCB;
. , idle
) reload state from PCB, J
executing | _'¥
L4




BupTtyanusauua Ha npouecopa

Virtual Virtual
Machine Machine

Guest OS5 Guest O5




HuBa Ha npuBUnNerMmn Ha npouecopa

« X806 apxuTeKktypa Ha
npusunerun: 4 HMBa

- B noBeyeTo /
CbBPEMEHHUN CUCTEMU 4
HMBa 1 n 2 He ce /
n3nons3sar |

Device drivers

T

.. Applications




N3nbrnHeHue npu He-BUPTyanuM3npaHa

cuctema

Host Computer
System Hardware

Direct
Execution
of User

and OS
Requests




BbuHapHoO TpaHcnupaHe

Ring 3 [REEEEAVeE Direct
Execution

of User
Requests

- Kowmnpecua Ha puHra Ring 2 [

- BwuHapHo TpaHcnnpaHe

Binary
Translation
of OS

Requests

«  [VpeKTHO n3nbrHeHne

Host Computer
System Hardware




[MapaBupTyanusauus

N3nckea mogmdomnkauns
Ha roct OC

Ring 3 REECRAE

Ring 2

Ring 1

Paravirtualized

Ring 0 etySeets

Virtualization Layer

Host Computer
System Hardware

Direct
Execution
of User
Requests

‘Hypercalls’ to the
Virtualization
Layer replace
Non-virtualizable

OS Instructions




XapayepHo nognomMmorHara

BUPTYAJIN3aLlUA
Ring 3 [RSEEIRYY S Direct
Execution
. of User
mzré-erunt Ring 2 Requests
Privilege :
Levels Ring 1
Ring 0 OS Requests
Trap to VMM
Root Mode without Binary
Privilege Translation or
Levels Paravirtualization

Host Computer
System Hardware




XapayepHo nognomMmorHara

BUPTYAJIN3aLlUA
VMg VM,
Ring 3 Apps Apps
Ring 0 Windows Windows
 Intel: VT-x (x86), — ¥ _________________________
VT-i (Itanium) ¥
VM VM VMCS VMM
«  AMD: AMD-V (x86) VMX entry exit configuration
root T Memory and /O
mods VM control structure virtualization
-
VT-x .
P with
Gl VTx (o VT4)




VMCS

GUEST STATE AREA CONTROL FIELDS
External-interrupt exiting | NMI exiting | Virtual NMls
Activate VMX-preemption timer Process posted interrupts
Interrupt-window exiting Use TSC offsetting
HLT exiting INVLPG exiting MWAIT exiting RDPMC exiting
Selector RDTSC exiting CR3-load exiting CR3-store exiting CR8-load exiting
Selector CR8-store exiting Use TPR shadow NMI-window exiting MOV-DR exiting
DS Selector Unconditional I/O exiting Use 1/0 bitmaps Monitor trap flag Use MSR bitmaps
ES Selector MONITOR exiting [ PAUSE exiting [ Activate secondary controls
Fs Selector Virtualize APIC accesses | Enable EPT [ Descriptor-table exiting | Enable RDTSCP
GS Selector Virtualize X2APIC mode | Enable VPID [ WBINVD exiting | Unrestricted guest
LDTR Selector APIC-register virtualization | Virtual-interrupt delivery | PAUSE-loop exiting
TR Selector RDRAND exiting | Enable INVPCID Enable VM functions | VMCS shadowing
Selector Enable ENCLS exiting | RDSEED exiting Enable PML | EPT-violation #VE
Selector Conceal VMX non-root operation from Intel PT Enable XSAVES/XRSTORS
Mode-based execute control for EPT Use TSC scaling

APIC Virtualization
Page-directory -pointer-table entries

Posted-interrupt notification vector

Guest interrupt status

PML index

HOST STATE AREA

Virtual-Processor Identifier

cs Selector VM-EXIT CONTROL FIELDS

SS Selector Save debug controls | Host address space size | Load IA32_PERF_GLOBAL_CTRL
DS Selector Acknowledge interrupt on exit | Save IA32_PAT | Load 1A32_PAT [ Save IA32_EFER | Load IA32_EFER
ES Selector Save VMX preemption timer value Clear IA32_BNDCFGS Conceal VM exits from Intel PT
FS Selector VM-Exit Controls

GS Selector for MSRs

TR Selector

VM-EXIT INFORMATION FIELDS

Basic VM-Exit

Information
VM Exits Due to Vectored Events

VM Exits That Occur During Event Delivery

VM Exits Due to Instruction Execution

* 16-bits fields.

Copyleft 2017, @Noteworthy (Intel Manuel of July 2017)




XapayepHo nognomMmorHara

BUPTYAJIN3aLlUA

- HoB pexum Ha pabota Ha CPU:
VT Root onepauum (3a xunepsansopa)
Non root onepauum (3a roct OC)

-  EnumuHmpa ce komnpecuaTa Ha puHra

« HoBu nHcTpykummn Ha npouecopa — Virtual Machine
Extensions (VMX)

VMPTRLD, VMPTRST, VMCLEAR, VMREAD, VMWRITE,
VMCALL, VMLAUNCH, VMRESUME, VMXOFF, VMXON




VMX onepauunmu

Guest 0 Guest 1

VM Exit VM Entry VM Exit

VMXON VM Monitor » VMXOFF




®dun3nyecku u BUpTyanHu npowecopu

« [lpouecop Ha BM — Virtual CPU (vCPU)
« [lpouecop Ha xocTa — Physical CPU (pCPU)
« Ha vCPU ce cbnoctasst pCPU

- [logapbxka Ha vCPU 3a BM — B 3aB1CUMOCT OT
BepcudaTa Ha xunepsansopa

Hyper-V 2012 R2: 320 logical CPU / xocT, oo 2048 vCPU
3a BM /xocT

ESXi 6.0: 320 logical CPU / xocT, oo 4096 vCPU 3a BM /
XOCT




NMNoanbpxaH 6pon Ha CPU ot OC

. Windows 10 Home — 1 CPU, 256 cores

. Windows 10 Professional — 2 CPU, 256 cores

. Windows 10 Enterprise — no 4 CPU, 256 cores

. Windows Server 2016 — no 64 CPU, Hama numut

> W3non3eaHe Ha MHO20510PeHU rpouecopu




OTHoweHue VCPU-pCPU

« XunepBansopbT nnaHupa scuykm vCPU Ha BM no
eqHO 1 CbLLO Bpeme

« AKO He ca HamnuyHu -> co-stop CbCTosAHME




U3uncnasaHe Ha 6posa CPU

- bpoun agpa Ha xocT

(# Processor Sockets) X (# Cores/Processor) = # Physical Processors (pCPU)

- bpoun nornyecku aapa (npu hyper-threading)

(# pCPU) X (2 threads/physical processor) = # Virtual Processors (vCPU)




CbCcTOAHMA Ha npouecuTe

Remove/Die

Deschedule Deschedule

Dispatch

CoStart COSTOP




Bbnpocu?



