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Windows PowerShell

m KomaHgeH shell n ckpunToB e3uk.
B [IpoekTupaH e 3a CUCTEMHO aAMUHUCTPUpPaHe.
B l3rpageH e Ha 6a3aTta Ha .NET Framework.




UHTerpupaHa cpepa

m PowerShell Integrated Scripting Environment (ISE)

E¥ Windows PowerShell ISE - | X
File Edit View Tools Debug Add-ons Help
O e kb & 0 X Bl *® 8|Foo.
| Untitled1.ps1 X | ® | [ commands X | X
1]
Medules: ~
Mame:
A

Add-AppvClientConne
Add-AppvClientPackat
Add-AppvPublishingSe
Add-AppxPackage
Add-AppxProvisioned|
Add-AppxVolume
Add-BCDataCachebxte
Add-BitLockerKeyProt
Add-BitsFile
Add-CertificateEnrollr
Add-Computer
Add-Content
Add-DnsClientNrptRul
Add-DtcClusterTMMa)

PS C:\Users\hwalchan>

Ln1 Col1 100%




PaboTa oT KOH30na

¥ Windows PowerShell — O e

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Usershhwalchan:




Bepcusa Ha PowerShell

SPSversionTable

EN Administrator; Windows PowerShell

Name

PSVersion 5.1.1%841.618
PS5Edition Desktop
PSCompatibleVersions {1.8, 2.9, 3.8, 4.0...]
BuildVersion 18.9.19841.6108
CLRVersion 368319.42000

PSRemotingProtocolVersion

.B.
WsManStackVersion .B
.3
SeriglizationVersion L.

8.1




Cmdlet u Command

KomaHanetute (cmdlets) ce pasnuyasart oT KoMmaHguTe:

KomaHgnetute ca knacose obekty ot .NET Framework, He ca
CaMOCTOATESTHO N3NMbJTHUMM dpannose.

MoraT necHo Aa ce cb3gaaaT OT HAKOIMKO peda Kof.

[lapcBaHeTO, U3BEXOAHETO Ha rpeLlkn n dopopmaTupaHeTo Ha
n3xoda ce U3BbpLUBa He OT KoMaHaneTute, a ot Windows
PowerShell usnwnHutenHata cpeaa.

Komananetute pabotat ¢ obektn. ObekTn moraT ga ce nanpatar
KaTO M3X0A 3a M3rosi3BaHe ¢ KaHanu (pipes).

Komananetunte obpaboTtBat eanHMUYeH 00eKT B JaAeH MOMEHT.




[MTapameTpu Ha KOMaHANeTUTe

Bceku komaHAneT nma MHOXecTBO napameTpu. PowerShell ISE
aBTOMaTU4YHO npeasiara Bb3MOXHUTE napameTpu:

1 Get-Service -

o

|[5tring[|] Mame

ComputerMame
DependentServices

RequiredServices

DisplayMame

Include

Exclude

InputObject

-kad VErbose W




[TlonnTtukKa Ha n3nbvnHeHue

m [lo nogpasdupaHe Windows He no3BonsiBa
OWPEKTHO CTapTUpaHe Ha CKpunToBe (OBOMHO
KNUKBaHe).

B Jlowo HanpaBeHN CKPUNTOBE UMW U3TETTIEHN OT
VHTEpHEeT, KOUTO ca 3noBpeaHn moraT aa
noBpeasT usnarta cuctema.

B Heobxoammo e ABHO yKa3BaHe [a ce ctapTumpar C
Windows PowerShell (Run with PowerShell).




[TlonnTtukKa Ha n3nbvnHeHue

B /3BexagaHe Ha Tekyllata nonuTuka:

Get-ExecutionPolicy

Bb3MOXHU NONUTUKN:
Restricted - He ce pa3pellaBa U3NbIIHEHNE Ha CKPUNTOBE.

AllSigned - moxe fa ce n3nbnHsBaT CKPUNTOBE CamMO OT
OOBEPEHMU paspaboTyumum

RemoteSigned — moraT ga ce ctaptupaTt cobCTBEHU CKPUMTOBE U
TakuBa OT JOBEpPEHN paspaboTynum

Unrestricted - moraT ga ce nsnbnHABaT BCsAKakBun ckpuntoBe. He
ce npenopbysa.




[TlonnTtukKa Ha n3nbvnHeHue

B YcTaHoBsiBaHe Ha TEeKyLla MNnoJyiInTukKa.

Set-ExecutionPolicy nommTnka

Han-4yecto ce nsnonssa Remote-Signed.




CuUHTaKcUC Ha KoMaHAaneT

VERB-NOUN napameTpu

VERB — genctsue (Get, Set, Add, Write, Read ... )

NOUN — npegmet Ha gencteBneTo (dpannose, CbpBbpu, 00EKTH ... )

KomaHaneTtuTe BpbLaT KaTto pe3yntat ob6ekTu, KouTo moraT fa ce
“3non3ear B NOCMNeAcTBuE.

[MonyyaBaHe Ha aTpubyTUTE U METOAUTE Ha ODEKT:
Get-Location | Get-Member




[MomowHa nHdpopmauus

Get-Command

EN Administrator: Windows PowerShell — O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb
PS C:\WINDOWS\system32> get-command

CommandType MName Version Source
Add-AppPackage
Add-AppPackageVolume
Add-AppProvisionedPackage
Add-ProvisionedAppPackage
Add-ProvisionedAppxPackage
Add-ProvisioningPackage
Add-TrustedProvisioningCertificate
Apply-WindowsUnattend
Disable-PhysicalDiskIndication
Disable-5torageDiagnosticlog

LY R R

Dism

Dism

Dism
Provisioning
Provisioning
Dism

Storage
Storage
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[MomowHa nHdpopmauus

Get-Command xoMmaHza

EN Administrator: Windows PowerShell — O Py
PS C:\WINDOWSY\system32> get-command Enable-NetAdapter

MName Version

Function Enable-NetAdapter 2.9.0. MNetAdapter

PS C:\WINDOWSY\system32>»




NMNoapobHa noMoLHa uHpopmauus

Get-Help —Name xomMmaHpga

E¥ Administrator: Windows PowerShell - (| pes
PS C:\WINDOWS‘\system32> Get-Help Enable-NetAdapter

NAME
Enable-NetAdapter

SYNOPSIS
Enables a network adapter.

SYNTAX
Enable-NetAdapter [-Name] <String[]» [-AsJob] [-CimSession <CimSession[]»] [-IncludeHidde
n] [-PassThru] [-Throttlelimit <Int32>] [-Confirm] [-WhatIf] [<CommonParameters:]

Enable-NetAdapter [-Aslob] [-CimSession <CimSession[]»] [-PassThru] [-Throttlelimit <Int3
2>] -InputObject <CimInstance[]>» [-Confirm] [-WhatIf] [<CommonParameters:]

Enable-NetAdapter [-As]ob] [-CimSession <CimSession[]»] [-IncludeHidden] [-PassThru] [-Th
rottlelimit <Int32>] -InterfaceDescription <5tring[]> [-Confirm] [-WhatIf] [<CommonParame
terss]

DESCRIPTION
The Enable-NetAdapter cmdlet enables a network adapter. A network adapter must be enabled
to connect to a network.

RELATED LINKS
Online Version:
Disable-NetAdapter

REMARKS
To see the examples, type: "get-help Enable-NetAdapter -examples™.
For more information, type: "get-help Enable-NetAdapter -detailed™.
For technical information, type: "get-help Enable-NetAdapter -full™.
For online help, type: "get-help Enable-NetAdapter -online”




ATpnbytn n metogomn Ha ob6eKkTH

Get-Service -Name w32time

PS C:\WINDOWS\system32> C:\Users\hwalchan\Documentsi\Labs\Virtualization\LabsRemo

Status  Name DisplayName

Stopped w32time windows Time
|

PS C:\WINDOWS\system32:>

ATpnbyTu (properties) — Status, Name, DisplayName




ATpnbytn n metogomn Ha ob6eKkTH

Get-member

Get-Service -Name w32time | Get-member

PS C:\WINDOWS‘\system32> C:“Users\hwalchan\Documents\Labs\Virtualization\LabsRemo

TypeName: System.ServiceProcess.ServiceController

Name MemberType
Name AliasProperty
RequiredServices AliasProperty
Disposed Event
Close Method
Continue Method
CreateObjRef Method
Dispose Method
Equals Method
ExecuteCommand Method
GetHashCode Method
GetLifetimeService Method
GetType Method
InitializeLifetimeService Method

Method

Definition

Name = ServiceName

RequiredServices = ServicesDependedOn
System.EventHandler Disposed(System....
void Close()

void Continue()
System.Runtime.Remoting.0ObjRef Creat...
void Dispose(), void IDisposable.Dis...
bool Equals(System.0Object obj)

void ExecuteCommand(int command)

int GetHashCode()

System.0Object GetLifetimeService()

type GetType()

System.0Object InitializeLifetimeServ...
void Pause()




ATpnbytn n metogomn Ha ob6eKkTH

[NonyyaBaHe Ha aTpubyTUTE HA 0DOEKT

Get-Service

-Name w32time |

PS C:\WINDOWS‘\system32> C:“\Users\hwalchan\Documents\Labs\Virtualization\LabsRemo

Name
RequiredServices

CanPauseAndContinue

CanShutdown
CanStop
DisplayName
DependentServices
MachineName
serviceName

ServicesDependedOn

ServiceHandle
Status
ServiceType
StartType
Site
Container

: w3Z2time

._r]_

- 1

: False

: False

: False

: Windows Time

: i}

: w3Z2time

o _F}

- L .

: SafeServiceHandle

: Stopped

: Win320wnProcess, Win32shareProcess
: Manual

Select-Object -Property *




KomeHTapu

= Hu3oB KOMeHTap
= BrnokoB KOmMeHTap

]
File Edit View Tools Debug Add-ons Help

NeRd§§ec8M 90 B = 8 Boo &3

Untitled1.ps1* X |

1 # that i= a string comment

2

3 #Get 05 version

4 Get-WmiObject -Class Win3Z_Operatingsystem SELECT Caption
5

6 [ =#

7 and that is

8 a block

9 comment
10 =




MpomeHNuBH

[MpOMEHNMBUTE Ca MMEHYBaAHN ODEKTM.

Cb3naBaHe Ha NPOMEHNMBA:

Slocation = Get-Location

N3non3saHe Ha NnpomMeHnunea:

S$location

[MpumepeH naxoa;




ApUTMeTUYHU onepaTopu

$A=10
$B=20

A + B will give 30
A - B will give -10
A * B will give 200

B / A will give 2
B % A will give 0




OnepaTopwu 3a cpaBHeHue

$A=10
$B=20

A -eq B will give false
A -ne B will give true
B -gt A will give true
B -ge A will give true
B -1t A will give false
B -le A will give false




OnepaTopu 3a npucBosiBaHe

C = A+ B will assign value of A+ B into C
C +=Ais equivalenttoC=C + A

C -=AisequivalenttoC=C-A




Jlornyecku onepartopwu

$A=$TRUE
$B=$FALSE

AKo 1 ABata ornepaHia ca He-Hynesu, pes3ynrarbT (A-AND B) is false
TRUE
_:’IB_\;(:J |-I|E;|Kom OT onepaHanTe e He-HyneB, pe3ynTaThbT € (A-OR B) is true

" NOT (logical not) " Otpuiatme




OnepaTtopu 3a UNKDB

for

> Sarray = Q@("iteml", "item2", "item3")

> for($i = 0; $i -1t Sarray.length; S$i++){ Sarray[$i] }

iteml
item2

item3




OnepaTtopu 3a UNKDB

forEach

> Sarray = @("iteml", "item2", "item3")

> foreach ($element in S$array) { Selement }
iteml
item2

item3

> Sarray | foreach { $ }
iteml
item2

item3




OnepaTtopu 3a UNKDB

while

> Sarray = @("iteml", "item2", "item3")

Scounter = 0;

while ($counter -1t $array.length) {
Sarray[Scounter]

Scounter += 1

iteml
item2

item3




OnepaTtopu 3a UNKDB

do..while
> Sarray = @("iteml", "item2", "item3")
Scounter = 0
do {

Sarray[Scounter]
Scounter += 1

} while($counter -1t $array.length)

iteml
item2

item3




YcnoBHU onepaTtopu

if

if (Boolean expression) ({
// Executes when the Boolean expression is true
}else {

// Executes when the Boolean expression is false




YcnoBHU onepaTtopu

BJIOXeH 1f

if (Boolean expression 1) ({
// Executes when the Boolean expression 1 is
if (Boolean expression 2) ({

// Executes when the Boolean expression 2

if (Boolean expression 1) {
// Executes when the Boolean expression 1 is
elseif (Boolean expression 2) ({

// Executes when the Boolean expression 2

true

is true

true

is true




YcnoBHU onepaTtopu

switch

switch (<test-expression>) {
< result-to-be-matched > { <action> ; break }

// ; break - optional

< result-to-be-matched > { <action> ; break }
// ; break - optional

default { <action> } // optional




Macueu

Cb3gaBaHe Ha macuB

$ume macuB = c-cT1, c-CT2, ...., c-CTN
$arr = 10, 15, 20, 11, 5

$ume_macus = @(onepatop1, onepaTtop2, ... , onepatopN)

Sarr = @(“iteml”, “item2”, “item3”)
JlocTbn OO eneMeHT Ha MacuB

Sarr([3]




MacvBu n metoau

EN Administrator; Windows PowerShell — O .

PS C:\WINDOWS\system32> farr | Get-Member

Typelame: System.Int32

Name MemberType Definition

Comparelo  Method int CompareTo(System.0Object value), int CompareTo(int walue), int I...
Equals Method bool Equals(System.0Object obj), bool Equals{int obj), bool IEquatab...
GetHashCode Method int GetHashCode()

GetType Method type GetType()

GetTypeCode Method System. TypeCode GetTypeCode(), System.TypeCode IConvertible.GetType...
ToBoolean  Method bool IConvertible.ToBoolean(System.IFormatProvider provider)

ToByte Method byte IConvertible.ToByte(System.IFormatProvider provider)

ToChar Method char IConvertible.ToChar(System.IFormatProvider provider)

ToDateTime Method datetime IConvertible.ToDateTime(System.IFormatProvider provider)
ToDecimal  Method decimal IConvertible.ToDecimal(System.IFormatProvider provider)
ToDouble Method double IConvertible.ToDouble(System.IFormatProvider provider)
ToIntlb Method intl6 IConvertible.ToIntl6({System.IFormatProvider provider)
ToInt32 Method int IConvertible.ToInt32(System.IFormatProvider provider)
Tolnted Method long IConvertible.ToInte4(System.IFormatProvider provider)
ToSByte Method sbyte IConvertible.ToSByte(System.IFormatProvider provider)

ToSingle Method float IConvertible.ToSingle(System.IFormatProvider provider)

ToString Method string ToString(), string ToString(string format), string ToString(...
ToType Method System.Object IConvertible.ToType(type conversionType, System.IForm...
ToUIntlé Method uintle IConvertible.ToUIntl6(System.IFormatProvider provider)
ToUInt32 Method uint32 IConvertible.ToUInt32(System.IFormatProvider provider)

ToUIntbd Method uint64 IConvertible.ToUInte4(System.IFormatProvider provider)

PS C:\WINDOWS\system32>




[fpeHacsHe Ha HOB peAa

Ako KomaHgaTa TpsibBa oa ce BbBeae Ha HSKOMKO peaa, ce n3nonilea
obpaTteH anoctpod:

Get-Service * | Sort-Object ServiceType

| Format-Table Name, ServiceType, Status -AutoSize




BbBexaaHe Ha AaHHM B CKpUNT

BbBexgaHe Ha TEKCT OT KfaBuaTypara:
SAnswer = Read-Host "Please enter Y/N,,

BbtBexgaHe Ha TEKCT U MacKnpaHe Ha nHdgopmMmaumaTa (m3nuaar *):
$pwd string = Read-Host "Enter a Password"

-AsSecureString




N3nbnHeHne Ha PowerShell ckpunT

CkpunToBeTe ce CbXpaHsiBaT C pa3wunpeHue .ps1

Ctaptupane ot PowerShell:
C:\Scripts\MyScript.psl

CtaptupaHe ot ISE:
c 6yTtoH ,Play” unun ot meHio “Debug”

CtapTupaHe ot komaHaeH npomnT Ha Windows:
C:\powershell -F C:\Scripts\MyScript.psl




NMpumepu

UrHopupaHe Ha nsxoga ot komaHgu — Out-null

Get-ChildItem | Out-Null

EN Administrator: Windows PowerShell — | x EN Administrator: Windows PowerShell — | x

:\> Get-ChildItem | Out-null

Length Name

=~

Perflogs
Program Files
Program Files (x86)
shared
Temp
Users
Windows
17212 HP2@838.1log

2.

=

o N

=

SO M 0w
b B B I B e B B |

W= 0o M
[~ B R WU RV I~ I« S =)

.




NMpumepu

N3nonsBaHe Ha KaHanu U copTupaHe - |

Get-Service |

> Get-Service | Sort-Object

Name

RasAuto

QuAVE
PushToInstall
Remotelccess
Rpclocator
RetailDemo
RemoteRegistry
PNRPswc
PNRPAutoReg
pla
PolicyAgent

PrinthWorkflowls. ..
PrinthWorkflowUs. ..

PrintNotify
ScDeviceEnum
SharedAccess

EN Administrator: Windows PowerShell

Status
DisplayName

Remote Access Auto Connection Manager
Quality Windows Audio Video Experience
Windows PushTolInstall Service

Routing and Remote Access

Remote Procedure Call (RPC) Locator
Retail Demo Service

Remote Registry

Peer Name Resolution Protocol

PNRF Machine Name Publication Service
Performance Logs & Alerts

IPsec Policy Agent

PrintWorkflow dae827

PrintWorkflow d18769

Printer Extensions and MNotifications
Smart Card Device Enumeration Service
Internet Connection Sharing (ICS)

Sort-Object -property Status




NMpumepu

lNpeHaco4yBaHe Ha ns3xon BbLB haun

"Hello, World!" | Out-File C:\ps\test.txt

N3non3sBaHe Ha MHOXeCTBO KaHanu n cdountpupaHe

Get-Service | WHERE {$ .status -eq "Running"} | SELECT displayname

$_ e cneumanna npomeHnmBa Ha PowerShell, ykasBawa Tekywms o0ekT (B
npumepa, KONTO € B KaHana)

HosuaT BapuaHT ot Bepcus 3.0 e:

Get-Service | Where-Object status -eq Running |
SELECT displayname




NMpumepu

UsBexpaaHe Ha nHcpopmauua ot PowerShell ckpunt — Write-Host:

Get-date | Write-Host

PS C:\WINDOWS‘\system32> C:\Users\hwalchan\DocumentsLabs\Virtualization\LabsRemote\scrl.psl
14.11.2020 r. 16:01:06

PS C:\WINDOWS\system32>




NMpumepu

Cb3paBaHe Ha TeKcTOB (hann, 3anucBaHe B HEro U YeTeHe

New-Item C:\temp\test.txt

Set-Content C:\temp\test.txt ,This is a test.“

$file = Get-Content C:\temp\test.txt
Write-Host $file

PS C:\WINDOWS‘\system32> C:“Users\hwalchan\Documentsi\Labs\Virtualization\LabsRemo

Directory: C:‘\temp

Mode

-a--——— 14.11.2020 r.
This is a test.

LastWriteTime Length Name

0 test.txt

PS C:\WINDOWS‘\system32> |




NMpumepu

UsBexxaaHe Ha nbpBuTe 10 npoueca no nanonssaHe Ha CPU:

Sres = Get-Process | Sort-Object CPU -descending |
Select-Object -first 10

Sres

PS C:\WINDOWS‘\system32> C:“\Users\hwalchan\Documents\Labs\Virtualization\LabsRemo

H

ProcessName
dwm
System
MsMpEng
svchost
POWERPNT
explorer
WINWORD
CSrss
firefox
firefox

Handles NPM({K) ; ] Id

790720 /58088 696,72 11612
230 20048 081,64 =
338156 260268 788,31 5052
4004 14696 774,31 3660
205440 251640 591,59 2692
97584 177252 521,81 2704
190884 248196 309,75 16216
2656 6/64 302,45 8088
264332 394792 229,94 3572
329312 338948 185,95 1236

B N N N == =0




NMpumepu

CtaptunpaHe Ha Notepad, nsyakBaHe Ha 10 cek n 3aTBapsiHe:

Start-Process notepad
Start-Sleep 10

Stop-Process -processname notepad




NMpumepu

[MpoBepkKka 3a cbuecTByBaHe Ha dbann/aupexKrTopus:

if (Test-Path "C:\Temp") ({
Write-Host "C:\temp exists"
} else {

Write-Host "Not exists"




NMpumepu

Nony4yaBaHe Ha IP agpeca Ha akTMBHUA UHTepdenc:

Sres=Get-WmiObject -Class
Win32 NetworkAdapterConfiguration

-Filter IPEnabled=$true | SELECT IPAddress

Sres

PS C:\WINDOWS‘\system32> C:“Users\hwalchan\Documents\Labs\Virtualization\LabsRemo

IPAddress

{1192.168.0.101, feB80::bdaB8:7226:e847:de871

PS C:\WINDOWS\system32>




Bbnpocu?



