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MpexoBaTta MHOyCTpuUS

Mapwpymu3upaHe, yrnpassneHue,
KOHMposa Ha 0ocmdvna, VPN, ...

> MunuoHu pedose Koo

Operating
System
J
Specialized Packet Forwarding 500M gates
Hardware 10Gbytes RAM




[Tpobnemun

3aTBOpEHO obopyaBaHe
CBpbX MHOIo onucaHug
baBHO pa3BuTUe

CKbno ynpasreHne Ha
MpeXaTa Operating System
CnoxeH codTyep B

o Specialized
yCTpOUCTBATa Ha




TpagMumoHeH mMapLupyTU3aTop

Moxke ga ce pasgenu Ha control n data plane:
« Management plane — KoHdurypupaHe

« Control plane — PeweHus
« Data plane - [lpegaBaHe
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OrpaHn4eHuns

[TpymMepeH aenTaueHTbP:

* HoBO npunoXxeHne, N3nMckeaLlo 4 HOBU
BM

 Bcsaka BM TpsabBa ga e B pasnuyHa
VLAN

* [loTtpebutenar B H1 ga uma goctsbn oo
NpuNoXeHneTo Ha Te3n BM




Forwarding n Routing

Forwarding — data plane:
* [lpexBbpnsa AaHHOB NakeT KbM U3X0AsiLlia Bpb3Ka
« OrtageneH pytep nanonsea “forwarding” Tabnuua

Routing- control plane:
* /3uucnaea nbTULLA 3a NaKeTuTe
« PyTepute cm obMeHAT nHdopmauus
« OtaoeneH pyTtep usrpaxaa forwarding Tabnuua




[Tpumep: Shortest-Path Routing

N3uncnsaea ce LeHaTta Ha NbTSA 40 BCUYKN Bb3NU:
« OT N3TOYHMKA 0O BCUYKM OCTaHanm
« CymapHaTa LeHa Ha NbTs nNpe3 Bcsika Bpb3ka
« CneaBawmaT pyTep € No NbTA ¢ Hal-mankaTa
cymapHa LeHa

link

(uv)
(u.w)
(u.w)
(u,v)
(u,v)
(u,w)
(uw)

+ L N X X S <




Distributed Control Plane

MapLipyTusnpaHe cbC CbCTOAHUSA Ha Bpb3kute (OSPF, I1S-IS):
* PasnpocTtpaHsaBa ce uanara Tonosiorns 4o BCUYKK
Bb3Mun
« Bceku Bb3en nsymcngaea Han-kbCUTe NbTULLA
 Anroputbm Ha [lMnkcTpa
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[lpoMaHa Ha KoHUenumaTa

App

—— Open Interface

Specialized
Features
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* XOpu3oHmarsHa
* Open umepgbeticu
* bbpau uHosayuu
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Software Defined Network

» PaspgensiHe Ha control plane ot data plane

 CodtyepbT OT control plane ce nanbrHsBa Ha
Xxapayep ¢ obuwo npeaHasHa4YeHne - KOHTponep

 Bb3MOXHOCT 3a nporpammpaHe Ha data plane

* ApxuTekTyparta KoOHTponupa He camMo €4NHUYHO
YCTPOUCTBO, a usana Mmpexa




[IlpoMaHa Ha MpexuTe
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HoBa apTuTeKkTypa

2. KoHcucmeHmeH 2nobaneH useneo
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< 1. Open interface 3a npedasaHe Ha nakemu
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MpexoBa OC

» PasnpepeneHa cucrtema, KOSiTo Cb3paBa
eAHOpoAeH, aKkTyarneH usrnen Ha Mpexarta

* W3nbnHaBa ce BbpXy CbpBbPU (KOHTPONEpU) B
MpeXxaTa
« NOX, ONIX, Maestro ...

3non3Ba abcTpakumnsa 3a NpexsbprsiHe:
* [lonyyaBa nHdopmauns 3a CbCTOAHNETO oM
forward enemeHTuTE
* W3paBa KOHTPOMNHM OUpekTuBn KoM forward
erneMeHTuTe




MpexoBa OC

< 1. Open interface 3a npedasaHe Ha nakemu

c -70pen Flow

Packet

Forwarding Packet

Forwarding

Packet

Packet Forwarding

Forwarding

Packet
Forwarding




SDN KoHTponep

» Onepupa Ha ba3aTa
Ha n3rnea Ha
uAariata Mmpexa

 Bxop: rmobaneH
narreg Ha Mmpexarta

 Waxon:
KOHJourypauma Ha
BCAKO MPEXOBO
YCTPOMNCTBO
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KomyHukaumsa Ha SDN KoHTponep

API j
Northbound

Interface (NBI)

KomyHukKkaumusa ¢ mpexara
« Southbound interface
* Northbound interface

Southbound
Interface (SBI)
CodpTyepHn nHtepdencum,

peanun3npanmn 4Ypes AP

@




Hoctbn oo SDN KoHTpornep

Upe3 AP| MHOXeCcTBO
NPUNOXEHNA MoraT aa
nmart OoCTbN 40
KoHTponepa (GUI,
CKpunNTOBe).

Northbound
Interface (NBI)




REST API

KoHTponepute TMNNWYHO n3nonssat
Representational State Transfer (REST):
« HTTP GET
« HTTP POST/PUT

NHpopmaumnaTa ce nonyyasa BbB doopmMart Ha:
« JSON
« XML




REST API - npumep

[TonyyaBaHe Ha MHOpMaLUUa 3a Bb3NuUTe B MpeXxaTa

1. HTTP GET URI:
https:/f192.168.1.1:8443/sdn/v2.0/ net/nodes

& python’

Northbound
Interface (NBI)




REST API - npumep

[TonyyaBaHe Ha MHOpMaLUUa 3a Bb3NuUTe B MpeXxaTa

{
"nodes": [

{

P PUthOﬂ nip": "172.16.1.1",

i: "mac": "fal6.3e5d.fl1f4",
"vid": O,

2. HTTP GET Response: "dpid": "00:00:00:00:00:00:00:03",
Northbound "port": 1

Interface NBI) {JSON} ot "ip": "172.16.1.2"

"mac'": '""fal6.3e5d.flf5",

"vid": O,
"dpid": "00:00:00:00:00:00:00:03",
"port": 2




Open Flow

KomMmyHunkaunoHeH nHtepdgenc mexay control n data plane

Application A Application B

OpenFlow Protocols

Data Plane
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OyHKUMoHUpaHe Ha Open Flow

KOHTponepbT ynpasnsBa MpexoBust Tpadpuk (NoToka) 4Ypes
MaHunynmpaHe Ha flow Tabnmuute Ha KomyTaTopuTe.

Network Applications

3 Intrusion
MAF Rou.tlng Detectin Load
Learning Algorithms Balancer
i )\ System
SDN controller } Flow Tabnuua (3 cekumm)
¥ L) ) ¥ 4
FLOW TABLE

RULE ACTION | STATS

Packet + counters

Forward packet to port(s)
Encapsulate and forward to controller
Drop packet

Send to normal processing pipeline

Sl
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Switch | MAC = MAC Eth  VLAN IP  IP | TCP TCP
port src dst  type ID src  dst | psrc  pdst




OyHKUMoHUpaHe Ha Open Flow

* [lpn nonyyaBaHe Ha NakeT B KOMyTaTopa ce
npoBepsBa 3a CbBnageHne Ha Xxeabpa c nosietara ot
flow Tabnunuyara (RULE)

* [lpn cbBnageHune, N3NbHABAT Cce OENCTBUATA
(ACTION) u ce aktyanuaupat bposauute (STATS)

* AKO HAMa cbBnageHne, KOMyTaTopbT 3anuTea
KOHTpOJSIepa KaTo u3npatla cbobuieHne ¢ xegbpa Ha
nakeTta




[ bBKaBOCT Npu CbBMageHndaTa

 Bb3MoOXHOCTTa 3a cbBnageHue 3a HmBa 1-4 Ha OS|
NO3BOSIABa KOMYTATOPLT Aa Ce NpodBsiBa KaTo
PasfindyHN MPEXKOBU YCTPOMNCTBA
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Flow Tabnuua
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OCHOBHU 0EeNcTBUSA

All — kbMm Bcunuku nHTEPdencn 6e3 oT KOMTO naea
Controller — nakeTnpaHe 1 na3npawaHe KbM KOHTponepa
Local — nanpaia KbM nokasnHus MpexxoBu CTeK

Table — n3BbpLUBa OeNCTBUS BbB crnegBallaTa CBbp3aHa
flow Tabnuua (ako nma MHOXeCTBO Tabnuum)

In_port — n3snpauwa obpatHo No BXoasaLwms nopt

Normal — npenpauia, nanonssanku TpagnumnoHHmsa Ethernet
Flood — n3npawa npe3 STP noptoBeTe 6e3 oT KOUTO UaBa




OcHOBHa cTaTUCTUKAa

Per Table Per Flow Per Port Per Queue
Active Entries |Received Packets Received Packets | Transmit Packets
Packet Lookups | Received Bytes Transmitted Packets [ Transmit Bytes
Packet Matches | Duration (Secs) Recerved Bytes Transmit overrun
CITOrS
Duration (nanosecs) |Transmitted Bytes

Receive Drops

Transmit Drops

Receive Errors

Transmit Errors

Receive Frame
Alignment Errors

Receive Overrun
erorrs

Receive CRC
Errors

Collisions




OTKa30yCTONYMBOCT — OTKPUBAHE
Ha OTKa3

Flow table A

h1 h2 |2 3

Set working and backup paths

Controller

1. Switch A detects port down
2. Send packets to the backup path
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pre-inserted into all switches
in advance
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Host 1 C Backup path E




OTKa30yCTONYMBOCT -
Bb3CTaHOBSIBAHE

1. Obtain affected flows (host1 2host2)
2. Find an alternative path for each flow
path

3. Set up alternative paths

4 Port down
message

Port down
message

e am am o

Host 1 C Backup path E




[Tpumep 3a Open Flow

Flow table of OFSW _1

MAC=b Match Fields Actions

Phy Src Dst VLAN
port MAC | MAC | ID

1 a d 1 Forward to p3
3 a d 1 Forward to p2
2 a d 1 Forward to p5




Network Function Virtualization

 NFV e apxuteKkTypHa KoHUenums

 BwupTyanusupa knacose pyHKLNM HA MPEXOBU Bb3Nu B
narpageH 6nok, Kato rno3BosisiBa CBbP3BaHe 3a Cb3daBaHe
Ha KOMYHUKaLMU U NpeoCcTaBsHe Ha YCryru.

Pure SDN Pure NFV Hybrid NFV & SDN
SDN Jl High =——l High
Controller | Performance l | Performance
x86 Server K x86 Server
o
< 1km 1k
<10,000km | M OpenFlow 1.x § m;[ Openflow
High High
Performance . Performance

OpenFlow Ethernet Ethernet
switch switch switch
packet in :ﬁ b packet out ‘:i : J g




M3rpaxgaHe Ha MHpacTpyKTypa C
NFV

Knacunyecka nHgpacTtpyktypa:
[peLuku npun KoHuUrypauus
« OkabensiBaHe npu BKoYBaHe Ha HOBO obopyaBaHe
 TpyaHo ce OTKpMBa MACTOTO Ha OTKa3

L3 Core
Switch
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M3rpaxgaHe Ha MHpacTpyKTypa C
NFV

HamanasaHe Ha kanutanosuTe N onepaTtuBHN pasxoau
EdekTnBHO nanonssaHe Ha MpeXoBUTE pecypcu

OpenFlow OpenFlow Switch x2 /floor
PO 0l Controller x2 -

ia

L3 ' h ‘\V

switch

Server pool




B4: Software Defined inter-
datacenter WAN




B4: Stargate site

Stargate site

81.92 Thps
for WAN,
cluster

and sidelinks

20.48 Thps to external
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