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CemecTpuaneH KOHTPO

Bceku CTyAeHT wWwe nmMma 3agayum 3a AomMallHa pa60Ta, YUAUNTO peLlleHune e ce noKkas3Ba
Ha aCUCTeHTa B cneaBalloTo 3aHATUEe cneg KoMmnunupaHe u nanbJiHeHue.
Henpe.qCTaBeHa B cneaBalloTo 3aHATUEe pelleHa 3agada 3a AOMAdllHO HfMa Aa ce
oLeHsiBa noBe4e.

ToukuTte ot 3apauute (Ao 50) we dopmupaT cemecTpuanHus KOHTPOII.

3agaum 3a peanunsauus:
1.3apava 4 ot Tema 4
2.3apava 2 ot Tema 5
3.3apaya1ortema’?
4.3apaya 3 orTtema’?
5.3apaya 2 oTr Tema 8
6.3apaya 1 ot Tema 9
7.3apavya 2 ot tema 9
8.3apavya 3 or tema 9
9.3apava 3 ot Tema 12
10.3apaya 1 ot Tema 13
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OnepaunoHHa cuctema

« [lporpama, KOSiITO AencTBa KaTo NocpeaHuK Mexay
noTpebuTensa Ha KoMMTbpa 1 xapayepa.

« Lenu:
— M3nbnHeHne Ha noTpebutenckn nporpamm.
— YnobcTBo nNpu paboTa ¢ KOMNKTbPHATa cMcTeMA.
— EdekTnBHO nanonssaHe Ha xapayepa.
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CTpyKTypa Ha KOMMOTbPHA CUCTEMA

« Xapoyep — npegoctaBa OCHOBHM U3YMCIIUTENHU
pecypcu (CPU, nameT, I/O yctpouncrtea).

« OnepauunoHHa cucTteMa — KOHTponupa 1 KoopamHupa
M3MNON3BaAaHETO Ha  xapayepa OT  pasnnyHu
NPUNOXEHUs U NoTpeduTenn.

* [lpunoxuHu nporpamw.
* [loTpebutennu.
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KOMMOHEHTN HA KOMMIOTbPHA cUCTeMa

user user user user
1 2 3 e n
compiler assembler text editor e database
system

system and application programs

operating system

computer hardware
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[ToTpebuTtencka rnegHa Tovka

[lompebumerickama aredHa mo4yHa sapupa 8 3a8ucumMocm
om uHmepgheuca:

« Single user computers (PC, workstations).
[ToTpedntenar u3non3sa MOHOMOSIHO pecypcuTe.
Llenta e makcumanHu u3non3BaHe Ha pecypcu OT
notpebuten. OC e npoekTupaHa rfnaBHO 3a JFIeCHO
n3rnosiaBaHe U BUCOKa NPON3BOANTESTHOCT.

 Multi user computers (mainframes, computing
servers). [loTpebutennte crnogensat pecypcn WU
obmeHAT wuHdopmauusa. OC e npoekTupaHa 3a
epeKTMBHO M3Non3BaHe Ha pecypcuTe.
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[ToTpebuTtencka rnegHa Tovka

Handheld computers (cmaptdooHn wu Tabnetn).
MoTpebutenckuaTt nHtepdenc e ypes touch screen. OC
ca OonTUMMU3MPAHM [NaBHO 3a YOOOHO WM3MNONi3BaHe W
CNpsIMO XMBOTa Ha baTepuaTa.

Embedded computers (komnwTpy B  OOMaLLHK
ycTpouctBa wunu  astomoounu). [loTtpebutencknat
NHTEpdEeNC nMMa Han-4ecTO uYuUcrioBa KnasmaTtypa u
nHamkauma. OC ca npoekTupaHu rnaBHo 3a paboTa 6e3
Hameca Ha noTpebuTtens..
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CuctemMHa rneagHa Toudka

Om enedHa moyka Ha Komrrombpa OC e ripoepama, OCHOBHO
3aHUMasauwja ce ¢ xapoyepa. [lee pasrnuyHu aredHU moYku:

e OC eresource allocator:
— YnpasnsiBa BCUYKN pecypcu.

— PelwaBa KOHINKTU Mexy 3asBKM 3a eoMKacHO U
crnpaBeasinBo M3nosi3aBaHe Ha pecypcuTe.

« OC e control program:

— KoHTponupa nsnbnHeHMeTo Ha nporpammTe ¢
ornepn n3bsresaHe Ha rpeLku U HEKOPEKTHO
N3MNon3BaHe Ha KOMMNITbPA.
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[TpegnsBukatenctea kbM OC

* [lpon3soanTenHocrT:
— Bpewme 3a otrosop (latency);
— [MponyckaTenHa cnocobHocT (throughput);
— [NpeToBapsaHe (overhead);
— CnpaBeanusocT (fairness);
— lNpepsuaumocT (predictability);
* [lpeHocnmoct:
— 3a nporpamu (Application Programming Interface);
— 3a gappara (Hardware Abstraction Layer);
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N3nona3BaHe Ha OC
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L3

McTopuyecko passutne Ha OC

Yucnoew 3agaqmn
CB!F&HEHHG Ha OQaHHW

MpoaykTuBHOCT
MHTepakTwBHa paboTa

Tr-gafo=s—Toa0-=T0oeo-<03

CrpeamuHr Ha nudropMmauma

PaHHM OC OT/KbM (PUIMYECKUA CBAT
EanHndHu naketHn OC; b

Myntunporpamun OC;

OnepaunoHHN CUCTEMU C BPEMEOENEHME;

[ekcton n mobunHu OC.
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PanHn OC (1950)

CTpyKTypa

— [onemu mawuHm

— PaboTta oT KoH30Ma

— EAnHnyeH notpebuten

— MarHnTtHn neHTn, nepdgokapTu
CodpTyep

— Acembnepu

— Kowmnunatopu

— Cabp3Bawm pegakropu

— 3apexgawm nporpamm
CuUrypHo usnbriHeHne

HeedeKkTUBHO N3MN0Si3BaHE Ha pecypcuTe

Lh A A
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[TakeTHN OC (1960)

 Pegyuunpa ce BpeMeTo 3a HaCcTpomnKa Ype3 CbBMECTSBAHE Ha 3aauu
C eHaKBM U3NCKBAHUA

* Wanckeart onepartop (HE E NMOTPEBUTEI)
« basHu I/O ycTponctea (card readers)
« (Cnabo HaToBapBaHe Ha CPU

-

""" i A
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3umncnnteneH npouec

System
Input tape
&l gis
.i,'_-i!|;i\!=!

(T
1401

lNpuHyunu Ha onepayuoHHumMe cucmemu, Xpucmo BbnyaHos



Ianon3BaHe Ha NaMeTTa Npu NakeTHK
OC

OnepayuoHHa
cucmema

[lompebumericka
obrnacm 3a
rnpozpamu
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MynTtunporpamHun OC (1960)

OnepayuoHHa
cucmema
CbxpaHsiBaHe Ha HAKOMKO 3ada4u
eaHOBPEMEHHO B NamMeTTa.
P 3aldaya 1

N3nbnHsaBa ce 3agada no 3agaya.

AKo 3apadvaTta TpsibBa Oa n3daka HAKoe 3adayva 2

nencteue (Hanp. I/O onepaumng), OC
NpeBKNoYBa 3a U3NbIHEHWE ApYyra 3agava.

Hoswu nauckesaHuns — job scheduling, CPU

3adaya 3

sheduling, memory management.
3adaya 4
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MynTtunporpamHu OC

Program A

Program A

Program B

Program C

Combined

Run Want Run Wait
Time =
E,EI,HOI'IpOI'paMHO N3MNbJiIHEHNE
Run Wait Run Wait
Wait | Run Wait Run Wait
Wait Run Wait Run Wait
R ;:n Ré:ﬂ REII Wait R‘: n Rgn R{l; n Wait
Time >

MynTunporpamMmHo n3nbiIHEHNE
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OC B pexum Ha BpemegeneHune (time-
sharing)

* HTepaKTUBEH PEXMM Ha NoTpebutennte — KOMaHaeH
NHTepnpeTaTop.

* [lpeBknoYBaHe U3MbTHEHMETO MEXAY 3ada4nTe Ha
©a3aTa Ha KBaHT OT BpPeEME.

« KoHuenuwusa 3a npouec.
« dannosun cUCTemMmn.
* BwupTyanHa namer.
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HOeckton n moounumn OC (1980)

« CamocToaTenHn NOTpedUTENCKN CUCTEMM.
« PasHoobpasHu I/O ycTpoucTsa.

* YnoOHu 3a notpebutens.

 MacoBo pa3npoCcTpaHeHMN.
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EBontouna Ha Windows

E‘L_

MO s
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Unix / Windows

Evolution of GNU Linux and Windows

st

Windows
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Windows

Win 3.11 Win 95 Win 98

Win Me Win 2000 Win XP

~3 2, N\
oA
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CTtpykTtypa Ha OC — onpocTeH noaxon

« MS-DOS — doyHKUMOHAMHOCT npun Manbk obem namer.

AT 0 ]

application program

resident system program

MS-DOS device driver

AEmmm—
ROM BIOS device drivers ’
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IBM PC XT
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CTtpykTtypa Ha OC — onpocTeH noaxon

UNIX — nBe oTaenHun HMBA:
— CucrtemHu nporpamu.
— HAppo (kernel).

(the users)

shells and commands
compilers and interpreters
system libraries

system-call interface fo the kemel

e signals terminal file system CPU scheduling
E ) handling swapping block VO page replacerpent

2 character I/O system system demand paging

terminal drivers disk and tape drivers virtual memeory

kernel interface lo the hardware

terminal controllers device controllers memary controllers

terminals disks and tapes physical memory
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CtpykTtypa Ha OC — crnoese

OC ce pasgenst Ha OTOENHU
Crnoes.e.

Bcekn crnon nsnonssa oyHKUUM
N yCIyrn camo OT Crosi nog
Hero.

OCHOBHO NpPeaANMCTBO —
MoaynapHoOCT
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MopaynHa ctpykTtypa Ha OC

 OC ce cbCTOM OT MHOXECTBO MOAY/IN:
— Bcekn KoMnoHeHT Ha AOPOTO € peariu3anpaH Kato otTAaesieH Mmoayiri.

— KomMmnoHeHTUTEe cn B3anmogencTeaT nocpeacTtsoM gednHMpaHm
NHTEpPdEencu.

— Bcekn moayn ce 3apexaa KbM 4p0TO NpY HEOOX0AMMOCT.

 [lo-rongama r-BKaBOCT.
core Solaris
miscellaneous kernel loadable
modules system calls

STREAMS executable
modules formats

scheduling

device and Classes

bus drivers
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Microkernel OC

Microkernel nogxog (Mach, Mac OS X Server, QNX):

— PeanunanpaHe Ha HAKOU KOMMOHEHTU Ha SAPOTO B T.H. “user
mode”.

— [No-manko sagpo.

— Bcekn mogyn ce 3apexaa KbM S4p0To Npu He06Xo0a4NMMOCT.
OcHoBHa uen: epekTneHa KOMyHUKaUUA MeXOy KNUEHTCKU
nporpamu n ycrnyru, n3nbriHsBaLlnM ce B user mode- message
passing.

[MpeanmcTea:

— JlecHo pa3wupsiBaHe Ha MUKPOSIAPOTO.

— JlecHo aganTupaHe KbM OpYrn apxXuTeKkTypu.

— T[lo-HagexaHo.

— WM3onauma Ha oTkasuTe.
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User
mode

Kemel
o
mode

Microkernel OC

Users

File system

Interprocess communication

FO and device management

Virtual memory

Primitive process management

HARDWARE

Crioecma cmpykmypa

i
C D P|V
l e F r 1
1 v 1 0 r
e 1 l c !
n c e o u
t e 5 a
User | i 1 l
mode p d 5
r L I r c 5 m
O 1 r e e
c v o d r m
o e e v 0
5 r r é r Y/
5 5 r y
Kemel { Microkemel /
mode

HARDWARE

Mukposidpo
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®dyHKUMoHanHocT Ha OC

user and other system programs

GUI batch command line
user interfaces
system calls
program 17O file . resource ,
execution operations systems CommLnicatisn allocation acseuting
error pro;icc:;tlon
detection _ security
services

operating system

hardware
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dyHkumm Ha OC. YnpaBreHue Ha

npoLecuTe

« [lpouec — pyHaoameHTanHa koHuenums B OC:

[Mpouec e MHCTaHUKUS Ha nporpama rno BpemMe Ha HENMHOTO
N3MNbIHEHNE.

[Mpouecute nsnckeat pecypcu — CPU, I/O ycTtpoinctea, namer.

* YnpasneHue Ha npouecuTe:

Cb3gaBaHe 1 yHULoXaBaHe Ha NpouecH.
[MpeycTaHOBABaHE N Bb3CTAHOBSIBAHE Ha NPOLIECH.
CUHXPOHM3aUNsa Mexay npouecuTe.
MexxgynpouecHa KOMYyHUKaUnS.

B3anmogencremne mexay npouecute (OTKpuBaHe u
npegoTBpaTsaABaHe Ha Ha B3aMMHa OTOKMPOBKA)
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dyHkumm Ha OC. YnpaBreHue Ha
nameTTa

« OcHosHa nameTt (RAM).
— MacuB oT agpecupyemun 6antose.
— EHeprosasucuma (volatile).
* YnpaBreHue Ha nameTTa:
— 3aemaHe n ocBoboxxgaBaHe Ha NaMeT 3a npolecuTe.
— [lNopoabpkaHe Ha MHOXECTBO NMpoLecH B NnameTTa.
— CnogeneHa nameT Mexay npouecuTe.
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®dyHkumn Ha OC. YnpasneHue Ha |/O
YCTPOUCTBA

 HeobxoaMmmocT OT BTOPUYHA NaMeT.
— YnpaBneHue Ha ANCKOBOTO NPOCTPAHCTBO.
* |/O cucrema:
— YnpaBrneHue Ha bydepupaHeTo 1 Kewla.
— WHTepdeincu 3a gpanesepute Ha ycTpoucTeaTta.
— [paneepu 3a crneymndmnyHm yCTPOMCTBA.
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dyHkumm Ha OC. dannoBa cucrtema

« ®dann — nornyecka nocnegoBaTenHocT oT banToBe
(Nnporpamu Unu gaHHK).
* YnpaBreHue Ha hannoBaTa cuctema:.
— Cwb3gaBaHe 1 nstTpuBaHe Ha (pannose.
— Cb3gaBaHe 1 u3tTpmBaHe Ha AUPEKTOPUMN.
— lNoagbpxaHe Ha NPUMUTMBM 3a MaHUNynNupaHe ¢ annose.
— ApxuBupaHe Ha dpaunose.
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®dyHkumn Ha OC. 3awmTta N CUrypHoOCT

* MexaHM3MbT Ha 3alymTa KOHTponupa AoCTbNa Ha
nporpamuTe n notTpedutenute Ao noTpebutencknte un
CUCTEMHU PeECYPCH.

* K3snckesaHus:

— PasrpaHnyaBaHe Ha oTopu3npaH U HeoTOpPU3nUpPaH AOCTbI.

— KoHTpon Ha goctbna 4o pecypcwm.

— npeﬂ,OCTaBﬂHe Ha MEéXaHU3MUN 3a U3MNbJIHEHNE Ha KOHTPOJI1a Ha
JocTbna.

« MexaHu3aMbT Ha CUrypHOCT OCUrypsiea 3aljuTta cpeLly
BbTPELLUHU U BbHLLHM aTaKW.
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dyHKkumn Ha OC. PaboTa B mpexa

« Pasnpenenenu cuctemm — CbBKYNHOCT OT NMPOLIECOPU, KOUTO HE
crnoaenar oouwla namer.

« [lpouecopuTe ca cBbp3aHn Ype3 KOMYHUKALMOHHa MpeXxa.

* K3snckesaHus:
— CBbp3BaHe Ha npouecopuTe

— OcurypsiBaHe obMeHa Ha nHopmMaunsa mexay noTpedutenn. u
CUCTEMM.

— OcurypsiBaHe HapacTBaHe CKOpOCTTa Ha U3YNCIEHUATA.
— MoBuwaBaHe HageXaHOCTTa U HanNnUMYHOCTTa Ha MHdopMaLmsATa.
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[TbpBOHA4YanHoO 3apeXxagaHe Ha
komntoTbp (bootstrap)

» [lpoueca Ha 3apexaaHe ce KoHTponupa ot BIOS.

* WanbnHasa ce kog Ha Power On Self Test (POST).

« CTtapTtupa ce 3apexgawata nporpama (bootstrap loader).
« Ta otkpma OC, 3apexaa aapoTo U ro ctapTupa.

e AapoTo 3apexaa CbOTBETHUTE ApanBepu.

« OnepauynoHHaTa cucTema 3anoysa ga pyHKUMOHMPA.
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[IpekbcBaHUA

- [lBa TMNa npekbCcBaHUA:

— XapayepHu -- YCTPOUCTBO reHepupa curHam KbM
CPU, 0GMKHOBEHO 4Ype3 cncTtemMHaTa LnHa.

— CodTtyepHn -- nporpama MOXe p[a reHepupa
NpeKkbCBaHE 4pe3 WU3MbIHEHWE Ha crneuuanHa
onepaumns, HapedeHa system call.

« CodTyepHO reHepupaHuTe  npekbcBaHus  (trap,
exception) ce npeansBuKBaT UMM OT FPELLKM MO BPEME
Ha N3NbMIHEHWE, NN OT NOTPEebUTENCcKa 3asiBKa.

» OC e ynpaBnaBaHa OT npekbcBaHuA (interrupt
driven).
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[IpekbcBaHUA

[lpekbcBaHUATA npegaesart
KOHTpona KbM crneymarnHa
nporpamMa 3a TsaxHaTa obpaboTka
(interrupt routine).

OnpepensHe BMaa Ha
NPEKbCBAHETO:

— Polling — n3eukea ce egHa 1 cblia
nporpama 3a obpaboTka 3a BCUYKMK
npekbcBaHUsA. Ta OT CBOS CTpaHa
3anMTBa BCUYKM YCTPOMCTBA 3a Aa
onpegenu npuynHaTa 3a
NPEKbCBAHETO.

— Interrupt Vector Table -
N3nNon3eaTt ce pasfnyHKU nporpamm
3a obpaboTtka Ha  pasnuyHu
NpeKkbCBaHMUA.

H003h
000Bh
0013h
001Bh
023h
002Bh
00330
003Bh
0043h
004Bh
0053h
095Bh
0630
00GBh
0073n
(a¥Bh

-~ TR - T R S -]

i
LA R s =

-
&n

Interrupt Number

17
18
19
20
M
22
23
24
5
26
27
i
Pl
o
H

0083h
N&EH
0043h
09BN
(AT
DOABR
00B3h
DOEBN
00C3h
DOCBhR
00D3n
HDBn
(MEIh
DOEBh
O0F3h
QGFBR
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PeXXumMmmn Ha nsnbsriHeHue

MexaHnsbm, nossonssaw, OC ga 3awmTtn cedbe cu n gpyru
CUCTEMHU KOMIMOHEHTMW.

[1Ba pexxmma Ha U3nbfHEHUE:
— User mode n kernel mode
— Mode bit (0 or 1) npegocTtaBeH OT xapayepa

« PasrpaHnyaBaHe kora ce u3nbrHsBa
noTpebuTenckn nnun Kkoa Ha sapoTo.

* Hakon nHcTpykuum (privileged) morat ga ce
N3NBbIHABAT €4UHCTBEHO B PEXUM Ha s4po0.

« CncteMHO M3BMKBaAHE NPOMEHS pexuma B kernel,
BpblLaHe OT HEro Bb3CTaHOBABA USEr PeXxXunMm.

Bce noBeue CPUs nogabpxaTt multi-mode onepauunmn

— Hanpuwmep, virtual machine manager (VMM) pexum
3a guest VMs.
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[lpeMmnHaBaHe oT NnoTpebutenckn B
CUCTEMEH PEXNM

user process
user mode
user process executing » calls system call return from system call (mode bit = 1)
\ Fal
LY ¥ 4
A ¥4
kernel trap return
s mode bit=0 mode bit = 1
kernel mode
execute system call (mode bit = 0)
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CuncreMHu N3BUKBaHUSA

* WHTepdenc mexay nanwrHapawarta ce nporpama n OC.
— WHcTpyKkummn Ha acembnep.
— [unpekTHo nssukBaHe (e3uk C).

open ()
user

mode
system call interface
kernel
made A
| open ()
* Implementation
i » ofopen()
i system call
Ll L]
refum
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CUNCTEMHUN N3BUKBAHUS - MPUMeED

#include <unistd.h>

ssize t read(int fd, wvoid *buf, size_ t count)
I | | | | |
return function param eters
value name
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[lpejaBaHe Ha nNapaMeTpu KbM
CUCTEMHU N3BUKBAHUA

* Ypes perncrtpute Ha npouecopa
(orpaHu4yeHune rno dpown).

« Ypes Onok ot nameTtTa (Tadbnuua).
* Ypes cTeka Ha nporpamara.




Buoose cucteMHu n3BUKBAHUS

* YnpaBneHue Ha npouecwu,
 MaHunynupaHe c dgpamnnose;
 MaHunynunpaHe c yCTpOUCTBa;
* [logaobpkaHe Ha MHOpPMaUUS;
* KomyHukaums;

e 3awwmrTa.
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[Tpumepn Ha CUCTEMHU U3BUKBAHUA

Process
Control

File
Manipulation

Device
Manipulation

Information
Maintenance

Communication

Protection

Windows

CreateProcess ()
ExitProcess()
WaitForSingleObject ()

CreateFile()
ReadFile()
WriteFile()
CloseHandle ()

SetConsoleMode ()
ReadConsole()
WriteConsole()

GetCurrentProcessID()
SetTimer ()
Sleep()

CreatePipe()
CreateFileMapping()
MapViewOfFile ()

SetFileSecurity ()

InitlializeSecurityDescriptor()
SetSecurityDescriptorGroup()

Unix

fork()
exit()
wait ()

open()
read ()
write()
close()

ioctl()
read()

write()

getpid()
alarm()
sleep()

pipe )
shmget ()
mmap ()

chmod ()
umask ()
chown()
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[Tpumep — ctaHpapTHa C bubnunoTteka

#include <stdio.h=
int main ( )

{

printf ("Greetings"); |-

return O;
}

user
mode x

standard C library —_—
kernel
mode

write ()
write ()
systemn call
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MS-DOS

Single-tasking.
IHTepnpeTaTopbT Ce N3BUKBA
npwu boot Ha cnucrtemara.

He ce cb3gasa npouec npu
cTapTupaHe Ha nporpama.

EOVMHWMYHO NpoCTpaHCTBO Ha
nameTTa.

[1pn 3apexgaHe Ha nporpama ce
nNpenokpuBa BCUYKo 6e3 54poTo.

[1pn 3aBbLpLUBAHE Ha Nporpama
ce 3apexnaa MHTepnpeTaTopa.

free memory

free memory

command
interpreter

process

kernel

command
interpreter

(a)

kernel

(b)
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BSD Linux

Multi-tasking.

[1pn noreaHe Ha noTpebuTten ce
N3BMKBA WHTEprpeTaTop no n3dop.

3a cb3gaBaHe Ha rnpouec
NHTepnpeTaTopbT N3BuKa fork().

[TIpouecHhT 3aBbpLUBaA C KOA;:
« Kog=0-0K
 Kopa > 0 - Npewka.

process D

free memory

process C

interpreter

process B

kernel
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Buptyanusauu4

[Tossongasa OC ga ctapTtupa npunoxeHus B gpyrn OC.

Emulation — korato CPU Ha n3to4yHuka ce pasnum4yaBsa
OT TO3M Ha uenesarta mawunHa (PowerPC kbm Intel x86)

— baBeH meToa 3a n3anbiHEHUE.
— WHTepnpeTtaTtopu.

Virtualization — OC e ecTecTBeHO KoMMnunupaHa 3a
CPU, wuanbnHsBaw, guest OC, cblWoO €eCcTecTBeEHO
KOMNUNMpaHa 3a Hero

— Hypervisor - npefoctaBd BUpTyanmsaunOHHN
yCnyru.
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BupTtyanunsauus

Physical Machine

Application

OS5

Hardware i
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Virtual Machine 1

Application

oS

Buptyanusauu4

Virtual Machine 2 Virtual Machine

Application

Q5

Application

OS5

Virtual Machine Monitor (VMM) (aka Hypervisor)

Hardware
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Bbnpocu?
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