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OCHOBHU MOMCHTH

e 3ammTa Ha yeOcauT
« HTTPS

* 3amuTa Ha TPAH3AKIUUTE:
— SSL
— TSL

* EnexTpoHeH nmoamnuc
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KoMIiipoMeTrupaHe Ha canuT
IIpaBu ce ¢ aBTOMaTu3UpaHu CKPUIITOBE, C
KOUTO:
* CE KpaJar JaHHHU

* ce 00e300pa3siBa BU3MATA HA yeO caiTa ¢ 1ell
3ary0a Ha KJIMCHTHU

* C€ OIMTBA Ja M3II0J3Ba ChbPBHpPA KATO
rIar@opmMa 3a UMEMII CIiaM

* CE€ HACTpOMBaA CHPBHPA, 3a 1A CIYKHU HA
(palJIOBE OT HE3AKOHEH XapaKTep
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3amuTa Ha yeOCauT - moaxXoau

* Jla ce moaabpka codpTyepa akTyaleH
— Ha OC u npunoxenusita
— OT XOCTHHT KOMIIaHUATA
— Ot TpeTu cTpaHu, OCUTYPSABAIIN YCIYTH 3a CAUTA
* Jla ce 3amuTu oT SQL injection araku (M3M0/I3BaT Ce MoJjieTara Ha yeo
dbopma i URL mapamersp, 3a Ja ce Noaydu JOCThII 10 0a3aTa JaHHU)
M3II0JI3BAHETO HA cTaHAapTHa Transact SQL He ce npenopbyBa, T.K.
JOITyCKa MpOMsHA B KOJa Ha 3asBKara U MaHUIYyJUpaHe Ha TaOJIUIUTE.
J1a ce mos3Bar napaMeTpu3upaHu 3aaBKU:
Hanpumep 3agBkara:

"SELECT * FROM table WHERE column

'" + parameter

_|_ mwi ; "

Mosxe na ObJie 3JIOHAMEPEHO NPOMEHEHA Ha:

"SELECT * FROM table WHERE column = '' OR
rpr=r71" ; "

Toit karo 1=1 e BUHaru ucTUHA, TOBA I11€ MMO3BOJIM HA HamajaTess aa 100aBu
ION'BJIHUTEIHA 00paboTKa B Kpas Ha SQL 3asBKara, KOSITO ChIIO 1€ ObJIe
M3MbJIHEHA.
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3amuTa Ha yeOCauT - moaxXoau

* Jla ce popmynupar o010 CHOOIIECHUSTA 3a
rpemnika:
— “CrpenieHo uMe uiy 1apoiia’, a He “CrpemieHa
napoJia’ — aTaKyBaIlUAT 110 METOAA Ha rpydara
CHUJIa III€ Pa3IpeIeIn CHUIIN BbPXY 2 IMOJIETA, T.K. HE

MY € IIOACKA3aHO, 4C CITHOTO II0JIC € BIPHO
ITOITBJIHCHO.

* Banupanus v 1ipu KianeHTa (Opay3epa) u npu
ChpPBbpa

— Manku nponycku BB (popMaTa 3a BbBEXKIaAHE
(mpa3Hu HoJeTa, TEKCT B IOJIE 3a YMCJIA...) MOTaT
7a JOBeAaT A0 ‘3aKa4aHEe Ha 3JIOHAMEPEH KO/
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3amuTa Ha yeOCauT - moaxXoau

* Jla ce 0OOMHCIIM OJIXUTHKATA 3a IAPOJIM 34 JOCTHII
— CuitHy napoiu (>8 CuMBOJIa, # TUIT CUMBOJIH. .. )
— Yecra cMsaHa Ha mapoau
— I'eneparop Ha naposu

— CbXpaHsBaT C€ KPUIITUPAHU C €THOMOCOYEH AJITOPUTHM 34
xemupane SHA

— NETnopenocras BrpajaeHu (GyHKIIUM 32 CUTYPHOCT -
I'OTOBH KOHTPOJIHX 3a BXOI U 34 Bb3CTAHOBABAHC HA
mapoJara.

* Jla ce mon3Ba SSL npoTokos nmpu oOMEH Ha
YyBCTBUTEJIHA MH(pOpMALIUSI MEXK Iy Opay3epa u yeo
ChpBbpa WM 0a3ara JaHHHU.

* Jla ce nmom3Ba suPHP Bmecto PHP, 3a na ce nmonssa
cauTa caMO OT HOTPEOMUTEIN, Ha KOUTO € Pa3pelIeHO
TOBA.
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3amuTa Ha yeOCauT - moaxXoau

KauBane (Upload) Ha (aiiioBe KbM caliTa:

* Bceku (aii Moxe J1a ChIbpKa CKPUIT, KOMTO Ja “XakHe™
caura.

* IloBeueTo popmaTu 3a N300paKECHUS IIO3BOJISIBAT ChXPaHSIBAHE
HAa KOMEHTAap - 4acT, KOATO MOXKe Aa cbabpxka PHP xox, korTo
MOX€E J1a ObJi€ U3BIHEH OT ChPBBpA.

e 3a ¢opma 3a KauBaHE Ha U300paKCHUS:

— OTBapsiHE Ha (pailyia M YETEHE Ha 3aIjlaBHATa 4acT, 3a Jia Ce
IPOBEPH JAJIM HAUCTHUHA € N300paKEHUE;

— J1a ce IpoBepH (paiiia 1a He € ¢ ABOMHO pa3IIupEHUE
(opit.jpg.php);

— Jla c€ IIpeMMEHYBa (paiiia IIpy KauyBaHETO MY, 32 J1a CE
rapaHTHpa, 4€ HIMa Ja € C Pa3IINPECHNUE HA U3IThJIHUM
(hai;
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3amuTa Ha yeOCauT - moaxXoau

* Jla ce cp3nane (arin .htaccess
deny from all
<Files ~ ""\w+\. (gif|jpe?g|png)sS">
order deny,allow
allow from all
</Files>

* Jla ce mpenoTBpaTu IUPEKTEH JOCTHI J0 BCUYKH KauyeHH (pailjioBe KaTo

CC CbXpaHABAT B OTACJHA IIallKa, pa3/IMdHa OT webr 00!, HalIpUMED:
<img src="/imageDelivery.php?id=1234" />
<?php
// imageDelivery.php

// Fetch image filename from database based on
$ GET["id"]

// Deliver image to browser
Header ('Content-Type: image/gif');
readfile ('images/'.$fileName) ;

?>
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http://december.com/html/4/element/img.html

3ammTa Ha ChbpPBbBPA

* OrpaHuyaBaHe Ha (PU3NYECKHUS JOCTHI IO ChPBbpA —
caMO OT OTOPH3HUPaAHU JIMIIA

* [lo BE3MOXKHOCT pasnojiarase Ha cbpBbpa B DMZ

* Bawurane Ha firewall n O10kMpaHe Ha HEUBIIOJI3BAHUTE
IIOPTOBE, pazpenraBaHe camo Ha moprose 80 u 443

* 3a oTHajiedcH JOCTHI U Ka4yBaHE Ha (paijIoBe Aa ce
nnoji3Bar camo SSH uiu SFTP

e AKo ¢ Bb3MOXHO, b/1 1a ObJic HA OT/Ie/IHA MallIMHa OT
Ta3u Ha Web ChbpBbBPA, 3a Aa HIMA JUPEKTEH JOCTHI J0
HEs OTBBH.

* AKO ce noJj3Ba XOCTHHT — Jia ce miatu 3a VPS hosting,
KOETO TapaHTHpa OTACISIHETO Ha CaiiTa OT OCTaHAJIUTE
M Ch3/1aBaHE Ha IIEPCOHAJIHA 3alllUTHA CTCHA 3a HEIro
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(CpencTBa 3a TECTBAHE CUTYPHOCTTA Ha

cauTa
e besmaaraure:

— Netsparker - https://www.netsparker.coégwe!-

vulnerability-scanner/ |
— OpenVAS- htt*o://Www.openvas.org/'Q,QEﬁnMAﬁ
— Fiddler - http://www.telerik.com/download/fiddler
— Security Review for Drupal - m
https://www.drupal.org/project/security
— Acunetix WP Security plugin for WordPress -
https://wordpress.org/plugins/wp-security-scan/
* U miareHusT: m D

® Integrates with WebsiteDefender
® Disables Database Emor Reporting

— https://www.sitelock.com/

St ook
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CUTrypHOCT Ha TpaH3aKIUUTE - SSL

* SSL (Secure Socket Layer) mpoTOKOIbT
OCHUT'ypsIBa KpUIITHpaHa Bpb3Ka MEKAY ChbpPBbpa
(yeO canTa) U KJIUECHTCKHUS Opay3bp, KaTo MO TO3HU
HA4YMH 3allMTaBa OOMEHsIIaTa ce nH(popMaLus OT
HEOTOPHU3UPAHO IIPUXBAIIIAHE.

* Kpunrupane Ha Bpb3kara upe3 SSL cepTtudukar e
IPENOPHUYUTEIHO 3a BCHYKH OHJIAMH MIaT()OpMHU
M €JICKTPOHHU Mara3uHH, B KOUTO ITOTPEOUTEIIUTE
BBBEK AT JTMYHHU JAaHHHU W/WUIA U3BBPIIBAT
OHJIAMH pa3IalllaHus.

* SSL ceprudukarure nmevyesT J0BepPHETO U
OCUT'YPSIBAT HA NMOTPEOUTEIUTE HA calTa
CUT'YPHOCT U CIIOKOUCTBHUE MPHU BHBEKIAHETO
HA KOH(peaeHIHATHA HH(popMaLM.
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2/18/2024

SSL- pyHKIIMOHUpaHE

3asiBKa 32 YCTAaHOBSIBAHE HA
3ammreHa SSL cecus

N3npaiiane Ha JaHHU 32 BaJIUIHOCT
Ha cepTUdHUKaTa U JaI1 € C OAIHUC
OT JIOCTOBEPEH M3TOUYHUK

N3npaimane Ha K104 3a KPUIITUPAHE
Ha cecusATa, KPUIITUPAH C ITyOIUYHUS
KIIF0Y HA ChPREPA

Jlexpurntupase Ha KJiroya C
YACTHUS KIIFOY U YCTAaHOBSIBAHE
Ha 3amuTeHa SSL cecus

A
I

4-----@-----'
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SSL ceprudukar

* Tosa e (paiin, nHCTANMpaH HA yeO CHPBBPA, HA
KOMTO C€ HaMHUpa camTa.

* Tolt ce chCTOM OT MyOJIUYEH KIIIOY U
OOITBJIHUTEIHA HH(POPMALIHS, 3aKOAUpaHa B
ceprudukara - UMETO Ha JOMEHHA, UMETO Ha
(¢upMmara, gpyra pupmeHa nHGopMalus 1 T.H. B
3aBUCUMOCT OT TUNa Ha caMmus SSL cepTudukar.

* [IyOnm4YHUAT K104 C€ ChABpKaA B CEpTU(DHUKATA U
ce u3mpaiia Ha Opay3bpa, Ciaesl KOCTO Opay3bpbT
IpOBEPsIBA, JAIN CEPTUPUKATHT € BaIUICH U
Bepu(pHUIIMPA, 1aTIh YO ChPBBPBHT € TOUHO TO3H,
3a KOUTO CE NPEIACTABA.
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BamuaeH ceprudukar

* JlaTrara Ha U3TUYAaHE HA CEpTU(HUKATA J1A €
CJIeJl TeKylara jgara. Bcuuku cepTudukaru ce
M3/1aBaT C ONPEICICH CPOK Ha BaTUIHOCT.

— AKO cepTH(UKATHT € U3TEKBJI, TO TOU CE€ MpUeMa
3a HEBAJIMJICH W HA IIOCETUTEIIUTE HA CAUTa CE
IOKa3Ba MPEAYNPEAUTEIIHO ChOOIICHHUE.

* ImeTo Ha goMeliHa (caiTa) TpsOBa Ja ChBIIAaA
C TOBa, KOETO € 3aJaJCHO B CepTHU(HUKATA.

— B cirydail Ha HECBhBIIAJCHUE, CEPTUPUKATHT CE
IpreMa 3a HEBAJIMJCH U HAa MOTPEOUTEINS CE
I0Ka3Ba MPEAYNPEAUTEIIHO ChOOILCHHUE.
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Bunoe SSL ceprudrkaru

* Self Sign (0e3n1aTeH)

— ToBa ca cepTudukaru, KOUTO HE ca U3JAACHHU OT
"Certificate Authority" u mpu 3apex1aHeTo Ha caiTa,
Opay3bpuTe IOKa3BaT ChOOIICHUE, Y€ CAUTHT MOXKE Ja
ChIABbpIKa MOTEHIIMAJIEH PUCK 3a JJaHHUTE Ha KIIMEHTA.

— To3u Tin cepTudurraT 0OMKHOBEHO CE€ M3II0JI3BAT 110
BpEeME Ha pa3BOs M TECTBAHETO Ha yeO MPHUI0KEHUETO, HO
He ca 100bp U300p 3a peanaHa padoTa Ha calTa.
 U3naneHu oT JO0BEePEH OTOPU3HpPALl OPraH
(Certificate Authority)

— CepTudUKaTHT CE€ U3/1aBa OT JIOBEPEH OTOPHU3MpAIl] OPraH

“Certificate Authority” — GeoTrust, Symantec (VeriSign)...

— Ilpu 3apexa1aHeTo Ha canTa KIIMEHTHT BHXK/1A, 4e
cepTu(PUKaThT € BaujacH. COUCHKBT C BCUUKH JOBEPECHU
OTOPU3HPAII OPTaHU € NJOCTHIICH BbB BCEKU €IUH OT
ChbBPEMEHHUTE yeO Opay3bpH.
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Hampumep

Geolrust e BTOPWAT MO rofieMyMHa M34aTeN Ha uMbpoemn cepTUdHKaATH B CBETa, C NoBeYe OT

Geolrust r.g 500 000 akTuBHW cepTuduKaTta, MHCTanMpanu B Hag 170 crpanu. GeoTrust cepTudukaTure
neyenaT AOBEPUETO Ha NOTPEOUTENUTE U OCHIYPABAT HAAEXKAHW U 3aUMTEHW OHNARH
TpaH3aKLUMu.
5 RapidSSL 1 roJTMHA, 41.75 JIB. 1 v ] 41.75 JB.
o QuickSSL Premium 1ToaMHAa, 196.90 JIB. 1 v O 196.90 JIE.
5 True BusinessID 1 roiHa, 284.90 JB. 1 v O 284.90 JB.
m  True BusinessID with EV 1 roguHa, 625.90 JIB. 1 v 0O 625.90 JIB.
True BusinessID Wildeard 1 roAuHAa, 1120.90 JIB. 1 v 0  1120.90 JB.
Symantec (VeriSign) e nuaep cpea vagatenure Ha SSL cepTudmkaTt, Nnonseaul ce C Hai-
rlS]_gn’ ronAMo AOBEPKWE NPU NPeanaraHeTo Ha OHNAaiH pEeleHNA 3a NOBWILEBAHE Ha CUIYPHOCTTA.
Ceptudukatute Ha Symantec (VeriSign) rapaHTMpaT MakcMManHa CUrypHOCT npu
eNeKTpoHHaTa TbProBusa, KOMyHUKaUMATa U obMaHaTa Ha MHdopMaura B MHTEPHET.
¥  Secure Site 1 TOJIMHA, 1142.90 JIB. 1 v O 1142.90 JIB.
&  Secure Site Pro 1ToaMHa, 2748.90 JB. 1 v O 2748.90 JB.
&  Secure Site With EV 1 roguHa, 2858.90 JB. 1 v O 2858.90 yB.
¥  Secure Site Pro With EV 1 TOfAHA, 4178.90 JIB. 1 v (] 4178.90 JB.
EECT'GD Sectigo e eiHa OT U3BECTHWTE M AOBEepeHU Mapku B cdepaTta Ha IT curypHocTTa. SSL
cepTudrkaTUTe Sectigo ca MAKCMMANIHO MBKABW M A0CTBMHW K OTFOBAPAT Ha WWPOK
cnekTbp oT NoTpebHOCTU 3a 3auuTa.
O  Sectigo Essential 1 TO/IHHA, 44.83 JIB. 1 v O 44.83 JB.
O  Sectigo Essential Wildcard 1 ro/iMHA, 251.90 JIB. 1 v O 251.90 JIB.
9 Sectigo Premium Wildcard 1 roguHa, 548.90 JEB. 1 v [0 548.90=.
S Sectigo EV 1 rojpuHa, 649.00 JIB. 1 v O 649.00 JIB.
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HuBO Ha Basmmanmsa Ha SHL

CepTU(PUKATUTE
e Banunanug mo 10MeUH

* Bamupaiuys 1o opraHusanus

* Pazmmpena Banuaanus (Extended Validation)

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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N3naBane Ha SSL ceprudukar

* Jla ce n30epe TOYHOTO UME Ha JIOMEeHH, C KOMTO I1I€ Ce U3I0JI3Ba cepTuduKara.

— 3a SSL ceprudukarute superhosting.bg e paznuuen or www.superhosting.bg (TexHudecku
TOBa Ca Pa3JIMYHM JIOMEWHH, Thil KaTo "WwWWw." € TIOJIJIOMEHH U eIUH cepTU(HUKAT HE OU MOT'BJI
7a 00CITy’KBa U JIBaTa ajpeca).

— Hsama npoGnem cepTudukarsT 1a ce u3aaje 3a €IUH OT JBara ajgpeca U cjell TOBa, 3a
CTpPaHUIIUTE, 32 KOUTO 1€ CE€ KPUIITUPA BPBh3KaTa, B KOJIa HA caliTa JUHKOBETE J1a Ca KbM
CHOTBETHHS aJIpec, MO3BOJISBAI] KPUTITUPAHETO HA Bph3Kara U MOJI3BAHETO Ha cepTudukara.

* Jla uma Ccbh31aJICH BaJIMJICH UMCHI KbM JOMEMHA

— Hampumep ssladmin@yourdomain.com

* Jla ce BbBEIAT JAHHUTE, KOUTO 1€ CE€ U3MOJ3BaT 3a CepTU(rKaTa
— uMe Ha pupmMa, aapec, UMeil, TenedoH.

* Jla ce renepupa u uznparu Certificate signing request (CSR).

* 3awuzaaBaHeTo Ha cepTudukar ¢ pasmupena saauganua (Extended Validation)
MMa HSIKOU 0COOEHOCTH:

e (Crenpamara CThIIKa € BepU(pHUKaALIMS Ha KOMITAHUSTA, 3a KOSATO € 3asBEH
cepTudukara- mpoBepka, Aanu pupmara € perucTprupaHa B CbOTBETHATa AbpPKaBa,
KOMITaHUSITA 1a TOCOYM aapec Ha opuc v pupMeH TeaedoH. 3a BCSIKa KOMIaHUS
MOXKeE Ja ObJIaT U3BbPILICHU MTPOBEPKHU HA PA3JIMYHU HUBA, KATO TOBA 3aBUCH OT
npeleHKaTa Ha U31aresis Ha cepTudukara.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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Nucranupane Ha SSL cepTudukar

* SSL ceptudukar 3aabLKUTEIIHO C€ HHCTAIIMPA
Ha peajicH cratnueH IP agpec.

* MHcrananuara u koHpurypamusta Ha 1P
aapeca u cepTuduKara ce U3BbPIIBAT HAITBJIHO
0e3IJIaTHO, N3ISJIO OT OTIeja IO TeXHUUEeCcKa
MOIAPHKKA HA XOCTUHI KOMITAHUATA.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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Transport Layer Security (TLS)

* Pa3paboten ot Netscape Communications.
* Omucan € B RFC 5246 v ce ocHoBaBa Ha SSL.

* Kpunrorpadcku npoTOKOI, KOMTO OCUTypPsIBa
CUT'YPHOCT Ha KOMyHHKalMsATa no MHTEepHET.

* IIpennasHaueH 3a npeaoTBparIBaHE HA
IOACAYIIBAHE U IIOAIPABIHE HA
KOMYHHUKAIIUATA KIUEHT-ChPBBP.

* Pabotu Ha Transport Layer, n3noa3Banku
acCUMETpHYHa Kpunrorpadus 3a JNIHUS
message authentication code 3a HageKIHOCTTA
Ha CHOOIIIEHUETO.
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TLS- ¢pyaxkumonupane

TLS KIUEeHTHT U ChbPBBPHT AOTOBAPAT JUHAMUYHA Bpb3Ka upe3 handshaking npoueaypa.

3asBKa 3a ycTaHOBsABaHE Ha 3auiuTeHa TLS cecus, npuapbxKeHa CbC CIIUCHK
Ha ciphers u hash functions

CbpBBpPBT N30HPA HAN-CUIIHUS ITU('BP U XEII (DYHKIUS U YBEAOMSIBA
KJIMeHTa 3a pernieHueTo. CbpBbPHT U3Mpaiia o0paTHO UAECHTU(DUKAIUATA CU
noJt ¢popmara Ha 1udpoB ceprudukar. CepTudukarbT 0OUKHOBEHO
ChIBpKa UMETO Ha ChpBBHpa, U3aanusT ro certificate authority (CA) u
IyOIUYCH K :

KineHThT MOXeE Ja NOTBBPIX BaJIMIHOCTTA HA
cepTuduKara. KIMEHTHT KPUITUPA CIYyYaHHO YHUCIIO C
nyONUYHUS KJTIOY Ha ChPBBpa M My H3IIpailia pe3yarara

JlekpuntupaHe Ha KJI04a ¢ YaCTHUS KITF0Y U
ycTaHOBsiBaHE Ha 3amuTeHa TLS cecus

Q) ]

|
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Curypuoct npu HTTP2.0 / HTTP3.0

N3nonzea TLS He nomsBa TLS karo otaenen ciou
Kommpecupa xenbpure
[TIpuoputusupa 3asBKUTE

Nznpamia kopenatuBHu (cBbp3anu) HTTP pecypceu, 3a 1a MUHUMU3UpA 3asIBKUTE KbM TAX B
enHa TCP xoHekuus

IIpenacs ce or TCP IIpenacs ce ot Quick UDP Internet Connections (QUIC),
pa3zpadoten ot Google:
* BIpaJICHO MYJITHILIEKCUPAHE,
e per-stream flow control,
* yCTaHOBsiBa KOHeKIua ¢ low-latency
e pxmouBa TLS 1.3, a He ro moa3Ba KaTo OTJIEICH CIOM.

GET /about.html 16e1e ©1181 1166 ©eee1 16e1@ @111 1166 eeeel

Host: www.example.com aa1 ae1 118 1081 ae1 881 118 101
HTTP/11 HTTP/2 HTTP/3

TLS (optional) LS QUIC (+TLS)

TCP TCP

Web browser makes several parallel Web browser makes one TCP Web browser makes one QUIC

requests for page contents: connection with requests for all page connection with requests for all page
HTML, images, style, JS contents in HTTP/2 streams (binary) contents in QUIC streams (binary)
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Jlorosapsiue Ha Bepcuara Ha H1TTP

HTTP Request Over TCP + TLS o

Client Server

TCP SYN
TCP SYN + ACK

TCP ACK

TLS ClientHello
TLS ServerHello P

TLS Finished
HTTP Request

HTTP Response

HTTP Request Over QUIC

Client Server
QuIC
QuiIcC

QuUIC

HTTP Request

HTTP Response

[Ipu HTTP2.0 ce n3non3a TLS handshake,
3a J]a C€ OTKpHE JaIu KIUCHTHT U ChbPBbPBT
ca CII0COOHHU Ja KOMYHHKHpPAT Ipe3
HTTP2.0 npenu Bpb3kaTa ga 0bae
yCTaHOBEHA.

KnuentsT ycranossiBa TCP Bpb3Ka 3a
nbpBoHavanHara HTTP 3asaBka.

OTroBOPHT OT CHPBBP, KOUTO MOAIBPKA
HTTP3.0, BximrouBa B xeabpa Alt-Sve, 3a na
nocoun UDP nmopra, Ha KouTO ciylia 3a
HTTP3.0 Tpadux.

bpay3bpbT IIOMHU KOM CAUTOBE MOAAbPXKAT
QUIC, 3a na enuMUHUPAT BPEMETO 3a
pa3MsiHa Ha CIy»K€OHU CHOOIIECHUS 32
IOrOBapsIHE HA Bpb3Kara.
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EJleKTpOHEH MOAIINC

* EnekTpoHeH nmoanuc — koMOMHAaIMs OT OyKBU U LIU(PH,
4ype3 KOATO C€ UACHTHU(UIMPA IIPUTEKATEIAT Ha TTOAIIKCA.
* Cnyxu3a:

— NeomnpoBepKMMOCT Ha CJIeJIKaTa Ype3 U3/1aBaHe HA JOKYMEHTH,
CBBP3aHHU C €-TIOIHIC

— KonduaeHuuaaiHOCT Ha caelKaTa
— BamuagHocT o Bpeme
* lma ceprudunmpail] oprad, KOMTO U3/1aBa CEPTU(PUKATH,
yI0CTOBEPSBAIIN UJICHTUYHOCTTA Ha
(bU3UYECKOTO/FOPUINYECKOTO JIUIE, KOUTO ChIbPKAT:

— Hme Ha moTpedOuTens

— Jlara Ha U3maBaHe

— CpoK Ha BaJIMAHOCT

— IlyOnuuen xirou

— YacreH kinrou (e-Imoamnuca)
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Bunose e-nmoanuc

* OOMKHOBEH - JOCTaThYHO CUTYPEH U PA3KPHBa
KOW € aBTOPA, YIOCTOBEPSABA CHITIACUETO MY B
CIEIKaTa M 3allTaBa ChbAbPKAHUETO HA
OOKYMEHTA OT IIOCJICABAIIN IIPOMEHHU

* YCBBBPIICHCTBAH - “NPeo0pa3zyBaHO €ICKTPOHHO
M3SIBJICHUE, BKIIFOYCHO, T00ABEHO WU JIOTHYECKHU
CBBP3aHO ChC CHINOTO U3SBICHUE MPEIU
npeoOpa3zyBaHeTo”, T.€. Jl00aBs ce JOIbIHUTEICH
TEKCT, €JHA 4aCT OT KOUTO € IBCH KJIIOY, a
OCTaHajaTa € KOH(PUIEHIIMaIHa U ce IIpeoOpa3yBa
IIPH C€JICKTPOHHO U3SIBIICHUE

* YHHUBEPCAJICH - YAOCTOBEPEHUETO 3a HETO €
M3J1aJICHO OT JOCTABYMK HA YOOCTOBECPUTCIIHU
YCIyTH

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



JlocTaBumMIiM, KOUTO UMAT pa3peIICHUE
1A U31aBaT CJICKTPOHEH MOIINC B

bearapus

https://nss1.bg/kontakti/vryzki/dostavchici-koito-
imat-razreshenie-da-1zdavat-elektronen-podpis-

bg/
* ..bopuka-bankcepsus” A/l

o Mudopmanimonso oocayxpane” AJl
o JHMHubponorapu” EAJ]

* .EBpOTPBCT TeXHOIBKUC Al

* ..CEII bearapus” AJl
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https://nssi.bg/kontakti/vryzki/dostavchici-koito-imat-razreshenie-da-izdavat-elektronen-podpis-bg/
https://www.b-trust.bg/eID/
https://www.stampit.org/
https://www.infonotary.com/
https://www.evrotrust.com/landing/bg
https://www.esign.bg/

CrangapTu 3a U(ppPOB MOIINC. ...

Reference

Feature

PDF Reference 1.7 (IS0 32000-1) . See also POF for Archive (POF/A) and POF for Exchanage (POF/X).

Representing signatures in the PDF language.

RFC 3230, Internet X, 509v3 Public Key Infrastructure, Certificate and Certificate Revocation List (CRL) Profile,

CRL revocation checking, chain building, path validation, cross certificates,
multiple chains.

RFC 2560, ¥.509 Internet PKI Online Certificate Status Protocol-0OCSP.

QCSP revocation checking.

RFC 3161, Internet ¥. 509 Public Key Infrastructure Time-Stamp Protocol

Timestamping: signing and signature validation.

RFC 3281, Atfribute Certificate Profile, 5. Farrell, R. Housley April 2002,

Attribute certificates.

RFC 2437, PECS #1: RSA Cryptography Spedfications Version 2.0 (1024, 2043, 4094).

A format used for creating a digital sionature object which is embedded in a
document.

RFC 23398, PKCS #5: Password-Based Cryptography Spedification Ver, 2.0,

Password security,

RFC 2315, PKCS #7: Cryptographic Message Syntax, Version 1.5,

A format used for creating a digital signature object which is embedded in a
document,

PKICS #11: URI Scheme

Cryptographic token interface (smart cards, tokens, etc.)

RFC 1321, The MD5 Message-Digest Algorithm

Creating a document hash during signing.

RFC 3174, US Secure Hash Algorithm 1 (SHA1)

Creating a document hash during signing. Deprecated with 11.0,

RFC 6234 US Secure Hash Algorithms (SHA and SHA-based HMAC and HEDF)

Creating a document hash during signing.

FIPS PIUB 136-2, Digital Signature Standard, Describes DSA signatures,

Digital signatures. Deprecated with 11.0.

FIPS PUB 185-3, Digital Signature Standard. Supported by 11.x products.,

Digital signatures. 11.0 introduces support for 3 ECDSA named curves.

FIPS PUB 135-4, Digital Signature Standard. Supported by 11.x products.

Digital signatures.

FIPS PUB 197, Advanced Encryption Standard (AES 128, 256).

Certificate security.

ISISHVTT Spedification w, 1.1 March 2004,

Attribute certificates.

MIST PKITS "Public Key Interoperability Test Suite Certification Path Validation™

Chain building and path validation, induding cross certificates and multiple chains.

QID5, ASM.1

Ohject identifiers (OIDs)

RFC 2336, Uniform Resource Identifiers (URI): Generic Syntax.,

All,

RFC 2595, Using TLS with IMAP, POP3 and ACAP.

The PLAIM authentication mechanism used by the roaming ID feature.

RFC 3778, The application/pdf Media Type. Adobe Systems Incorporated.

Describes PDF media type, digital signatures, and encryption.

ET=I 102 7738 PDF Advanced Electronic Signatures (PAdES), Parts 1,2,3 and 4.

Digital signature; espedally LTV.

ETSI/ESI Technical Standard (TS) 102 778

Digital signatures.

JITC: Joint Interoperability Test Command PEI compliance test suite

Al WL 2 . AR EERT

DoD-mandated PKI test suite. Compliant since 7.x. See http://blogs.adobe.com
fsecurity ftag fjitc,




Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



