KomnroTtspHa, HHPOPMAIIMOHHA U
MPEKOBA CUTYPHOCT

npod. 1-p uHk. BeHera Anekcuesna,

npod. I-p UHXK. XpUCTO Bbha4aHOB

2/18/2024 npod. n-p nrx. Benera Anexcuesa u npod. a1-p nxx. Xpucto Boauanos



OCHOBHU MOMEHTH

* YKa3zaHud 3a U3NuTa
e CpmocT Ha qucuuruimdara “KMC”

* OCHOBHU TTOHATHSA
— MpexoBa CUTYPHOCT

— MHdopManimoHHa CUTYPHOCT
* Puck

* VI93BUMOCTHU

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



N3nuT 3a104HO0 00y4YeHHE

* Bpewme 3a pabora:
— 90 MuHYTH
* dopmar:
— TecTbT cHaABPKA SO BBIIPOCA.
— Bowropocute ca ¢ equH WIM HAKOJKO OTTOBOpA.

— HaBI/IFaI_[I/I}ITa € CaMO HaAIIpC€a U HC MOZKC da CC BPbllld KbM
IIPEMHHAT BBIIPOC, HC3aBUCHUMO AAJIM € IIOCOYCH OTI'OBOP
NJIN HC.

* OucHsBaHE:
— Jlo 100 Touku oT U3nuTa
* KOHCIIEKT ¥ IPE3CHTALIUU:
— Ha cs.tu-varna.bg, B MSTeams
* KonHcynranuu:
— OO0sBenu npen 207-4E ; B MSTeams

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



N30T penoBHO 00ydeHHE

* Bpewme 3a pabora:
— 40 MuHYTH
* dopmar:
— TecTbT chabpxka 20 BIpOCA.
— Bbenopocute ca ¢ e1uH Wid HAKOJIKO OTTOBOPA.

— HaBPIl"aHI/I}ITa € CaMO HaAIIpCa 1 HC MOZKC JId CC BPbIIA
KBbM IIPCMHUHAT BbIIPOC, HC3dABUCHUMO AJIH € IIOCOYCH
OTT'OBOP HJIN HC.

* OucHsBaHE:
— J1o 60 TOYKH OT TEKYI KOHTPOJI OT YIIPAKHEHUS
— J1o 40 ToukM OT M3NUTA

* KOHCHEKT:
— Ha cs.tu-varna.bg

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



YIpaxxHeHUITA

Texy1 KOHTPOIT:
* 4 xoHTpOaHHU (15 MuHYyTHH, 32 70 10 TOUKN)

* IIpakTruecka 3agada (3a 7o 20 ToYKkH)
e OO01mo — 10 60 T.

PBLKOBOICTBO HIMA.

MHCTpYKIIMH IO BpeME Ha 1a00PaTOpHO
yIIpaKHEHHUE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



MudopManiioHHa CUTYPHOCT

NC e Hayka 3a OCUT'ypsiBaHE Ha:

* KOH(pUJICHIMAIHOCTTA,

* WHTETPUTETA,

* JIOCTBIIHOCTTA (HAJIUYHOCT) U

* HEBB3MOXKHOCTTA 3a OTKAa3 OT aBTOPCTBO
Ha MH(OPMAIIHATA.

NC e 3amurara Ha HHQOpPMALUATA, HE3ABUCUMO OT
HelHaTa (hpopMa — €JIEKTPOHHA, OTIICYaTaHa WJIU

IPYTH.

Komenmupano 6 oucyunaunama ,, AJIUM *

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



KoMIOIOThpHA CUTYPHOCT

KC ¢ kion Ha MC ¢ npunoxXeHrue B KOMIIOTPUTE U
KOMITIOThPHUTE MpexU. OcHOBHA 11€1 HA KC €
3alllUTa OT Kpak0a v MOBPEXkKIaHE Ha:

- uH(pOpMaIATAa,

- xapayepa.

KC 3ammrasa or:

- HENPaBOMEPEH JIOCTHII,

- HN3MCHCHHC WJIN YHUIIIOKABAHC

- YMHIIJIECHO OT JCHCTBHUSATA HA JIMIIA C HEYIOCTOBEPEH
IIPOU3XO]I,

- B cinencrBue Ha ciiy4ailHU ChOUTHS.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



MpexoBa CUTYPHOCT

MC ¢ Hayka 3a OCUT'ypsIBAHE Ha IIPEBEHIIUS U
HAOIIOJICHUE HA;

- HEOTOPHU3HPAaH JOCTHII,

- 3JI0ynoTpeda ¢ IOCTHII,

- MOAM(DUKAIKS HA YCIIyra,

- JINIICA Ha CBbP3aHOCT B KOMIIOTHPHA MPEXKa,

- IIPEIM3BUKBAHE HA OTKA3 HA yCIIyra, J0CThIIHA
IIPE3 KOMITIOThPHA MPEXKA.

l[loopobno pazeneoarno 6 oucyunaunama ,, AJIUM

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



MudopManyoHHa 3aIuTa

[Iox nH(popMaIMOHHA 3a1[dTa ce€ pa3oupar:

1) mpakKTUKHUTE II0 YIIPABJICHUE HA PUCKOBETE,
CBBbP3aHU C:

- HMBII0JI3BAHETO,
- paborara,

- CBbXPaHCHHUETO,

- IPEIAaBAHETO HA MH(MOPMALIMUATA,

2) CUCTEMMTE U IIPOLICCUTE, N3MOJI3BAHU 32 TC3U
IIEJTH.
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ACIHEKTU Ha CUTYPHOCTTA

bajnanc Mexay 2 BaxKHU U3UCKBAHMA:

* Hyxmara oT OTBOPEHHU MPEKHU, KOUTO
OTTOBAPST HA M3WCKBAHUATA HA OM3HECA

* Hyxmara or 3amura Ha YacTHara,
MHAWBUIYATHA U (pUpMEeHA HHDOpMALIKS
OTHOCHO CTPaTEruuTe B OM3HECA

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 10



MdakTure

AKO Cc€ mpaBH KOMIIPOMHC ChC CUTYPHOCTTA, MOXKE:

* Jla ce 3ary0sT gaHHU O€3 J1a CE€ 3HAC YMs €

OTT'OBOPHOCTTA 34 TOBA.

* Jla ObaE OTK|

pajHaTa HHQOpMalus 0€3 1a Ce 3Hae

91 € OTTOBOPHOCTTA 34 TOBA.

* Morar ga ObJaT U3TPUTHU ONCpPALMOHHATA
CUCTEeMa M KOH(MOUIYpaIMOHHUTE (pailioBE Ha

MPEKOBUTE YCTPOUCTBA.

* Jla ce 3aryou CBbpP3aHOCTTAa B MpeEKara.

* Jla ce 3aryOm JOoCThI JIO0 ONpeAeacHa YCIyra.

2/18/2024 pod.
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Mepku 3a HajtaraHe Ha

ioﬂeMauHOHHa cHU ]}/p‘[gHOCT
. AIIMI/IHI/ICTp 1 (OpraHu3amuoOHHH, eAyPHH) MepPKHU

— KaKBO NEPCOHAIBT TPsAOBa U KaKBO HE TPpsiOBA Ja MpaBH IIPH
BCCKHIHEBHATA padoTa

* JlornyeckHu (TEXHHYECKH) MEPKH

— Co@dTtyep 3a HaOIOAECHUE U 3aIlMTa - AaHTUBUPYCEH COPTYEP, 3alUTHU
CTE€HM, KpUIITUPAHE U APYTU

— KOHTPOJI Ha JOCTHII 10 HH(MOpMaLUITa —1apoJIk, KOHTPOJIU 3a JOCThII
Ha HuBO OC

— KoHTpon Ha 70CTHI 70 KOMIIIOTBPHUTE CUCTEMHU - OTPAaHUYSHH IIpaBa
IIpY U3II0JI3BaHEe Ha KOMITIOThPHA CUCTEMa Ha HUBO PECYPC M Ha HUBO
noTpeouTeN

* DuU3NYEeCKH MEPKH

— HaOnmroneHnue u KOHTPOJI HaJl paboTHATa cpefia - KOHTPOJI Ha JOCTHII,
BUJICO HAOIIOACHUE, aJlapMeHa MHCTAJIAIMs, CUCTEMHU 32
IPOTUBOIIOKAPHA OXpaHa, 3arpakIaHus 1 )KUBa OXpaHa,

— (u3HUYecKa 3aluTa Ha KabellHaTa cucTeMa, KOMYHHKAIIMOHHOTO
o0opyaBaHe, ChPBLPUTE U PAOOTHUTE CTAHIIMK OT HEOTOPH3UPAH
JIOCTBIL.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



YI3BUMOCTH

* TeXHOIOruYHU

— TCP/IP npotokonu

— OnepanroHHA CHCTEMA

— MpexoBo 000pyaBaHe
* B koHUryprupaHero

— IIpaBuiiHO KOH(UTYpHUpaHE HA KOMITIOTPUTE

— [IpaBuaHO KOH(pUTYpHpaHE HA MPEKOBUTE YCTPOKCTBA
* B MOJUTHUKHUTE 32 CUTYPHOCT

— AKO NOTpEOUTENNTE HE CIIEABAT MpaBUIaTa Ha
MTOJINTUKUTE 32 CUTYPHOCT

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 13



Duznyecku 3argiaxu
e XapayepHH

— (pusuUecku Ja ce pa3BaisiT ChpPBbPU, PYTEPHU, CYUUOBE,
okaOesiBaHe, pA0OTHU CTAHIIUU

* OT OOKPBKEHUETO

— TBBpJIE BUCOKHU WU TBBPJIE HUCKU TEMIIEPATYPU WU
TBBPJIE CYXO WJIM TBBPJE BIAKHO.

* Enexrpuuecku

— lInkoBe B HapeKEHUETO, MOAHANPEIKEHUE, [IYM B
CHUTHaJa, 3ary0a Ha 3aXpaHBaHE

* llpu ekcruioaramus

— JIOIIO IIOBEJICHUE HA KOMIIOHEHTUTE — €JICKTPOCTAaTUUHU
pa3psau, JUIca Ha pe3€pBHU YaCTH, JOIIO OKa0elsiBaHe,
JIOIIIO O3HAYaBaHE Ha €TMKETUTE Ha KaOEIUTE

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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dakT: B cBeToBeH mamad 93% oT KOMIIaHUUTE,
KOHUTO 3ary0siT ”H(POPMALITMUOHHUTE CH CUCTEMH 3a
noBeue oT 10 gHu, panupar 10 €a1Ha roauHa.

MHIMACHT € ChOUTHE, IIPEACTABIISABAIO IPOMSIHA
B HOpMajHaTa padoTa Ha HH(MpOPMALMOHHUTE
CUCTEMHU.

HenpekbcBacMOCTTa Ha OU3HECA CE ONPEALIIS OT
(YHKIIMOHUPAHETO HA KPUTUYHHU 32 HETO
npoliecu, 0e3 MpPeKbCBaHE B CICACTBUS HA
aBapuy, NPUPOJHU OCACTBUS WIIM YOBEIIKA
rpelKa.

KomiiaHunTe TpsiOBa 1a MMaT ILIAH 34 PEAKIUS
IIPY HACTHIBAHE HA MHIUACHTH Y ILJIAH 34
Bb3CTAHOBSABAHE CJIE]I CPUB.




HuBa Ha 3amura

* HC npenBukia 3amurara Ha HHQopMauusaTa opes
LEINS ¥ )KU3HEH UK OT IIbPBOHAYAIHOTO U
Ch3/IaBaHE, 10 YHHUII[OKABAHETO M.

* HMupopmanusara TpsOBa 1a € 3aldTeHa KOoraTo € B
JIBUKEHHUE M KOTaToO CE€ ChXpaHsBA.

* Bcska cucremMa € CUrypHa, KOJIKOTO € CUTYPHO Hali-
CJIA00TO U 3BEHO.

* Ypes n3n0a3BaHETO HA 3allMTa B ABJIOOYMHA, ITPH
IIPOITYCK B JaJICHU €JIEMEHT, IPYTrUTe NPEAIPUECTH
MEpPKM OHXa Ipea0CTaBUIN HeoOXoauMara 3aiura Ha
MH(OpMAIHATA:

— 3ammTa Ha HUBO MpPEXa

— 3amyra Ha HUBO XOCT (ChbpPBBP, pa0OTHA CTAHIIHS)
— 3amuTa Ha HUBO IIPHUIIOKCHHUE

— 3amnmmra Ha HUBO JaHHUA

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 16



CurypHocT—11poayKTHBHOCT

CurypHocCTTa c€ pa3miekaa KaTo 00paTHo
IPOIOPIIMOHAIHA HAa IIPOAYKTUBHOCTTA
3al10TO:

* Mepkure 3a 3anura orpaHu4yaBar
(DYHKIIMOHAJIHOCTTA HAa CUCTEMarTa.

* Ilo-rojsiMara CUI'ypHOCT U3MCKBA MOBEYE
CpeacTRa.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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2/18/2024

MHC

Mojen 3a u3MepBaHE Ha
bopmalimoHHaTa CUT'YpPHOCT

UHdopMaLUOHHU HYXOU

-
rlpouec Ha yl'lpaBJ'IeHme Ha ECbeKTMBHOGT

NHopMaLUmoHHaTa
CUrypHOCT

Llenn Ha KoHTpona
KoHTponu

MpunaraHe Ha npoLecwu,

Pesyntat oT uamepBaHeTo

A

KpuTepui 3a pelLeHne

HOnKaTop

npoueaypwu A
AHanUTU4YeH ;
MoAeN .,
4 [Mpon3BOOHN MEPKN
OB6eKT Ha usmepBaHe
smepBaTenHa
ATpubyT Metoa Ha | doymkuums
n3mMepBaHe
ATpnbyTt > BasoBn Mepku
ATpuOyT N3mepBaHe

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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Puck

* PUCKBT € BE3MOXKHOCTTA JIa CE€ CIIYUYH HEIIO
BPEIHO HA M3rpajcHara Mpexa 1
[IpeaJjlaraHUuTE B HESA YCIIYTH.

* Tou € BEpOATHOCTHA BEJIMYMHA U KAaTO TaKaBa
CTOMHOCTTA My € B auana3oHa [0,1].

* [ paHnyHUTE CHCTOSHUS Ca:
— 0 - HEBB3MOXXHO € JIa CE€ CIIYYH,

— | - 3a0BIKUTENTHO CE CITyYBa.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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* dusznuecka noBpea IIpu OCACTBUS U aBAPUH;

OCHOBHH THUIIOBE PUCK

* Puckose nmponsTryaliy OT CIIyKUATECIIUTE:

n3Mama,

ca0O0Tax,

HEeIpaBHIIHA yIIOTpeOa Ha HHPOPMALIHATA,
Kpaxo0a,

HepEerJIaMeHTUPAHO MPEIOCTaBsIHE Ha BHTPEIIHA
MH(MOpMAIHS,

TeHJCHIIMO3HO pa3pylllaBaHe HA IAHHUTE;

* BpTpeniHu u BbHIITHU aTaKH;

* [pemKku B CHCTEMHHUS M IPUIOKEH COPTYEp

2/18/2024

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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2/18/2024

AHanU3 HA PUCKA

OTKpHBaHE U UJICHTU(UIIMPAHE HA PUCKA;

OnpeneisiHe Ha BEPOSITHOCTTA 3a CIyYBAHE
Ha CHOUTHUETO;

Onpenelsine Ha Bb3MOKHATa Bpea.

npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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OTKpHUBaHE U UACHTU(PHUIIAPAHE HA

pHCKa
* IIpaBu ce o1leHKa 10 KaKBa CTEIICH

onpenaeiieHu pakropu BiussaT Ha UC.

* Ha 6a3ara Ha otkputure ysa3sumMoctu Ha MC
C€ MpaBU CIIMCHK HA PUCKOBETE.

* EauH puCK MOXe 1a ChOTBETCTBA HA €IHA WU
HAKOJIKO YA3BUMOCTH WJIA HA €1HA YA3BUMOCT
114 CbOTBETCTBAT HAKOJIKO PUCKA.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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OnpeneigHe Ha BEPOITHOCTTA 3a

CIIy4YBAaHEC HA CbOUTHETO
* Ha 0a3a Ha cTaTHCTHKA 32 OTKPUTHU

ySI3BUMOCTH;
 Ha 0a3za mo3HaBaHe Ha 3amJIaxXUTeE;

* Upes o1ieHKa HAa pUCKa OT Bb3HHUKBAHE HA
3aruiaxa.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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OrnpenensaHe Ha HOCICACTBUSA

* KonnuecTBeHara CTOMHOCT Ha Bpeaara ce
onpeacis OT 3aCerHaTUTE NMH(POPMALIMOHHH 1
HeMH(OPMAlMOHHY aKTUBH U TSAXHATa
CTOHMHOCT.

* PuckbT MOXE J1a C€ OrpaHUYU, HO HE U A CE
CJIIMMUHUPA.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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CTOMHOCT HA HH(MPOPMAITUOHHHUTE

AKTHUBH
Cyma or:

* Ilenara Ha npugoOuTara u pazpadoTeHa HH(OPMAIUS;

* llenara 3a moaapbKKa M 3aIUTA;

* CrorHOCT Ha MH(pOPMALMATA 32 COOCTBEHULIUTE U
JIETATHUTE MOTPEOUTEIIH;

* CroliHOCT Ha MH(pOpPMAIUITA 32 KOHKYPEHTHUTE;
* Ilena Ha MHTENIEKTyaJHaTa COOCTBEHOCT;

* Pasxoaute 3a Bb3CTAHOBSIBAHE Ha 3aryoeHara
MH(pOpMaIus;

* 3aryOuTe OT HaMaJleHaTa MPOAYKTUBHOCT, aKO
MH(pOpMAIHATA HE € JOCTHITHA;

* [locaenuumre, ako HH(MOPMAILHAATA € KOMIPOMETHPAHA.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 25



CTOMHOCT HA HEUHMOPMAILTUOHHHUTE

dKTHUBU
Cyma or:

* IleHara 3a 3aKynmyBaHE Ha HOBO 00OPY/IBaHE;

* CTOMHOCTTA HAa PEMOHTA Ha MOBPEACHOTO
000pyaBaHeE.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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KoanyecTBEH aHaIU3 HA PUCKa
* JlaBa KOMUYECTBEHA CTOMHOCT HA PUCKA

(OOMKHOBEHO B I1apH).

 M3umncigBa ce 1ieHara Ha 3aCeTrHaTUTE aKTUBH.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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KadyecTBEH aHAJIM3 HA PUCKA

e M3moa3Bar kaueCTBEHU IIOKA3aATCIH.
— YOBCILIKH KHUBOT,
— HaIlMOHAJIHA CUTYPHOCT,

— IIPONYCHATH IIOJI3H U JIp.

* IIpencrass ce ¢ OTHOCUTEIHA CTOMHOCTH.

* [lony4yaBa ce ¢ HHOIUPEKTHA MEXAHU3MU.
— ExcneptHO MHEHUE,
— Onur,

— MaTyunus.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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YIIpaBjI€HHE HA PUCKA

BxirouBa:
* AHaJIu3 HA PUCKQ;
* HamansgBane Ha pucKa 10 JOIYCTUMO HUBO;

* 3aabppKaHE HA PUCKA HA JOIIYCTUMOTO HHUBO.

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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IIponechT € muKIMyYEeH

* OTKpHBAT CE€ YSI3BUMOCTHUTE
* OrueHsBar ce 10 cKana

* TecTBa ce pEIICHUETO U aKo HsMa €(PEKT 3a
HaMaJIsIBAHE HA PHCKa — 3al04Ba C€ MPOLECHT
OTHOBO

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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CrapgapTH, Kacacllu 3aimurara
ISO 7498-2 SecurityArchitecture

— OSI 3amurena apxXuTeKTypa

ISO 9594-8

— Hacoku 3a aBTeHTU(uKanus (X.509)

ISO 10181

— OSI Hacokwu 3a 3amuTa Ha HHpOpMalusaTa

ISO/IEC 27002

— 3a YIIPABJICHUE HA CUTYPHOCTTA

ISO/IEC 27004

— 3a CHUCTeMa OT KOHTPOJIU U KOHTPOJHU MEXaHU3MH,
M3II0JI3BaHU 32 OCUTYPSIBAaHE Ha €(PEKTUBHO
(GYHKIMOHHUpAHE Ha YIIPABISHUETO Ha CUTYPHOCTTA.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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CTaHgapTv IO CUTYPHOCT

* ISO/IEC 27001
* ISO/IEC 27002
* ISO/IEC 27004

* ITomutuku 3a UC
— Cranpaptu
— JlupexktuBu
— IIpouenypu

Iloopobuo pazeneoarno 6 oucyunaunama ,, AJITHUM *

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos



Common Vulnerabilities and
Exposures (CVE)

* Unentudunupa, nepuHrupa U KaTaaoru3upa
MyOJIMYHO PA3KPUTH YE€CTO CPEIIAHU YSI3BUMOCTHU
B KMOCPCUTYPHOCTTA.

* 3a mbpBHU 16T IyOMKyBaH oT MITRE
Corporation rpe3 1999r. ¢ 321 CVE 3anmuca.

e B momenTa uma 220 975 CVE 3amuca 3a
ySI3BUMOCTH M W3JIaraHe Ha OMMACHOCT, JOCTHIIHU
Ha : https://www.cve.org/

Find CVE Records by keyword.

(i ] Welcome to the new CVE Beta website! CVE Records have a new and enhanced format. View records in the new format using the CVE ID lookup above or download them on the hd
i ill be temporarily hosted on the legacy cve.mitre.org 2 website until the transition is complete.

CVE® Program Mission
Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.

Currently, there are 220,975 CVE Records accessible via Download or Search =

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 33
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CVE omucna

° OKOJIO 59 XWJj1. mO3HATH JTAaHHU 3a 3aIlJlaXu B
CUT'YPHOCTTA Ha yeO CaliTOBETE

* 500 npoOuBa B Apache
* 300 mpobuna B Oracle

* Ima HaroHa HM 0a3M JaHHU 34 YSI3BUMOCTH:

NIST

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

MENU

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 34



CVE xaramnor

YA3BUMOCTHUTE CE OTKPUBAT, CJIE KOETO CE
MyOJMKyBaT OT OPraHU3alMHU OT LISIJI CBIT, KOUTO CH
napTHupar ¢ rnporpamara CVE. NUma 384 naptHbOpA.

CVE nmaBa nme 3a ysI3BUMOCTHUTE M 3aIJIAXUTE 32
CUTYPHOCTTA B MpEKara Ui CanTa.

CVE maBa cTaHIapTHO OIMMCAHHUE 34 BCSIKA
ySI3BUMOCT M 3aIjIaxa 3a CUTYPHOCTTA.

NT cnenupalincTUTe 1O KHOSPCUTYPHOCT M3IIOI3BAT
CVE Records, 3a 1a ce rapanTupa, 4e 00ChKI1arT
€IYH U CBII IIpo0JIEM U TaKa KOOPAUHUPAT YCUIIUATA
CH 32 IIPUOPUTHU3UPAHE U COPABIHE C YI3BUMOCTHUTE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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Peructpupane Ha ya3BuMocT B CVE

Otkpuni- Jloxknaasan- 3asasu CVE ID-
PeszepBupani CVE ID- U3nparu onucanue-
[IyomukyBaii CVE 3ammc

CVE Record Lifecycle

discovers a CVE Identifi participant submits
a new vulnerability - — tha datails

i' 9 ""\ | 4 e Feo 6

%N
.o REPORT ‘9 ‘ RESERVE » ,’ PUBLISH

Discoverer roports CVE ID is now
a vulnerability to a CVE reserved The CVE record is
quﬂnprt ipant for downlo d'il'ld
: by the public
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CVE 3amnuc

* 3a BcCsKa ysa3BUMOCT uMa o eaud CVE 3anunc B Karaora.

e Bceku CVE 3amuc BKIFOYBA:

— CVE ID c yeTupu iy noBeye NMMPHU B 4aCTTa OT HOPEIHUS
Homep Ha ID (manpumep ,,CVE-2021-7654321°);

— KpaTKO OIIMCAHUC HA YVA3BUMOCTTA HAa CUTYPHOCTTA,

— IloHe enHa ymecTHa MyOJIMYHA nMpenparka (T.€. JOKJIaau 3a
ySI3BUMOCTH U ChBETH).

e CVE zamucesT MOXke 1a ObJ€e B €1HO OT CJICJTHUTE
ChCTOSHUA:

— 3anazen: IIppBoHavanTHOTO ChCTOSTHUE 3a CVE 3anuc, koraro
cebp3anuaT CVE ID e 3amasen ot CNA.

— IlyomukyBan: Koraro CNA nonbiaHu JTaHHUTE.

— OrxBbpien: Axo CVE ID u cBbp3anusit CVE 3anuc He TpsOBa
nmoBeue aa ce u3noa3ar. OrxeepieH CVE 3anuc octaBa B CVE
CIIMCHKA, HO MOTPEOUTEIUTE 3HASAT OT KOra € HEBAJIH/ICH.
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CVE- nuHcTtpymMeHTH

* CVE naBa 0oCHOBHH, O€3IJIaTHU 32 IMyOJIAYHO
M3TETNISIHE U M3II0JI3BaHEe MHCTPYMEHTH 3a
OIICHKA Ha YSI3BUMOCTUTE U 3aIlJIaXHUTE 3a
CUT'YPHOCTTA.

* CVE-Compatible Products ca ogoOpenu ot
MHOYCTPUSITA.

* CVE ocurypsBa mojaxoau 3a oneparuBHa
CbBMECTUMOCT U IT0-100pa curypHoct Ha UT
pEIICHUATA.
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Oo0111a cucTemMa 3a OllCHKa Ha
yﬂBBI/IMOCTTaHgCVSS

* Crangaprer CVSS, ynpasnsBan ot @opyma Ha EKUIIUTE 32 Qeampaﬁe pu
uHIuaeHTd U curypHoct (FIRST), ce n3non3Ba 3a olieHsIBaHE Ha CEpUO3HOCTTA Ha
ysI3BUMOCTUTE Ha coryepa, uaeHtupuimpanu or CVE Records.

* CVSS Bepcus 3.0 npenocTaBs ,,HAUMH 32 YJIaBSIHE HA OCHOBHUTE XapAKTEPUCTUKHU
Ha JIaJIcHa YA3BUMOCT U Ch3/]JaBaHE HA YHCIIEHA OLICHKA, OTPa3sBallla HeMHATa
TEKECT, KAKTO M TEKCTOBO IPEJCTaBsIHE HA Ta3u olleHKa. Ciiell TOBa YMCICHUST
pe3ynTaTr Moxe 1a ObJie MPEBEAEH B KAUECTBEHO MPEACTABSIHE (KaTO HUCKO, CPEIHO,
BHCOKO M KPUTHUYHO), 3 Jla [IOMOTHE Ha OPraHU3aIMUATE Ja OLECHST MPABUIIHO U Ja
MPUOPUTU3UPAT CBOUTE MPOIIECH 32 YIIPABJICHUE HA YI3BUMOCTHUTE.

e (CVE 3amnucure He ca HeoOxoauMu 3a u3nosizBane Ha CVSS.

e CVSS kajakyJaarop 100aBs ABa JONBIHUTEIHU TUMA JJAHHU 32 OIICHKA:

— BpEMEBH, 3a ,,METPUKHU, KOUTO CE€ MPOMEHSAT C TEUCHUE HA BPEMETO MOPAIN CHOUTHS,
BBHHIIIHY 33 YA3BUMOCTTA,"

— EKOJIOTMYHH, 32 ,,pe3YyITaTH, IEPCOHATUZUPAHU Ja OTPA3sABAT Bb3ACHCTBUETO HA
ySI3BUMOCTTA BbPXY BalllaTa OpraHu3anus.

’ f‘;.! . ‘

About FIRST Membership Initiatives Standards & Publications Events Education Blog

SRS Common Vulnerability Scoring System SIG

System (CVSS-SIG)
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Karanor Ha U3BECTHU C€KCILUIOATUPAHU
ys13BUMOCTH (KEV)

* VhopapisaBa ce OT AreHIusiTa 3a KHOepCUTyPHOCT
1 CUTYpHOCT Ha HHPpacTpykrypara (CISA).

 KEV ¢ 06a3a gaHHu ¢ IPOITYCKH B CUTYPHOCTTA Ha
copTyepHM NPUIIOKECHUS 1 CIT1a00CTH, KOUTO Ca
OWJIA pa3KPUTHU Y U3IOJI3BAHU OT HANAdaTEeIIH.

* Bceska ya3sumocrt, nocoueHa B KEV orrosaps Ha
koHkpereH CVE 3anmuc.

CYBERSECURITY & gf‘“"’\
INFRASTRUCTURE [ )2l AMERICA’S CYBER DEFENSE AGENCY
SECURITY AGENCY N2

Filters Known Exploited Vulnerabilities Catalog
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog

VI30posiBaHe Ha OOIIUTE CJIA00CTHU
(CWE™)

« CWE™ ¢ TakCOHOMUS Ha YE€CTO CPEIIaHUTE CIIa00CTU
B CUTYPHOCTTa Ha co)Tyepa U xapjyepa, KOsITO CIIYKH
KaTo OOII[ €3UK 3a HHCTPYMEHTH 3a CUT'YPHOCT.

* Cnabocrture B copTyepa U XapJyepa Morar Ja ce
IIpEeBbPHAT B €KCINIOATUPYEMH YSI3BUMOCTH, aKO HE
ObJaT eIMMUHUPAHM MPEAU BHEAPSBAHETO HA coPTyepa
U Xapayepa.

* [Iporpamara CWE/CAPEC cbmio nmMa rpymu 1o
crieupaiiig uaTepecu (SIG) u padotau rpynu (WGQG) 3a
y4acTHE Ha OOIIHOCTTA.

< w Common Weakness Enumeration
A Community-Developed List of Software & Hardware Weakness Tipes

Home About CWE List Mapping Top-N Lists
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https://cwe.mitre.org/

V30posiBaHE 1 KITaCH(MUKAIIHA Ha
oomus moaen Ha araka (CAPEC™)

* CAPEC™ ¢ uzuepnaresieH peyHUK U
KJIaCH()MKAIITMOHHA TAKCOHOMHUSI Ha YECTO CpEIaHu
MOJICJIM Ha aTaka Ccpelry COPTyepHHU U XapAyCpHHU
C1a00CTH.

* Karo pa3bupar kak ci1adocTuTe Morar ga Obaar
EKCILJIOATUPaHH, aHAIM3aTOPUTE, Pa3paOOTUUIIUTE,
TECTECPUTE U OOYUUTEINUTE Ca B MO-A00pa IMO3ULHS 1A
UICHTU(HUIIMPAT U IIpeMaxHaT clI1a00CTUTe, Mpeau Te Ia
C€ MPEBbPHAT B YA3BUMOCTH, KOUTO MOrar Jia ce
M3I10JI3BAT.

m Common Attack Pattern Enumeration and Classification

« A Community Resource for Identifying and Understanding Attacks

Home | About | CAPECList | Community
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https://capec.mitre.org/

MITRE ATT&CK®

* MITRE ATT&CK® € m1o6aimHO gocThITHA 0a3a
OT 3HAHUS 3a IIPOTUBHUKOBU TAKTUKH U TEXHUKH,
Oa3vpaHW Ha HAOIIONCHUS B PCATTHUS CBST.

* MITRE ATT&CK® ce n3moii3Ba Karo 0CHOBA 34
pa3pabOTBAHETO HA CIIEUM(MPUYHN MOJCIIN Ha
3aIjIaXy U METOAOJIOTUU B YaCTHUS CEKTOP, B
IPABUTEJICTBOTO M B OOLIHOCTTA HA IPOAYKTUTE U
YCIIYTUTE 32 KHOEPCUTYPHOCT.

ITRE ‘ ATT&CK’ Matrices ¥  Tactics ¥ Techniqgues ¥  Defenses ¥ CTI ¥ Resources ¥  Benefactors

ATT&CK v14 has been released! Check out the blog post or release notes for more information.

® MITRE ATT&CK? is a globally-accessible knowledge base of adversary
tactics and techniques based on real-world observations. The ATT&CK
knowledge base is used as a foundation for the development of specific
Nattina Ctarkad Talra A Tanr

threat models and methodologies in the private sector, in government, and
in the cybersecurity product and service community.
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https://attack.mitre.org/

OCHOBHH LICJIA HA XaKEPUTE

* JlocTsIl 10 0a3a JaHHU M Kpax0a WiIv
YVHHUIIOKaBaHE Ha JIMYHU WU LICHHU TaHHHU;

* IIpoMsiHa Ha KOJA HA YEO CTPAHULIUTE C LIEJ
NOTPEOUTEIINTE 1a BUKAAT APYTH JaHHU;

* IIpuxsaiiane Ha TMYHU JTAHHU Y Ba)KHA
nH(pOpMaLIK;

* DoS araku, KOUTO IPaBAT YCIYyTUTE U yeO
CauThT HEAOCTBIICH 3a 3apeKaaHe (pa3riIcaaHo
B ““AJIMUHUCTPUPAHE HA JIOKAJIHUA U VIHTEpHET
MPEKH ).
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MotuBala Ha XaKepUTe

* IlpeansBukareaCTBO 1A CE aTaKyBaT rOJIEMU LIEIIU
* Kpax0a Ha BaxkHa nH(pOpMaIus (TapreTupaHa wid (pMHaHCOBA),
KOSTO:
— Jla caboTupa HOpMaIIHUS IIpoIeC Ha paboTta
— buxa uznonssaiu
— buxa nponaBaiu

— Jla mo3BoJisiBapa3npocTpaHsiBaHe Ha 3JI0BPEJCH COPTYyeEp Upe3 Hes-
CIIaM WJIM JIMHKOBE Ha MOIaTa OT 9yKJI0 UMe

e Jla OnpOMEHSAT ChbABPKAHUETO B JOOPE 3aIUTCHU U ITO3HATH Y€O
CauToOBE
* HMHpaycTpuaaeH ¥ NOJUTHYECCKH IIITUOHAX

— HMudopmanusata Moke Aa € MHOTO M0JI€3Ha Ha KOHKYPEHTH WU
CBbP3aHU KOMIIAHWUU, UHYCTPUHU UJIA JOPHU 32 MPABUTEIICTBOTO

— JloCTBII 10 KIMEHTCKU aKayHTU U JJaHHU,
— JlocThIl 10 KOHBEHIIMOHAIHY (PaiJIOBE U €-mail-u Ha KoMIaHusATa

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 45



Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



