ABTEHTHUKALIM, OTOPU3ALIMS,
akayHTHHT (AAA)

npod. 1-p uHk. BeHera Anekcuesna,

npod. I-p UHXK. XpUCTO Bbha4aHOB
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OCHOBHU MOMCHTH

 ABTEHTHUKAIIUA
* Oropuszanus
* AKAyHTUHT

* AAA CBPBBD

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



ACIHEKTU Ha CUTYPHOCTTA

* Perynupane Ha Tpaduka:

— Firewalls

* CurypHu BpB3KHU:
— VPN TtyHenu

* 3a KOHKPETHU CAUTOBE B MPEXKAaTa:
— KoHTpou Ha nocThna
— ABTEHTHUKAIIUI
— OTopuzanus
— AKayHTHHT

— MOHUTOPHUHT U KOHTPOJI

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



ABTeHTHUKAIINA 0e3 AAA

* Telnet 1oCTHOBT MOKE JIa CE€ aTaKyBa ¢ Brute-
Force araka

* SSH

X User Access Verification
Password: cisco

Internet Password: ciscol
Password: ciscol?
% Bad passwords

S0/0/0

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 4
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KommmoserTn Ha AAA

Authentication
Who are you?

Authorization
How much can you spend?

Accounting
What did you spend it on?

& Sviiw e

HOMETOWN, USA  09000-1234
8472919345 00178255000000003

Detach here and return vpper portion with check or money order. Do not slaple or fold.
Statement of Personal Credit Card Account

Mt~ (s porbor tor o Bles

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



ABTCHTHUKALIWS/OTOPU3ALS/aKayHTUHT

* ABTEHTHMKAIUSATA yIOCTOBEPsIBa
YCTPOMCTBOTO MJIM HOTPEOUTEIAT JaIH Ca
3aKOHHU.

* Oropu3amusara (Pa3penieHnero) no3BoiasBa
WJIA 3a0paHsBa Ha 3aKOHHUTE MOTPEOUTEIINTE
OOCTBHII JIO OIIPEAEICHN 00JIaCTH U IpOrpaMu
B MpEKara.

* ABTEHTHKALIMATA IPEAX0KAA OTOPU3ALUATA.

* AKAyHTHHI - CbOMpaHe Ha HH(pOpMAIIHS 32
yIoTpeOdara Ha pecypcH

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



AAA Cucremu

Llen: na peryaupa U3Moa3BaHETO HA JAJCH
JTOMEUH.

* JlocThn 10 pecypcuTe Ha COOCTBECHUS JOMEHH

* JloCcThIl 1O pecypcH Ha APYT JOMEWH -
IOTPEOUTEIIAT TPSIOBA Ja CE OTOPU3MPA 3a
pa3pelIcHUe 3a UCKaHUS PECYPC.

Request
User AAA server |-=— AAA server
'ﬁ.\ \\
"\ Event log
Application—= [
g ecific Policy DB
odule
|
|

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



ABTeHTHUKAIIUI

2/18/2024 npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos



CBHIOIHOCT HA aBTEHTUKAIIUATA

* [IpoBepka HA ACKJIapUpaHara UACHTUYHOCT C:

2/18/2024

— UserID/password

— Passphrase

— Certificate

— XapnayepHu ycTpoicTsa - dongle, smartcard...

— buomerpuuna nH(popmarnys

Tazu uandopmanus TpssOBa 1a ce mpeaana:
— CurypHo - TpeTH CTpaHU Aa HE I TPUIOOUST

— 3alMTEHO - OT replay araku

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



ABTEHTHUKALA- PeaIA3alMs

* AAA,
peaan3upaHa C
jaokaiaHa b/l 3a
ABTCHTUKALUSI

* AAA,
pealM3upaHa C
OaznpaHa Ha
cbpBBp b/l 3a
ABTCHTUKAIIUA

AAA Router

Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using the local database and the user is
authorized to access the network based on information in the local database.

Q v
ﬁ( ’ﬁ—«T—'

Router
A
O U Cisco Secure

ACS Server
Remote Client

1. The client establishes a connection with the router.

2. The AAA router prompts the user for a username and password.

3. The router authenticates the username and password using a remote AAA server.

4. The user is authorized to access the network based on information on the remote AAA Server.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 10



ABTEHTUKAIITUOHHU METOIU

* C JI0KaJIHA I1apoJia 3a JOTrBaHE KbM
YCTPOUCTBOTO

* C mapoia, 3anvcaHa B b/I:

— JIokanHoO - Ha JOMENHA, B KOMTO € JIOTHAT.

— YacTU4HO WJIM IBJIHO - HA JOMEUHA, KbM KOUTO €
OTIPABEHO MCKaHE.

— Upes BKIIIOYBAHE HA TPETH JIUIIA - OPOKEPH.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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JlokamHa aBTeHTUKAINS

* Username&password Ha camaTa JOKaJIHa
MallnHa

* KpunrtupaHo/HEKpUNITUPAHO ChXPaHCHUE Ha
[apoJIn B JIoKaiHa b/l

O
©

}ﬁ

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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ABTeHTHKALMA ¢ AAA CHPBBP

1.IIoTpedOuTensT ce CBbp3Ba ¢ YCTPOUCTBOTO.

2. YCcTporcTBOTO M3UCKBA username & password.

3. YCTpoKCTBOTO I'M mpaia 10 AAA CbpPBBP.

4. AAA cbpBBPBT aBTCHTULIMPA IOTPEOUTEIIS.

S.IIpoTokonnte 3a KOMyHUKAIUS IPH
apreHTUKanusTa ca TACACS+, RADIUS...

Cisco Secure
for Windows
Server

o @

5

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 13




KommmosenTn Ha AAA

€ «C \"5‘)5 client AAA server
L,_.. Authentication
N Authorization

Accounting
protoc

AAA client
NA AAA
n protocol
——AAA I
protocol

Modem Modem pool proxy A data AAA data

* AAA KIMEHT - KpaHO YCTPOHCTBO

* AAA mporokon - TACACS+, RADIUS,
DIAMETER

* AAA Proxy CbpBbD
* AAA cbpBBD
* AAA 0a3za maHHu

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



AAA npoTOKOJIN

IEEE802.1x
usage

Accounting RAI.:JI U.S EAP

Application
(RFC2866)

RADIUS and
Application IPv6
(RFC3579) (RFC3162)

Chargeable
User Identity
(RFC4372)

Application
extensions guidelines
(RFC2869) (RFC3580)

RADIUS Base Protocol: IPv4 based (RFC2865)

Transport (UDP)

NASREQ EAP Credit Control SIP MoabilelPv4
Accounting Application [ Application | Application Application Application
Application || (RFC4005) M (RFC4072) il (RFCA4006) [ (RFCA4740) (RFC4004)

DIAMETER
Proxy Mobile @ classification
IPvB QoS attnbutes

DIAMETER
QoS

DIAMETER
Moabile 1PvE

(RFC5447) Application

(RFC5866)

(RFC5779)

DIAMETER Base Protocol (RFC3588)

Transport (TCP, SCTP) (RFC3539)

2/18/2024

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 15



JlleiicTBUE

Cranpapr

Tpancnopre
H IPOTOKOJI

CHAP

Honabpxanu
MPOTOKOJIH

3alP

Konduaenuu
AJIHOCT

IHepconanus
HpPAaHe HA
HACTPOMKH

AKayHTHHT

2/18/2024

Pa3neng asrenTukanus ot
OTOpU3ALIUS

Haii-uecto ot Cisco ycTpoicTBa
TCP

JIByIIOCOYHA MOKaHA/OTTOBOP

BCHUYKH

[TakeThT € KpUNITUPAH

Oropu3zanusiTa € 3a MoTpeOUuTeN
WJIW Tpyna noTpeouTenu

OrpaHuueH

TACACS+ noun RADIUS
| TACACS+ | RADIUS

He pa3znens aBreHTUKAUASA OT
OTOpU3ALMs, HO OTAECIISI aKayHTHUHTA

OTBOpEH cTaHIapT
UDP

EnHonoco4yHa nmokaHa/oTroBop oT
ChbpBBbpa KbM KIIMCHTA

be3 ARA, NetBEUI...

IPv4(RFC2865) u IPv6(RFC3162)

[Tapomnara e kpuntupaHa

He moxe na ripaBu otopuzanus Ha
MOTPEOUTEI WK TpyIia
NOTPEOUTENH

NHTEeH3uBEH

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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ABTeHTuKammg ¢ TACACS+

Connect
v
Client Username?
- @,
JR-ADMIN
© >
Password?
< ©
StrOngPa55w0rd

O

Usemame prompt?

Use “Username”

JR-ADMIN

Password prompt?

@ ©

Use “Password”

-
@ StrOngPa55w0rd
Accept/Reject
-€

2/18/2024 npod. 1-p unx. Benera Anexcuesa u npod. 1-p uHX. Xpucto BeiauaHos
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ABtentukaimsa ¢ RADIUS

Access-Request

(JR_ADMIN,
Username? “StrOngPa55w0rd”)
- -
Client ACS
JR-ADMIN Access-Accept

O > < 6

- Password? o

StrOngPaS5w0rd
9, >

2/18/2024 npod. 1-p unx. Benera Anexcuesa u npod. 1-p uHX. Xpucto BeiauaHos 18



Koudurypupane

1. Ha ycTtpouicTBOTO Cce paspemana AAA.
2. Ilocousa ce IP agpec Ha AAA CbpPBBD.
3. KoHndurypupa ce CEKpeTHUAT KIIOY.

4. VI30mupa ce mpOTOKOI 3a aBTCHTUKALUS -

RADIUS nnmu TACACS+ ciopen cespBbpa.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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CurypHocT ¢ 802.1 X nmopr-0Oa3upana
ABTCHTUKALIYS

Supplicant

* 802.1X ponm

e OOMSHA Ha

CHOOIIIEHUA

2/18/2024 HpO(I). J-p UHXK. Benera AnekcueBa n UPUY. A-P AHA. APALLIU D bJI1anus

Authentication
Authenticator Sarver Us)
Controls physical )
access to the network Performs client
based on client authentication.
authentication status
(
Requires access and
responds to requests
from switch
Authentication
Supplicant Authenticator EEemHEADIS)
’ [ EAPOL ” EAP l é [ RADIUS l[ EAP
o
EAPOL-Start
-
EAP-Request/Identity
-€
EAP-Response/Identity RADIUS Access-Request
> >
EAP-Request/OTP (One-Time-Password) RADIUS Access-Challenge
- |-
EAP-Response/OTP RADIUS Access-Request
> >
EAP-Success RADIUS Access-Accept
- |
Port Authorized
EAPOL-Logoff
=
Port Unauthorized
I




2/18/2024

OTtopuzanus

npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos
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CBIIHOCT HA OTOPU3ALIMATA

* OnpenensHe Ha CTEIIEHTA, 10 KOSTO €
IIPEIOCTABEH JOCTHII 10 KOHKPETEH
pecypc/yciayra Ha YI'bJIHOMOIICHHUS CYOCKT.

* Pe3yiararsT HA OTOpU3ALUATA CE U3UCKBA OT
CHCTeMaTa, Koraro c€ J0CThIIBa pecypca/
ycayrara.

* 3a NEHTPAIU3UPAHO OTOPU3HUPAHE TOBA CTABA C:

— Mexanu3mu 3a 00pabOTKa Ha KOHTPOJI Ha JOCThIA

— PecypcsT /ycayrara TpsiOBa Jia ca B ChCTOSIHUE /14
HaJIOXKAT pe3yiTara.

* IIpumep: Kerberos...

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 22



OTtopusanus

e (Ciiex aBTEHTUKALUATA CE MPEMUHABA KbM
OTOpH3AlIM 3a 3asiBEHaTa yciyra or AAA
ChpPBBDA.

* Tou BpbIIa OTTOBOP 34 JIOITYCKAHE WJIU
OTXBBPJIIHE HA OTOPU3ALUATA.

User home domain

AAA | |
server !

Perimeter Router N

Remote Client

2/18/2024 npod. a-p umk. Benera Anekcuesa u npod. a-p uHxK. Xpu_ . _ ”WWSGFVICG provider doma|n3



M3ucKkBaHUSI KbM OTOPHU3ALUATA

B RFC2906 ca neduHupanu o0 U3UCKBAHUS 3a OTOPU3ALUS:

* AAA npoTokoabT TpsAOBa Aa MOAIbpPKa H3UCKBAHE 3a
ABTCHTHUKAIIMS M OTOpHU3aIMs B 00II[a 3asiBKa U B OTJICTHHU.

* Tpsab6Ba ga moaabpska npenpamiaHe KpMm apyr AAA server.

* Tps6Ba ma mo3BossiBa HA OPOKEPHUTE Ja J00ABAT COOCTBEHA
MH(pOpMalMs B ChOOIICHHUSTA 3a 3asBKa/OTTOBOP.

* Tps0Ba 1a Mmo3BONISIBA CUTYPHOCT HAa Bpb3KaTa OT Kpal 10 Kpau
KOTaTO CE M3IO0JI3BaT OPOKEPH.

* bpokepure TpsOBa 1a Morar jaa NpenpariaT aapecu KbM
3asIBUTEJISL HA yCJTyrara, KOMTO Jia C€ U3I0JI3Ba 3a JOCTHII 110
yciyrara

* Paspenrenuero TpsiOBa Aa c€ OCHOBABA Ha 3asiBUTEN / yciryra /
cpena.

* TpsbBa ga moaabpka CUTypHa KOMyHHKAIUs Ha MH(OpMaIusaTa
3a pa3pelICHUETO

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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HauymHu 3a otopusanus

 Agent: __.__.____User home domain
— IlorpeduTe/ AT KOHTAKTYBa ¢ AAA i AAA | |
cbpBbpa B AoMeiina Ha ISP. i |

— AAA cBhpBBPBT pabOTH KaTO areHr,
IPONyCKalKu OTOPU3ALIMATA J10

ycIIyrara, KOSATO ChbXpaHsiBa N sorvica 2] Asa | !
HH(POPMAIKS 33 TOBA “KOM KaKBO 1 3 TL=RE
MOXKe” . Service provider domain

User home domain

e Push: '

— IloTpeduTe AT KOHTAKTYBA ¢ AAA
CbpBbpa B JoMeiiHa Ha ISP.

— AAA cbpBBPBT ChbXpaHsBa
(13 ~

uHpopManus KOH 3a KOsl yciyTa | el

KaKBH IIpaBa UMa’’ ¥ BpPbIIA ; server |

OTOpU3ALMATA HA NOTPEOUTEIS], KOUTO T Garics Srovider damai |

Service provider domain
A H3npama KBbM ycnyraTa.

 Pull:

User home domain

i AAA
— IloTpedHuTENAT KOHTAKTYBA C : server
ycJayrara, KosiTo B3eMa P I P
OTOPH3AIMATA MYy 0T AAA ChpPBBpA. e
' 3
| O AAA
! Service 2 > server

2/18/2024 npod. n-p umk. Benera Asniekcuesa u mpod. 1-p UHXK. XpUCTO BHIYaHOB | '---=------=-=------c--~----
/ pod. 1-p pod. 2-p p Service provider domain



2/18/2024

Otopuzanus ¢ Kerberos

D

Client |  TGT, SK,

Timestamp+1

Ticket, SK’2

y

Service
Server

Authenti—
cation
Server

TGT, Authenticator,

Ticket-
granting
Server

Ticket, Authenticator,

Ticket ~ Permission to use a particular server
Authenticator ~ Timestamped evidence of authentication

SK ~ Shared secret session key

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos
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2/18/2024

AXKayHTUHT

npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos

27



2/18/2024

AKayHTUHT

CnOupa ce nHpopmalys 3a NoJa3BaHETO Ha
NPOAYKTUTE U YCIYTHUTE.

W3momnsBa ce 3a:

— PasnpenernsHe Ha pa3xoau

— 3anraniase Ha yCiayru

— HaOnrogeHue Ha yCIyrd U CUCTEMU

— AHalm3 Ha TpauK, U3M0JI3BaHE HA YCIYTH

— llimaHupane Ha MPOMEHU B MpEXKara U YCIIYTUTE

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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AKayHTUHT

Nudopmanusita, 3a KOSITO C€ BOJH CTaTUCTHKA:
* Mpexa

* Bpb3ku

 M3mbiaHsgIBaHM KOMaHIU

e Cucremu

* Pecypcu

Perimeter Router iy

Remote Client

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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M3uckBaHWa KbM aKayHTHHIA

* OTKa30yCTOMYHBOCT

* [lorpebieHue Ha pecypcu

* Mogen 3a chOMpaHe Ha JaHHU

2/18/2024

— IIpeau3BUKaHu OT CHOUTHS:
* EAMHUYHO CHLOUTHE
 [Topenuua oT chbOUTHUS

e CpOpaHu B YyCTPOMCTBOTO PE3yATATH OT ChOUTHUSITA

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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TexHuku 3a cbOMpaHe HA HH(POPMALIUS

* Polling — HENIpeKbCHATO 3alIMTBAHE
— HaTOBapBa Tpaduka

— U3II0JI3BA C€, HO HE CE IIpenopbhyUBa

* YOpapisiBaHO OT ChOMTHS

— IIpu HacTBIIBaHE HA ONPEICICHO CHhONUTHE CE
chrOnpa nH(pOpMaIys

— Moke na € 3a €IMHUYHU CHhOUTUS WA MAKET OT
CHOUTHUS

— CpenctBa — syslog, XpoLog, XPath 1.0...

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



2/18/2024

Peanuzanusg sa AAA

npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos
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Cpencrpa 3a peann3anus Ha AAA

 [lo oTHOIIEHWE HA aBTEHTUKALIUS
— PAP (Password Authentication Protocol)

2/18/2024

Remote router
{ Mountain Sky )

Hostname: zchool
Password: student

— CHAP (Chal

PAP
2-way handshake

"school student”

<

Accept/reject

>

Remote router
( Mountain Sky )

Hostname: school
Password: student

CHAP
3-way handshake

Challenge

Response

—

<

Accept/Reject

B>

Central-site router
{ Service Center )

Username: school
Password: student

enge Authentication Protocol

Central-site router
{ Serice Center )

Username: schaool
Password: student

pOQ. A-p UHXK. BEHETA AJIEKCHEBA U ITPO(. A-p UHXK. APUCTO BBIYAHOB
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Remote router
{ Mountain Sky ]

==

—

Hostname: zchool
Password: student

* Kpenenumanute (username, password) ce u3mpalniar
HEIPEKbCHATO, JIOKATO aBTCHTHUKALIUSITA CE IIOTBLPIU

PAP

PAP
2-way handshake

"school student”

<

Accept/reject

>

HNJIX BPBb3KaTa CC IIPCKPATH.

* He e cuieH, T.K. BepuukauusaTa ¢ €JHOKpaTHa.
* [laponara ce u3npaiia HEKpUNTUPAHA, B IIPAB TEKCT.
* Hsma 3ammra OT BB3IPOU3BEKIAHE HIH OIMTH 3a

dTdKH.

* OtmanaeueHUsIT XOCT KOHTPOIUpa Opos Ha OIUTUTE 34
JIOTBaHe, KAKTO U BPEMETO, B KOETO ca JOIYCHATH Ja CE

IIPaBAT.

Central-site router
{ Service Center ]

&

Username: school
Password: student

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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CHAP

CHAP
3-way handshake

Central-site router
{ Serice Center )

Remote router
( Mountain Sky )

= Chotenge &3
Response
B>
Hostname: schoal A {Rei Username; school
Password: student ccept/Reject Password: student

* |lpaBu ce npu HA4YAJIHOTO YCTAHOBSIBAHE HA BPb3KaTa U
MOJXKE J1a C€ MPABU MO BCAKO BPEME MO-KBCHO.

* IIpennara nepuoanyHa BepuUKaIHs 3a YBEINUABAHE
Ha CUTYpHOCTTA (Mo-e(heKTUBEH € OT PAP)

* He nmo3BosigBa Ha U3BUKBAIIHUA JIa CE€ OMMTA J1a CE
aBTECHTHKHpa Oe3 1okaHa (challenge).

e 3amurTaBa OT HOBTOPHHU aTaK{d 4pe3 U3MO0JI3BAHE HA
npoMeHarBH challenge, KouTo ca yHUKaIHU U
HEMNpPEICKA3yEeMHU.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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CHAP

Remote_ router 3-waychl-:;l'$lsshake Central_-site router
( Mountain Sky ) ( Service Center )
& Cratergs &
Response
e
Hostname: schoal A {Rei Username: school
Password: student ccept/Reject Password: student

* YCTpOMCTBOTO H3IIpallla ChbOOIICHHUE-TIOKaHA Ha
KJIMCHTA (CIIy4aliHO F'eHEepUpaHo 4Kuciao U No Ha cecus
3a JJaJCH MOTPEeOUTEN).

* KimmentsT otroaps ¢ userlD (No Ha cecust 3a nazicH
norpeouTeln) u npomeniuea (Hash), kosito € monydeHa
OT HEroBara napoJjia, kpurnrupana ¢ MD3S ¢ onyuyeHus
K104 (choO1eHueTo challenge).

* YCTPOUCTBOTO A IIPOBEPSABA OTHOBO U AKO CHBIIA/IA,
IIOTBBPKAaBa ABTCHTUKAUATA. B IIpOTUBEH Cliydaun
BPb3Kara Ce NPEKbCBA.

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



Bapnantu Ha CHAP
« MSCHAP(Microsoft CHAP)

— M3npaina ce KpunTupaHo 1 UMETO

* MSCHAP-2

— OOpaTHO aBTEHTHUIIUPAHE OT CTpaHa Ha ChPBbpPA

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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RADIUS (Remote Authentication Dial

In User Service protocol)
RFC2865: “RADIUS”,

RFC2866: “RADIUS

Accounting”
 M3zmomssa ce 3a AAA. ... Userhome domain
* HM3uckBa NAS(Network | [ User ] AAA |
Access Servers), KOUTO UMar |
poist Ha No Ha cecus 3a JageH ‘ilp “““““““““
norpeburen No va cecusiza Yl
naaeH norpeouren RADIUS || s -2
KJIMCHTH. | :
| 32 rapIUS :
* KbM NAS ce cBbp3Bar [ NAS |
IOTPEOUTENIN, KOUTO UCKAT 1a :
10J1y9aT aBTCHTUKALMA OT ~ Service provider domain

RADIUS cwpBbBpA.

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 38



Ponst Ha RADIUS cspBBpa

NAS Proxy Proxy
SK3
RADIUS RADIUS

SK,

RADIUS

NAS Ko

* Coabpxka b/l ¢ user ID + password u Apyrd JaHHU 3a
OTPEOUTEA

* ChpBBPBT MOXKE Aa padOTH KaToO Proxy, OTTOBAPSIMKA
Ha 3a4BKH, HACOYCHU KbM JPYT ChbPBbHP

* Moske 1a UMa ITOBEYE OT €IMH Proxy MEXay KINEeHTa U
CBPBBPHT, KOUTO ChAbPKa ABTCHUTKALIMOHHATA
MH(OpPMAITHS

* CurypHOCTTa C€ NPEXBBPJISA OT YCTPOKMCTBO B
YCTPOUCTBO:

— Bceku chpBBbp criofess pa3anyHa Mmaposia ¢ BCEKH KIUEHT
(NASs) u ocTaHanuTe ChbpBHPH, C KOUTO KOMYHHUKHPA.
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RADIUS nporoxkoi

- 32 bits -

Code ID Length (octets)

Authenticator

Attributes...

* Stateless mpoTokoi, koiTo uznonazea UDP (port 1812).

* AKo 3asiBKata € ¢ times out, KIUEHTHT MOXE Ja Npenpeaae 10
chinus wim apyr RADIUS c¢bpBbp.

* ID e HoMepsT Ha Tekymara cecusi. Cmens ce ako source [P, source
port WiIu aTpUOyTUTE CE CMEHSIT.

* Length e mpipkuHara Ha makera ot 20 g0 4096.
* Code e Tun Ha cHOOIIECHUETO U € cTaHaapTu3upan ot IANA.
* Authenticator — request/response, kpuntupad ¢ MDS5

* Attributes — e1UH UM HAKOJIKO, ONIPEIEIISIT CE€ OT TUIIA Ha
ChOOIIIEHUETO
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IIpomec Ha aBTEHTHKALUS

create response

RADIUS server

~

Client (NAS)
I
request
- Access—Request
, Access—Reject
no service
-
. Access—Accept
service ~
el
Access—Challenge
challenge B

= DISCARD
Valid client?

YES

YES

YES

User found?

YES

Password
response OK?

Grant service?

Needs challenge?

2/18/2024

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos




IIponec Ha akayHTHHT

Accounting—Request(sta rtL

ﬂcoounting-Response(start) RADIUS

NAS :
Accounting—Request(stopL acgggvr::ng

chounting—Response(stop)

* YKas3Ba c€ Ha4yaj0 ¥ COUPAHE HA OTYUTAHETO
IIpY HACTHIBAHE HA ONPEACICHU ChOUTHS
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OrpaHu4eHus

Orpanu4deH pa3Mep Ha arpu0. JaHHH (255B)
Orpanu4deH Opoi Ha €IHOBPEMEHHUTE BPB3KHU (8-bit

oJie)

HecnmocoOHOCT 1a ce KOHTpOoIrpa IMOTOKA KbM
cepBbpUTEe (UDP)

CbpBbpUTE HE OTKPUBAT THUIIA HA IIPOOIEMUTE (BCUYKH
HEYCIIEXH Ca PABHU)

Hsma choO1ieHne 3a rpelika npyu OTXBbPIISIHE Ha
MaKeTH
Hsma BE3MOXKHOCT 3a npeana3BaHe oT Replay araku

Hop-no-Hop curypHoCT (HSIMa CUTYPHOCT OT Kpau J0
Kpam)

3aIbJDKUTEIHO CIOACIICHA ITapoJja (JOPH aKo Ce
M3I10J13Ba 3aI[UTCH TYHEN)
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Diameter

RFC 3588 u RFC 6733

Connection-oriented npoTokoi1, uznoj3pail TCP niu
SCTP.

[Ipu mpobnem ¢ proxy Bepurara oT Hop-by-Hop ce
MIPEAN3BUKBA MIPEIIPEIABAHE.

AKayHTHUHI'BT MOXE J1a C€ U3IIBJIHABA OTACIIHO OT
ABTCHTHUKAIIMS/OTOPHU3AIIUs, KaTO CE MOJI3BA OTACIICH
CBPBBP.

N3nonsBa Peer-to-peer apxurtekrypa, Karo ¥ KIMEHTHT
U CbPBBPBT MOTAT J1a UHULIMUPAT ONEPALMATA.

ChpBBPHT MOXKE Ja MHUIUUPA IIPEKBCBAHE U MTOBTOPHA
ABTCHTHUKALIUS/ OTOPHU3aLIHS.

Hop-no-Hop curypHocT ce mogoOpsiBa ¢ M3II0J3BaHE Ha
IPsec miu TLS.
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Diameter yCcTponCTBa

Knuent: NAS

CopBbp: AAA CHPBBP.

Relay arent: mapmpyTru3upa ch00IICHUITA Ha
Diameter mpo3padHo.

Proxy areHT: MapupyTusupa CbOOIICHUATA, HO
MOXKE ¥ 1a T IIPOMEHH.

Redirect arent: MHCTpyKTHpa KIIMEHTA Jla OIIUTA
OTHOBO J]a C€ aBTCHTHULIMPA, HO M3II0JIBA APYT
ChPBBD.

Translation areHT: mpeoOpa3yBa ChOOIICHUS
Mexay Diameter u npyru

AAA cepBbpH — Kato RADIUS.
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Diameter popmar

g

32 bits

-

Version

Message Length (octets)

Flags

Command-Code

Application—-1D

Hop—-by-Hop Identifier

End—-to—End Identifier

AVPs...

* Attribute-Value Pairs (AVPs) npenacs napopmanus 3a

arpuOyTHUTE

e Turose CHLOOIICHU:
— 3asaBku (Requests)

— OtroBopu (Answers), BKi1. Pe3yaratau kogose oT AVP

* U nBara tumna cboOuieHus cbabpxkar Origin-Host AVP
¢ uacHTH(uKays 3a Diameter.
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®opmar Ha Diameter AVP

32 bits

AVP Code
Flags AVP Length (octets)
Vendor-ID (if vendor-specific AVP)

g

|

AVP Data...

* AVP konoBete ca peructpupanu B IANA.

— KogoBe 1-255 ca 3ama3enu 3a ceBMecTUMOCT ¢ RADIUS.
e @marosere ca:

— M: AVP e 3aabmkuTencH

— P: TanoTo TpsiOBa 1a € KpUNTHUPAHO

— V: cietuduuno 3a npousBoautensa AVP (karo Vendor-ID).
* JlaHnnure:

— ocHoBHH THIIOBE (integers, floats, octet strings)

— komno3utHU TUIoBe (“Grouped types”)

— onpeaenenu tTunose (Addresses, Time/date, URIs, . . .)
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



