YnpasneHne U HaOJIIOACHNUE HA
paboTaTa Ha KOMOKOThPHA MpPEkKa

npod. 1-p uHk. BeHera Anekcuesna,

npod. I-p UHXK. XpUCTO Bbha4aHOB
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OCHOBHU MOMEHTH

* YIpaBJICHHME HAa MpeKara

* YIpaBJICHHUE HA CUCTEMAara

* Bunose

* [IpoOnemu

* CraHgapTu 3a yIIpaBJICHUE HA MpeEKaTa
* Mojjenu 3a yupaBJ€HUE HA MpexKara

* SNMP

* Syslog

* NTP

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



Bb3MOKHH IPOOJIEMH B MPEKA

* 3ary0a Ha CBbP3aHOCT
* Jlyomupane Ha IP agpecu
* I'pewien Gateway

* CBBp3aHU C KOHPUTYpHUpPaHE HA MPEKOBU
HACTPOUKHU

* BiiomaBaHe Ha NPOU3BOAUTEIIHOCTTA

* BpemeHHHM 11po0ieMu

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos



YIIpaBieHHUE HA MpeEXKara

* YnpasBienue Ha mpexkara (Network
Management) o3Ha4aBa yIpaBICHHE Ha MPEKOBU

pECypCH:
— YcrpoiicTtBa - hubs, switches, routers
— Bpb3Kku — 110 pa3nuyHa OpeHOCHA cpejia

* YupaspjeHue Ha mpexara (OAM&P) o3Hauasa:
— Onepanun (Operations),
— Anmunuctpupane (Administration),
— Ilognpwxka (Maintenance),
— OoOe3neuaBane (Provisioning).
* YnpagpJjieHue Ha cucreMara (System

Management) o3Ha4aBa ynpaBjieHHUE Ha CUCTEMU
M CUCTEMHH PECYPCH B MpeKaTa

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



BuoBe yripaBieHHE HA MpeKara

* (Oe3neyaBaHe HA MpeKaTa
— llmanupane
— lIpoekrtupane
* Pabora Ha Mpexara
— Bwb3cTaHoBsBaHE Ha yCIyTy MPU TPOOJIEM
— Kondurypupane Ha MpeKOBH yCTPOHCTBA
— YnpasiieHue Ha Tpaduka
— YIpaBJICHUE HA CUTYPHOCTTA
— OTYETHOCT 3a U3MOJI3BaHE HA PECYPCH/YCIYTH
— Jlor-gaitnose
— CpOupaHe Ha CTaTUCTUYECKU JAHHU U aHAIU3bT UM
* [lomapbkka Ha Mpexara
— IIpobnemu
— IloBpenn
— Bwb3cTraHoBsBaHe Ha Mpexara
— HHcTanupane Ha yCTpPOKCTBA
— PyTuHHM TecTOBE

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



CraHaapTy 3a YIIpaBIICHUE HA MpeXKara

* OSI - Common Management Information
Protocol (CMIP)

* IETF - Simple Network Management Protocol
(SNMP) — Hali-4eCTO H3MI0JI3BaH

* ITU-T -Telecommunications Management
Network (TMN)

* IEEE standards
* Web-based Management

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



OSI mojel 3a ypaBiaeHUE HA MpeEKara

[ OSI ynpasienue ]

Ha Mpexara
|

L
[ OpraHu3anoHeH ] [I/IH(popMauHOHeH] [ KoMyHHKalIMOHEH ] [ DyHKIMOHAJICH ]

MOJCJI MOJICJI MOZCIJI MOJICJI

SNMP monen

— He e nedmHupas sicHO
— IIspBuTE 3 MOzena ca nogooHu Ha OSI Mozena

— OYHKIIMOHAJHUAT MOJIE]T € CBBP3aH C OIIEpUpPaHE,
AJIMAHUCTPUPAHE U CUTYPHOCT

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos



Opraan3anyoOHEH MOJCI

Messaging protocol

Network Manager
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| Managed device |

» Agent
» Management
database

OnucBa KOMIIOHCHTUTE Ha MpPCIKAara U TAXHATA B3aMMHA BPb3Ka.

Manager — codTyep, upe3 KOMTO ce yrpaBisiBaT ooekture. M3mpamar
3asBKM KbM OOCKTHUTE M C€ Ioay4yaBa nHhopmanus 3a Tiax,. Habmrogapar ce

anapmu. [Ipeniara ce moTpeOUTEICKU MHTEP(PEIAC.

Agent - Cp0oupa uadopmarys ot ooekture. Konburypupa napameTpure Ot
ooektutTe. OTroBaps Ha 3asBKM OT manager. [ eHeprpa ajJapMu 1 I'M u3Ipaiia

Ha manager

Object - MpeXOB €1€MEHT, KOUTO CE€ yIpPaBiIiaBa. BbpXy HETO CE€ M3ITbJIHSIBA

areHTa. buBa ynpasisemM/HeynpaBIIsieM.

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos



JIByCIIO€H MOJIEI

* MDB - b/l 3a
MEHUKMBHT

* ATEHTHM — BbB BCEKU

ﬁﬂggi Manager 00eKkT (XxB0, pyTep)

* Manager —ynpanisBa
= enemeHTuTe (cynd, ATM

B / mmw M\—x CyH4)

 Unmanaged objects-

1 chou

{ Managed objects| \

\ Unmanaged objects ’I Mp C)XKOBH CHCMCHTI/I,

—, _/ KOMTO HE CE YIPaBIsBaT —
" o~ ¢usunyecku (unmanaged

hub) u noruuecku
(DaCHBHHU €JIICMCHTH )

2 c/0M

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



Tpucinoen mojen

1 cnhon
h_hi D_EJ Manager
"\._=_,_-'
—— |
MDB Agent / Manager

-~
N\

—_

Managed objects

2/18/2024

e MeXOIMHHUAT CJIOU UMa
JIBOMHA POJIA:
— Agent 3a ciou 1

— Manager 3a ciou 3
* [Ipumep 3a MEKIUHEH
CJIOU:

— Remote monitoring
probe/agent (RMON)

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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Manager of Managers (MoM) Mozaen
-

C___agent ___| T e _Agent |
Agent NS m Agent NMS DS
—=—Nmmager 7 —=—VEmsge T

* 3a roJIEMH 10 pasMep MPEXKHU

* JlaBa Bb3MOXXHOCT 3a pa3miICKIaHe 110
OOMEWHM — reorpa)CKy, aIMIHUCTPATUBHH. . .

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 11



Peer-to-peer momen

Agent NMS o  Manager NMS

Manager NMS e Agent NMS

* 1 nBeTe cuctemMu padOTAT KaTro NUBPH.

* Te ca crapTupanu eJHOBPEMEHHO MPOLIECU
MEHMJIKbD U arcHT.

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos



NubopManimoHeH MOAE

Managed objects

e 3aHuMaBa ce C CTPYKTypaTa U CbXpaHSIBAHETO Ha MH(pOpMAIIUS.

* 3angaBa uH(popMaIMoOHHaTa 0a3a, 3a Jia OMUIIIE YIIPaBIsIBaHUTE OOCKTHU U
TEXHUTE B3aHMOOTHOIIICHHS.

* Crpykrypara Ha ynpasisiBaHata uH@opmanus (SMI) nebunupa 3a
yIIPaBJIsIBaHUSI 0OCKT CHHTAKCHC, CEMAHTHKA M CTATYC:

sysDescr: { system 1 }

Syntax: OCTET STRING

Definition: "A textual description of the entity."
Access: read-only

Status: mandatory

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 13



NubopManimoHeH MOAE
(oa)—|  Meraeer =] * Managed Objects

— MpexoBu eaemMeHTH - hubs, bridges,
e

routers, transmission facilities
Managed objects

— Codtyep — mporpaM, aJJlrOpuTMH
— AaMuHHCTpaTHBHA HH(DOPMAITUS —

JIUIIC 32 KOHTAaKTH, KM€ Ha IrpyIia OT
00EKTH. ..

* Management Information Base (MIB)
— ChJbpKa HH(POPMAILIUS 32 OOEKTUTE
— Opraausupana e 1Mo IPyIH OT CBbP3aHU 00CKTH
— JledbuHnpa BpB3KATE MEKITY OOCKTHTE
— He e ¢pusunuecka, a € BUpTyaJiHa U c€ KOMIWJIMPA B yIIpaBiisiBaiius codpryep

— CucTeMara 3a ynpapjieHuE MOXeE J1a MASHTU(UIIMPAa HOBUSL 0OSKT (Harpumep
xb0) camo cieq kato MIB e komnuinpaHa B yrpaBJisiBaiius copryep

* Management Data Base / Information Base
— MDB e pusnuecka 6a3a nannuu - Oracle, Sybase

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 14



Management Information Tree (MIT)

O * YhopapiIsIBAHUTE OOCKTH Ca
_ | _ CAHO3HAYHO OIPCACIICHU OT
_/_ituH\I Cso> l/i—éo—i_t;f\l
s 2 TBPBOBUJHA CTPYKTYPA,

&, omnpeaeineHa ot OSI moaena.
D » Bceku Bb3en € yrpaBisiBaH
(e 00EKT

Ot MHTEpHET IIIeIHA TOYKA Crnenuduxarms

Mpivep

Access: Object Type:
Access Object ID and
privilege Descriptar

Object type PktCounter
- Syntax Counter
@ Access Read-only
45\ ES e Status Ny
mocelchotiect  Sommamin Description Counts number of packets

textual description

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 15



KoMyHHUKaIIMOHEH MOIEIT

* Onucea HaUMHA, 10 KOUTO UH(pOpMaLUITa CE
OOMEHS MEKJTy CHCTEMHUTE

____ Operations/_______
Requests

Manager -— Responses Agent
I
.'
/’ . Notifications / twnrk: ElementsT*-«\
Appl'mtlT/ Traps anaged ijects,,/
Manager perations / Requests / Responses Agent
Applications Traps / Notifications Applications

Manager SNMP {Intemet] Agent
Communication Communication

Module CMIF (OS1) > Module

UDP 71P (Internet)

Transport Layers 0S| Lower Layer Profiles (OSI)

Transport Layers

Physical Medium
2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 16



O yHKIIMOHAJICH MOJIEI
* HacodeH € KbM NOTPEOUTEICKHA MPHUIIOKEHUS

[ OSI monen ]

( N

YnpaBieHue Ha
| KOH(UTI'YypHpaHETO

YnpaBieHue Ha
OTKa3UTE

YnpaBieHue Ha
| IPOM3BOIAMTEIHOCT

YrpasiieHUE HA
CUTYPHOCTTA

YnpaBieHue Ha
OTYETHOCTTA

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos



YnopaBneHue Ha KOH(PUTYPUPAHETO

* OcurypsBa 0a30Ba (PyHKIIHOHAITHOCT

* YCTaHOBSIBA U IIPOMEHS MPEKOBU KOH(PUTYpALIUU
Y [IapaMETPU Ha KOMIIOHEHTUTE Ha MpeKara

* HacrtpouBa mpara 3a ajjapMuTe

* (OOe3meyaBa MpPEKOBU PECYPCH — IPOECKTHPAHE,
WHCTAJIMPAHE, IMMOJAAPBKKA

* VipapiicHME Ha MHBEHTapa OT 000pyABaHE
* llogapbxka

* ABTOMAaTH4YHO OTKPHMBAHE HA YCTPOMCTBA 34
yIIpABJICHUE YPE3:
— Broadcast ping
— ARP Tabnuuute B yCcTpoiicTBara
— Views — ¢pu3udecku u norudecku (VLAN)

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 18



YIIpaBJI€HHUE HA OTKA3UTE

* OTkpuBaHEe Ha OTKa3a (reHepupa ChoOIICHUE 3a
npo0iIema)

— 3aIMTBAaHE U BPBIIAHE HA CTATYC
— Trap cwrobmenus - linkDown, egpNeighborLoss

* Jlokanmu3upaHe Ha MACTOTO HA OTKa3a

— OTKpHBaHE Ha BCUYKU J€(PEKTHPAT KOMIIOHEHTH U
MPOCIIEAABAHE 1O TOMOJOTUATA HA ABPBOTO 10 HAMUPAHE HA
M3TOYHUKA

— H30JIMPAHE Ha Ae(PEKTUPAIINTE YCTPOMCTBA OT MPEXKATA YpE3
SNMP vHCTpyMEHTH

— M3non3BaHe Ha M3KYCTBEH MHTEJICKT / KOPETAlMOHHU TEXHUKHU
* Bnb3cTraHoBsBaHE Ha yciyra (MMa I10-BUCOK IIPUOPUTET)
* Mnentudukanys Ha OpruYMHATA 3a IpodiieMa
 Pemenue

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 19



YIIpaBieHHE HA IPOU3BOJUTEITIHOCTTA

* HaOntonaBane Ha €PEKTUBHOCTTA HA MpEXkKaTa C HHCTPYMEHTH
(ananmuzaTopu Ha TpadukK)
* (CneneHe Ha nMokasareyu 3a €()eKTUBHOCT

— Makpo-HUBO: NPOMYyCKATEIHAa CITIOCOOHOCT, BpEME 3a peakius, 10CThIIHOCT,
HAJICKTHOCT

— MUuUKpO-HMBO: MIMPOYMHA HA YECTOTHATA JIEHTA, OMOJI30TBOPSIBAHE, IIPOLICHT HA
IPENIKY MPU TMKOBO HATOBAPBAHE, CPETHO HATOBAPBAHE

*  MOHUTOPUHT HA JTAHHUTE
— Hopmaiino nioBenenue

— HeoOunyaiiHo oBeaeHUE (ITPEKOMEPHO MHOTO KOJIM3MH, BUCOKA 3ary0a Ha
MaKETH U T.H.)

* PBYHO M aBTOMaTU4YHO M3YMCTBAHE Ha aJlapMun

* Craructuka 3a e)eKTUBHOCTTA
— 3a Tpaduka
— 3a rpemku
— IlpocnensaBane Ha QOS
— TlpocnensBane Ha ClIOpa3yMEHHUATA 3@ HUBO HA YCIYyTUTE
— AHaJIu3 Ha TPEHA0BETE
— MexaHu3bM 3a IJIaHUPAHE HA MOJPhAKKATa HA 00apyBaHe
— AKayHTHHT

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 20



YIIpaBiI€HUE HA CUTYPHOCTTA

* [IpoOnemMu CbC CUTYPHOCTTA

2/18/2024

— Moauduiupane Ha nHOOPMAIIH

— MackapaauHar

— MoauduiupaHne Ha JaHHOBU ITOTOLIU
— IIpuxBalaHe Ha KOMyHHUKAIIHS

— 3almTa Ha UHTErpUTEeTa

— BanuaupaHe Ha aBTCHTHUKALMATA

— IloauTuku ¥ npoueaypuro

— peCypcH 3a MPEIOTBPATIBAHE HA HAPYIICHUS Ha
CUTYPHOCTTA

— 3alUTHU CTEHU
— Kpunrupane

— ABTGHTI/IKaI_II/IH , IMJIOCTHOCT Ha JAHHHUTC W IIPOU3XO/I HA
JAHHHU

— Ortopuzanus ( 3a 4eTeHE, YETEHE U 3al1C, HEe-I0CThII)

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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YIIpaBieHHUE HA OTYETHOCTTA
* DYHKIIMOHAIHO OTYMTAHE HA U3IT0JI3BAHETO HA
MpeKara 3a IJIaHUpaHe Ha ObACINO Pa3BUTHE
* Cienn U3MOJI3BAHE HA PECYPCH

* UneHtudunupa ckputu pasxoau 3a UT
IOJI3BAHE

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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MpeKOBUTE YCTPOMCTBA pa0OOTAT HA 3
paBHUHU— JAHHU, KOHTPOJ U
yIIPaBJICHUE

AAA
SYSLOG
SNMP

OSPF

Management
Control )b
Data >

2/18/2024 npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos



MudopManOHHN IIOTOLY

 In-band — perynspHuTe NOTOLM B MpeKaTa

* Qut-of-band — oTAeIHN MOTOLM 32 YIIPABICHUE

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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In-Band Management:

Onpeneigdae Ha THUIIA Ha J0CThIIA 3a
YIIPABJIICHUE

Configuration and management traffic sent toffrom devices

Hp I/IH ara C e C aMO 3a via an Ethernet connection is in-band configuration

management. Stateful Packet Filtering and encryption is
required.

yCTPOMCTBA, KOUTO TPSIOB:
ObJaT ylpapJIsiIBaHU

HBHOHBB&T C e IP Sec ) S SH‘ Protected Management Network = - Production Network

(Behind Firewall)
Jlanu KaHamna 3a yrpasJiCk
TpsiOBa 1a ObAE OTBOPEH
ITOCTOSTHHO?

Out-of-Band Management: s

Management Network
(Behind Firewall)

OcurypsiBaHe Ha Hal-BUCOKO el =
= Z To All Device Console Ports
HMBO HA CUTYPHOCT g = = 1

Configuration and management traffic
sent to/from devices via the console port
is OOB configuration management.

CMmeKyaBaHe HA PUCKA OT
IpegaBaHe Ha IMIPOTOKOJIN 32
YIIPABICHUE MIPE3 U3I0I3BAHATA

MpexKa ™)

System Administrator

Cisco 105 Firewall with VPN

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 25



SNMP

* SNMP e Hau-1mmmpoKo U3M0JI3BaHUA ITPOTOKOJI
3a YIPABJICHUE HA MPEKA U MPEKOBU
yCTPOUCTBA.

* SNMP e ipoTOKOJI OT IPUITOKHUSA CIIOM.

* baszupan nHa UDP.
* Bepcuu Ha SNMP: =

— SNMPv1 — 8B RFC 1157. The SNM=F’h';a:ager SNMP Agent Software
— SNMPv2c¢ — B RFCs 1901-1908.

— SNMPv3 — B RFCs 2273-2275 — curypHOCT,
ABTCHTHUKAIMS U KPUNITHPAHE Ha ITAaKETHUTE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 26



SNMP

* SNMP agents e mo UDP port 161
* SNMP managers € mo UDP port 162

Managed Node

e,
R

SNMP Agent

Managed Node

4 =,

SNMP Agent SNMP Manager

Managed Node

el
-
T

SNMP Agent

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos

27



Apxurekrypa Ha SNMP

SNMP

Network Management System

Management <
MIB

2/18/2024

SNMP Manager
Application

GetRequest

n
<
e

A

GetNextRequest
SetRequest
GetResponse

A

Trap

SNMP

UDP

P

Data Link

Physical

Application
Managed Objects

SNMP
Messages

Communication
Network

SNMP
Network Managed Device
ozt felof T |
EJL glk -EIL E
: g § § ¢ | Kommonenrture
°§° 8 | BKIIOYBAT:
M — SNMP
- manager
— SNMP agent
- — MIB -
Management
Information
Base
Xpucro BbiiuaHos 28

npod. a-p urx. Benera Anekcuena u pod. 1-p HHK.



SNMP Cro0nieHus

get-reguest

=
Retrieves value of specific MIB variable. Y ( i et

get-next-request

Retrieves next instance of MIB variable. Mansged Device o S et

Manager

sat-regquest
=
- Modifies the value of a MIB variable.

get-responas

* Trap - HEHaOEXKITHO

Contains values of requested variable. ° Trap (SNMPV3 C ACK)
- HAACKIHO

Tranzmits an unsolicited alarm condition.

i

-

Version Community Name SNMP PDU

(a) SNMP message

VariableBindings
PDU RequestID ErrorStatus ErrorIndex =
Type Name1l | Valuel | ‘ Name N | Value N

(b) Get/Set Type of PDUs

PDU
Type

2 ic- ific- VariableBindings
Agent- | Generic- | Specific Timestamg g

Enterprise
P Address | Trap Trap Name 1l | Value 1 | | Name N | Value N

(c) Trap PDUs

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos



2/18/2024

SNMP HaOII01EHNE

| want to check the MIB variable
to find out if Gi0/0 is UP/UP

The MIB

g Gio/0

Router 1

My Gi0/0 Interface Failed!

Take a Look!

The MIB

SNMP TRAP @

0
Router 1 @

npod. 1-p unx. Benera Anexcuesa u npod. 1-p uHX. Xpucto BeiauaHos
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Management Information Tree (MIT)

\
AN
)
A
I
/|
= Lo
g /)
i |
2/
w g |
m {
g |
f
/
=
& %
[ J

MIB ompenens Bcsgka mpOMEHIIMBA KaTo
ID oGext (OID)

Opranm3upa B OBPBOBHJHA HepapxXus
OIDs

MIB 3a BCSIKO yCTpOMCTBO BKJIIOUBA:

— KJIOHOBE Ha JBpPBOTO C MPOMEHIIMBH,
001M 32 MHOTO MPEXOBH YCTPOMCTBA

— KIIOHOBE C IIPOMCHJIMBH, crenupuuHu
3a TOBA YCTPOMCTBO.

MpexoBH JIOCTaBYMIIM Ha OOOpyJBaHE

Morar jJa OmnpeaeisT CBOU COOCTBEHU

4aCTHHU KJIOHOBE Ha JbPBOTO.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos

31



CwOupaHe Ha maHHM 32 MIB ¢ snmpget

[13:22][cisco@NMS~ |$ snmpget -v2¢ -c community 10.250.250.14
1.3.6.1.4.1.9.2.1.58.0
SNMPv2-SMI::enterprises.9.2.1.58.0 = INTEGER: 11

-v2¢ IlokasBa Bepcudara Ha SNMP
-¢c community SNMP napoinara, HapeueHa
community string

10.250.250.14 ¢ IP agpeca Ha HAOJIHOOABAHOTO
YCTPOUCTBO

1.3.6.1.4.1.9.2.1.58.0 ¢ yuciaoBus
uaeHtugukarop OID 3a MIB npoMmennuBara

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon

32



SNMPvl1

SNMP Manager SMNMP Manager SHMP Manager

Authentication Scheme Authentication Scheme Authentication Scheme

! !

Authentic Messages

Authentication Scheme

SHNMP Agent

* CurypHocrra B SNMPvI e upe3 umero Ha
OOIIHOCTTA, ChABPKaIIo ce B SNMP cho0I1eHuneTo

* ABTCHTHKAIMOHHATA CX€Ma € MOAYJ B manager u
agent (00110 MME HA OOIIHOCTTA)

* Komynukamusata B SNMPv1 He e kpuntupaHa

* MHoro peanu3anun Ha SNMPv1 ca n30panu 1a He
M3ITBIIHABA KOMaHaaTa Set, KoeTo HaMaIsIBa TsIXHAaTa
MMOJIE3HOCT caMO 0 HAOJIIOJICHUE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 33



SNMPv2

* Apxutekrypara Ha SNMPv2 e cpmara karo tTazu Ha SNMPv1.

* KmouoBoto nnogoopenne B SNMPv2 moxe na ce 0000111y,
KaKTO CJIEBA;

* BBb3MOXKHOCT 32 rpynoBoO NpexBbPJIsiHE HA JaHHU: Haii-
3a0enexxumara npomsHa B SNMPv2 e BkiIrouBaHETO Ha ABa
HoBu PDU. IIspBusar PDU e GetBulkRequest, koliTo
MI03BOJIsIBA HA MEHUKbPA J1a U3BINYA €()EKTUBHO rOJIEMU
OJIOKOBE OT JJAHHU U CJICIOBATEIIHO YCKOPSBa Mpoleca
GetNextRequest.

* BB3MOKHOCT OT MEHUIKBP KbM MEeHUIKBP: Bropusat PDU
¢ InformRequest, kolTO MO3BOJISIBA HA €IUH MEHUIKBD 114
u3Ipaimia trap nHGopmals Ha Jpyr U 110 TO3W HAYMH [PaBU
CUCTEMUTE 3a YIIPABIICHUE HA MPEXKU UHTEPONIEPATUBHU.

 Crpykrypa Ha MH(poOpMANMATA 32 yupaBjeHue: SMI,
nedpuHupa B SNMP, e nmpenanucas.
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SNMPV2 cro01menuns

B SNMPv2 e cranagaptuzupaHa 10 0OII
(hopmar 3a BCUUKH ChOOIICHUS

PDU VariableBindings
RequestID | ErrorStatus | ErrorIndex
Type Namel | Valuel | .. | NameN | Value N

(a) All but Bulk Type of PDUs

PDU » VariableBindings
RequestID [NonRepeaters | MaxRepetitions
Type Name 1 | Value 1 [ l Name N ‘ Value N

(b) GetBulkRequest PDU
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[Tapoan mpu SNMP v2c

*Read-only (RO): OcurypsaBa ma0CTbl [0
npomennusure B MIB, HO He 103BOJIsIBa
IIPOMEHHU, a CAMO YE€TE€HE. 1'bU KaTO CUTYPHOCTTA
€ TOJKOBa cijaba BBB Version 2C, MHOIO
opranm3zanund u3noia3Bar SNMP camMo B TO3m
PEXKUM CaMoO 3a YETEHE.

*Read-write (RW): OcurypsaBa I0CTBII 3a
YyeTEHE U 3aI1C JI0 BCUUKH 00ekT B MIB.
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SNMPv2 - MIB

SNMPv2 MIB nedunupa 00eKTH, KOUTO OIMCBAT
noBeaeHueTo Ha SNMPv2 00ekT. CbCTOHU C€ OT TPH IPYyIIU:

* CucreMHa rpymna: pa3mupeHue Ha opuruHaianara MIB-2
cUCTeMHa rpyna. BkiarodBa KoJIEKIMsSI Ha 00OEKTH, KOUTO
no3BoJisiBaT HAa SNMPvV2 00ekT Aa elicTBa B poJisl HA arcHT,
3a J]a OMHUILIE CBOSITA JUHAMMKA KOH(QUTYpPUPyeMH OOCKTHHU

pecypcH.
* SNMP rpyna: yCbBbpIICHCTBAaHE HA OpuruHaiHara MIB-2

snmp rpyna. CbCTOM c€ OT 0OCKTH, KOUTO OCUTYPSBAT

OCHOBHHUTE MHCTPYMECHTH Ha MPOTOKOJIHATA JACHHOCT.

 MIB O0ekTHa rpymna: KOJeKIys OT 00EKTH, KOUTO CE
3aHuMaBaTr ¢ SNMPv2 Trap PDU u kouTO 1o3BossIBaT Ha
HSIKOJIKO ChTpyaHudend SNMPvV2 eqMHUIN, BCEKH OT
KOWUTO JICKCTBA B POJISI HA MEHUIKBD, 14 KOOPAUHUPAT
csoute SNMPv2 set onepanun.
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SNMPv3 apxurekrypa

Mpexara 3a ynpaBieHUE HA
SNMPv3 ce cecTou OT
pasIpenciicHa
B3aMOJENCTBAaIlla KOJIEKIIUA
oT SNMP eaquanmm.

SNMP Entity

SNMP Engine (identified by snmpEngineID)

Message
Processing
Subsystem

Access Control
Subsystem

Security

Dispatcher Subsystem

Application(s)

Notification
Receiver

Proxy
Forwarder

Command
Generator

Notification
Originator

Command

Responder Other

2/18/2024

Jucneyep: wm3npama m nomydaBa SNMP
ChOOILIEHUS ~ OT  Mpekara;  OmIpeaess
BEpCUATA Ha ChOOIIIEHUETO u
B3aNMMOJEHUCTBA ChC CBHOTBETHHUS MOJIEN 34
o0paboTka Ha CbHOOIICHUA; MPEAOCTABA
aocTtpakteH  uHTepderic kbM  SNMP
IIPUJIOKEHUS 3a TOCTaBsiHE Ha BXos1 PDU
KbM  JIOKATHOTO NPUJIOKEHHE H 34
m3npamane Ha  PDU  or  nokamHOTO
MPWIOKEHUE KbM OTJAJICUCHA CIMHULIA.
IHoacucrema 3a o0padoTKa Ha
ChOOIIeHUsI: TOATOTBS CHOOIICHUSATA 32
M3Mpallaie W W3BIMYAa  JAHHU  OT
MOYy4YEHUTE CHOOILICHUSI.

Ioncucrema 3a curypHoct: Ilpenocrass
yIIOCTOBEPSIBAHE W  NOBEPUTEIHOCT HA
ChOOIICHHUSITA.

IHoacucrema 3a KOHTPOJ Ha [A0CThIA:
[IpenocraBss oropusauus 4Ype3 €AWH WU
noBeue Mojiesin 3a KOHTPOJI Ha JOCTBHIIA.
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SNMPv3

Iogabpxa:
e MHuTerpureT Ha ChOOIICHUATA

— rapaHTHpa, 4e €UH MMaKeT HE € OMJI OTBAPSIH IIpH
TPaH3MUT.

 ABTEHTUKAIIUI

— rapaHTHupa, 4€ IAKCTHhT NU/JIBd OT IIO3HAT U HAACKICH
N3TOYHHUK.

* Kpunrupane

— rapaHTupa, 4¢ nHpOpMaIMsITa HE MOXE JIa CE YEeTe,
aKO JAHHUTE Ca MPUXBAHATH IIpU IPEMHUHABAHE IIPE3

MpeEKara
noAuthNoPriv username oe3
authNoPr1v MD5 , SHA oe3

authPriv MDS5 , SHA DES, DES-56
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SNMPv3 nipunoxeHus

I'eneparop Ha KoMaHaM - n3non3Ba sendPdu u
processResponsePdu npumuTHBHUTE, 32 1a reHepupa GetRequest,
GetNextRequest, GetBulk u SetRequest cpob1ienus. Tol chIo
Taka 00pab0TBa OTrOBOpa Ha M3IpaTeHaTa KOMaHa.

Komanja 3a 0TroBop - U3M0J13Ba YeTUPU IPUMUTHUBHU Ha
nucneuepa (registerContextEnginelD, unregisterContextEnginelD,
processPdu u returnResponsePdu) 1 enyH npuMuUTHB Ha
noJcucTeMara 3a KoHTpoJ Ha gocTbna (isAccessAllowed) 3a
nojay4daBaHe u o0padoTrka SNMP get u set 3asgBku. CbI1o Taka
u3IIpaia CboOIICHUS 3a OTTOBOP.

I'eHepaTop Ha U3BeCTHSA — [10JI00HO T'€HEPUpPAHE HA KOMaH/IH,
reHepupa trap uim Inform croOmIeHUE.

Ioay4yares Ha U3BeCTHSA — IT0JJOOHO IIPHIOKEHHUETO 32 OTTOBOP
Ha KOMaHAu 3a nojiydaBaHe Ha SNMP cwoOmieHue 3a
YBEIOMJICHHUE.

Proxy forwarder - 00pa0oTBa 4YeTUpUTE THUIIA CHOOIICHUS.
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®opmar Ha SMNPV3 cho01IeHNE

msgGloboData=HeaderData Scope of encryption
msglD | msgMaxSize | msgFlags [ msgSecurityModel contextEnginelD | contextName PDU
msgVersion | msgGlobalData | msgSecurityParameters msgData

msgAuthoritative | msgAuthoritative | msgAuthoritative
EnginelD EngineBoots EngineTime

msgAuthentication | msgPrivacy
Parameters Parame ters

msgUserName

* SNMPv3 e npegHa3zHayeH aa aapecupa 4eTUupu
BHUJIA 3aIUIAXH 34 CUTYPHOCTTA:

— IIpOMsIHA Ha MH(pOpMaIus,
— Mackapas,
— pa3KpHBaHE

— IIPOMSIHA HA TTOTOKA OT ChOOIICHHS.
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Syslog

* CpoOupa cucremHu u debug cpo01LIEHNS:
— B TEKCTOB (pailj1 JTIOKAJIHO
— B TEKCTOB (paill Ha ChbPBBP
— TexkcT Ha KOH30J1aTa

— TekcT Ha oTHaneyeH TepMUHAaIl

Syslog Server

System Messages System Messages

BBBBB
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Syslog ChOOIIICHNA CIIOPE HUBO Ha
CUTYPHOCT

Level Keyword Description Definition
0 emergencies System is unusable LOG_EMERG
_ 1 alerts Immediate action is needed LOG_ALERT
R - critical Critical conditions exist LOG_CRIT
_ 3 errors Error conditions exist LOG_ERR
_ 4 warnings Warning conditions exist LOG_WARNING
_ 5 notifications MNormal but significant condition LOG_NOTICE
_ [ informational Informational messages only LOG_INFO
7 debugging Cebugging messages LOG_DEBUG

* Hampumep:

Syslog Level Definition Example

and Name

0 LOG_EMERG A panic condition normally broadcast to all Cisco 105 software could not load
users

1 LOG_ALERT A condition that should be corrected Temperature too high
immediately, such as a corrupted system
database

2 LOG_CRIT Critical conditions; for example, device errors  Unable to allocate memory

3 LOG_ERR Errors Invalid memory size

4 LOG_WARNING Warning messages Crypto operation failed

5 LOG_NOTICE Mon-error conditions that may require special  Interface changed state, up or down
handling

6 LOG_INFO Informational messages Packet denied by ACL

7 LOG_DEBUG Messages that contain information that is Packet type invalid
normally used only when debugging a
program
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Syslog chOOIIECHUSI- CHHTAKCHUC

L 2 3 4 5

Line protocel on Interface Seriall/0/0,

changed state to up

6

Column 1 Column 2

1 seq no Stamps log messages with a sequence number if service
sequence—-numbers is configured.

2 timestamp displays if service timestamps log is configured

3 facility denotes the source or the cause of the system message

4 severity levels 0 - 7

5 MNEMONIC text string that uniquely describes the message

6 description text string containing detailed information about the event being
reported
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Syslog cepBbpH 1 Syslog kKimeHTH

Public Web
Server Mail Server SBEE::?QQI?;TEET
10.2.2.3 10.2.2.4 2 M
Syslog Client ‘ ‘ |
GO0/0

209.165.200. 225{29 GO/1 DMZ LAN 10.2.2.0/24
10.2.2.1

FTP/Web Server 10.2.3.2

Protected LAN
10.2.3.0/24

910.2.3.3
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NTP(Network Time Protocol)

* OOMKHOBEHO, HACTPOMKUTE Ha JaTara v 4aca
Ha pyTepa MOXKE J1a CE€ HACTPOAT :
- ype3 pbUYHO PEJAKTUPAHE Ha JaTaTa U Jaca
- ype3 KoHpurypupane Ha NTP- u3oupa ce
MEXKY:
- HacTeH TanuMep 3a CUHXPOHHU3ALIMS

- I[IyOnuuen Taiimep

e [IpenmeHgaBar ce pUCKOBETE U B ABaTa CJIV4asl.

Rl# clock set 10:28:00 DEC 16 2008

R1#

*Dec 16 10:28:00.000: %SYS-6-CLOCKUPDATE: System clock
has been updated from 16:07:17 UTC Tue Dec 16 2008 to
10:28:00 UTC Tue Dec 16 2008, configured from console

by console.
R1#
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NTP cepBbp 1 NTP xiaueHt

e Moxe ma ce 100aB1 aBTEHTHUKAIIUS 3a MO-
rojisiMa CUT'yPHOCT

| am the NTP master with IP address
10.10.10.1, and | will provide all other

devices with a synchronized time source.

DCE

$/0/0/0 - S/

GO/O |

R1# conf t

Rl (config)# ntp master 1
Rl (config)# “Z

R1#

R2# conf t

R2 (config) # ntp server 10.10.10.1
R2 (config) # *2

R2# show clock

13:01:41.986 UTC Tue Dec 16 2008
R2# show ntp status

R1# show clock
13:01:15.735 UTC Tue Dec 16 2008
R1#

Clock is synchronized, stratum 2, reference is 10.10.10.1

nominal freq is 250.0000 Hz, actual freq is 249.9992 Hz, precision is 2**18
reference time is CCF2253E.5DC2A53B (13:01:50.366 UTC Tue Dec 16 2008) clock
offset is 0.3072 msec, root delay is 23.41 msec

root dispersion is 0.38 msec, peer dispersion is 0.05 msec

R2#
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VIHCTpyMEHTHU 3a HAOJIIOJICHUE HA

CUTYPHOCTTA

* Cisco Discovery Protocol (CDP) — Ha
IIPOU3BOAUTE

* Link Layer Discovery Protocol (LLDP) - oTBopeH

CTaHJIAPT

2/18/2024

Device ID: 81
Entry address(es):
IP address: 192.168.1.254
Platform: cisco WS-C2960-24TT-L, Capabilities: Switch IGMP
Interface: GigabitEthernet0/1, Port ID (outgeing port): FastEthernet0/5
Holdtime : 164 sec

ersion :
Cisco I0S Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(2)SE7,
RELEASE SOFTWARE (fcl)

<gutput omitted>
R1# show lldp neighbors detail

Local Intf: Gio/1
hassis id: 0022.9121.0380
Fa0/5
ort Description: FastEthernet0/5
System Name: S1

System Description:
Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(2)SE7,
FELEASE SOFTWARE (fcl)

<gutput omitted>
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2/18/2024

I IpenopbKH 3a CUTYPHOCT
N3knrouBaHe Ha HEHYKHUTE YCIIYTU U
MHTEP(PEUCH.

M3kimrouBaHe U orpaHUYaBaHe HA YECTO
KOH()UT'YpHUPaHU YCIIYyTH 3a YIIPaBJICHUE.

3a0paHsBaHE HA COHAU U CKaHHUPaHE.

OOe3neuyaBaHe HA CUTYPHOCTTA Ha JOCTHII
npe3 TepMHUHAI.

3a0paHa Ha proxy ARPs

3a0OpaHa Ha [P-OpoakacTy.
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



