CUrypHOCT Ha ONE€pallMOHHU
CUCTEMU

npod. 1-p uHk. BeHera Anekcuesna,

npod. I-p UHXK. XpUCTO Bbha4aHOB

2/18/2024 npod. n-p nrx. Benera Anexcuesa u npod. a1-p nxx. Xpucto Boauanos



OCHOBHU MOMCHTH

* [IpuHnunu Ha 3ammura
* Mogen Ha curypHocT B Linux

* Mogen Ha curypHocT BbB Windows

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



HpI/IHI_[I/IHI/I Hd 3allliuTad 1 CUT'YPHOCT

* Haun-mMajaku npuBUiIEeTruu

* NKOHOMWYHOCT HAa MEXAHU3MUTE
* [IpuemmuBocCT

* 3aBBPIICHOCT

* OTBOpEH JaMU3aMH

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



Han-mMajaky npuBUIETUH

IlorpeOuTrenute TpsiOBa Ja UMaT JOCTHI J0
JAHHU U PECYPCH, HEOOXOIMMHU 34 U3BBHPIIBAHE
Ha PYTMHHHU OTOPHU3MPAHU 3a]Ia4H.

IIpumepn:

* [IpenogaBareanTe Morar Jia IPOMEHST OLICHKH
CaMo 3a KypCOBETE, KOUTO T€ HPOBEKAT.

* CaMoO IPOBEPEHHU CIIYKUTEJIM MOrarT Jia UMar
OOCTBII 10 KlacupulmpaHa HHPOpMaIus.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



Han-manku npuBuiernu (2)

[IpyHIUITBT HA HAW-MAJIKUTE MPUBUICTHU
M3HCKBA Ppa3JACIsIHETO HA CUCTEMAaTa Ha OT/ICIHU
4aCTH, KbM KOUTO J1a C€ OTPaHUYH JOCThIIA —
pa3aeiisine Ha npuBwiieruure (Privilege
Separation)

ToBa pasgensHe He MO3BOJIsABA aTaKyBAIIUAT /14
II0€ME KOHTPOJI HaJ I1sJ1aTta CUCTEMA.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



CyOEKTH Ha CUTYPHOCTTA

[I[pMHIIMITBT HA HaM-MaJKUTE MIPUBUIICTUM CE IIpUIara He
CaMO KbM IOTPEOUTENIH:

Linux — moTpeduTE] MOXKE JIa YETE CAaMO HETOBUTE U
(baiisioBe

Linux — mpouec He MOXe Jia YeTE ITaMeTTa Ha JIpyT
polec

Mobile — nmpuy1ozkeHrne He MOXKE /1a IIPOMEHS JITaHHU Ha
APYTO NPUIIOKEHUE

Web — noMeliH MOXe J1a UyeTe caMO COOCTBEHUTE CHU
cookies

Network — camo JJOBEpEH XOCT MOKE J1a CE€ CBbP3Ba ChC
ChPBBP

I punyunvm.: Cybekmume mpsbea oa umam 00CHbH 00
OQHHU U pecypcu, HeOOX0OUMU 3d U3BbPUIBAHE HA PYMUHHU
OMOPU3UPAHU 3A0a4U

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



| lomiTrkM HA CUTYpPHOCTTA

CyoOexT (Ko#): gercTBamy IpUHIAIIAINA HA CHCTEMAaTa
(moTpeduTel1, MPUIIOKEHUE, IIPOLIEC)

OobexT (KakBo): 3amuTeHu pecypcu (mamer, panyioBe, Xxapayep)

Onepanuu (Kak): kak cyOEKTUTE Bb3/ICHCTBAT HA OOCKTUTE
(deTeHe, U3TPUBAHE)

[Ipumepu:

* Linux — morpeOuTes HE MOXKE 1a M3TPUBA (haiijioBe Ha
APYTH MOTPEOUTEIN

* Linux — npouec He MOXe J1a YyeTe nmaMerTa Ha JpyT IPoLec

* Mobile — npuJjio:keHue HE MOXE Jia IPOMeEHsI JIAHHU Ha JIPYyTo
IPUJIOKEHUE

e Web — n1oMmeliH MOXe qa ueTe caMo cOOCTBEHUTE cHu cookies

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



Mogaen Ha curypHOCT B Linux

2/18/2024 npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos



Moaen Ha CUrypHOCT B Linux

CyoekT (Kon):

* IOTPEOUTENH, IPOLICCH

Oo0ekT (KakBo):

* dannose, IUPEKTOPUH

* DaljIoBe: COKETH, PIpes, YCTPOMCTBA, TaHHU
Onepanuu (Kak):

 Read, Write, Execute

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



2/18/2024

Mojenn Ha CUTYPHOCT

Discretionary Access
Controls (DAC)

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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Mojenn Ha CUTYPHOCT

Subject

(User or
Process)

Object

Action
(read, write,
execute/use)

(file, directory, or
special file)

Object
r Pearmissions
|
I Exsmpiba;
al:]
d usar-gamer = full
JJ grodup=ownar = full
F gthiars = raad-anly
-

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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2/18/2024

[ToTpedOurenn

AKayHTH:

AKayHTH Ha yCIIyTH — 3a CTAPTUPAHE HA MPOLIECH
BbB ()OHOB PEKUM (WEb CBPBBD)

AKayHTH Ha IOTPEOUTEIIN — 32 KOHKPETCH
OTPEOUTEI

Bceku norpeduten uma ynukaie ID — UID

UID 0 e pe3epBupaH 3a CIieHajJIeH NOTPEOUTE -
root

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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/etc/passwd

'uucppub

/etc/shadow




* Komekuus oT noTpeOUTENN, KOUTO MOTaT Ja
CIIOZEIIAT (DAUJIOBE U JIPYTH PECYPCH

* Beska rpyna uma rpynoB ID - GID

IﬂL nux
1_1" "'—I (r _.: gid=0(root) groups=0(root),1(bin),

I vheel )| 1_' 1 ) |
rootlL iI‘l ux0sS:~# cat /etc/ group




KoHTpO HA JOCThIA

 PexxuMmu Ha 10CThII: read, write,
execute

* Tpu KkJ1aca morpeduTenu B Linux:
* owner
* group
* public
» 3a BCEKM (palJl ¥ NOAJUPEKTOPUS NMA

9 3amuTHU OmTa: 3 3a owner, 3 3a
group, 3 3a public.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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root@Linux0s
total 40

I
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root@Linux0s

I
=t
] [*J

21
4
=
4

=t

Public



IIpoMmsiHa Ha mpaBa HA TOCTHII

* 3a BCEKM OTJIEJICH (DAl WIH IIOIJIUPEKTOPHUS CE
ne(pruHUPa TOAXOISIIT JIOCTHII

e 3amaBa”e Ha 3amnuTara - chmod

e KOMIIOHEHTH:

2/18/2024

IToTrpeduren — [ugoa] u — COOCTBEHUK, g — rpyna, o
— JIpYTH, a — BCUUKHU

JloOGaBsane/mpemaxBane — [+ -]
Paspemenns — r, w, X

# chmod u+x test.sh
# chmod +w source.c
# chmod g-x test.c

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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HucioBo npeacraBsaHe

0 000
001
010
011
100
101
110
111

N O o1 A W N =

# chmod 751 test.c
# chmod 240 test.c

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos



I Iporpamuo npeacraBsHe

fd = open ("myfile", O RDWR | O CREAT, 0600) ;

(void) chmod ("myfile", 0644);

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos 21



IIponecu

IIponiecure ca uzonupanu. Ilporec He Mmoxe na
JTOCTBIIBA ITAMET HA APYT IIPOLEC

[IponiecuTe ce M3MBJIHABAT KaTO CHCHU(PUICH
OTPEOUTEN:

* lIpu craptupane Ha 1pornec, Tou ce craprupa ¢ UID
pa3pelieHusITa Ha IOTPeOUTEINs

* IIpouec Mmoxke Aa UMa JOCTHII A0 (PailaoBe, 4O KOUTO
UID uma noctoei

IIpouiecure, crapTupanu OT root, Morar Jaa peaynupar
TEXHUTE NPUBUIIETUU Upe3 cMAHa Ha TexHus UID kbpMm
II0-MAaJIKO nNpuBHIIETUpoBaH U

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 22



Jan _].4 18:39

ANSE My 7 l )} )
o NoOY 2022

Koraro ce craprtupa koMaH1a, TS C€ U3MIbIIHABA C
NPUBWJIETHUUTE HA MOTPEOUTENS, ThH KaTO KOMaHHUST
MHTEPIIPETATOP CE U3MBIHSIBA OT UMETO Ha
NOTPEOUTEIICKUS akayHT. HTEpIpeTaTopbT cTapTUpa
(fork) HOB mponec, korTo Hacaeasa poautrenckus UID.



IIporec u UID

Bcekn nporec uma tpu pazianyau U
Effective User ID (EUID)

* Ormpenens pa3penieHusTa 3a IIpoleca
Real User ID (RUID) Trmrano

— e€IHaKBU
CTOUHOCTH

* Omnpenens noTpeOUTENs, CTapTHUPAIIL
nporeca

Saved User ID (SUID)
* BEUID npenu npomsiHa

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 24



IIpomsHa Ha motpeoutecku UID

Root moxe na nnpomens tpute U

HenpusuiernpoBaHuTe NOTpEeOUTEIN MOTar Aa
npomenaT EUID camo kpM RUID nim SU

setuid(x):
EUID ->x
RUID ->x
SUID ->x

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos



HamansBaHe Ha IpUBUIICTHHUTE UpE3
setuid

Apache web cbpBBp TpsIOBa a C€ M3IIBJIHIBA KaTO root,
3aI[0TO CaMO TOM MOXKE Ja Ch34aBa COKET, KOMTO CIyIIa
Ha ntopT 80 (mpuBuiaerupoBaH nopt). Ho mo To3u HauynH
BCEKH OBI HA Apache 1mie 1oBee 10 HECAaHKIIMOHUPaH
OOCTHI Ha aTaKyBalll 10 ChPBbpa.

Bwmecto ToBa, Apache cb3gaBa mporec no ciaeaHus
HA4YWH:

if (fork() == 0) {
int sock = socket(“:80") ;

setuid (getuid (“www-data”)) ;

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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Bpemenna nnpomsaHa Ha UID

HenpusuierupoBaHuTe MOTPEOUTEIN MOraT 1a IMPOMEHST
EUID ksM RUID niau SUID

setuid(x):
EUID > x
RUID -> x # EIUD=RUID=SUID=0
SUID -> x seteuid(100);
# EUID=100; RUID/SUID=0
seteuid(x): <H3I'BJIHCHUEC HAa OIIaCHU OIepanumn->
EUID -> x setuid(0)

RUID -> 6e3 npoMsiHa # EUID=RUID=SUID=0

SUID -> 0e3 npomsiHa

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 27



SSH npumep

Axo SSH chpBBp C€ U3NBIIHIABA KAaTO TO0t:

if (authenticate(uid, pwd) == S SUCCESS) ({
if (fork() == 0) {
seteuid (uid) ;
exec (“/bin/bash”) ;

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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SSH npumep

Axo SSH chpBBp C€ U3NBIIHIABA KAaTO TO0t:

if (authenticate(uid, pwd) == S SUCCESS) ({
if (fork() == 0) ({ |
seteuid (uid) ; EADIID=Ie:
’ RUID/SUID - 0e3
exec (“/bin/bash”) ; MpoMsHa
}
} ATaka: IoTpeOUTEI MOXKE Ja U3BHKA

setuid(0) u ga cTane root 3aIo0ToO
SUID=0

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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SSH nipruMep — KOpeKTHA peain3anus

Ax0 SSH chpBBp C€ U3NBIHSBA KAaTO TO0t:

if (authenticate(uid, pwd) == S SUCCESS) ({
if (fork() == 0) {
seteuirdfuid) EUID=uid;

setuid (uid) ; ) RUID=uid
exec (“/bin/bash”); SUID=ud

} [TorpedbuTen He

MOX€E J1a TPOMEHHU
UID

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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YBEJIMYaBaHE HA IPUBUIIETUNUTE

IIpomMsaHa Ha mmaposara ce u3BbpliBa upe3 passwd. T
oOHOBsBa (hamiia /efc/shadow, KOUTO MOXKE 1A C€
IIPOMEHS caMO OT 1oot.

HopmanHo, TOBa HE € Bb3MOXKHO 3aII0TO MPOTPaMHUTE
Ce CTapTupar C IPUBUIECTUUTE HA CTAPTUPAIUIT T
IOTPEOUTE]L.

ChIIecTBYBa BB3MOKHOCT 1a ce ycranoBd EUID nHa
M3ITbJIHUM (paiiil Aa Oblie KaTo Ha COOCTBEHUKA Ha
(paiisia, BMECTO Ha CTapTUPAIUIT IO HOTPEOUTE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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setuid Ha passwd

root@Linux0S:~3

—TWS——X——X

2014 Sfusr/bin/pass

roof@Linux0S: ~4

setuid

# chmod u+s <filename>

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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setuid u setuid

setuid() cucreMmHo setuid OMT HA M3ITBJIHUM
U3BUKBaHeE: daii:

I1o3BoIsIBa N3mbiaHeHUETO € OT
W3BUKBAIMAT J1a MMETO Ha COOCTBEHHMKA Ha
npomenu UID Ha ¢aiina, OTKOJIKOTO Ha
mpoieca

M3BHKBAIIYS IOTPEOUTEIT

setuid(x): root@Linux0S: ~3
EUID -> x —T'W ————— ]
root@Linux0s: ~4
RUID ->x
SUID ->x

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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2/18/2024

Mogaen Ha curypHocT B Windows

npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos
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Mopgaen Ha curypHocT B Windows

* Security Reference Monitor — mpoBepka Ha
OOCThIIA, TCHEPHUPAHE HA JIOT (palJIOBE M
MAHHUITYJIMPAHE C MpaBa HA JOCTHII.

* Local Security Authority — npunarase Ha
JIOKaJIHATAa ITOJIMTUKA 32 CUTYPHOCT.

* Security Account Manager — j1okaaHa 0a3a
OaHHU ¢ MH(POpMaIys 3a akayHTuTe. M3mon3sa
CE 3a JIOKAJICH JIOCTAHII.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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Local Security Authority

* Ilporec B HOTpeOUTEICKH PEXKUM
(Windows\System32\Lsaaa.exe) — peanu3upa MOJIUTUKU
(mapoJa, JIOTOH), aBTEHTUKAIIK, U3NpalllaHe Ha HHpopMalys
KbM KypHaJila Ha CbOUTHUSTA

e [.SASS 6a3a ¢ nmomutuku: B HKLM\SECURITY

Active
WISV 1.l Directory
Kerberos.dll

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 37



2/18/2024

SAM service

MHOXeCTBO KOMIIOHEHTH
(Windows\System32\Samsrv.dll) orroBopHH 3a
yIIpaBJICHUE HA 0a3aTa JaHHU C MOTPEOUTEIICKH
MMEHA U TPYIIM 3a JIOKaJIHAaTa MallluHa

SAM 06a3a ganHu — 0a3a JaHHU ¢ AS(HUHUPAHUTE
JIOKAJIHU HOTPEOUTEIN U I'PYHH, 3a€THO C
apoJiuTe UM U aTpuOyTu. ChxpaHsBa ce B

peructbpa B HKLM\SAM

Kpakepure Ha maposu araKyBar XEIIOBETE HA
napojiute B SAM Ha JJOKaJHUTE IIOTPEOUTEIIN

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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2/18/2024

Active Directory

JlupexTopHa yciyra, BKJIrOUBaina 0a3a JaHHU C
MH(pOpMaIys 3a 00OCKTH B JIOMEHH

JIOMEWH — KOJIEKIIMS OT KOMITFOTPU U TEXHUTE
aCOLIMUPAHU TPYIIHU, KOUTO CE€ YIPABISIBAT KaTO
eIMHNYEH KOMIIOHEHT

AD CBpBBp — pE€ATU3UPAH € KaTO yCIIyra
(Windows\System32\Ntdsa.dll), n3nrbnHsiBala ce
B Iporeca Lsass

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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2/18/2024

IlakeTn 3a aBTeHTUKAITINA

BI/I6J'II/IOT€KI/I, N3ITBJIHABAIIN CC B KOHTCKCTA HA

nporieca Lsass u peanu3upaiiy NoJIMTHKaTa 3a
aBTeHTHUKAIUI Ha Windows:

* LanMan — Windows\System32\Msvcl 0.dll
* Kerberos - Windows\System32\Kerberos.dll

* Negotiate — n3nona3a LanMan unu Kerberos, B
3aBUCUMOCT KO€ € IOIXOIAII0

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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2/18/2024

Netlogon

Yenyra (Windows\System32\Netlogon.dll) — nanbiaHsBa ce
B Lasass 1 oTroBaps Ha 3asiBKUTE 3a MPEKOBHU JIOTOH

ABTGHTI/IK&I_II/IHTEL CC INoAABbPKAa CANHCTBCHO 3a JIOKAJITHHUTC
JIOI'OH, KaTO CC HU3IIpallaT 34 IIPOBCPKA KbM Lsass

BxiitouBa v JIOKaTopHa yciiyra 3a OTKpUBAaHE Ha JIOMEWH

NetLogon sl I

KOHTPOJIEPH

Directory

SAM
Server Server

MSVC1_0.dl
Kerberos.dll

npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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LLogon miporiec

* Ilporec, u3mbIHsABAIL CE B IOTPEOUTEIICKH PEKUM
(Windows\System32\Winlogon.exe), ynpaBiisiBalll HTHTCPAKTUBHUTE
JIOTOH CECHH

* Graphical Identification and Authentication
(Windows\System32\Msgina.dll) — bubavoTeka, U3IIbJIHSIBAIIA CE B
nporeca Winlogon, 4ype3 KOATO C€ MoJIydaBaT HOTPEOUTEIICKOTO
uMe u napoja uiu PIN ot smart card

Active
] Mettamon Directory

LSA

Server
MSVC1_0.dl
Kerberos.dll

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos 42



Security Reference Monitor

* M3BbpiiiBa mpoBEPKHU 3a JOCTHIT 10
0OCKTH, yIIpaBJjIsiBa MPUBUICTUH U
reHepHupa ChOOIICHUS 3a )KypHaia

* I'pyna ot ¢pynkuuu B Ntoskrnl.exe

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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3amumra Ha ooexkture oT SRM

BaJ'II/IHI/IpaHGTO Ha JOCTbIIAa BKJIFOYBA.

e JKXemanus nocrei

* TokeH — uaeHTU(ULIUPA TTOTPECOUTEIIS,
COOCTBEHMK Ha IpOoIleca U NPUBUICTUNATE MY

* Object Security Descriptor — onucsa ThIa Ha
pa3peIICHUTE TOCThIIM

AKO BaJIMJIUPAHETO € YCIIEIIHO, Ch31aBa CE
handle B m3uckBamuss 1o0CThI IIPOLEC, ITIPE3
KOMTO CE€ OCBIIECTBABA JOCTHIIA JI0 pecypca

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 44



TokeHHU

KoMIIOHEHTH Ha TOKEH:

e Security ID Ha noTpeduTens

* SID Ha rpymara, B KOSITO € IOTpEOUTEA
* |D Ha noruH cecusra

* IlpuBuneruu, JagecHU Ha MOTPEOUTENIA

Group 1 SID

Group n SID

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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Security 1D

C:\Users\hwalchan>wmic uaeraccount get name, sid

Name

Administrator
DefaultAccount
Guest

hwalchan

user
WDAGUt11ityAccount

2/18/2024

|
—
)

A54787027-508
A54787027-583
A54787027-581
A54787827-1001
A5

@5

e

-96405996-2664572682
Fhﬂﬂrggh ibbﬂ;??ﬁﬂ

(W a T}
|

Lnobnoln '-."l '-."l '-."l

(W]
I

e

(W W |
I I

A4787027-1083
A787027-584

(W]
I

||._I ||._I ||._I ||._I ||._I ||._I

2

(W]
I
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Object Security Descriptor

* JleCKpUNTOPUTE CE ACOIUUPAT C OOCKTUTE:
(aiIoBe, KIHOUYOBE B PETUCTHPA, IPUIIOKHO
ne(puHUPaHU

* IlpomMeHnuBa IbIKUHA

Primary Group

DACL
pointer

SACL
pointer

DACL
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Cow3maBaHe Ha Security Descriptor

Process

Security
L Descriptor

Object

|

User SID

Group SID

Owner SID
Group SID

Discretionary
ACL

w

Access Control Entry

Access Control Entry
(Allowed)

InitializeSecurityDescriptor()
SetSecurityDescriptorOwner()
SetSecurityDescriptorGroup()
InitializeAcl()

AddAccessDeniedAce()

AddAccessAllowedAce()

SetSecurityDescriptorDacl()
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Discretionary Access Control Lists

DACL cpaspxka Hyna uim moeuye Access Control
Entries ACE):

* SD 6e3 DACL pa3pemapa ImbjeH JOCTHI

* SD ¢ npazen DACL 3a0paHsiBa BCSKaKbB JOCTBII
Ha BCUYKHU

* ACE wmoxe na ¢ allow wim deny

Read, Write,
Delete, ...

.______.--'.'
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2/18/2024

IIpoBepka Ha gocThHA

ACE B criucbhKa ce pasmiexkaar no peu:

Nwma mu ACE ceBmamgam SID ¢ To3u B TokeHA?

AKo nMa, CbBIaga JIM HIKOU OT OMTOBETE 3a
JTOCTBII C OCTaBaIlUTE KEJIaHUSA 3a JOCTHII?

Axo na, kakbsB TUII ¢ ACE?
— Deny — Bpbpmia ACCESS DENIED

— Allow — gaBa cneru(pu4HUS JOCTHI U aKO HsIMa
OCTaBalllid JOCTBIIM 3a MOTBBPKACHUE, BpbIIa

ACCESS ALLOWED

Axo ¢ kpast Ha DACL u ako HsIMa ocTaBalu

OOCTBIIM 3a ITIOTBBPKACHHE, BPbIIA
ACCESS DENIED

SRM peanuzupa explicit allow model
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[ Ipumep — paspelrnaBane Ha JOCTHII

Security Token

Used ID: FredMgr

Group Ids: Users
Mgrs
Everyone .| Desired access

Privileges: None g read/write

File object

Security AccessAllowed AccessAllowed AccessAllowed
FredMgr Mgrs Everyone

Read (RX) Special Access(RW) Special Access(X)

ACE

Discretionary Access Control List

descriptor
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IIpuMep — 3a0paHa HA JOCTHI

Security Token

Used ID: FredMgr

Group Ids: Users
Mgrs
Everyone Desired access

Privileges: None read/write

File object

Security AccessDenied AccessAllowed AccessAllowed
Mgrs FredMgr Everyone

(No Access) Read(RX) Write(W)

ACE

Discretionary Access Control List

descriptor
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Access Control Lists

W card.jpg Properties X

General Security Details Previous Versions
Object name: ChUsers\hwalchan\Documents\Labs\POS\Lectures\c:

QFDUP aruser names:

£R SYSTEM
& hwalchan (HV-PCihwalchan)
£2 Administrators (HV-PC\Administrators)

To change permissions, click Edit Edit

Permissions for SYSTEM Allow Deny

Full control
Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,

click Advanced. Adyanced

OK Cancel Apply

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos



Jlorsane B j10KajTHaTa MalInHa
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JlorBane B 1oMeUH

Domain Controller

rimem e e mand mrees =l sald e
ﬂ}l;\-%l Al
[
e =

MSGINA

Kerberos

Active

Directory
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[ IpuBunerun

* IlpuBwiernure KOHTPOJIUPAT KAKBO AKAYHTHT
MOJKE Ja IpaBX HA MaIlliHAaTa, B KOSTO CE €
JIOTHAII

* HaszHnauaBar ce Ha akayHTH UJIU IPYIIU

* |IpenocraBAT HA aKaAyHTUTE JOCTHII HA
OIIEPALIMOHHO CUCTEMHO HUBO
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[ IpuBunerun

i Local Security Policy

File

Action View Help

s 7E =

i Security Settings
» @ Account Policies
v |4 Local Policies

> & Audit Policy
4 User Rights Assignment

» & Security Options
| Windows Defender Firewall with Advai
| Network List Manager Policies
| Public Key Policies
__ Software Restriction Policies
| Application Control Policies
> .S IP Security Policies on Local Computer
__| Advanced Audit Policy Configuration

Policy

| Access Credential Manager as a trusted caller

.| Access this computer from the network
| Act as part of the operating system

4| Add workstations to domain

| Adjust memory quotas for a process
i Allow log on locally

.« Allow log on through Remote Desktop Services

4| Back up files and directories
| Bypass traverse checking

i) Change the system time

.4 Change the time zone

4| Create a pagefile

| Create a token object

.| Create global objects

Security Setting

EveryoneAdministrators,Users Backup O..

LOCAL SERVICE NETWORK SERVICE Admi...
Guest, Administrators Users,Backup Opera..
Administrators,Remote Desktop Users
Administrators,Backup Operators
Everyone LOCAL SERVICE NETWORK SER..
LOCAL SERVICE Administrators

LOCAL SERVICE Administrators,Users

Administrators

LOCAL SERVICENETWORK SERVICE Admi...

2/18/2024
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[ IpoMsHa HA TTpUBUIIETUH

Shut down the system Properties

? x
Local Security Setting  Explain

Shut down the system

Administrators

Backup Operators
Users

Add User or Group...

OK Cancel Apply

2/18/2024 npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos



Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



