VPN. Pabota oT pa3cTosHue

npod. 1-p uHk. BeHera Anekcuesna,

npod. I-p UHXK. XpUCTO Bbha4aHOB
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OCHOBHU MOMCHTH

* Pabora ot pascrosHue (Teleworker)
* VPN

 GRE

* IPSec

« HMAC
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[IpenumcTBa Ha padoOTa OT PA3CTOSHUE

* 3a OpraHu3aluuTeE:.
— HenpexbcHarocT Ha paboTara
— YBelM4yaBa OTTOBOPHOCTTA

— [lo-curypeH, HaACKACH U yOPaBiIIeM JOCTHI 10
MH(DOpMaIys

— Ha nmo0Opa niena uHTerpupa JaHHH, I71ac, BUJICO,
IPUIOKCHUS

— YBenr4aBa MpPOAYKTUBHOCTTA, YIOBIETBOPEHOCTTA
OT yciyrara

* CouuyanaHu IpeauMCTBa:

— HapacTtBa Bb3MOKHOCTTA 32 00OCIUHABAHE HA
I'pylun
— Hamansasa mbTyBaHETO M CBBP3aHUS C TOBA CTPEC

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



N3uckBanus

* OcurypsBa HEIPEKbCHATOCT Ha paboTara

* I'prxu ce 3a HapacTBalIMTE HYXIU Ha
Ou3HECa OT KOMYHUKATUBHOCT

* Secure & reliable gocThin 10 nHpOpMaIHS

e (Cost eftective

* Ckanmupyema

Internet

Remote
VPN
Router

Broadbana
Mg

dem

Teleworker Headquarters
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Henocrarbim

* Ot mIeaHa To4YKa Ha paboTOATENS

— TpynHO ciaensT paOOTHATE NOCTHXKECHUS Ha
CITYKUTCIINTE

— HeoOxommuMo € 51a ce BbBEAE HOB CTHJI Ha
yIIPaBIICHUE

* OT meaHa ToYKa Ha PaOOTHHUIIUTE :
— YyBCTBO Ha HU30IaIMA
— baBHu BpB3KH

— OTBIMYaHe HAa BHUMAHHUETO, Pa3CCHBaHE

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



TexHomorum 3a padoTa OT Pa3CTOSTHUE

* Broadband Bpb3KH - BUCOKOCKOPOCTEH IPEHOC
Ha YCJIYT'U: JaHHHU, I71aC ¥ BUAEO o MaTepHET
U IPYTH MPEKH.

* [IPsec VPN mpexu

* Tpagumuonuure yactTHu WAN Layer 2
TexHoJIOTuH - Frame Relay, ATM u Haetun
JIMHUU

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos



KomMmmmoreHnTH

* KOMIOHEHTH B JoMa - JJanTOI WA HACTOJICH
KOMITIOTBHP, IIIUPOKOJICHTOB JIOCTHII (Ka0e,
DSL, WiF1) u VPN pyrtep nim VPN
KJIMEHTCKH COPTYyEp, MHCTAJIMPAH Ha
KOMITIOTBPA.

 KomnoHeHTH BB (pupMmara - VPN pytepw,
VPN koHIIEHTpaTopu, yCTPOUCTBA 3a
CUT'YPHOCT, aBTCHTH(DUKAIHSL.
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TexHoorum 3a oTJaaJIcucH T0CThBII

Remote Connection Options

Server Farm
Enterprise Campus

-l"

______ Broadband > l Branch Office(s)

4 < : Networks
Headquarters |SPS
(Campus, Data Center) k , , Layerz VPN
_“ IPsec VPN ) (Frame Relay, ATM,
- b - i 4 i U ~
- = DY ~ ftc')\ Partners and
Teleworkers - y.{ WAN N 5 _
g 7 W".__ Suppliers
) / i - N a
L M v

Mobile Worker Individual SOHO

y L y
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Broadband yciyru

Connecting Teleworkers to the WAN

56 KB/S

ISP A (Telephone

Telephone Line
P _ Company)

Dialup Modem
Dialup

200 KB/S

V Telephone Line

DSL Modem
200 KB/S

DSL

Coaxial Cable

Cable Modem

ISP C (Satellite
Service Provider)

Satellite Satellite Modem
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VPN

* YacTHa MpeKka upe3 nmyOandHa Mpexa

e M13110713Ba ce BMECTO HaeTa JUHULI

e [loa3u:

2/18/2024

 CpBMecTHUM C broadband TexHomoruure
* HamansaBa paszxogure
/lpsec

b 4

4\"
VPN ':

° C KaJl I/IpyeM OCT SOHO witha Cisco DSL $ | / IPeec

* CUT'ypHOCT

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 10



Bunose VPN

4 N
( VPNs 1 @rtual Dialup Networ@ ( VLANs )
~
( Overlay VPN \ ( Peerto-Peer VPN
Layer 2 VPN Layer 3 VPN ACLs
(Shared Router)
( X.25 )
GRE
Split Routing
( Frame Relay ) (Dedicated Router)
IPsec
( ATM )
MPLS VPN
. SN J
. J

J

* Overlay VPNs: texnonoruu karo X.25, Frame Relay,
ATM 3a Layer 2 Overlay VPN u Generic Routing

Encapsulation (GRE) u IPsec 3a Layer 3 Overlay VPN.

* Peer-to-peer VPN: peanuszupa ce ¢ OTIAEIHU pyTEPH 3a
Bceku kiaueHT wiu ¢ MPLS VPN TexHomorusara.

2/18/2024

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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Overlay VPNs
* Layer 1 Overlay VPN

— Ocrapsina 1 U3BBH yIIOTpeoa.

* Layer 2 Overlay VPN
— TpaguunonHa komytupana WAN
— Baeapeno ¢ X.25, Frame Relay, ATM u SMDS

— ISP otrosaps 3a TpaHCHOPTUPAHETO HA (PPEMMOBE OT CJIOM
2

— KiueHTsT € OTTOBOPCH 34 BCUYKH I10-BUCOKH HHBA

* Layer 3 Overlay VPN

— ISP mpexara € HeBuauMa 3a KIIMEHTCKUTE PyTEPH
— M3nonsea IP Tynenupane

— ISP ocurypsBa npeHoc Ha JJaHHHU point-to-point MEXTy
CAaNTOBETE HA KIIUEHTUTE

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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VPN Tunose

r
Qe - D - (x] (2] | J st Jirewsn @) (-0 T3 B
Puddoma (8 g 12009, 565 200, ZE-CSC0E #esgon i B ws

" Remote-Access
= SSLL VPNs -

Ui |
[

# status: Connected | VPN Client - Version 5.0.01.0600
Cornection Entries  Stabus Certificates Log Options Help

= E @ E.q il

Disconnect Mew Irnport Maodiy Delete Cisco

| Conrection Entry [ Host [ Transport :1
o Rl R1-vpn-cluster.cisco.com IPSec/UDP
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VPN Penienus

" Cisco VPN pytep

" Cisco PIX

" Cisco ASA

" Cisco VPN koHIIeHTpaTop
* SOHO pyTtep

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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VPN na ciaon 3

* Generic Routing Encapsulation

to-point)
* MPLS (any-to-any)
* [PSec (point-to-point)

What Is a VPN?

S~ Main Site

Perimeter
Router

Pop
<— Firewall y Legacy
Concentrator
-

~ ~
~
Py ~
~
~
~

Regional Office with Firewall

4

Mobile Worker with VPN Client on

Corporate
SOHO with an ISDN/DSL Laptop Computer
Router

« Virtual: Information within a private network is transported over a public network.
« Private: The traffic is encrypted to keep the data confidential.

2/18/2024

GRE (point-

Benefits of VPN

Traditional
Layer 2 WAN

Branch Office

(o

i ~
Mobile User ™

Yy

VS.

Central Site

Internet

SCHO

Compared to leased line options, VPN benefits include cost savings, added security, and increased scalability.

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos 15



Site-to-site VPNs u remote-access VPNs

Site-to-Site VPNs

Central Site

Remote Site

DSL
Cable

Internet

Intranet Extranet
Business-to-Business

) . ) ) Remote Access Client
Site-to-site VPNs are extensions of the classic WAN.

POP
Telecommuter

Remote Access VPNs

Internet

Extranet
Consumer-to-Business

Remote Access VPNs mark an evolutionary step in dialup and ISDN networks.

2/18/2024 npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos
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XapAYEPHU U COPTYEPHU KOMITOHCHTH

2/18/2024

3a VPN

VPN Components

Corporate Network

Business Partner with Router

Concentrator

Internet

Perimeter

Remote Office with Router Router

Regional Office with Firewall Teleworker with VPN

Client on Laptop

SOHO with Broadband Computer
Connection

npod. 1-p urx. Benera Anexcuesa u npod. 1-p uHx. Xpucrto Beiauanos

17



VPN ocurypsBar 3aluTeH OTJaJICYCH

HJOCTDBII
* KoH(pHACHIMATHOCT Ha JAHHUTE — 3alllUTaBa

cpemry spoofing
* [ls10CTHOCT HA JAHHUTE- 3allUTABa CPEILY
[IPEKbCBAHUA

e ABTEHTHUKAIIUA

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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VPN tyHen

* Carrier protocol

— IIpOTOKOIBT, IO KOKUTO C€ IpeHACa HH(OPMAIHAATA —
Frame Relay, ATM, MPLS...

* Encapsulation protocol

— IIpOoTOKOIBT-00OBMBKA HA OPUTMHAIIHUATE JTAHHU —
GRE, IPSec, L2F, PPTP,L2TP...

* Passenger protocol

2/18/2024

— IIpOTOKOIIBT, KOUTO MPEHACS OPUTUHATIHUTE JaHHU —
[Pv4, IPv6, IPX, Apple Talk

npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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VPN xpunrupase

VPN Encryption

Gail . : Jeremy
¢ o 4 o
Pay to Jeremy $100.00 + + Pay to Jeremy $100.00
One Hundred and xx/100 Dollars . . One Hundred and xx/100 Dollars
Encryption Decryption
Algorithm Algorithm
4ehIDx67NMop9eR > | 4ehiDx67NMop9eR
U78I0PotVBn45TR U78I0PotVBn45TR
Internet - Hmmm ... | cannot read

Hacker

a thing.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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2/18/2024

Site-to-Site Tynen ¢ GRE
Generic Routing Encapsulation (GRE)

OCHOBEH, HECUTYPEH

IIpoTokoi 3a site-to-site VPN
IIpenacs IPv4, IPv6, AppleTalk, DECnet, IPX

Cw3aaneH ot Cisco

Original IP Packet
{Passenger Protocol)

IP GRE IP TCP Data

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 21



Xapakrepuctuku Ha GRE
* Ilo crangapt - RFC 2784

e TunoseTe MPOTOKOINU, KOUTO MOXKE Jia IIpeHACs
ca B RFC 1700 - "EtherTypes".

e GRE vama mexauusmu 3a flow-control.

* GRE HsIMa MexaHU3BM 3a security.

IP GRE IP TCP Data
Flags Protocol |dentifies the type of payload, EtherType
Type 0xB00 is used far IPvd.
|dentifies the presence of optional
header fields.
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Kondurypupane Ha GRE

192.168.2.1 192.168.2.2

Tunnell GRE Tunnel Tunneld

S000/0 Intermet \—\ S/00000 a
\ s }

209.165.2011 198.133.219.87

R1 configuration:

[m1 (config) # interface Tunnel(

Fl (config-if)4 tunnel mode gre ip

Fl (config-if)4 ip address 192.168.2.1 255.255.255.0

Bl (config-if)# tunnel source 209.165.201.1

Rl (config-if)# tunnel destination 198.133.219.87

Fl (config-if)#4 router capf 1

Bl (config-router)$# network 192.168.2.0 0.0.0.255 area 0

[ro (config) ¥ interface Tunnel(

FZ (config-if)# tunnel mode gre ip

F2 (config-if)# ip address 192.168.2.2 255.255.255.0

F? ({config-if)# tunnel source 198.133.219.87

B2 (config-if)# tunnel destination 209.165.201.1

FZ (config-if)# router ospf 1

B2 (config-router)# network 192.168.2.0 0.0.0.255 area 0

—

interface tunnel number

IlocouBa ce IP aapec Ha
copca Ha TyHeJa.

IlocouBa ce IP agpec Ha
JIeCTUHAIINATA Ha
TyHEJIA.

Kondurypupa ce IP
azpec 3a tunnel
uHTEpDEKCca.

(Optional) ITocouna ce
pexnM 3a TyHena - GRE
¢ 1o default 3a Cisco.

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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Internet Protocol Security (IPsec)

* Beuuku peanmzanuu Ha IPsec umar xeabp Ha 3
CJIOM B YMCT TEKCT, 3a JIa HAMa IIPOOJIEMH C
MaplIpyTH3aLUsITA.

* [Psec € KOMILIEKT OT OTBOPEHU CTaHIApPTH,
KOMTO € aJITOPUTMHUYHO-HE3ABUCHM.

* [Psec ocurypsiBa KOHQHUICHIINAIHOCTTA HA
JAHHUTE, LEI0CTTA HA JAHHUTE U
yJIOCTOBEPSBAHE HA IMPOU3X0/IA.

* [Psec nencrBa B MpeKOBUS CJIOU,
3alllUTaBAUKHU U YIOCTOBEpsABAUKHU |P makeru.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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[Psec pyHKIIMH

* KoH(puaeHIaIHOCT
* MuTerpurer
 ABTEHTHKAIIUSA
* 3ammra Cpeiry OTroBOp
! !
E .I ODQgHHEHD FF.I
:f_i’_’i(ﬁr'uauuf;ﬁsn .
i ('Y
Confidentiality Data Integrity
16 | 24 | sabu_
Security Association |dentifier (SPI)
Sequence Mumber
Payload Data (Variable Length)
Padding (0-255 Bytes)
Pad Next
Length Header
Authentication Data (Mariable)
Authentication Anti-Replay Protection
2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos 25



KoH(puaeHIMamHOCT

Confidentiality with Encryption

ail Jeramy
Pay to Jeremy £100 Pay to Jeremy £100
One Hundred Dollars = ® “» One Hundred Dollars
En an Dec:r:.rptinn
Algonthm  Algonthm
4ehiDx67NMop9eR 4ehiDx67NMopfeR
U7810PoiVBndsTR /- \= : UT810PoiVBRdSTR

Internat '

Hmmm... | cannot read a thing

Unauthonzed User

2/18/2024 npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos
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CHUMETPUYHO U ACUMETPUYHO
KPUIITUPAHE

* CumMeTpuyeH

Encryption Key

r

i

Encrypt

Pre-shared key r,_./l"_’ Decryption Key

Plaintext

* ACUMETpUYEH

Encryption Key

|

|

Decrypt

Encrypted
text

Encrypt

Two separate
keys which are
not shared

Flaintext

2/18/2024

Encrypted
text

(;:_“) Decryption Key

|

Plaintext ]

Decrypt

Flaintext ]

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos
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NuTerpurer

* Diffie-Hellman (DH) He ¢ MmexaHU3bM 3a KpUIITUPAHE U
OOMKHOBEHO HE CE€ M3M0JI3Ba 32 KPUNITHPAHE HA JaHHUTE.

* ToBa e MeTO/ 3a CUTYpPHO OOMEHSIHE HA KJIFOYOBETE 3a
KpUIITUPAHE Ha JAHHUTE.

* (DH) anroputMmuTte mo3BoJIsiBaT IBETE CTPaHM Jia Ch3aaJar
0011 TaCH KJI¥04Y, KOMTO C€ M3II0JI3Ba OT KPUIITUPAIIUTE U XEIII
aJITOPUTMU.

* Cw3manen ot Whitfield Diffie u Martin Hellman npe3 1976r.

- -

Encryption Key r > - r » Decryption Key
establish a shared key
securely.

Encrypt Decrypt

ﬁ a

2/18/2024 npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 28



CUMETPHUYEH U ACUMETPUUYEH KITHOY

* DH e nmppBara cucremMa 3a U3MoJI3BaHE HA
MyOJIUYEH KJII0Y U ACUMETPUYHU
kpunrorpadpcku kiarodoe. Jlnec DH e gacrt ot
crangapra [Psec.

* [IporokomsT OAKLEY wn3nomnssa aaropursMm DH.
OAKLEY ce n3non3sa ot nporokoia IKE, kourto
¢ yact ot Internet Security Association u
IIPOTOKOJIA 3a YIIPABJICHUE Ha KJIHOYOBE.

* AJTOpUTMH 3a KpUIITUPAaHE, KaTo HanpuMmep DES,
3DES u AES, kakto 1 MD35 u SHA-1 xem
AJITOPUTMM U3UCKBAT CUMETPHUYEH, CIIOJICIICH
TACH KJIIOY 3a U3BbPIIBAHE HA KPUIITUPAHE U
OCKPUIITUPAHE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



Nuterpuretr ¢ Hash anropurem
I{lenocTra n aBTeHTHYHOCTTA HA VPN Tpaduka
ce 00padoTBaT OT XEIll aAJITOPUTMH.

Hash cbm1o ce nMeHoBa message digest.

Xelll € 4MCJI0, KOETO CE TeHepHUpa OT TEKCTOB
HU3. I eHepupa ce ¢ noMolTa Ha popMyJia
TaKa, 4€ € MaJIKO BEPOITHO JAPYT TEKCT Jia
IIPOMU3BEIE ChINaTa XEIll CTOMHOCT.

XenI-pT € IIO-MaJIbK OT CaMUS TEKCT.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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[IpuHnun Ha padota Ha Hash-a

* OpUTrHHAITHUAT MMOAATEI TEHEPUPA XEIII HA
CHOOIIEHUETO U TO U3IIpallla CbC CaMOTO
CHOOIIIEHUE.

* [lomyyaTensat aHaau3upa ChbOOIIECHUETO U Xelll-
a, N3YHCIABA APYT XEII OT HOIYYCHOTO
ChOOIIEHUE U CpAaBHSBA JBaTa XelI-a. AKO Te
ca €IHU U ChILH, IOIy4aTSIISIT MOXKE J1a OBbJIC
CUTYPEH B IISIJIOCTTA HA OPUTHHAIIHOTO
CHOOIIIECHHUE.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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* VPNSs u3mons3Bar Koj 3a y10CTOBEPsIBAHE HA
CBhOOIICHUE 3a IPOBEPKA HA ICJI0OCTTA U
ABTCHTUYHOCTTA Ha CHOOIIEHUETO, 03 11a
M3II0JI3BAT KAKBUTO U J1a OWJIO TOMBJIHUTEIHU
MEXAHNU3MU.

 Hash-based Message Authentication Code
(HMAC) uma 1Ba mapaMeThpa - 3a BbBEKIAHE
Ha CHOOIIEHNE U TacH KJIIOY, KOWTO € U3BECTEH
caMoO Ha Imoaareiasa Ha ChOOIIEHUETO U
IPECABAPUTEITHO U3BECTHH II0JTyYaTECIIN.



Anropurtmu HMAC

e MDS5 - U3nons3sa 128-0MTOB CITOJIETIEH TACH KJTIOY .
Cp0oO1IEHHMETO U KIIFOYBT c€ KomOnHupar upe3 Hash
anropurbM HMAC-MDS. Pesynrarst € 128-0utoB
Hash. Hash e npuiioskeH kbM OpUTHHAITHOTO
CHOOIIEHUE U Ce M3Ipallia 10 OTJAJICUCHUS Kpail.

* SHA - SHA - 1 u3non3sa 160-0UTOB CEKPETEH KIIIOY.
CphOOILEHUETO C IIPOMEHJIMBA IbKUHA U 160-0uTOBUSA
CIIOJICJICH TaeH KJIto4u ce kKomouHupar upe3 Hash
anroputeM HMAC-SHA1. PesyararsTt € 160-0MTOB
Hash. Hash e npuiio;xeH kbM OpUTHHAITHOTO
CBHOOIIEHUE U CE M3Ipalla A0 JSCTUHALMATA.

* (Cisco I0S mogabpxka chino u 256-06utoBu, 384-0MTOBU
u 512-outoBu SHA peanuzamun.
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ABTEHTHUKAIIUS

* PSK - TaeH KJIt04 , KOUTO CE MOJEIIS MEXY JBETE
CTPaHU C MTOMOIITA HA CUTYPEH KaHaJl, IpEeau Ja
TpsiOBa J1a ce n3non3Ba. PSKs wn3nonssar
CUMETPUYHH KpUOTOrpaCKH aIrOPUTMH.

* RSA noanucu - lHHludpoBure ceprudukaru ce
Pa3MEHAT 3a YIIOCTOBEPSABAHE HA IIUBPH.
JIOKaTHOTO YCTPOUCTBO XEIIUPA U KPUIITHUPA C
HETOBUS JIMYECH KIItOY. B oTnaneueHus Kkpau
KPUIITAPAHUS XEII € pa3lM(PoOBaH ¢ MOMOIITA HA
MyOIWYHUS K04, AKO pa3mn(pOBaHUS XEIIl
ChBIIAJIA C IPEUZUUCITICHUSA XEIII, TIOJTTUCHT €
UCTHHCKH.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon



IPsec Protocol Framework

Authentication Header

T, - All data is in plaintext.
—
R1 AH provides the following:
+ Authentication
*  Integrity

Encapsulating Security Payload

S, Diata payload is encrypted.
. pay Cryp
R1 ESP provides the following:
= Encryption
+ Authentication
*  Integrity

IPSec

IP=ec Framework

AT | S A
ESP +
IP=ec Protocol AH ESP AH
AT A
Integrity MD5 SHA
AN A
Authentication PSK Rah

Diffie-Hellman
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Remote-access VPNs

W3nosssar ce:
* Secure Sockets Layer (SSL)
* [P Security (IPsec)

1 neere (IPsec m SSL) VPN texHonornu
npeaiarar JO0CThII 10 HOYTH BCSIKO
IPUIIOKECHUE, MPEXKa UIIN PECYPC.

SSL VPN npepmiarar necHa Bpb3Ka OT He-
(bMPMEHM HACTOJHHU KOMITIOTPH, MAJIKO HJIU
HHKAKBa NOJJIPBKKA HA AECKTOII COPTyeEp U
NOTPEOUTEIICKU-TICPCOHAIIM3UPAHU YEO
OPTAJIM IPH BIIM3AHE.
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CpaBHeHue Ha [PSec n SSL
T

[Ipunoxenus

Kpuntupane

ABTEeHTHKAINS

CioxxHOCT

Onmuu 3a
Bpb3Ka

2/18/2024

Web npunoxenus,
CIIoJieIIsIHE Ha (aiiioBe,
e-mail

CpeaHo 10 CHITHO
Kirou:40-256 bits
Cpenna

One-way/two way
aBTCHTHKAIIHS

Hucka
camMo web opay3bp

CBbp3Ba BCAKAKBU
yCTPOUCTBA

Bcuuku [P-6a3upanu
PUIIOKEHUS

CHJTHO
Knrou:56-256 bits

CunHa

two way aBTEHTUKaIUs ChC
CITOACJICH KJII0Y WIJIM IU(POB
cepTuduKar

Cpenna

CBbp3Ba CaMO yCTPOMCTBA ChC
crieruuyHa KOHPUrypamus

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos 37



Kondurypupane Ha Site-to-Site VPNs

2/18/2024

Jla ce mo3Bosim VPN traffic ¢ ACL , xoiTo
no3poisaBa ESP (50), AHP (51), ISAKMP
(UDP 500) Tpaduxk

Jla ce onmmar ISAKMP nonutnkure -
encryption, hash, Diffie-Hellman

Jla ce u3oepe miargopma - ESP niim AH

Jla ce ce3nane ACL cTtangapTeH wuim
pa3IIMpPEH, 3a Ja CE 3aIUTH TpaphuKa

Jla ce cp3mage crypto map
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



