KoMITIIOTbpHA CUTYPHOCT HA HUBO
XOCT
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npod. I-p UHXK. XpUCTO Bbha4aHOB
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OCHOBHU MOMEHTH
* 3amura Ha KpaiHo ycTporcTBO (Endpoint
security)
e 3amura Ha JUCKa
 PasnendgHe HaA I9J10BE

* AKayHTH
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XOCT

* MpEKOBHU XOCT € KPAaWuHO YCTPOUCTBO —
KOMITIOTHP UJIM MPEKOBO YCTPOUCTRBO.

* XOCTBHT MOXE J1a mpeajiara MH(popMauoOHHU
peCypCH, YCIYTd U NPUIIOKEHUS 32
NOTPEOUTENIN UIU APYTH
yCTPOMCTBA/XOCTOBE/BB3JIM B MpEKaTa.
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CUTrypHOCT HA KpaWMHO YCTPOHCTBO

* Endpoint Security (3amurara Ha KpaliHU
TOYKH) € IIPAKTHUKA 32 CUTYPHOCT, U3MOJI3BaHA
3a 3allMTa HA KPaHU TOYKH B MPEXa
(KOMITIOTPH, JIAIITOIIH, ChPBBPU, CMAPT(OHHU,
Ta0JICTH ¥ BUPTYaAJIHU CPEAN) OT 3JI0BPEACH
codpryep, MMHUOHCKHA COPTYEP, KOMIIOThPHHU
BUPYCH 1 OHJIAHH/O(JIaiH 3aIlJIaxH.
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3aimra Ha XOCT

 HaOmoneHrue Ha XOCT

Key Components of Endpoint Security * 3amnuc ¥ aHaIu3 Ha
Application CHOUTHS

control * AHTHBHPYCEH copTyep

* QuaTpupaHe HA MPEKOB
Tpaduk
Data
control * (OrpaHn4aBaHE Ha JOCTHII
110 OIpeIEICHU
TPUITOKCHUS
* Kpunrtupane Ha 1aHHA

Browser

orotection®  3AIIIUTA HA Opay3bpa C
ye0 punTpu 3a
noTpeOUTE N

* YIOpaBJj€HUE HA
IMIPUBUJIETUN — IIPUHITATL
HA HAW-MaJKOTO
ITPUBUJICTUN

Network
control

Device
protection
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[ IpemmMcTBa HA 3a1MTa HA XOCT

Offers greater Provides a safe Regluces
visibility virtual environment security costs

(&5 )

Provides a Supports dynamic Prevents Gives be‘tter
unified platform updates data loss user experience

3alMTara Ha KpaiiHaTa TOYKa OCUTypsBa €QUHHA
CHCTEMa 3a CUTYPHOCT, KOSITO IO3BOJISIBA HA
pEIIICHUATA 32 CUTYPHOCT J1a CE€ aKTyaJIu3upar
AWHAMHYHO, 34 J1a CE€ IIPOTUBOIIOCTABST
€(PEKTUBHO HAa MHOTOACIICKTHHM 3aIlIaXH.
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CUTrypHOCT Ha XOCT - OPENOPBKHU

Endpoint Security Implementation Best Practices

Secure every Manage BYOD
endpoint®----... - _.-@ cases
on the system b ; judiciously
Enforce least Practice
privilege ® ... @ network

access segmentation

Implement _ Implement
automated @ ..----@® granular
patching application control
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HaOroneHne Ha XOCT

Llenmn:

* Jla ce OTCTpaHSAT NPOOJIEMUTE B ICHHOCTTA UM
— Crmpa ce ChbpBBP CaMO B M3KIIIOUUTEIHU CIIy4YaH.

* Jla ce mogoOpu NpPOU3BOAUTEITHOCTTA UM

— Karo ce nogoOpsT BXOAHO-U3XOJHUTE JUCKOBHU
oIepaluu

— Hamanu ce u3nos3BaHeTo Ha Ipolecopa
— Hamanu ce MpexoBus Tpauk OT/KbM ChbpPBbpa

* ToBa ce npaBu 4upes:
— Cp3gaBaHe HA OpOSAYM HA TPOU3BOJUTEIHOCTTA
— Ilpuiarane Ha GunTpu 3a chOMpaHaTa HHPOPMAIIHS
— 3anucBaHe JAHHUTE B JIHEBHUIIM 34 aHAJIN3
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JIMCKOBO IPOCTPAHCTBO

* Moxe na e ot HakoJiko HDD, xouto ga ce
o0eauHsIBaT B ToMOBE /volume mipu NetWare/
uinu RAID- macuBu nnpu Windows u Linux

* Jla ce u30upar BUCOKOHAACKIHN U CKOPOCTHU
JIUCKOBE

* Jla ce tutanupa pasnpenaciicHueTo Ha
JTUCKOBOTO IMPOCTPAHCTBO C 1IEJI CUTYPHOCT
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| ITanupane Ha QHUCKOBA IIaMET

e Msactoro Ha OC

— JlocThn ©IMa caMoO aAMUHUCTPATOPA

* MsCTOTO Ha IIPUITOKECHUATA
— Ko 11e uma gocTon
— J1o KO€ mpuII0KEHHUE

— IloTpeburenute ga ru Noa3BaT, HO HE U Aa '
IIPOMEHSIT

e MACTOTO 3a JAaHHUTE

— 3ajaBaT ce mpapa 3a 3all|C, 3a Ch3J]aBeaHe Ha
00CKTH, 32 IIPOMSHATA HUM......
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CTpyKTypupaHe Ha HHMOpMaIUsaTa Ha

JINCKA
Bapuanru:

* Bcuuku (aiioBe ca B €qHa JUPEKTOPHS

* damioBeTe ca CTPYKTYPUPAHHU 10

peIHa3HAYECHUE B OTJICITHU JUPEKTOPHUM —
Work, Lib, Temp, Daily, ....

IIpu cTpyKTypUpaHeTo Ce IUIaHUpa 3almMrara OT
HEOTOPU3UPAH JTOCTHIL.
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CHUT'ypHOCT Ha HUBO OII€paliiOHHA

CHUCTCMA
CopBbpHara OC gaBa JJOKaJHA CUCTEMA 34

CUTYPHOCT Ha (PaiIOBETE U JTUPEKTOPUHUTE HA
ChpBBDA.

3ammra OT:
* 3aryou - Ilp. Toxos yoap

* HempaBomepeH QOCTHI

2/18/2024 npod. a-p umk. BeHera AnekcueBa u pod. A-p HHK. XpucTo BhiuaHos
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Crogensine Ha pecypcu upe3 OC

* MpexoBara OC ocurypsiBa CpeacTBara 3a
KOHTPOJIMPAHE Ha JOCThIIA 10 (halJIOBE,
Ak, IIPUHTEPHU U JIp.pecypcu. ToBa crasa mo
IBa HAYMHA.

— CHUTI'ypHOCT Ha HUBO CIIOJIEIIEH PECYPC
— CUrypHOCT Ha HUBO ITOTPEOUTEN

* IIponecwT HA crioAEHIHE 3aBUCH OT
MpesxkoBara OC

— B Windows o nogpa30oupane He ce cnoaes
a0COJIFOTHO HHUIIO U TPsAOBa 1a ce Ch3JaBaT
CIIOJICJICHU pecypcH (sharing)

— B Linux — Samba (SMB npotokoi), NFS
IIPOTOKOIL....

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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CHUT'YpHOCT Ha HUBO CIIOZECIIEH PECYPC

(share-level security)
* N3nomssa ce B Peer-to-Peer mpexn
* 3ajasa ce mapoJa 3a MmoJI3BaHETO Ha pecypca
10 MpeKaTa U OTOPU3UPAHUTE NOTPECOUTEIH 5
BHBEKIAT IPH BCSIKO ITOJI3BAHE

* [Ipu MHOTO MOTPEOUTEIM U MHOT'O CHOACIICHU
pPECypCH Bb3HUKBAT 3aTPYAHEHUS IPHU
“pazgaBaHETO’’ HA IIAPOJIMTE HA
OTOPU3UPAHUTE ITOTPECOUTEIIN

* JIokyMeHTHpAT CE€ KOH PECYPC C KaKBa mapoJia
€ U KOU IOTPeOUTEII C KOM MapoJIM pa3lojiara
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CHUT'ypHOCT Ha HUBO IMOTPEOUTET

(user-level securitryg
[To-necHa 3a ynpaBJI€HUE B CPEAHU U TOJIEMUA MPEKHU

JlaBa mo-roJjisima CUTypHOCT

JlecHO ce mpocnensaBa KOU OChIIECTBIBA JOCTBII 110
MPEKOBHU PECYPCH.

Ha Bceku nmotpeOuten ce 3aaaBa user account ,
3alIUMTeH ¢ napoja. C Hero morpeOuTelIs BiIv3a B
chcTeMara

Bceku cnozieneH pecypc ce KoH(UIryprpa Taka, 4e
OOCTBITHT JIO HETO Ja € pa3pellcH caMo Ha
OTOpHU3UpPAHUTE NOTpeOUTENU. ToBa cTaBa Upe3 COUCHK
3a KOHTPOJI Ha 10CThIIA (access control list). Ako
aKayHTa € B CIHUCHKA, C€ AaBa JOCTHIL.

[ IpeauMCTBO- BCEKM ITOTPEOUTEI IOMHM CaMO €HA
napoJa.

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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BuoBe akayHTH

* [loTpeduTEICKN aKayHTH

* | pylioBHU akayHTH

* KOMITIOTBPHY aKayHTH

2/18/2024

npod. a-p urx. Benera AnekcueBa u ipod. a-p uHX. Xpucto Bbiruanos
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[ToTpeOnTEICKN aKayHTH

e 3ajaBar ce 3a BCIKA OTAECITHA JUUYHOCT

— Ha jJokajiHO HMBO (Windows)
— Ha HuBO Mpexka (Windows Active Directory).

* (CB31aBar ce OT aKkayHTa HA aJMHUHHCTPaATOopa

* |lpu norsane, T€ ce NpoBEPSABAT HA CHPBHPA 34
aBTEHTUKAIMA . BCEKU coAelieH pecypc UMa CUCHK 3a
KOHTPOJI Ha 10CThIIa A0 Hero. [IpaBu ce cpaBHEHUE U IPpU
ChBIAJCHUE CE J1aBa JTOCTHIL.

* IloTpeOUTEICKHUAT aKayHT CE€ ChbCTOU OT:
— Ilorpebutencko nme
— [lapoma
— YcroBus M OTpaHUYEHUS HAa MOTPEOUTENS — Yac, 1aTa, KOMITIOTHD ...

— Hudopmarius 3a CUTYpHOCT — TPy, KbM KOUTO TPUHAIJICKHU
nOTpeOUTENST U MOTPEOUTEIICKH MpaBa

— HezagbimkutenHa nHgopMalys — UMEHa, 3BaHue, TenedoH, e-mail ....

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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| pynoBu akayHTH

* Cp3maneHu 3a U3NpallaHe Ha ChOOIIEHUE 10 Tpyna
IIOTPEOUTENIN U ONIPOCTSIBAHE YIIPABICHHUETO HA
aKayHTHUTE, KOUTO ca OOCIMHEHM I10 IIpaBa

— ['pynu 3a CUTYPHOCT — 3a7aBaT CE€ MO3BOJICHUS 34 JIOCTHII

— I'pynu 3a paznpeesicHue — 3a U3M0JI3BaHE CaMO OT
IIPUJIOKEHMS KaTo e-mail mporpamu

* Ilogpazoupamara ce rpyna (Everyone) e
BCEOOXBaTHA U B HESl aBTOMAaTUYHO IPU
MHCTAJIMpPaHE CE MOCTAaBAT BCUUKH ITOTPEOUTEIICKU
aKayHTU

* [loTpeburen Moxe na NpUHAAICKH KbM IMOBEYE OT
¢IHa rpyna (BHMMaBa c€ 3a KOH(JIUKT B
ITIO3BOJICHUSITA)
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KOMITFOTBPHU aKayHTH

* ToBa ca MAlIMHHY AKayHTU HA CBbP3AHUTE B
MpeEXKaTa KOMIIOTPH.

* Cb3HaBar ce peay BKIKYBAHETO HA
MalluHaTa KbM JIOMEUHA.

* Cyxxar 3a:

— UJICHTU(PUIIIpAHE HAa KOMITIOThpPa OT MpPEKOBaTa
OIIEpallMOHHA CUCTEMA

— KOHTPOJI Ha JICUCTBUATA, U3BBPIICHU 10 BpEME Ha
U3I10JI3BAHE HA aKayHTa

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon 19



CriogeneHu pecypcu

Tumnosere ca:

* CnogeneHu (halJIOBE Y MANKH- IOCTABAT CE Ha
(haiJIOB CHPBBP — 3a OOIIO MOJI3BAHE WU 34
BCEKH ITIOTPEOUTEN CE€ Ch3/1aBa OTJeIHa home
OUPEKTOPUS

* |IpuHTEpHU- puxBaIIaHe Ha MPUHTSPCKUS ITOPT
M IIPeHACcOYBaHE Ha 3aJIaHusATa 3a I1eyar OT
JIOKAJIHHS IIOPT KbM MPEIKOBHS IIPHHTEP

* |IpUI0KEHUA- MHCTATUPaHU ca CaMO Ha
IPWIOKHUS CHPBBP

* IHTEpHET BPbH3KU- Upe3 U3MIO0I3BAHE HA PYTEP H
BCEKH KOMITIOTBHD € ¢ oTaencH IP agpec, upe3 NAT
— 1 nyonuuen IP anpec, upe3 proxy CbpBbp

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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YIIpaBI€HUE HA CHOJCIIEHU PECYPCH

To BKJIIOUBA:

* VieCHsIBaHE JT0CThIIA IO CIOIAECICHUTE
PECYPCH 3a IIPAaBOMMAILIATE

* O0e30macsaBaHe Ha CHOACIICHUTE PECYPCH
Cpelly HEOTOPU3UPAH JOCTBHII

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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YrpapiieHrue Ha akayHTH cnopen OC

* Windows:
— User Manager for Domains
— Active Directory Users and Computers

— Mamngase Ha ycrpoiictBa upe3 Windows Explorer nim
KOMaHJaTa

net use 6yKea Ha ycmpoucmeo: \\ume Ha Komnromvp\ume Ha
cnooejien pecypc

e Linux:

— C KoMaHjaTta ume Ha nompebumen: adduser u ce

penaktupa (daina /efc/passwd, MaIBaHETO Ha yCTPOMCTBA €
C KOMaHaTa

mount ume Ha Cbp8bvp./OUPEeKMOopus/noo0oOUpeKmopus/I0KaIHd
OUpexmopusi

2/18/2024 npod. 1-p uwk. Benera AnekcueBa u mpod. 1-p uHX. Xpucto BbiruaHos
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IIpumep 1: 4 oOekTa Ha egHA KOMIIAHMS
C IO 3 CIY>KUTEINS Ha BCEKH OOEKT

2/18/2024

KoJiko moTpeOuTencKkn akayHTa
1a ce Ch3aanar?

*4 KOIKOTO ca pad. MecTa
*]2 KOJIKOTO Ca CIIYKUTEIIUTE

°] —Te ca ¢ eaHU ¥ ChIIM IIPABA,
HsIMaT CBOM YHUKAJIHU PECYPCHU

N nenTudukanusra Ha
CIYKHUTENs e ObJC HA HUBO
IPUI0KEH coPTyep.

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos
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[Ipumep 2: 4 oOekTa Ha eqHA KOMITAHUS
C 110 3 CIIYKUTEIISI HA BCEKU OOCKT

ye

2
5o

2/18/2024

KoJIKO 1 KaKBHU aKayHTH J1a C€
Cbh3/a1ar?

* 4 MOTPEOUTEIICKH - KOJIKOTO
ca pa0. MecTa, T.K. OCBEH
oomara b/, Te nmaT cBou
YHUKAIHHU PECYypCH

*4 MOTPEOUTEICKH 3a
YHUKAJTHUTE pECYpCH U |
IPYNOB 3a CHOACICHUTE OOIIU

pecypcu
Kak na ce n3oepe?

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos
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CpaBHEHHE 32 BPEME U I'PEILIKHU

IIpumep 2

ch3naBaHe OOwUAT pecypc € oT 5

MPOMSIHA

2/18/2024

KOMITOHEHTA.
NnnuBrnyanaure
pecypcu camo 2 Ha
BCEKHU MOTPEOUTEN.

B o0mus pecypce ce
IpeMaxsar 35
ChIIECTBYBAIA pecypca
1 ce 100aBsT 8 HOBH.
NunuBuayanaure
pPECYpCH HE CE€ MPOMEHSIT.

4 moTpeOuTEICKU
aKayHTa, B KOUTO €
OMMUCAH U 00U

pecypc

B 4 norpeburencku
aKayHTa C€ OMHUCBAT 1O
7 pecypca:

4*7= 28 nercTBus

B 4 norpeburencku
aKayHTa C€ U3TPHUBAT I10
5 pecypca u ce 100aBsT
1o 8 HOBH:

4*5+4*8= 52 necTBUA

4 MOTPEOUTEIICKH aKayHTa
3a UHJUBUYAJTHUTE
pecypeu u 1 rpy1mioB, B
KOMTO € OnrcaH o0mus

pecypce

B rpynoBus akayHT ce
onucaar 5 pecypca u 4
nOTPEeOUTENS.

B 4 norpeburencku
aKAyHTH 32 BCEKU CE

OMMUCBar mno 2 pecypca
(5+4)+4*2=17 peiictBusa

B rpynoBus akayHT ce
U3TPUBAT 5 pecypca U ce
100aBST 8§ HOBHU:

5+8= 13 neucrBus

npo¢. 1-p unx. Benera Anexcuesa u npod. 1-p uHk. Xpucro Boeiyanos 25



[ IpuBunerun

[IoTpebuten ¢ moBeue IpaBa OT OCTAHAIIMTE
NOTPEOUTEIIH, HO C IO- MAJIKO OT CUCTEMHMS
aIMHUHHUCTPATOP.

IIpumepn:

1) Tok MOK€E J1a Ch37aBa IPYIIM U NOTPEOUTEIIH,
WJIW [a MIPOMEHS ChIIECTBYBAIY I'PYNHU U
OTpeOnUTEIN

2) Tou MOke J1a IIPOMEHS MPEKOBH HACTPOMKH
Ha MallIMHATa

2/18/2024 npod. a-p unxk. Benera Anekcuena u npod. a1-p uHK. Xpucto Boiiuanon
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I IItannpane Ha MpexoBara CUI'YPHOCT

* Login security: ume, mapoina, BpeMe Ha JOCTBII,
pabOTHO MSCTO, OPOM HA €THOBPEMEHHHUTE BPb3KU

* Rights security:

— IlonmeuyuTencku mpaBa- 3a1aBar Ce CPeIly
nupekropusta: Read, Write, Create, Erase, FileScan,
Modify, Access Control ....

— Macka Ha HacJIe[ICHM IIpaBa- IpaBaTa Ha
NOAJUPEKTOPHUSITA CE HACIeAsBaT OT IIpaBara Ha
pOAUTEICKATA TUPECKTOPHUS

— EdekTrBHY paBa- KOMTO PEATHO MOTPEOUTENS
HacCJEeaABa

e Attributes: ReadOnly, Hidden, eXecuteOnly, .........
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Bosrpocu ?

bnarogaps 3a BHUMaHHETO !



