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Address Resolution Protocol (ARP)

* ARP ciyxu 3a HamMmupaHe Ha (PU3UYECKUS
agpec (MAC, Token Ring, FDDI nmm IEEE
802.11, ATM ) Ha 1aJIcHO YCTPOMCTBO MO
HErOBHS aapec oT MpexkoBus cioi (1Pv4).

* [Iporokoast ¢ nepunupan B RFC 826.

 Oynknunte Ha ARP 3a IPV6 ce mpegocTaBst
ot Neighbor Discovery Protocol (NDP).
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Mapiipytusupane

Mapiipytrusupane — mporec Ha JJ0CTaBsIHE Ha
IaKeT OT U3TOYHHUK (COPC) A0 moaydarel
(mecTuHAIMS), IPU KOMTO MPEIKOBUTE
yCTPOMCTBA B3€MAT PEIICHU 32 TS HA
JOCTaBKara C IIOMOIITA Ha IPOTOKOJIH.

BB3MOXHO € 1 3a1aBaHe Ha CTaTUYEH ITbT.

Bcesiko yCTpOKWCTBO MMa 2 ajipeca:.

— Gusnuecku (MAC) — 3a xomyrukanus ot NIC 1o
NIC B cermenra.

— Jlornduecku (IP) — 3a KOMyHHKaAIUSA OT
OpHUTHHAIITHUS COPC 0 ASCTUHAIIMATA.
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JINPEKTHO / THAUPEKTHO
MapIIpyTU3UPaAHE

Communicating on a Local Network Communicating to a Remote Network

Destination IP Address

Original Source

Destination MAC Source MAC Source IP Destination IP
00-0B 00-0A 192.168.1.110 192.168.1.50

L2 Ethernet Header L3 IP Packet

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

e JIUPEKTHO - JIeCTUHALUATA € B CHIIUSI CEIMEHT.

* IaaupekTHO - JlecTHHAnusATa € B APYT CETMEHT
Ha Mpexara. M3nmon3Ba ce KOHPUTrypupaHUsT
default gateway.
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Paoora Ha ARP

* ARP m3npama 3amutBane (ARP Request) B
nokanHara mpexa u Tbpcu MAC anpeca Ha
coocTBeHuka Ha |IP anpeca momyuarer.

* XocTsT, pazno3nai IP-to cu, n3npama MAC-a cu
kato orroBop (ARP Response).

* MAC aapechT Ha monydarens ce KeIupa B
tabmuia (ARP Table), 3a ma moxe nmpu Opaema
koMmyHuKanuss ARP aBromarndHo ga acomuupa
IP-to ¢ MAC anpeca.
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C:\Users\Veneta Aleksievararp/a

ss LAN adapter Wireless Network Connection:

-specific DNS Suffix . : viv

Interface: 192.168.1.7 --- 0xl16
Internet Address Physical Address Type

24-df-6a-b9-8a-5a d}"namic are ) : 4G P13 IIIP+P”_T-“-
88-c9-da-bf-4d-a3 dynamiclf ; N

FE-FF-FF-FF-FF- ++ static
- static
static

A 1-5e-7 : static
- FF-F-FF-FF-FF static

8A-73-32-08-D4-8C-A8-DI-AA

Coabpika apoiiku IPv4-MAC az[pCH |

Axo nectuHannoHHUAT IPV4 anpec € B chilata Mpexa KaTo COPCOBUS
IPv4 agpec, xoctsT e Thpcu B ARP Tabdnunara aecruHanuonnus 1Pv4,
3a ja pazoepe Herosus MAC aapec.

Axo nectuHaioHHUAT |IPV4 angpec € B pazandyHa Mpeka, XOCTHT 11
Thpcu B ARP tabmumara IPv4 anpeca Ha konburypupanus default
gateway , 3a na pazoepe nerosus MAC aapec.

Axo ce Hamepu IPv4, ce mon3Ba MAC aapeca kaTto JeCTUHALIMOHEH B
JTOKAJTHUST CETMEHT.

Axo He ce Hamepu IPv4, ce uznpamia ARP request.



ARP Request

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

,ﬁ Capturing from Wireless Network Connection

Hae XE QeudEF I = QQAQE
| |A|J|JI‘,.-' a display filker ... <Ctrl-/>
Mo. Time Source Destination Protocol Length Info
1 0.000000 HuaweiTe_ b9:8a:5a Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.1
2 1.023937 HuaweiTe_b9:8a:5a Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.1
3 1.945679 HuaweiTe_b9:8a:5a Broadcast ARP 42 Who has 192.168.1.4? Tell 192.168.1.1

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: HuaweiTe_b9:8a:5a (24:df:6a:b9:8a:5a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

£f f ff ff ff £ 24 df 6a b9 8a 5a 08 06 00 01  ...... $. 3..Z....
P8 09 06 04 00 01 24 df 6a b9 8a 5a cP a8 @1 V1  ...... $. j..Z....
00 00 00 0O PO @@ c@ a8 @1 084 ... ..
Frame 3: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: HuaweiTe b9:8a:5a (24:df:6a:b9:8a:5a), Dst: Broadcast (ff:ff:ff:ff:ff:1f)
v Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: HuaweiTe b9:8a:5a (24:df:6a:b9:8a:5a)
Sender IP address: 192.168.1.1
Target MAC address: ©00:00:00 00:00:00 (90:00:00:00:00:00)
Target IP address: 192.168.1.4

* ARP request e Opoakacrt.

 ARP request cwrabpka IPv4 agpeca, Ha KOUTO C€ HMCKa
MAC anpeca, IPv4d u MAC na copca.

 ITomero Target MAC address e mpa3zuo (00:00:00:00:00:00).
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ARP Re

ﬂ Capturing from Wireless Metwork Connection

ply

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae RN Qe=msEFEI=ZEQaaaE

[l |A|J|JI‘,.-' a display filter ... <Ctrl-/=

No. Time Source Destination Protocol Length Info

11 37.7519.. IntelCor_aB:d9:aa
12 37.7539.. HuaweiTe b9:8a:5a

HuaweiTe b9:8a:.. ARP
IntelCor a8:d9:.. ARP

42 Who has 192.168.1.17 Tell 192.168.1.7
42 192.168.1.1 is at 24:df:6a:b9:8a:5a

Frame 12: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
Ethernet II, Src: HuaweiTe b9:8a:5a (24:df:6a:b9:8a:5a), Dst: IntelCor a8:d9:aa (08:d4:@c:a8:d9:aa)

v Address Resolution Protocol (reply)
Ethernet (1)

IPv4 (0x0800)
Hardware size: 6

4

(2)

Hardware type:
Protocol type:

Protocol size:
Opcode: reply

Sender MAC address: HuaweiTe b9:8a:5a (24:df:6a:b9:8a:5a)

Sender IP address: 192.168.1.1

Target MAC address: IntelCor_a8:d9:aa (@8:d4:0c:a8:d9:aa)

‘ Target IP address: 192.168.1.7

LSS d4 Oc aB d9 aa 24
N O8 00 06 04 80 02 24
14 Bc a8 d9 aa ¢

.F

6a b9 8a 5a 68 06 00 01
6a b9 B8a 5a c@ a8 91 01
Bl 6/

d
d

* ARP reply e yaukact, HO mopaau OpoaKacTHUS
XapaKTep Ha cpeiara ce “‘dyBa’ OT BCUYKHU B

JIOKAJIHUS CCI'MCHT.
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ARP B HHIMPEKTHO MapUIPyTU3UPAHE

Mo. Time Source Destination Protocol Length Info
27 188.252. IntelCor a8:d9:aa HuaweiTe b9:8a:.. ARP 42 Who has 192.168.1.1? Tell 192.168.1.7
28 100.254.. HuaweiTe b9:8a:5a IntelCor_a8:d9:.. ARP 42 192.168.1.1 is at 24:df:6a:b9:8a:5a

* Axko nectuHanmoHHus IPv4 anpec e B pa3inyHa
MpeXka, XOCThT Iie Thpcu B ARP tabnunara IPv4
angpeca Ha koupurypupanus default gateway, 3a
na paszoepe nerosuss MAC aapec.

* Ako Hsama 3anuc 3a |IPv4 anpeca Ha
xoHdurypupanms default gateway, ce nzmnonassa
ARP nipornieca 3a onpenensne Ha MAC anpeca Ha
default gateway.
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| will remove this ARP entry if | have

not used it in 2 minutes.

192.168.1.110
MAC 00-04
PC A's ARP Cache
192.168.1.1 00-0D

192.168.1.50
MAC 00-0C

192.1
MAC
GO0

ﬁl( Network )

oo
=3+
(=Tl

es used by

cifies an inte

inet_addr may be

et_addr
ess is
entry

is pleanPnt
\p cifies a p

TatimepsT Ha 3anmuca IPv4-MAC 11oMm u3teue, 3auchT C€
npemaxsa oT ARP ta0nuiara.

TalimepsT ce kKoH(urypupa. [1o noapazoupane € 2 MUHYTH.
Hsxou 3anucu ot ARP Tabnumara Morar aa ce U3TPHUST PBYHO.



[Ipoonemu ¢ ARP

Shared Media (multiple access) ® ARP 6p()I[KaCTI/IT€

‘! ‘! ‘! ! MOTAaT Ja 3aaAPbCTAT
[IpEHOCHATa cpeaa,
aKO BCUYKU
b i i yCTPOMCTBA CE
BKJIFOYAT

€IHOBPEMEHHO 1

ARP Request: | need the | will send an ARP reply
MAC address fdfalt and pretend to be the
gateway, 192.168.1.1 default gateway! Ta6JII IHIITe I/IM C a
g =~ [Ipa3HHU.
192.168.1.110 192.168.1.50
MAC 00-0A MAC 00-0C

Nemork>
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U ome...Reverse ARP

* He ce u3noiisBa B CbBPEMEHHU MPEXKHU, T.K.

Nma DHCP.

 M3moas3Ba ce OT KIIMCHTCKA MAallluHa B JIOKAJIHA
Mpesxka, kosTo uanpaiia ceost MAC aapec 1o
RARP cbpBBp, 32 1a nnoucka cBos IPv4 agpec
ot ARP tabnuiara my.

* MpeKOBUST aAMUHUCTPATOP Ch3AaBa TaOIMIIA
B RARP cbpBBpa, KOSATO Ce n3monssa 3a
cBbp3BaHe HAa MAC aapeca KbM CbOTBETHUA
IP anpec.
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U ome... Inverse ARP

* BMecto na n3nomnsBa Layer-3 agpec (IP agpec)
3a Hamupane Ha MAC axpec, Inverse ARP
n3noia3Ba MAC aapec 3a Hamupane Ha IP
azpec.

* Inverse ARP e Touno ooparnotro Ha ARP.

* Ooparausar ARP e 3amenen or BOOTP u no-
kbcHO DHCP.

* Inverse ARP ce n3non3Ba eAMHCTBEHO 3a
KOH(pUTypanus Ha ycTporcTtBoTo B ATM
mpexu u DLCI BsB frame relay.
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1 omre...Proxy ARP

[To3BoJIsIBA HA YCTPOMCTBA, KOUTO Ca B PA3JCICHU MPEKOBU
CETMEHTH, CBbP3aHM OT MapuIpyTu3arop B eaHa IP mpexa,
na npeodpasysar IP anpec 8 MAC aapecn.

Koraro ycTpoiicTBara He ca B €1Ha U Chllla Mpexka Ha Data
Link cioii, HO ca B enHa u cbina IP Mpeka, Te ce onuTBar
1a mpeaaBar JJaHHU €IHO Ha JPYTo, CAKAII Ca B JIOKAJIHATA
Mpexka. PyTepbT, KOUTO pa3aeid yCTpoUCcTBara, Hama aa
M3IIpaTh OPOJKACT, T.€. AAPECUTE HE MOTaT Ja ObaaT
noiaydeHu. [Ipokcn ARP e akTuBHpaH 110 mojapa3onpaHe,
TakKa 4e ,,lIPOKCU PYTEPHT ', KOUTO CE HAMUPA MEXKIY
JTOKAITHUTE MPEXKH, OTroBaps ¢bC cBOst MAC aapec, csakai
€ PYTEPHT, KbM KOMTO € aJipecupaH OpojKacTa.

Koraro n3npamamioro ycrtpoucto noiayun MAC aapeca Ha
[IPOKCH PyTepa, TO U3Mpallla ChOOIICHUTa CH 10 TIPOKCH
pyTepa, KOUTO Ha CBOH pEJi ' U3IIpalia 110
NE€CTHUHAIMOHHOTO YCTPOMCTBO.

JIOIL. JI-p UHXK. AUJIbH XBKb
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N omie... Gratuitous ARP

Koraro KOMIIOTHPBT C€ cTapTUpa (MpeKoBaTa
MHTEp(EICHA KapTa € BKJIIOYEHA) 3a II'bPBU BT, TON
aBTOMaTH4HO n3npamia cBosd MAC agpec KbM LisiIaTa
mpexa ¢ Gratuitous ARP.

Crnen Gratuitous ARP MAC agpechT Ha KOMIOIOTHPA €
M3BECTEH HA BCEKW KOMYTaTOp U 1103BoJsiBa Ha DHCP
ChbPBBPUTE A 3HAAT KbJI€ Aa usnparar 1P agpeca mo
to3u MAC, ako ObJ1e TOUCKaH.

Gratuitous ARP pabotu ¢ Gratuitous ARP request, Taka
u Gratuitous ARP reply.

Gratuitous ARP ¢ monesen 3a orkpuBane Ha [P
KOH(JIUKT B MpEXkKara.

Gratuitous ARP ce u3non3Ba 3a oT cyrda 3a

akTyanusupaHe Ha ARP tabnuara u Opumk Tabnumara
my (port - MAC address).

JIOIL. JI-p UHXK. AUJIbH XBKb
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Neighbor Discovery Protocol (NDP)

* Neighbor Discovery Protocol (NDP) pa6otu c IPVv6.

« Paboru xaro ARP u Internet Control Message Protocol
(ICMP), xakToO 1 IPOTOKOJIMTE 32 OTKPUBAHE HA PYTEP
Y IPEHACOYBAHE HA PYTEP, U3IMOI3BaHU B [Pv4,

 Toit pabotu Ha Data Link cnoii.

* OrtroBaps 3a CbOMPAHETO HA pazIMyHa UH(OPMALTHS,
HEe00X0IMMa 3a MPEKOBa KOMYHHUKAIIUSL.

 Inverse Neighbor Discovery (IND) mmo3BosisiBa Ha
XOCTOBETE Jia onpeaciaT u pekiaamupar IPv6 aagpec,

chboTBeTcTBall Ha JageH MAC aapec, nogoOHO Ha
Reverse ARP 3a IPv4.
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Bwropocu ?

bnarogaps 3a BHUMaHHETO !
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