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Mopoen KNUeHT-CbpPBBLP

Workstation
(client)
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KnueHT-CHpBBLP NPUNOXKEHUSA

Client workstation

Presentation services

Server
il
.. . Request .. .
Application logic Application logic
(client portion) - (server portion)
Response
Communications Communications
- > |
software Protocol software
interaction
Chent Server
operating system operating system
Hardware platform Hardware platform
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KnacoBe KnneHT-CbpBBLP NPUNOXeHUus

XocT-6a3mpaHa obpaboTka

Client Server

Presentation logic

Application logic

Database logic
DBEMS
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KnacoBe KnneHT-CbpBBLP NPUNOXeHUus

CbpBbp-Oa3npaHa obpaboTka

Client Server

Presentation logic

Application logic

Database logic
DBMS
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KnacoBe KnneHT-CbpBBLP NPUNOXeHUus

KnnenT-6a3mnpaHa obpaboTka

Client Server

Presentation logic

Application logic

Database logic Database logic
DBMS
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KnacoBe KnneHT-CbpBBLP NPUNOXeHUus

KoonepatuBHa obpaboTka

Client Server

Presentation logic

Apphcation logic Application logic

Database logic
DBMS
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TPUCNOUHA KNUEHT-CbPBBLP apXUTEKTypa

Client
,

Middle-tier server
{application server)

Y‘ :_,_,. Back-end servers i ;
- - (data servers) > S

an/IHLl,I/II'lVI Ha onepaunoHHUTE CUCTeEMMN, XpVICTO BbnyaHoB




Middleware

Client workstation

Presentation services
Application logic
Server
Middleware - = Middleware
Middleware

Interaction

Communications | J - Communications Application

software Protocol software Services
Interaction
Client :
. Server operating system
operating system
Hardware platform Hardware platform
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JIlornyecko npepncraBsHe Ha middleware

L L

Application " e 0 Application

APIs

Middleware
(distributed system services)

Platform interfaces

/ /
Platform: Platform:
® 0S ¢ e * 0S
® Hardware ® Hardware
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CbpBUC OpueHTUpPaHa apXUTeKTypa
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Pa3npeaeneHa cucrema

CBbBKYMNHOCT OT cnabo cBbp3aHM MaLLUHMU,
KOMYHUKMpPALLUX CU Npe3 KOMYHUKALIMOHHA

Mpexa.
site A site C
<« server
network 1 1
resources
communim
<«—— client
site B
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MpexoBa OC

Cnabo-cBbp3aHa cucTemMa OT XEeTEPOreHHU MaLUnHMN.

|_|0Tp66I/ITeJ'II/ITe 3HaAT 3a HAaJFIM4YneTo Ha MHOXXECTBO
MaLllnUHN

[JocTbnbT 40 pecypcuTe Ha pasfiyHU MaLLNHU € SIBEH:
- OtpanedeHo noreaHe (telnet, ssh);
- Remote Desktop;

- [MpexBbpnsiHe Ha AaHHM OT oTAarevYeHa Ha fnokanHa
MawwuHa 4pes File Transfer Protocol

[MoTpebutennte TpsAbBa ga OCbLLUECTBAT cecud 1 aa
n3non3BaT MPEeXoBU KOMaHON
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MpexoBa OC

Machine A Machine B Machine C

Distributed applications

Network OS Network OS Network OS
services services Sernvices
Kernel Kernel Kernel

I I S

Network
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Pa3snpepeneHa OC

CVIJ'IHO-CB'bp3aHa cncrtema otT XxoMmoreHH" MmallunHm

|_|0Tp66I/ITeJ'IMTe HE 3HAaAT 3a HaJIM4YNeTo Ha MHOXEeCTBO
MalUnNHN

OocTbnbT A0 oTOane4vYeHu pecypcu e nogobeH Ha To3u Ao
NIOKanHu pecypcu
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Pa3snpepeneHa OC

Machine A Machine B Machine C

Distributed applications

Distributed operating system services

Kernel Kernel Kernel

Network
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Pa3snpepeneHa OC

« MwurpupaHe Ha gaHHM — NPexXBbPNSHE Ha UAn dpann unm Ha
Tasun YacT, KOATO € Heobxoauma 3a 3agadarta

. MmrpwpaHe Ha U3HYNCITIEHNATA — NPEXBBPJIAHE Ha
N34ncrieHna BMecTo aHHU

- MurpupaHe Ha npouecu — N3NbIIHEHNE Ha LKA Npouec unm
4acT OT Hero Ha pasfnunyHu MecTa
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PasnpeneneHa OC - uenwu

« [lpospayHocT

« [BbBKaBoOCT

« HapexaHocT

« [lpounssoanTenHocT

- PaswupsiemocTt
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OOMeH Ha cboOLWweHus

Client

Application

Message-oriented
middleware
(with message queue)

Server

Application

Message-oriented

Transport

Metwork

Application-specific
messages

« send()

middleware
(with message queue)

1

Transport
Network

« receive()
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KomyHukauus

« Bbnokupaliu nsBnKkBaHuS

« Hebnokunpalum n3smkBaHus
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CVHXPOHHA KOMYHUKaL KA

brnoknpauio nssukeaHe send()

Blocked process

Running Running
process < > process
F
Interrupt to the
kernel
Message sending

v

[MpouechT We ce 6rokmMpa Ao 3aBbpluBaHe
n3npaLlaHeTo Ha LsnoTo cboOLeHme.
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CVHXPOHHA KOMYHUKaL KA

brnoknpaulo n3ssukeaHe receive()

Running Blocked process

process

Running
process

v

Interrupt to
the kernel

Message receiving

v

[MpouecsT We ce brnoknpa gokaTto CboOLLEHMETO Cce
nony4un n 3anuuwe B gageHus ot npoueca éydep.
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CVHXPOHHA KOMYHUKaL KA

brnoknpawmTe npuMnUTUBK Ca:.
« JlecHu 3a peanusauus;
- He usuckeat 6ydepmpare B aapoto Ha OC;

- He no3BongaesaT napanenHa pabota Ha
npouecuTe No BpeMe Ha nanpatlaHe u
nony4yaBaHe Ha CbobLleHMe.
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ACUHXPOHHA KOMYHUKaUus

Hebrnokupaluo n3ssukeaHe send()

Blocked
rocess
Running P Running
process ‘<—>‘ process
Interrupt to l
the kernel
The message is The message will
being copied into be sent

a kernel buffer

v
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ACUHXPOHHA KOMYHUKaUus

NMpobnem: Kak npouecsT Wwe pa3depe kora cbobLEHNETO €
6uno nanpateHo?

PeweHue 1: KonupaHe Ha cbobuieHneTo B Bydep Ha 94p0To

« CboOLweHuneTo ce Konmpa B bydepa;

- HesabaBHo cnep konupaHeTo, NPoLechT MOXe Aa
MPOABLITKU U3MBITHEHUETO CU;

- AKO e Hanuue npeToBapeHa KOMYyHUKaLMa MOXe aa ce
nony4u npesanuceaHe Ha bydepa n 3aryba Ha
CboOLLEeHNE NN HUCKa NPON3BOANTENHOCT
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ACUHXPOHHA KOMYHUKaUus

PeweHue 2: OC reHepupa npekbCBaHe KbM MnpoLeca

BedHara crnef Kato cbobLleHNeTO e BUo nanpaTeHo

CbobLieHneTo ce nsnpawia AMpeKTHO oT bydepa Ha
npoueca 6e3 aa ce konmpa B Oydep Ha 94p0TO;

Cnep v3npallaHe Ha CboOLWEHMETO SAPOTO reHepmpa
NpekbcBaHe KbM rnpoueca. bydepbT e cBoboaeH 3a
nocrenBaLlo N3Mon3BaHe;

Bucoka cteneH Ha napalsiefin3bM - BUCOKaA
NnpPpon3BOOUTESTHOCT,

CnoXHO nporpamMmunpaHe.
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ACUHXPOHHA KOMYHUKaUus

Hebrnokupaly receive()

process process
running running
A
Interrupt to interrupt
kernel
message is
written into
buffer
message
received t

v
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ACUHXPOHHA KOMYHUKaUus

NMpobnem: Kak npouecsT Lwe pa3depe ako CboOLWEHMNETO €
6uro Beye 3anucaHo B bydoepa Ha npoueca?

PeweHue:

- C npekbcBaHe KbM npoueca cnep 3anuca B oydepa;

« [lpouecbT nepnognyHo nuta aapoTo (polling) —
OOMbITHUTENHU CPEeaCTBa;

 [lpn n3eukBaHe Ha receive(), AQpOTO BeAHara gaBsa
CbOOLLEHMETO NN BPbLLUA KOA 3a rpeLuka, ako
CbOOLLEHMETO OLLE HE € MOJTyYEHO.
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bydepupaHe Ha cboOLWeHUATA

be3 oytdhedupaHe — Bb3MoOXeH e Npobnem, ako CbpBbLPBLT
N3NbIIHU receive() npean KNMEHTHLT Aa U3NbiHU send() —
HAMa Oa ce 3Hae CbObLLEHMETO OT KOro €.

PeweHue:

«  OTxBbpnsiHe HA CbOBOLLEHMNETO, HAAABANKK Ce, Ye
KITMEHTBLT LWE ro npaTn OTHOBO Cref KaTo CbPBbLPLT YCree
c receive();

« CbxpaHaBaHe Ha nosiyd4eHuTe cboOLLEHMA B SOPOTO 3a
nepuopg vpes Tanmep. Nanckea Bpeme n 3aemMaHe Ha

namet N o

OS kerngl DS kernel

—/ -

oSt p oot
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bydepupaHe Ha cboOLWeHUATA

C oydechnpaHe — yakalmaT cbobLLEHNA NPOLIEC U3NCKBA OT
AApOTO Aa 3aeMe cneuyunrneHn éydep — “mailbox”.

[Tony4yeHunTe 3a npoueca cbobLeHNs ce 3anasBaT B TO3M
bydep, He3aBMCMMO garnu npouechT € U3NbIHUN receive();
3a Bceku receive() npouechbT B3eMa NbPBOTO CbOOLLEHME OT
mailbox. AKo e npaseH, npouechT ce brokMpa;

Moe ga HacTbnu NpenbriBaHe Ha bydepa. AKo HAMa
MSACTO, n3npawawmaT npouec ce bnokmpa, ookaTto ce
Nony4n nOTBbLPXKOEHME 3a NOSy4YEHO CbOOLEHME.

OS kernel | mailbox

11
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Remote Procedure Call

OcHoBHa upges:

[lpouec oT mawnHa A n3sunkea npouenypa ot mawmHa B.
N3BuKBaWMAT Npouec ce bnoknpa gokarto npoueaypara ce
N3NbMNHW Ha gpyrata MalluuHa n pesynratute ce BbpHaTt
obpaTHo.

OcHoBHa uern: Npo3payHoCT
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JlokanHo usBukBaHe Ha npoueaypa (LPC)

[poLec n3nbnHABa nNpoueaypa B HEFrOBOTO apPecHO
NMPOCTPaHCTBO.

call parameters

Called

Calling

procedure

procedure

return results
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NMpepaBaHe Ha napameTtpu npu LPC

s =mull ( a, b );

JlokanHwm
NPOMEHNNBU

main ()

[Tpeau LPC

SP

JlokanHwum
NPOMEHNNBU

main ()

a

b

Aapec Ha
BpblUuaHe

JlokanHwum
NPOMEHNNBU

SP

ITo Bpeme Ha
LPC

A

JlokanHwm
NPOMEHNNBU

main ()

Cnen LPC

SP
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NMpepaBaHe Ha napameTtpu npu LPC

« Call-by-value (no ctonHocCT) - [lpomeHnMBUTE ce
KonupaTt B cTeka. MogndununpaHeTo um ot
n3BMKaHaTa npoueaypa He NPoMeHs1 CTOMHOCTTa Ha
OpUTrMHaNHNTE NPOMEHNNBN B U3BMKBaLLATA

npoleaypa;

- Call-by-reference (no agpec) - B cteka ce npegasat
camMo afpecuTe Ha NPOMEHITNBUTE.
MoaundguumpaHeTo UM OT U3BMKaAHAaTa npouenypa
BOAM [0 NMpoMsiHa Ha CTOMHOCTTa Ha OPUrnMHariHuTe
NPOMEHNNBM B U3BUKBALLATA NpoLenypa;

- Call-by-copy/restore (konupaHe/Bb3CTaHOBSIBAHE) —
KomMOuHaumns ot npeaxogHUTe MeToau.
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Remote Procedure Call

* I3BMKBALLUAT N N3BUKBAHMAT MpPoLEeC ca HE3aBUCUMU €ONH OT OPYT;
* Hama o0OLy cTek;

* MIanonaBa ce KOoMyHuKaumoHeH moaen request-reply;

* lanonseaTt ce cbobLueHna mexay npouecuTe.

Wait for a result

Machine A < 5
(client)
Remote Return of
call Network the result
Request Reply
Machine B Local procedure

(server) call

v
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RPC KkomyHuKkaunoHeH nHrepdenc

« ba3supaH e Ha bnbnunoteyHn yHKUMN — cTbOOBE (Stubs);

* KNMEHTBLT 1 CbPBBbPBT KOMYHMKMPAT Ypes ABa cTbba, No eaviH 3a
BCEKWN OT THX.

Client machine Server machine
®|  Client ®|  Server
return call call return
stub stub
Unpack Pack Unpack Pack
result parameters parameters result
(0153 (015
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RPC anroputom

1.KnueHTckaTa npoueaypa U3BuKBa KNUEHTCKUSA CTHO;

2 .KnneHtckna ctbb noarotesa cboOLEHUA N N3MbIHABA CUCTEMHO
n3BuKkBaHe kbM rnokanHarta OC;

3.KnueHtckaTta OC m3anpaula cbobueHne kbM cbpBbpHaTa OC;
4.01panedeHata OC npegaBa CbOOLWEHMETO HA CbPBBLPHUA CTHO;
5.CbpBbLPHUAT CTHO pasnakeTupBa NnapamMeTpuTe U N3BMKBa CbPBBLPA;

6.CbpBBLPHUAT npouec obpaboTBa AaHHUTE U BpblUa pesynrtara KbM
CbPBbLPHUSA CTHO;

7/.CbpBbLPHUAT CTLO NakeTupa pesynrtara B CbObOLLIEHME U N3MbITHABA
CUCTEMHO MU3BUKBaAHE KbM JiokanHata OC;

8.CbpBbpHaTa OC m3anpatlla cbobLeHneTo kbM KnneHTckaTa OC;
9.KnueHtckata OC npegaBa CbOOLLEHNETO HA KITMEHTCKUSA CTHO;

10.KnneHTcknaT cTbb pasnakeTmpsa pesysritara 1 Bpblua
N3MNbIHEHNETO KbM KIMEHTCKaTa nporpama.
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RPC npumep

k =add ( 10 , 23 );

KnueHTcKka malumHa CbpBbpHa MalUMHa
Server stub
Mobouec knueHT Mpouec cbLpBBLP
e s Client stub add (int i, j) { 6. CTbOBT n3BbLpLUBA
kmaddld,3) 7 return (i+j); NoKanHo M3BMKBaHe Ha
: } “add”
. 1. U3BukBaHe f
\4 Ha npouenypa
proc: “add” 2. CTbObT proc: “add”
int: 10 cloopgmpa int: 10 ga g;:fe?;paa
cbobLieHne
int: 23 int: 23 cboOLleHmeTo
proc: “add”
oS int: 10 oS 4. OC Ha cbpBbpa
int: 23 npepaBa cbobOLWEeHMeTo
Ha cTbba

| |

3. CrobOuweHuneTo ce
M3npalla no Mpexara
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[NakeTupaHe Ha napameTpu npu RPC

[TakeTMpaHeTo Ha NnapamMeTpuTe B CbobLLEeHNE —
parameter marshaling.

[Be BaXXHU 3agayu 3a peLiaBaHe:
* PasnnyHn doopmaTtn Ha OaHHUTE;
* IanpawiaHe Ha ykasaTenu.
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Popmatu Ha paHHu npu RPC

Mpobnemu:

* PasnunyHu apxnuTekTypu Ha KIMeHTa U CbpBbLPA;
* Pa3nn4yHm cumMBonHu Tabnuuu;

* PaznnyHn yncnosu dpopmary;

» PasnnyHo nogpexnaHe Ha 6banToBeTe.
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NMNoapexaaHe Ha banToBeTe

192 168 0 20 192 A
Big-endian 168 A+1
0 A+2
20 A+3

192 168 0 20 20 A
0 A+1

Little-endian

168 A+2
192 A+3
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PewaBaHe Ha npobnema

N3nonaeaHe Ha yHuUduympaHa kaHoHU4YHa popma 3a
npeacraBdHe Ha gaHHUTe — External Data Representation
(XDR):

* MalWwmHHO He3aBMcUM oopmar;

 Big-endian nogpexgaHe Ha gaHHUTe;

* IEEE npencraBsHe Ha yncnara ¢ nnaealla 3aneras;
* ASCIl npeacraBsiHe Ha CUMBONUTE.

[lpenctaBAHETO B KaHOHUYHA popma — serialization
ObpaTtHoTO NpeacrtassiHe — deserialization
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RPC n yka3aTtenu

Mpobnem: ykasaTenute ca BanuaHN camo B JIOKaNHOTO
aJpecHO NPOCTPaHCTBO Ha npoLieca.

PeweHus:
» MlanpallaHe camMo Ha CTOMHOCTU, HE Ha yKa3aTenu;

» MlanpalaHe Ha ykasaTtenun KbM CbPBbPHUSA CTHO U
reHepupaHe Ha cneuuaneH Kkog 3a obpaboTka Ha Te3u
yKasaTtenu.
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JNlokanusupaHe Ha RPC cbpBbBp

CbpBbpbT TpsAOBa Aa ce pernctpupa B binder.

KnneHTHT ce cBbp3Ba KbM binder 3a nokanusupaHe Ha
CbpBbpa (AMHAMWUYHO CBbpP3BaHe).

O

—

O

&)

44—

®

1. PernctpupaHe

2. 3asiBKa 3a nnokanumsmpaHe
3. UpeHTudukaTop Ha
CbpBbLpa

5. RPC otroBop

4. RPC 3asBKka
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NMpumep: Windows RPC

Remote Procedure Call (RPC) Properties (Local Computer) o

General LogOn Recovery Dependencies

Service name:

Display name: Remote Procedure Call (RPC)

r COM and DCOM servers. It performs object

W

Description: ';I'Qhe RPCSS service is the Service Control Manager  ~

Path to executable:
CAWINDOWS\system32\svchost.exe -k rpess p

Startup type Automatic

Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

art par —|_||-"—|

OK Cancel Apply
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Mpumep: Windows RPC

Administrator: Command Prompt

C:\WINDOWS\system32>sc enumdepend rpcss 166668
[SC] EnumDependentServices: entriesread = 183

SERVICE_NAME: GoogleChromeElevationService
DISPLAY_NAME: Google Chrome Elevation Service
TYPE : 1@ WIN32_OWN_PROCESS
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1077 (@x435)
SERVICE_EXIT _CODE : @ (exe)
CHECKPOINT : Bxe
WAIT_HINT : Bxe

SERVICE_NAME: PrintWorkflowUserSvc_1de7169e
DISPLAY NAME: PrintWorkflow_1de7169e
TYPE : f8  ERROR
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : @ (exe)
SERVICE_EXIT_CODE : @ (exe)
CHECKPOINT : exe
WAIT_HINT ! exe

SERVICE_NAME: DevicesFlowUserSvc_1de7169e
DISPLAY NAME: DevicesFlow_1d@7169e
TYPE : eB USER_SHARE_PROCESS INSTANCE
STATE :' 1 STOPPED
WIN32_EXIT_CODE : 1877 (@x435)
SERVICE_EXIT_CODE : @ (©ex@)
CHECKPOINT : 9xe
WAIT_HINT 1 9xe
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Bbnpocu?



